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Managed PC Sample Architecture Deployment Guide

Abstract

This document will outline the basic principles and architectural guidance for deploying a shared architecture for building a Managed Personal Computers (MPC) hosting service. This architecture makes extensive use of the Microsoft® Windows® 2000 IntelliMirror™ management technologies, which include such technologies as Active Directory™ services, Group Policies, Roaming Profiles and Folder Redirection.

The MPC sample architecture builds upon the technology and techniques outlined in the “Hosted Online Applications Sample Architecture Deployment Guide”. The instructions outlined in the Hosted Online Applications Sample Architecture Deployment Guide the majority of the steps necessary to build a MPC hosting service. The reader must perform the steps outlined in the Hosted Online Applications Sample Architecture Deployment Guide prior to beginning the steps in the MPC sample architecture document.

This white paper is a member of a collection documents that are a part of the Active Directory Application Services Kit (ADASK) V1.0. Documents in this kit cover in-depth technical information, as well as configuration information on, Active Directory deployment models for ASPs (Building Hosted Application Services Using Windows 2000 and Active Directory), Exchange 2000 Server Hosting for ASPs (the Exchange 2000 Server Hosting for ASPs Deployment Guide), and Hosted Online Applications Sample Architecture Deployment Guide. 
It is suggested that the reader first read the Building Hosted Application Services Using Windows 2000 and Active Directory document prior to continuing with this document. The Building Hosted Application Services Using Windows 2000 and Active Directory document contains important concepts regarding the use of Active Directory that are crucial to understanding how to use Active Directory to enable application services.
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Introduction

The intent of this document is to provide service providers with technical examples of how to use Microsoft® Windows® 2000 technologies to build new services that can be brought to market such as a Managed PC (MPC) service. This goal of this document is to outline the basic principals and design points for building a MPC service utilizing the Windows 2000 Active Directory™ (AD) technologies.  

The basic premise for the MPC service is an all inclusive service that would provide client hardware (i.e. PCs), client software, software maintenance, network connection, and data center services for a small/medium enterprise and charge a single monthly bill per seat for the service.  The MPC service will shelter a small/medium company from technical obsolescence while providing a “state of the art” level of information technology from the service provider.  

The MPC sample architecture will focus on how to use the technologies inherent in Windows 2000 Server and Windows 2000 Professional to roll out a service that addresses roaming users, user application data that is redirected and managed by the service provider, user systems settings, automatic publishing of application software packages and resilient software configurations. 

It is interesting to note that most of the techniques and Active Directory technology settings documented in the Hosted Online Applications Sample Architecture Deployment Guide are completely reusable and complementary with the MPC sample architecture. By following the steps outlined in both the Hosted Online Applications Sample Architecture Deployment Guide and the MPC sample architecture, a service provider could build a service that allows users to access their applications, application data and unique desktop settings whether they are using a “thin client” Windows Terminal Server device or a “fat client” personal computer running Windows 2000 Professional.  The user’s applications, application data and unique desktop settings will “follow” the user of the service from device to device. It is also interesting to note that the applications, application data and unique desktop settings will “follow” the user on a MPC whether the user is on the network or off the network. These “follow the user” characteristics of the service could be interesting for service providers who want to provide a Windows Terminal Services based service for running hosted applications but also have to provide a “disconnected device” service for laptop users who need to travel.

This white paper is a member of a collection documents that are a part of the Active Directory Application Services Kit (ADASK) V1.0. Documents in this kit cover in-depth technical information, as well as configuration information on, Active Directory deployment models for ASPs (Building Hosted Application Services Using Windows 2000 and Active Directory), Exchange 2000 Server Hosting for ASPs (the Exchange 2000 Server Hosting for ASPs Deployment Guide), and Hosted Online Applications using Windows Terminal Server (Hosted Online Applications Sample Architecture Deployment Guide).

The Managed PC and the Hosted Online Applications – Complementary Hosted Services 

This document will primarily focus only on 

1. Major differences between the Hosted Online Applications Sample Architecture and the Managed PC sample architecture.

2. Steps that are not relevant if you are building the Managed PC sample architecture ONLY. 

3. What you have to do in addition to all of the steps necessary for building sample Hosted Online Applications Sample Architecture (see the Hosted Online Applications Sample Architecture document for the instructions). 

It is important to point out that all of the Active Directory concepts and techniques used in the Hosted Online Applications Sample Architecture Guide are relevant for the MPC environment and that the intent of the Active Directory design used in the sample architecture(s) is to be flexible enough to enable a wide variety of hosted services and applications. In fact, the Hosted Online Applications Sample Architecture Deployment Guide, the Managed PC Sample Architecture Deployment Guide and the Exchange 2000 Server Hosting for ASPs Deployment Guide all use a very similar Active Directory design.

Please note that you must first build the architecture detailed in the Hosted Online Applications Sample Architecture Deployment Guide prior to building out the Managed PC sample architecture.

Major differences between the Hosted Online Applications Sample Architecture and the Managed PC

The primary difference between the Managed PC sample architecture and the Hosted Online Applications Sample Architecture is that personal computers running Windows 2000 Professional (i.e. “fat clients”) need to be managed in addition to the “thin client” Widows Terminal Services devices. Because the MPCs “fat client” has different requirements to correctly configure the service, the following must be taken into consideration:

Software Distribution and Installation

NOTE: The licensing model for installing Microsoft applications on a Managed PC as is not finalized and at this time is a violation of the Microsoft applications license. It is important to point out that it is possible to deploy and manage applications on Managed PCs using the group policy technology inherent in Active Directory in a manner very similar to how Microsoft applications was deployed on the Windows Terminal Servers as described in the Hosted Online Applications Sample Architecture. Please contact your Microsoft representative to discuss the proper mechanisms to license Microsoft software to use in a rental/service provide environment.
In the MPC environment, applications need to be installed and run on the Managed PC devices rather than on the Windows Terminal Services servers that are hosted by the service provider. Therefore, a software distribution technology must be utilized for installing applications on the Managed PC devices.

The capabilities of the Active Directory Group Policy software installation technology will be utilized to load applications in the MPC environment. In the Hosted Online Applications Sample Architecture, Group Policy software installation technology was used to load applications on the Windows Terminal Servers. In the MPC environment Group Policy software installation technology will be used to install applications on the Managed PCs.

In the MPC environment, applications will also be installed on all of the MPC computers and the access to the features of applications on the MPC computers could also be determined by what service plan a user subscribes to.

Hosted Online Applications Service Plans

In the MPC environment, the user Service Plans are used to categorize subscribers of the various versions of application in a manner identical to the Hosted Online Applications Sample Architecture Service Plans. The policies related to the Hosted Online Applications Service Plans perform two primary functions: 

1. Those users will only be allowed to run the versions of applications that they have subscribed to.

2. That only the icons relevant for launching the subscribed to version of the applications will be displayed on the user’s Start menu.

The group policies related to the service plans will function in an identical way in the MPC environment with the primary difference being that the policies will be enforced on the MPC device rather than on the user’s session on the Windows Terminal Server.

Offline Folder Synchronization 

In the MPC environment, there is a need to synchronize the redirected “My Documents” (i.e. the managed file store that the service provider provides) folder with the hard drive of the MPC computer.  This provides the user a way to access their application data whether the MPC computer is either on-line or off-line. This is a very necessary function for laptop users who travel and need to work on their application files whether they are connected to a network or not.

Organizational Unit Specific Differences

In the Hosted Online Applications environment, group policies were set at the organizational unit (OU) level to apply settings for users. However, in the MPC environment group policies will be used at an organizational unit level to apply settings for both users and computers that are members of that organizational unit.  To make this work, MPC computers need to have machine accounts in the Windows 2000 domain “<Your ASP Company Name Here>.com”.   Specifically, MPC computers need to not only have machine accounts in the Windows 2000 domain but the MPC computer’s “computer object” be moved to the organizational unit that relates to the customer where the MPC computers are being used. 

The reason that the MPC computer’s “computer object” be moved to the organizational unit is because group policies will be used at an organizational unit level to apply specific settings for both users and computers that are members of that organizational unit.  Organizational unit specific policies will be applied to the MPC computers that focus on the following two areas:

1. Software distribution – The location of the applications software distribution packages will be set in the computer settings for the organizational unit specific policy

2. Security settings – It is important only users who are members of a specific organizational unit  (i.e. a subscribing company) only have the ability to log on to an MPC computer that is associated with that organizational unit. It is possible to set security in the computer settings for the organizational unit specific policy so that only the users who are members of that organizational unit have the rights to log into a MPC computer.

A security group needs to be created in each organizational unit called: 

ManagedPC@ <organizational unit name> (example: ManagedPC@Customer1 )

Each MPC computer in the organizational unit needs to be made a member of this security group. The reason why is that this security group will be used to apply policies that are specific for computer settings for the MPC computers in the organizational unit. An example of how the combination of Managed PC security group and group policy could be used would is for the assigning a software application to be installed on a MPC computer via a computer settings policy. 

User Class Attributes

The class attributes for the Normal user class will be identical in the Hosted Online Applications environment and the MPC environment. However the attributes for the advanced user class will also allow access to the MPCs local hard drive.

Setting Up the Active Directory environment for the MPC sample architecture

The following section will concentrate on the various steps necessary to add the settings to a Hosted Online Applications Sample Architecture configuration to build a complementary MPC sample architecture environment. 

It is assumed that the reader of this document is very familiar (via the requisite steps necessary to create the Hosted Online Applications Sample Architecture) with Active Directory object creation, security settings and Group Policy Object creation and settings.

Create organizational unit Specific Security Groups

Create a security group called ManagedPC@ <organizational unit name> in each organizational unit. This Security group will be used to apply policy settings for the MPC computers.

Steps: 

1. Right click on the Customer1 organizational unit and select New>Group.

2. Enter “ManagedPC@Customer1” in the Group Name text box.

3. Click OK to finish.

4. Repeat steps for each of the Security groups listed above.

Move MPC computers to the organizational unit that they belong to

When creating Active Directory machine accounts for computers that are members of a Windows 2000 domain, the default location for the computers in the Active Directory is in the container called “Computers”.

The MPC computers need to be moved from the default “Computers” container to their related organizational unit to ensure that proper security context and policy settings get set correctly.  For example, move the computer named, “MPCComputer1” to the Customer1 organizational unit.

Steps:

1. Make sure the Root Directory “<Your ASP Company Name Here>.com” is expanded using the Active Directory Users and Computers snap-in.

2. Click Computers.

3. In the right pane window of the Microsoft management Console, or MMC, right click the computer name,  “MPCComputer1” and select Move.

4. Select the Customer1 organizational unit.

5. Click OK.

Make MPC computers “members of” the ManagedPC@ <organizational unit name> security group

Making MPC computers members of the ManagedPC@ <organizational unit name> security group will ensure that proper security context and policy settings get set.

In this example, a computer named MPCComputer1 is made a “member of” the ManagedPC@Customer1 security group.  

Steps:

1. Make sure the Root Directory “<Your ASP Company Name Here>.com” is expanded using the Active Directory Users and Computers snap-in.

2. Right click the ManagedPC@Customer1 security group and select Properties.

3. Select the Members tab.

4. Click Add.

5. Select the MPCComputer1.

6. Click Add.

7. Click OK then OK to finish.

Create an organizational unit Specific Policy 

In the MPC environment it is recommended that a policy with these settings be created for each organizational unit. This policy will be used to do two things for each organizational unit:

1. Prevent users that are not members of the same organizational unit that a MPC computer is in from logging on to those MPC computers.

2. Assign software packages (in this example Applications Premium) to MPC computers

Steps:

1. Right click the Customer1 organizational unit and select Properties.

2. Select the Group Policy tab.

3. Click New.

4. Enter a name for the Group Policy Object - “Customer1 Policy”

5. Click Close to finish.

These steps have created a group policy object that is linked to the Customer1 organizational unit. This object does not have any policy settings configured. See steps below for configuring necessary policy settings.

Organizational unit Specific Policy
Configure an organizational units GPO settings to only allow users in Customer1 to log on to computers that are a part of the Customer1 organizational unit.

The following policy settings will prevent users that are not members of the same organizational unit that a MPC computer is in from logging on to those MPC computers. This policy setting has the effect of only allowing users of Customer1 to log on to computers that are a part of Customer1

1. Expand to Computer Configuration>Windows Settings>Security Settings>Local Policies>User Rights

a. Double-click Logon Locally user right.

b. Select “Define these Policy Settings.”

c. Click Add then Browse.

d. Select AllUsers@Customer1 security group from the list

e. Click Add then OK. Click OK then OK to finish.

Organizational unit Specific Policy
Configure an organizational units GPO settings to Assign software packages to MPC computers.

A policy object can be created for each organizational unit that assigns an application’s software installation “package” to all of the MPC computers in an organizational unit. When a MPC computer first boots up on the MPC sample architecture domain, the GPO’s computer setting will detect that the applications package has been assigned to this MPC computer and it will then process to install applications if it is not already installed on the MPC computer. 

In this sample architecture, the GPO with the settings for assigning software packages is configured for each organizational unit. This is done to illustrate an example of how to perform this function.  Note that it is also possible to create a single GPO in the domain that performs the settings necessary to assign software packages for MPC computers and link that GPO to either all organizational units or at the domain root level thereby lessening the administrative burden of configuring policies. Using a GPO for software distribution at the organizational unit level offers flexibility in specifying different servers that function as the software distribution points referenced in the GPO. For example, a GPO could point to a server functioning as a software distribution server that was located at a customer site.

Note that the steps used to assign software for MPC computers are similar to the steps used in the Hosted Online Applications Sample Architecture document to assign the Microsoft Office 2000 Premium package for Windows Terminal Servers. The primary difference is that the MPC computers reside at a service provider’s customers’ premise are the target devices for the software installation and there are network bandwidth limitations that might be encountered in distribution software.  Another important is that a different MST file needs to be created for installing applications to the MPC computers.

Please consult the ISV who develops the software packages that you want to distribute via group policy for specific instructions on how to best deploy the packages using group policy.

Organizational unit Specific Policy
Edit the organizational units GPO settings to Assign software packages to MPC computers.

Edit the Group Policy Object named, “Customer1 Policy” to enable the automatic software installation for MPC computers. 

Steps:

1. Right click the Customer1 organizational unit and select Properties.

2. Select the Group Policy tab.

3. Highlight the Customer1 Policy and click Edit to edit the GPO.

4. Expand Computer Configuration>Software Settings.

5. Right-click Software Installation. Select new>Package.

6. In File name – enter a pointer to the MSI file for the application that you will deploy.  Click Open.

7. Select the application’s MSI file then click Open.

8. Select Advanced Published or Assigned then click OK.

9. It the application has a transformation file then:

a. Select the Modifications Tab.

b. Click Add (this will add the transformation file that was created earlier).

c. In the File Name, type the pointer to the application’s Transformation (MST) file.

10. Click Open then OK.

11. Now set the Privilege level for the automated software distribution.
12. Expand Computer Configuration>Administrative Templates>Windows Components.
13. Double-click on Always install with elevated Privileges.

14. Enable.

15. Select “Check to force settings on.”

16. Expand User Configuration>Administrative Templates>Windows Components.
17. Double-click on Always install with elevated Privileges.

18. Enable.

19. Select “Check to force settings on.”

20. Click OK.

21. Expand User Configuration>Administrative Templates>Windows Components.
Group Policy Management Tools

FAZAM 2000 is a group policy management tool developed by FullArmor. This tool is a Windows 2000 enterprise policy management solution that enhances Windows 2000 Intellimirror and Active Directory's Group Policy. Advanced Management capabilities translate into greater granular manageability and reduced TCO for Windows 2000 environments. FAZAM 2000 features include determining the resultant set of policies (RSoP), disaster recovery of Group Policy Objects (GPOs), reporting, delegation of GPO settings, searching of GPO settings, and scripting of GPOs.  FAZAM 2000 quickens and eases the deployment and operations for ASPs enabling them to test, stage, deploy, and update GPOs quickly so that new customers can be signed-up and managed by the thousands.
Resources

This section provides references to related sources of information.

The Microsoft Internet Services Network (ISN) provides technical and marketing information on Microsoft technologies for the service provider industry.

http://www.microsoft.com/ISN
Windows 2000 General Information

Active Directory Architecture

http://www.microsoft.com/windows2000/library/howitworks/activedirectory/adarch.asp 

Deploying and Planning Windows 2000

http://www.microsoft.com/windows2000/library/planning/default.asp 

Windows 2000 Server Resource Kit

http://www.microsoft.com/windows2000/library/resources/reskit/default.asp
Group Policies Resources

Introduction to Group Policies

http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicyintro.asp 

Step By Step Guide to Understanding Group Policy

http://www.microsoft.com/WINDOWS2000/library/planning/management/groupsteps.asp
Using Group Policy Scenarios

http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp 

Group Policy Management Tools

http://www.fullarmor.com
Q227369: Default Behavior for Group Policy Extensions with Slow Links

http://support.microsoft.com/support/kb/articles/Q227/3/69.ASP 

Q233548: Organizational Unit Controller Cannot Edit Group Policy objects

http://support.microsoft.com/support/kb/articles/Q233/5/48.ASP 

Q203607: How to modify the Default Group Policy Refresh Interval

http://support.microsoft.com/support/kb/articles/Q203/6/07.ASP
Q227448: Using SecEdit.exe to Force Group Policy to be applied again

http://support.microsoft.com/support/kb/articles/Q227/4/48.ASP 

Q247989: Domain Controllers require the “Log on Locally” Group Policy Object for Terminal Services Client Connections 

http://support.microsoft.com/support/kb/articles/Q247/9/89.ASP 

FullArmor’s FAZAM 2000 tool manages group policies

http://www.fullarmor.com
Office 2000 Resources

Office 2000 Resource Kit (ORK)

http://www.microsoft.com/office/ork/2000/default.htm 

Installing Office 2000 on a Terminal Services Environment (ORK Reference)

http://www.microsoft.com/office/ork/2000/two/30t3.htm
Managed PC Sample Architecture Deployment Guide 
14

_931945241.wmf

