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Web Admin 

Sample Web-based Provisioning Tool

Technical Overview

White Paper

Abstract

The Web Admin Sample Web-based Provisioning Tool was developed to illustrate the processes and concepts highlighted in the Active Directory™ Application Services Kit white papers.  The tool is also designed to showcase the effective use of Microsoft® Windows® 2000 technologies in an extensible solution.  This document provides a technical overview of the Web Admin Sample Provisioning Web-based Tool, its features, functions, and automated processes.  It is intended to provide a general introduction to the tool and provide a backgrounder for subsequent documents as well.
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INTRODUCTION

· Introduction to the need for Exchange Provisioning in the Web Admin.

What is the purpose of the Web Admin Tool?

The WebAdmin Tool is a sample application that showcases how to use the Active Directory Services Interface (ADSI) to allow ASPs to delegate control of their application services. It was specifically created to demonstrate the seamless use of current Microsoft® Windows 2000® Technologies to manage available resources by automating and delegating specific administrative hosting and provisioning tasks.   It allows the Administrator or User complete control over repetitive yet necessary tasks at the Organization, Group, or User level, depending on authority.  The Web Admin Tool also enables centralized server and application services management from any location.   

A tight coupling of the recommendations outlined in the Hosted Online Applications.doc and Building Hosted Application Services using Active Directory & W2K.DOC are embodied in this tool, and thus may be used as learning aid for the related technologies.

This sample solution will allow a Service Provider to very quickly and efficiently provision a customer.  It was also designed and developed with extensibility and customization in mind.  As service providers become more familiar with the powerful capabilities inherent in Microsoft® Windows 2000®, tools such as Web Admin can be used as a foundation to automate virtually any administrative task.

What is Provisioning?

Provisioning of Applications and Services for an ASP translates directly into bringing a product to market. The ability to automate the customer signup, configuration and ongoing user management for an application can help ensure profitability in providing hosted services. Conversely, lack of automation and predictable processes can inhibit the ability of an ASP to scale up to meet the needs of the marketplace by requiring the addition of operations personnel as more and customers are brought onto the service platform. This becomes the same fundamental limitation that many companies have today – the inability to staff technology groups quickly and with high quality people – and will inhibit the success of any ASP.

For this discussion, provisioning can be defined as the workflow that takes place after an order is received from a customer for one or more services in the ASPs catalog. 

Provisioning workflow requirements:

Transactional

Provisioning of organizations, application of policy, definition of roles and creation and management of users must provide full transactional capabilities to avoid unknown state in any operation. Unknown state requires human intervention. This human interaction, in turn, limits the ability to scale without adding more operations personnel linearly with the number of customers. The provisioning workflow architecture must provide robust transactional capabilities, including the ability to compensate for the lack of transactional semantics in a specific element of the provisioning process.

Programmatic interfaces must be capable of both performing actions as part of the provisioning process as well as “rolling back” any actions if any one of the requisite steps should fail to complete fully or successfully.

Maintenance of current state of a provisioning transaction request is an implicit part of transactional support. The role of provisioning is to drive state changes and the framework must maintain an accurate, real-time view of current state to determine, based on policy, whether transaction requests have a high likelihood of successful completion or whether a request should be rolled back due to failure or timeout.

Robust Logging

By definition the provisioning process will effect changes in the state of the service delivery platform. All changes to the platform must be reliably logged to ensure accountability and repeatability in the process. Logging should include detailed information on actions successfully completed, timestamp information identifying when an action was complete or failed, the identity of the initiator of the action, the target account or activity of the action and any anomalous state encountered during the action.

Financially, such logging may be critical to the profitability of an ASP. Billing cycles may start with the successful provisioning of services for a company, and charges may be incurred for each user successfully provisioned with specific services. Lack of accurate log information may result in loss of billing revenue or, even worse, inaccurate billing information being applied to customers. Customers who are billed for services that have not been successfully provisioned will have lower confidence in the operational abilities of the ASP. This could, in turn, inhibit the adoption of broader services and/or limit customer retention.

Secure

Provisioning a service in many cases requires administrator level privilege or security context, which is inappropriate to assign to a non-technical customer user administrator. The provisioning architecture should accommodate the enforcement of policy and role-based security, allow customers to invoke actions based on the policies defined by the ASP. Since ASPs are quite varied in business focus and target customer segment, ASPs must be able to rapidly change policy without additional development in the provisioning framework.

To ensure robust security model enforcement, while also supporting the need to delegate authority to groups such as customer user administrators and/or customer support representatives, both the security context of the requestor AND the role-based authority to invoke a specific action on a specific user object (read, write, view, etc) must be a part of the provisioning framework. 

Extensible for multiple services

The nature of the ASP service delivery platform and the need to bring products and technology to market quickly mandate a provisioning architecture that can accommodate multiple services, service plans and policies. Provisioning cannot be application specific since this would limit flexibility and require re-coding every time a new service or application were added. Ideally, a well-designed provisioning framework will allow services to be defined and provisioning components that understand how to programmatically interact with specific applications to be added to the provisioning framework in a dynamic way without modification of the framework itself.

Integration with other provisioning/workflow processes and systems

The provisioning of the applications, organizations and users can be one element of a much larger process that begins when a customer order is received. From the order entry point hardware may need to be ordered, installed and configured, network equipment may need to be deployed and/or configured, records need to be created in the billing and customer care system(s), and applications and hardware will need to be added to the event management and monitoring infrastructure within the service delivery platform. Storage may need to be ordered and/or allocated, back up resources configured and a host of other processes must all be performed in a repeatable, predictable fashion.

An application provisioning framework must be able to take requests from customer care and billing systems to change user and organization service attributes, change security principal information such as passwords, support delegation of authority based on defined security and service policies and allow an ASP complete flexibility in defining policy for customer self-administration.  This is particularly essential to an ASP since the ability to push day to day user management tasks such as adding or deleting users, changing passwords or enabling users for particular value-added services provides a desirable level of control for the customer while significantly reducing customer-management costs for the ASP.

Given the variety of tasks, some of which can be programmatic and automated, some of which are resource-intensive, it is of paramount importance that the provisioning workflow can be well integrated with the overall process of turning up services for customers.

Resource Management – the missing link

While transactional, well-documented and logged automation of the provisioning process is the mechanism that ensures repeatable, predictable results also require a real-time knowledge of the resources available for provisioning. Without appropriate safeguards, the very automation that reduces the amount of human intervention required to turn up services can also result in over-subscription of key resources such as storage, CPU and memory. Provisioning an organization with a given number of users with a specific service level will require a predictable amount of resources in the datacenter. The ability to monitor the available resources, model application/service level requirements and choose the most efficient set of resources based on these parameters is the role of resource management. Applications can be modeled with a “dependency” tree view of required resources, including both those resource that can be provisioned (disk and backup storage) as well as more static resources (CPU processing).

Assumptions



This document assumes the following knowledge and system prerequisites for effective use and understanding.

· A solid understanding of 

· Active Directory Concepts

· Administration Experience with

· Windows 2000 

· Active Directory

· Exchange 2000 

· Internet Information Services 5.0

· Development Experience with

· Active Directory Services Interface Programming

· Windows Management Instrumentation Programming

· Active Server Pages / VBScript

· Collaborative Data Object Exchange Management

WARNING: As part of  your Windows 2000 Active Directory planning process the Active Directory was either placed into Native or List Object mode during creation. 

 If the Active Directory is in List Object Mode, set the LIST_OBJECT_MODE_ON = true in the Config.asp file before running the Web Admin Setup Wizard.  By default, the Active Directory is not set in this mode.
 Please see the Building Hosted Application Services using Windows 2000 and Active Directory Whitepaper for more information
It is also suggested that the reader first read the Building Hosted Application Services using Windows 2000 and Active Directory document prior to continuing with this document. The Building Hosted Application Services using Windows 2000 and Active Directory document contains important concepts regarding the use of Active Directory that are crucial to understanding how to use Active Directory to enable application services.

For effective understanding of the Architecture Section, the Web Admin Provisioning Tool should be installed per Setup instructions in README.HTM.

Benefits

The Web Admin Sample Web-based Sample Provisioning Tool was created to enable users and administrators to manage their respective resources via Internet Explorer 4.0 and above.   It empowers the ability to organize servers and resources based on Organizational structure, allowing Service Providers to locate and manage those assets on a more efficient basis.

Users, groups, and organizational units can be created, modified, and deleted in a similar fashion to the Active Directory Users and Computers MMC snap-in.  

While it is not a replacement to the Active Directory Users and Computers MMC snap-in, Web Admin does provide a great example of how to utilize and leverage the Active Directory.  This tool should provide a good starting point for the creation of a web based administration utility.

Web Admin was developed in Visual Interdev 6.0 using Active Server Pages, Visual Basic Script, Active Directory Service Interface (ADSI), Internet Explorer 5.0 (IE5), and Windows Management Instrumentation (WMI).  It was targeted for Internet Explorer 4.0 and above to leverage speed and also ease of development.

Designed for extensibility and customization, Web Admin can be tailored to meet specific administrative organizational requirements, as needs arise. 

The following bullets point out the main goals for the Web Admin development effort:

· Provide a sample web based application that quickly enables and demonstrates the power of the Microsoft® Windows® technologies

· Deliver customers and partners a sample tool that is easily deployed in a sandbox environment.

· Provide developers a good working example of a web based provisioning tool.

While extremely powerful, it is also necessary to point out what Web Admin doesn’t achieve with this first release of the tool:

· Complete hands off provisioning.

· Complete provisioning for Exchange 2000 or Office 2000.

· Utilization of a database for resource management, business logic, and permission assignments – just to name a few.

Architecture

Overview

The following chapter will explain the General Architecture of Web Admin automated tasks.  

Warning: This is a VERY Powerful tool.  Web Admin gives the Administrator a great extent of control, and as such, should be only be used in accordance with the refernce material in the ADSDK.

Technology Used

Visual Basic Script & Active Server Pages

Technology Overview

Active Server Pages

Active Server Pages is a programming environment that provides the ability to combine HTML, scripting, and components to create powerful Internet applications that run on your server. If you are already creating Web sites that combine HTML, scripting, and some reusable components, you can use ASP to glue these items together. You can create an HTML interface for your application by adding script commands to your HTML pages and you can encapsulate your business logic into reusable components. These components can be called from script or other components. Web Admin Features and Functions using Visual Basic Script & Active Server Pages 

Active Directory Service Interface

Technology Overview

Active Directory™ Service Interfaces (ADSI) abstracts the capabilities of directory services from different network providers in a distributed computing environment to present a single set of directory service interfaces for managing network resources. Administrators and developers can use ADSI services to enumerate and manage the resources in a directory service, no matter which network environment contains the resource. 
ADSI makes it easier to perform common administrative tasks, such as adding new users, managing printers, and locating resources throughout the distributed computing environment. 

ADSI makes it easy for developers to "directory enable" their applications. Administrators and developers deal with a single set of directory service interfaces — regardless of which directory services are installed.

Web Admin Features and Functions using ADSI  

Within Web Admin, ADSI is used to support the following types of actions:

· Create an Organization

· Delete an Organization

· Create a User

· Delete a User

· Create a Distribution List

· Delete a Distribution List

· Enable a User

· Disable a User

· Add a User to a Group

· Remove a User from a Group

· List the Members of a Group

· Create a Contact

· Delete a Contact

· Change a User Password

· Reset a User Password

Windows Management Instrumentation

Technology Overview

Web-Based Enterprise Management (WBEM) provides uniform access to management information. Windows Management Instrumentation (WMI) is the Microsoft implementation of this technology. Such management information includes information on the state of system memory, inventories of currently installed client applications, and other information on client status. Implemented for Microsoft® Windows® platforms, the WMI technology enables systems, applications, networks, and other managed components to be represented using the Common Information Model (CIM) designed by the Distributed Management Task Force (DMTF). CIM can model anything in the managed environment regardless of data source location.

In addition to data modeling, WMI offers a powerful set of base services that include query-based information retrieval and event notification. Access to these services and to the management data is made possible with a single Component Object Model (COM) programming interface.

WMI and ADSI

The Windows Management Instrumentation (WMI) Active Directory™ Service Interfaces (ADSI) extension is useful when you are locating objects in the Microsoft® Active Directory™ and using the search results to manage objects in WMI. A typical use of the extension would be applying changes across all computers in an organizational unit.

Objects contained in any directory (not just the Active Directory) are only accessible with the Active Directory™ Services Interfaces (ADSI) API. With these interfaces, you can: 

· Retrieve classes and instances. 

· Enumerate (generate a listing of) classes and instances. 

· Create new instances. 

· Modify existing instances. 

· Delete existing instances. 

· Query the Active Directory™ to generate views (sorted filtered listings) of the Active Directory's contents. 

Management applications access the Active Directory™ indirectly. The chain of events looks like this: 

· The management application interfaces with the WMI API and makes a request for Active Directory™ information. 

· Windows Management interprets the request and translates it into a set of DS Provider calls. 

· The DS Provider interfaces with the ADSI API, and translates each operation into a set of ADSI calls. 

 Web Admin Features and Functions using WMI

Web Admin uses WMI extensively throughout the entire tool, from Active Directory querying to Server Management.  This application can be used as an effective learning aid for utilizing the Windows Management Instrumentation Objects.

Collaboration Data Objects for Exchange Management 

Technology Overview

CDO for Exchange Management (CDOEXM) is a collection of COM objects and interfaces aggregated into CDO and ADSI objects. With CDOEXM you can programmatically manage Exchange 2000 Server, items in the stores, and store recipients (users). You can create, move, copy, reconfigure, monitor or delete these items. 
CDOEXM is useful for system administrators who need to do such things as archive stores every week, monitor the stores, or manage the server remotely. You can also use CDOEXM for server applications typically used in Internet applications, such as automatic registration of users and e-mail management. CDOEXM encapsulates and simplifies many programmatic tasks that are specific to managing Exchange 2000 Server.

Performing management with CDOEXM involves gathering and modifying information in the Exchange 2000 Server and Microsoft® Active Directory™ directory service in Microsoft® Windows® 2000. Active Directory™ information is configured in namespaces by using the Lightweight Directory Access Protocol (LDAP). It is important to understand the role of Active Directory™ for Exchange 2000 Server. 
In CDOEXM classes, the IDataSource2 interface is provided for opening, managing, and deleting Exchange-related Active Directory™ objects.

CDOEXM and ADSI

The Exchange 2000 Server data that resides in Active Directory™ can be accessed by using ADSI. ADSI is a generic API, however, that has no specific functions for managing the Exchange data in Active Directory. Also, ADSI cannot access data in Exchange 2000 Server. 

CDOEXM encapsulates and simplifies Exchange management tasks so that data in both Active Directory™ and Exchange are managed as needed.

Web Admin Features and Functions using CDOEXM

Currently, CDOEXM is used within Web Admin to create user mailboxes for the Exchange 2000 Service.  However, new functionality can be added to Web Admin as the tool was designed and developed with customization and extensibility in mind.
Web Admin Administrative Roles 

The administrative roles are the center of functionality in Web Admin.  These determine the scope of responsibility enabled during tool use. 

Upon initial login, Web Admin authorizes the Domain Administrator role (one of four security roles) during Organization creation and configuration.  It accomplishes this through the automation of security settings as a part of the configuration process.

 Domain Administrator

The Web Admin Domain Administrator role has the greatest scope of responsibility in the domain. The Domain Administrator is responsible for empowering the three lesser authority roles.  In order to be included in the Domain Administrator role, the account must be a direct member of either the Domain Adminstrator or Enterprise Administrator group  

 Multi-Organization Administrator

It is important to understand that the Multi-Organization Administrator can only maintain the organizations it creates directly.

The Multi-Organization Administrator is a new custom role (created specifically by Web Admin) to create and maintain other peer organizations in a Multi-Organizational Organization inside the domain. This role is an account member of the Multi-Organization Administrator at the parent Organizations’ group level.

There is a two-phase creation process for this role.  First, the organization must be created as a multi –organization. The Multi-Organization Administrator role is then actually assigned when the Domain Administrator selects the Multi-Organization Administrator check box for the user.

It is important to understand that the Multi-Organization Administrator can only maintain the organizations it creates directly.

When enabling an Organization as a Multi Organizational Capable Organization, the Web Admin enables users of that Organization to create other Organization.  This sounds a bit confusing, but a scenerio describing the usage of the Multi Organizational Role in the next section will help draw a better picture.

Why is the Multi-Organization Administrator role necessary?

The Multi-Organization Administrator role is especially necessary for Application Service Providers who provision and maintain large amounts of clients.  It enables the Domain Administrator to have another level of delegation, thereby sharing the workload on a more extensive base.

For example: Application Service Providers that function as service resellers could benefit greatly from this functionality.  The reseller can create and manage its’ customers organizations. However, resellers cannot create other resellers (can create sub trees)

Organization Administrator

The Organization Administrator role is a member account of the Administrators group at the corresponding organizations’ group level.  The Organization Administrators’ scope of authority is limited to the organization in which they have been assigned.  This role can manage its’ own account as well as creating and managing the organizations child organizational units, users, groups, policies, servers and services.  

  The Organization Administrator role is assigned when the Domain Administrator or Multi-Organization Administrator selects the Organization Administrator check box for the user.

End-User

An End-User may be created by any of the three Administration roles within Web Admin.   The End User role is a member account of the Users group at the corresponding organizations’ group level.  End-Users may change their specific account information only.

Organization Management

 User Creation and Management

Managing User Services

An Existing User is managed through the following process.

· A user object is instantiated based on the User’s Active Directory Service path (ADSPath) passed in. 

· The user object is next validated to insure it is not a Group, Computer, or Organizational Unit object instead.  If the object fails the validation, a redirect occurs to the approprate management page.

· Upon a Successful validation, the user object’s attributes are initialized or updated, depending whether or not the form has been posted.

· Next, Administrator group authentication is performed and the appropriate authority level is set, allowing the following.  

· The account expiration date is then updated if warranted, with a default value passed if the date is not entered. 

· If the Organization Administrator or the Multi-Organization Administrator has been checked, the user object is added to the appropriate group provided that the user is authorized to do so.

· Next, The user is added to either the normal or advanced user group depending on setting. 

· The Account Expiration date field is updated with the current information

· The user’s identity is compared with the managed account. If they match, then Update access is granted.  Otherwise, if the user is not a member of an Administrative group, then Read-only access is granted. 

Creating / Deleting Users 

Automation Summary

An Existing User is created through the following process:

· User information is specified and completed

· The user is then created in the directory

· The Organizational Unit container is obtained

· Administrator status is verified

· If the UPN is unique, then the UPN attribute is added

· The SAM account name is added

· The SAM Name is insured to be under 20 characters and unique through a Web Admin function call

· The user’s name information is added

· The user profile is set, if necessary

· The user information is initially saved

· The password is set

· The account is activated

· The expiration date is set 

· The proper ACE entries are set

· The user is then added as a member of the appropriate users group

· The new users Active Directory path is returned.  

Moving Users

Automation Summary 

A User is moved from one OU to another through the following process:

· Instantiate the user object based on the User’s Active Directory Service path (ADSPath) passed in

· Instantiate the target OU container object

· Call the MoveHere method of the target container to move the user object, passing the User's Current ADSPath and CN

· Return the New ADS Path for the given User Object

Mailbox Creation 

Automation Summary 

Please refer to the Exchange 2000 Provisoning White Paper for the process flow for this task.

Pick Manager 

Automation Summary 

A User’s manager is selected through the following process:

· User information is specified and completed

· A list of managers is generated for the specific user 

· Set the Default Scope to Search the Entire SubTree from the Parent Organizational Unit Down (This setting is currently hardcoded in the PickManagerResults.asp file)

· NOTE: Search is currently restricted to only the Container specified (This setting is also currently hardcoded in the PickManagerResults.asp file)

· Do the Search and set the FindUser Object (ADO RecordSet) as the Results.

· The results are then displayed in an HTML table.

Group Creation and Management 

Creating / Deleting Groups 

Automation Summary 

Groups are created and deleted through the following process:

Domain Admins are allowed to create groups without trying to append the Root OU suffix to the group name.  If the user is not a Domain Administrator, then the default is to append the root OUs name to the end of the group name.

· Group information is specified and completed

· The Group is then created in the directory

· Get the container for the group that will be created

· Check to see if the Append Root OU has been set

· Create the New Group

· Add SAM account name and display name attributes

· Save the information. 

· NOTE: If this is not done, the creation process will not be finished.

· Check to see if ASP Services is Enabled

· If True 

· The proper ACE entries are set

· Check to see if this group needs to be nested in another group

· The new groups Active Directory path is returned.  

Moving Groups

Automation Summary 

A Group is moved from one OU to another through the following process

· Get the Root OU AdsPath

· Get the Root OU Object. This is used as a starting point to tree off of

· Instantiate the group object based on the group’s Active Directory Service path (ADSPath) passed in 

· Instantiate the target OU container object

· Call the MoveHere method of the target container to move the group object, passing the group’s Current ADSPath and CN

· Return the New ADS Path for the given User Object

Organization Creation and Management

Note: When Creating a New Organization,if this account is set to allow the creation of other Organizational Units, then a group will be created in this new Organizational Unit. 

This new group will be used as an identifier that will allow Organization Admins of this Organizational Unit to create and manage only Organizations that it directly created. This new group will also be embedded to a Master Service Group for tracking. 

The entire process is dependent on the group exclusively existing within this Organization to allow it to create New Organizations. Thus, after the creation, the top-level group no longer plays a role except to create new Organizations.

Once those Organizations are created, ACL settings allow the Organization Admins of this Organization to manage the new organizations it created. 

Creating / Deleting Organizations

Automation Summary 

Organizations are created and deleted through the following process:

· Organization information is specified and completed

· Check to see if the new Organization is going to be managed by another Adminstrator.

· Get the domain in which this Organizational Unit will exist

· Check to see if ASP Services is Enabled

· Check to see what security context to use when creating this Organizational Unit. It will be one of the following two:

· Get the Root Domain via Proxy/Impersonate User Connection

· Get the Root Domain through the AdsPath information

· Create the New Organization

· Create the Normal User Account Group, All Users Account Group, Advanced User Account Group, and Admins Account Group Organizational Groups for Service Use

· Nest the MultiOrg Admin Group in the Administrators Group if this account and Organization meet the criteria

· Check to see if the Managing Organization was passed in (not blank) 

· If True, then give the same rights as the Organizational Adminstrators of this new Organization.

· The proper ACE entries are set

· Set Security on this new ROOT Organizational Unit

· Save Information to the Directory

· The new Organizations’ Active Directory path is returned.  

Moving Organizations

Automation Summary 

An Organizational Unit is moved from one parent OU to another through the following process:

· Get the AdsPath of the Root OU for the Organization of the passed in AdsPath

· Move the OU to the new location and get the new adspath of the OU back

· Get the OU Object

· Get the container for which the OU Object will be moving to

· Call the MoveHere method of the target container to move the OU object, passing the OUs Current ADSPath, and OU 

· Return the New ADS Path for the given OU Object

Child Organization Creation and Management

Automation Summary

Child Organizations are created and deleted through the following process:

· Organization information is specified and completed

· Check to see if the new Organization is going to be managed by another Adminstrator.

· Get/Return the User Principal Name Suffix for a User

· Get the Parent Container

· Create the new Organization

· Save information to the Directory

· Check to see if ASP Services is Enabled

· If true

· Set P
roper Ace Entries

· Remove the ability for any user in the Directory to access this OU or its object

· Add New Dacl to the Security Descriptor

· Save Information

· The new Organizations’ Active Directory path is returned.  

Viewing Organizations

Automation Summary
An Organizational Unit is viewed through the following process:

· If Web Admin is not set for ASP Services, jump straight to managing the root of the domain.

· If you are a domain admin, go ahead and see the list of Organization Units you can manage. If you are a regular user, you will be quickly jumped into managing your Organization Units.

· Get the List of Organization Units from AD. If ASP Services are enabled, then the List will be from the Hosting Organization Units container. Otherwise, it will be all Organization Units from underneath the Domain.

· Present the Organization or Organizations based on user role.

 Viewing Nested Organizations

Automation Summary
Nested Organizational Units are viewed through the following process:

· Get the Parent OU AdsPath of a Given Object

· Check to see if ASP Services is Enabled

· If the Parent OU is the Hosting OU, then keep the current ADSPath

· Send back the Parent OU.

· Get the List of Organization Units from AD.

· Present the Organizations.

Policy Creation and Management

Automation Summary
Please refer to the Exchange 2000 Provisoning White Paper for the process flow for this task.

Recipient Policy Management

Automation Summary
Recipient Policies are created through the following process:

· Get the Default Policy from the Recipient Policy Container

· Get the Recipient Policy Container from AD (In Config Container)

· Return the Recipient Policy Object

· Get Attributes needed from Default Recipient Policy for the New Policy

Please refer to the Exchange 2000 Provisoning White Paper for a more detailed process flow for this task.

Computer Management

Process

Web Admin’s Computer Management functions enable administrators to manage system resources and services in the Active Directory. This allows for server organization that closely matches the physical structure of the company, resulting in more efficient location and resource usage.  

Managing Your Account

Automation Summary

Information in the user account may be added or changed through the following process:

· The account information is added or changed

· The corresponding entries are updated in the users directory entry

· The attribute is either added or updated in the current user object

Server Administration

Managing Servers

Automation Summary

In this tabbed asp page, the underlying information is obtained by calling the IIS namespace to retrieve the information from the metabase.  This process is accomplished through the use of currently existing technology and features inherent in Microsoft Windows 2000.   All servers are displayed, along with the pertinent information.

 A description of the major fields and their valid settings follows the process flow for this function.

Servers may be managed through the following process:

· Rebooting

· Connect to the Server via WMI

· Get the Operating System Object

· For each server returned

· Reboot the Computer

· Shutdown

· Connect to the Server via WMI

· Get the Operating System Object

· For each server returned

· Shutdown the computer

· Set Attributes

· For each Attribute, call
 UpdateUserAttrib

· The corresponding entries are updated in the users directory entry

· The attribute is either added or updated in the current user object

Description of the major fields listed for managing servers

Name of the Computer
Key of a CIM_System instance in an enterprise environment.

Domain Role Values are:
Role this computer plays within its assigned domain-workgroup. The domain-workgroup is a collection of computers on the same network. For example, the DomainRole property may show this computer is a Member Workstation (1).

Values are:
0 = Standalone Workstation
1 = Member Workstation
2 = Standalone Server
3 = Member Server
4 = Backup Domain Controller
5 = Primary Domain Controller

Date the Server was first Installed
When the object was installed. A lack of a value does not indicate that the object is not installed.

Number of Processors
Number of processors currently available on the system. This is the number of processors whose status is enabled - versus simply the number of processors for the computer system. The former can be determined by enumerating the number of processor instances associated with the computer system object, using the Win32_ComputerSystemProcessor association.

Status
Current status of the object. Various operational and non-operational statuses can be defined. Operational statuses include: "OK", "Degraded", and "Pred Fail" (an element, such as a SMART-enabled hard drive, may be functioning properly but predicting a failure in the near future). Non-operational statuses include: "Error", "Starting", "Stopping", and "Service". The latter, "Service", could apply during mirror-resilvering of a disk, reload of a user permissions list, or other administrative work. Not all such work is on-line, yet the managed element is neither "OK" nor in one of the other states.

Values are:
"OK"
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"Error"
"Degraded"
"Unknown"
"Pred Fail"
"Starting"
"Stopping"
"Service"

Total Physical Memory
Qualifiers: Units(Bytes) 

Total size of physical memory.

Example: 67108864

Name:
Label by which the object is known. When subclassed, the property can be overridden to be a key property.

Availability:
Availability and status of the device. Power Save - Unknown indicates that the device is known to be in a power save mode, but its exact status is unknown; Power Save - Low Power Mode indicates that the device is in a power save state but still functioning, and may exhibit degraded performance; Power Save - Standby indicates that the device is not functioning but could be brought to full power quickly; and Power Save - Warning indicates that the device is in a warning state, though also in a power save mode.

Values are:
1 = Other
2 = Unknown
3 = Running/Full Power
4 = Warning
5 = In Test
6 = Not Applicable
7 = Power Off
8 = Off Line
9 = Off Duty
10 = Degraded
11 = Not Installed
12 = Install Error
13 = Power Save - Unknown
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14 = Power Save - Low Power Mode
15 = Power Save - Standby
16 = Power Cycle
17 = Power Save - Warning

Adapter Type:
Network medium in use. This property may not be applicable to all types of network adapters listed within this class. Windows NT only.

Values are:
"Ethernet 802.3"
"Token Ring 802.5"
"Fiber Distributed Data Interface (FDDI)"
"Wide Area Network (WAN)"
"LocalTalk"
"Ethernet using DIX header format"
"ARCNET"
"ARCNET (878.2)"
"ATM"
"Wireless"
"Infrared Wireless"
"Bpc"
"CoWan"
"1394"

Caption:
Short description (one-line string) of the object.

MAC address:
Media access control address for this network adapter. A MAC address is a unique 48-bit number assigned to the network adapter by the manufacturer. It uniquely identifies this network adapter and is used for mapping TCP/IP network communications.

MAX speed:
Maximum speed, in bits per second, for the network adapter.

Speed:
Estimate of the current bandwidth in bits per second. For endpoints which vary in bandwidth or for those where no accurate estimation can be made, this property should contain the nominal bandwidth.
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Status:
Current status of the object. Various operational and non-operational statuses can be defined. Operational statuses include: "OK", "Degraded", and "Pred Fail" (an element, such as a SMART-enabled hard drive, may be functioning properly but predicting a failure in the near future). Non-operational statuses include: "Error", "Starting", "Stopping", and "Service". The latter, "Service", could apply during mirror-resilvering of a disk, reload of a user permissions list, or other administrative work. Not all such work is on-line, yet the managed element is neither "OK" nor in one of the other states.

Values are:
"OK"
"Error"
"Degraded"
"Unknown"
"Pred Fail"
"Starting"
"Stopping"
"Service"

Service Name:
Service name of the network adapter. This name is usually shorter than the full product name. 

Example: "Elnkii"

IP Address:
List of all of the IP addresses associated with the current network adapter.

Example: "155.34.22.0"

IP Subnet:
List of all the subnet masks associated with the current network adapter.

Example: "255.255.0"

Default IP Gateway:
List of IP addresses of default gateways used by the computer system.

Example: "194.161.12.1 194.162.46.1"

Default TTL:
Default Time To Live (TTL) value set in the header of outgoing IP packets. The TTL specifies the number of routers an IP packet may pass through to reach its destination before being discarded. Each router decrements the TTL count of a packet by one as it passes through and discards the packets if the TTL is 0. Default: 32, Valid Range: 1 - 255.
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DHCP Enabled:
Indicates whether the dynamic host configuration protocol (DHCP) server automatically assigns an IP address to the computer system when establishing a network connection. 

DHCP Lease Expires:
Expiration date and time for a leased IP address that was assigned to the computer by the dynamic host configuration protocol (DHCP) server.

Example: 20521201000230.000000000

DHCP Lease Obtained:
When the lease was obtained for the IP address assigned to the computer by the dynamic host configuration protocol (DHCP) server. 

Example: 19521201000230.000000000

DHCP Server:
IP address of the dynamic host configuration protocol (DHCP) server.

Example: "154.55.34"

Name:
Label by which the object is known. When subclassed, the property can be overridden to be a key property.

Volume Name:
Volume name of the logical disk. Constraints: Maximum 32 characters

Volume Serial Number:
Volume serial number of the logical disk. Constraints: Maximum 11 characters

Example: "A8C3-D032"

File System:
File system on the logical disk.

Example: "NTFS"

Size:
Size of the disk drive.

Free Space:
Space available on the logical disk.
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Drive Type:
Numeric value corresponding to the type of disk drive this logical disk represents. 

Values are:
0 = Unknown


1 = No Root Directory
2 = Removable Disk
3 = Local Disk
4 = Network Drive
5 = Compact Disc
6 = RAM Disk

Status:
string
Read-only 

Current status of the object. Various operational and non-operational statuses can be defined. Operational statuses include: "OK", "Degraded", and "Pred Fail" (an element, such as a SMART-enabled hard drive, may be functioning properly but predicting a failure in the near future). Non-operational statuses include: "Error", "Starting", "Stopping", and "Service". The latter, "Service", could apply during mirror-resilvering of a disk, reload of a user permissions list, or other administrative work. Not all such work is on-line, yet the managed element is neither "OK" nor in one of the other states.

Values are:
"OK"
"Error"
"Degraded"
"Unknown"
"Pred Fail"
"Starting"
"Stopping"
"Service"

Name:
Read-only
Qualifiers: Key 

Alias given to a path set up as a share on a Win32 system.

Example: "public"

Status:

Current status of the object. Various operational and non-operational statuses can be defined. Operational statuses include: "OK", "Degraded", and "Pred Fail" (an element, such as a SMART-enabled hard drive, may be functioning properly but 
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predicting a failure in the near future). Non-operational statuses include: "Error", "Starting", "Stopping", and "Service". The latter, "Service", could apply during mirror-resilvering of a disk, reload of a user permissions list, or other administrative work. Not all such work is on-line, yet the managed element is neither "OK" nor in one of the other states.

Values are:
"OK"
"Error"
"Degraded"
"Unknown"
"Pred Fail"
"Starting"
"Stopping"
"Service"

Description:
Description of the object. 

Type:
Type of resource being shared. Types include disk drives, print queues, interprocess communications (IPC), and general devices.

Values are:
0 = Disk Drive
1 = Print Queue
2 = Device
3 = IPC
2147483648 = Disk Drive Admin
2147483649 = Print Queue Admin
2147483650 = Device Admin
2147483651 = IPC Admin

Path:
Local path of the Win32 share.

Example: "C:\Program Files"

Name:
Uniquely identifies the service and provides an indication of the functionality that is managed. This functionality is described in more detail in the object's Description property. 
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State:
Current state of the base service.

Values are:
" Stopped"
" Start Pending"
" Stop Pending"
" Running"
" Continue Pending"
" Pause Pending"
" Paused"
" Unknown" 

Process ID:
Process identifier of the service.

Example: 324

Caption:
Short description (one-line string) of the object.

Service Type:
Type of service provided to calling processes.

Values are:
"Kernel Driver"
"File System Driver"
"Adapter"
"Recognizer Driver"
"Own Process"
"Win32 Share Process"
"Interactive Process"

Start Mode:
Start mode of the Win32 base service. 

Values are:
"Boot" = Device driver started by the operating system loader (valid only for driver services)
"System" = Device driver started by the IoInitSystem method (valid only for driver services)
"Auto" = Service to be started automatically by the service control manager during system startup
"Manual" = Service to be started by the service control manager when a process calls the StartService method
"Disabled" = Service that can no longer be started
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Install Date:
When the object was installed. A lack of a value does not indicate that the object is not installed.

Status:
Current status of the object. Various operational and non-operational statuses can be defined. Operational statuses include: "OK", "Degraded", and "Pred Fail" (an element, such as a SMART-enabled hard drive, may be functioning properly but predicting a failure in the near future). Non-operational statuses include: "Error", "Starting", "Stopping", and "Service". The latter, "Service", could apply during mirror-resilvering of a disk, reload of a user permissions list, or other administrative work. Not all such work is on-line, yet the managed element is neither "OK" nor in one of the other states.

Values are:
"OK"
"Error"
"Degraded"
"Unknown"
"Pred Fail"
"Starting"
"Stopping"
"Service"

Exchange 2000 Services

Automation Summary

 As this section is extensive, please refer to the Web Admin Exchange 2000 Provisioning Guide white paper for detailed information.

Web Service Management

Both WWW and FTP Services can be managed from the Web Admin Sample Provisioning Tool.  The following process flow documents both services.

Web

Automation Summary
Web services are managed through the following process:

· Get the Passed In ADSPath

· Get the Web Server

· If posting, perform the requested action by calling the corresponding method of the web server object

· Possible actions are

· Stop

· Start 

· Pause 

· Continue 

· Delete

· Delete the Web Service

· Clear the wwwHomePage Entry from the Owning Customer

· Save the information to the object

· Get the Root Web Directory and Root Folder

· Search the directory to see if there is an Organization that "Owns" this server.

· Build The Return List Array

· Create the Search Array

· Set scope to search the entire directory

· Do the Search and set the FindUser Object (ADO RecordSet) as the result

· Display the Web Server information

FTP

Automation Summary
FTP services are managed through the following process:

· Get the Passed In ADSPath

· Get the Web Server

· If posting, perform the requested action by calling the corresponding method of the web server object

· Possible actions are

· Stop

· Start 

· Pause 

· Continue 

· Get the Root Web Directory and Root Folder

· Display the Web Server information

Security Management

Passwords (self and others)

Automation Summary 

OA’s and local user can change

· Enter the User information

· Get the current user Object from Lib/CurrentUser.asp

· If posting and both old and new passwords match

· Change the Password

· Save the Information

· Write to Log

Service Provider vs. Enterprise Usage

The Web Admin Sample Tool has not been adequately tested at this release for use in a multi-domain scenario.  While this use is conceptually possible, utilizing a customized version of the Web Admin Sample Web-based Provisioning Tool running in each domain, it has not been documented or specifically designed.

Configuration

Config.asp is the heart of the Web Admin Sample Provisioning Tool.  This file contains settings that are utilized by the Setup Wizard during the configuration process for each organization.  This insures maximum flexibility in a variety of custom settings, enabling the Administrator with great extensibility.

Config.asp walkthrough

	Switch /  Constant
	Function

	Web_Admin_Build_Number


	Contains current build number of the Web Admin Sample provisioning tool.  

	SHOW_BUILD_NUMBER_IN_HEADER
	If TRUE, displays the Web_Admin_Build_Number value in the page header of the tool

	PROXY_USERNAME
	Extensibilty feature for any type of expanded impersonation features.

Not currently utilized in the current release.

  

	PROXY_USERNAME_PASSWORD
	Not currently utilized in the current release.

	Public Constants -- Master Groups

	HOSTING_OU
	Contains the Top Level domain

Administered by the Web Admin Sample Web-based Provisioning Tool 

	SERVICES_OU
	Contains the name of the Services Organization Unit used by the Setup 


	Public Constants -- Master Groups (Continued)

	
	Wizard during the creation and configuration process

	TERMINAL_SERVERS_OU
	Contains the name of the Terminal

Servers Organization Unit used by the Setup Wizard during the creation and configuration process

	MASTER_GROUP_ALLUSERS
	Contains the name of the AllUsers Master Group used by the Setup Wizard during the creation and configuration process

	MASTER_GROUP_ALLADMINS
	Contains the name of the AllAdmins Master Group used by the Setup Wizard during the creation and configuration process

	MASTER_GROUP_ALLADVUSERS
	Contains the name of the AllAdvUsers Master Group used by the Setup Wizard during the creation and configuration process

	MASTER_GROUP_ALLNORMAL 
	Contains the name of the AllNormal Master Group used by the Setup Wizard during the creation and configuration process

	MASTER_GROUP_ALLMULTIORGADMIN
	Contains the name of the AllMultiOrgAdmin Master Group used by the Setup Wizard during the creation and configuration process


	Public Constants -- Organization Service Groups

	constNORMAL_USER_GROUP


	Contains the name of the Terminal

Servers Organization Unit used by the Setup Wizard during the creation and configuration process

	constADVANCED_USER_GROUP
	Contains the name of the AllUsers Master Group used by the Setup Wizard during the creation and configuration process


	Public Constants -- Organization Service Groups(Continued)

	constALL_USERS_GROUP
	Contains the name of the AllAdmins Master Group used by the Setup Wizard during the creation and configuration process

	constADMINS_GROUP
	Contains the name of the AllAdvUsers Master Group used by the Setup Wizard during the creation and configuration process

	constMULTIORGADMIN_GROUP
	Contains the name of the AllNormal Master Group used by the Setup Wizard during the creation and configuration process


	User Profile Configuration Switches

	SET_USER_PROFILE
	If set to true, then when a user is created a roaming profile is set for that user using the below Location.

	DEFAULT_PROFILE_PATH
	This is the Default File Store Location for user profiles


	Group Exclusion List Configuration Switches

	This array enables the Group Exclusion List, which hides groups from all searching and viewing, based on authorization level.  Currently, the array has an upper limit of 8, but may be expanded as necessary to accommodate need.

	GROUP_EXCLUSION_LIST(0)
	Excludes members of the normalusers Organization Service Group

	GROUP_EXCLUSION_LIST(1)
	Excludes members of the advancedusers Organization Service Group

	GROUP_EXCLUSION_LIST(2)
	Excludes members of the allusers Organization Service Group.

	GROUP_EXCLUSION_LIST(3)
	Excludes members of the admins Organization Service Group.

	GROUP_EXCLUSION_LIST(4)
	Excludes members of the multiorgadmin Organization Service Group


	Group Exclusion List Configuration Switches (Continued)

	GROUP_EXCLUSION_LIST(5)
	Excludes members of the ProfessionalServicePlan Organization Service Group

This group is for use with Office 2000 on Terminal Services.

	GROUP_EXCLUSION_LIST(6)
	Excludes members of the ManagedPc Organization Service Group.

This group is for use with ManagedPC Services.

	GROUP_EXCLUSION_LIST(7)
	Excludes members of the ManagedServer Organization Service Group.

This group is for use with ManagedPC Services.




	Specific Domain Use Configuration Switches

	USE_SPECIFIC_DOMAIN
	This Setting will determine what domain the Web Admin will work with.

By default, the setting is blank.  This will instruct the Web Admin to use the current domain that the web server is a member of.


	ASP Services Configuration Switches 

	ASP_SERVICES_ENABLED
	This Setting will determine how the Web Admin will set security settings and automates certain items for Service Providers.  

Setting this variable to FALSE will enable the Web Admin for generic corporate use.




	Logging Information Location Configuration Switches 

	LOGGING_TYPE
	This Setting will determine how the Web Admin will track information in a log of some type.


1 = No Logging


2 = File System


Stored in a text file on the local Web Server


3 = Event Log



Stored in the Application Event Log


	LOGGING_FILESYSTEM_LOCATION
	Contains the log file location when using File System Logging. 


	Active Directory DS Heuristics Mode Configuration Switches

	LIST_OBJECT_MODE_ON

	If the Active Directory is in List Object Mode then this setting should be set to True.  Please see the Active Directory Reference 

Design for ASP's Whitepaper for more information.  By default, the Active Directory is not set in this mode. So the default setting for this constant is False.




	Enable Testing Mode Configuration Switches

	TESTING_ENABLED
	This Setting will enable the Web Admin testing and diagnostic resources (HyperLinks, Web Pages, etc.) to appear.


	 Organization Adminstrators Service Enablement Configuration Switches

	ALLOW_ADMINS_ENABLE_SERVICE
	This setting will allow an Organization Administrator to enable services for their organization if set to true.  If this setting is false only Domain Administrators can enable services for customers.


	 Enable Debug Configuration Switches

	Write_Debug
	This setting will enable access to the debugging log in Web Admin.


	Enable Office 2000 Service Configuration Switches

	Enable_Service_Office9_Org
	This setting enables the Office 2000 service via Terminal Services in Web Admin at the Organization level.

	Enable_Service_Office9_User
	This setting enables the Office 2000 service via Terminal Services in Web Admin at the User level.


	Enable Exchange 2000 Services Configuration Switches

	NOTE: For more information about Exchange 2000 Provisioning in the Web Admin Sample Provsioning tool, please refer to the Web Admin Sample Provsioning tool Exchange 2000 Provisioning Guide.

	Enable_Service_Exch2000
	This setting enables the Exchange 2000 service in Web Admin. 

	Enable_Service_Exch2000_Org
	This setting enables the Exchange 2000 service in Web Admin at the Organization level.

	Enable_Service_Exch2000_User
	This setting enables the Exchange 2000 service in Web Admin at the User level.


	Enable ManagedPC Services Configuration Switches

	Enable_Service_ ManagedPC _Org
	This setting enables the ManagedPC Services in Web Admin at the Organization level.


	Enable Web Server Management Configuration Switches

	Enable_Service_ WebServer
	This setting enables the Web Server Management Services in Web Admin.


	Enable DNS Management Configuration Switches

(Inactive)

	Enable_Service_ DNS
	This switch is included for a later release. Not currently used.


	Hide Setup Wizard Configuration Switches

	Enable_Service_ WebServer
	This setting hides the Setup Wizard link after the initial setup of the Web Admin.


	User Interface Settings Configuration Switches

	SHOW_WEBADMIN_HEADER
	This setting will Show the Default Web Admin Header when set to True and hide it when set to False.

	SHOW_WEBADMIN_SIDEBAR
	This setting will Show the Default Web Admin Sidebar when set to True and hide it when set to False.


Additional References

Resources

The Microsoft Internet Services Network (ISN) provides technical and marketing information on Microsoft technologies for the service provider industry.

http://www.microsoft.com/ISN
Microsoft Application Hosting - contains business and technical information for ASPs interested in developing application services using Microsoft technologies.

http://www.microsoft.com/ISN/ind_solutions/com_app_hosting_444.asp
Microsoft Guide to Hosting Web Applications

http://www.microsoft.com/ISN/IndOutlook_Trends/guide.asp?A=0
Windows 2000 General Information

Active Directory Architecture

http://www.microsoft.com/windows2000/library/howitworks/activedirectory/adarch.asp 

Microsoft Windows 2000 Server and Active Directory

http://www.microsoft.com/windows2000/guide/server/overview/default.asp
http://www.microsoft.com/windows2000/guide/server/features
Windows 2000 Active Directory Sizer Tool

http://www.microsoft.com/windows2000/downloads/deployment/sizer/default.asp
Deploying and Planning Windows 2000

http://www.microsoft.com/windows2000/library/planning/default.asp 

Windows 2000 Server Resource Kit

http://www.microsoft.com/windows2000/library/resources/reskit/default.asp
Monitoring Reliability and Availability of Windows NT Based Servers http://www.microsoft.com/windows2000/library/operations/cluster/monitorrel.asp
Windows 2000 Server Documentation, Monitoring and Diagnostics Tools section http://windows.microsoft.com/windows2000/en/server/help/
Microsoft Windows 2000 Management and Operations

http://www.microsoft.com/WINDOWS2000/library/technologies/management/default.asp
http://www.microsoft.com/windows2000/library/operations/default.asp
Microsoft Enterprise Services Framework 

Best practices and guidelines on development, deployment and operations/administration of Microsoft Platform based applications. This framework is relevant for both ASPs and corporate IT organizations.

http://www.microsoft.com/enterpriseservices/esf.htm
Microsoft Exchange Server 2000

http://www.microsoft.com/exchange/productinfo/Exchange2000.htm
Windows Terminal Devices

NCD Corporation 

 
http://www.ncd.com/news/2000/ts400_3-6.html.

WYSE Corporation 

http://www.wyse.com/winterm/wint3000/3200.htm
Windows 2000 Monitoring Tools

Net IQ

http://www.netiq.com/products/ad.asp
NetPro Directory Analyzer 

http://www.netpro.com/directoryanalyzer/default.asp
_931945241.wmf

