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In designing the Microsoft® Windows® 2000 operating system, Microsoft spent a lot of time thinking about your need to extend the resources of your enterprise network out to your partners, suppliers, and customers. To that end, Windows 2000 Server introduces a number of security services that provide a comprehensive, integrated security infrastructure for today’s inter-networked world.

This module overviews Windows 2000 security services, specifically: 

· What are the security services?

· What is their role in Windows 2000?

· What benefits do these security services offer?
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Security services are an essential part of a modern network operating system. They have a deep impact on the future of your infrastructure, your system administration practices, and the overall user experience of your company’s information systems. 

Security services must seamlessly provide essential risk management functions that interoperate with existing systems and securely extend them to the Internet. Windows 2000 delivers this functionality as an integrated set of services:
· Central administration. Security requires simplicity. As networks become larger and more complex, more powerful management tools become increasingly important to managing security. Providing central administration is one of the primary goals of the Windows 2000 Active DirectoryTM service. 

· Flexible deployment. Security requires flexibility. In the past, companies could make assumptions about the users of their systems because all users were employees of the company. As companies extend their business to the Internet, assumptions about identity, integrity, desktop platform, etc., can no longer be made. For this reason, Windows 2000 delivers interoperable, flexible authentication mechanisms for proving identity and securely mapping external users to your company’s internal systems.
· Consistent enforcement. Security requires consistency. A single, consistent model for the enforcement of security is crucial to effective management of network security. Once a user’s identity has been confirmed on the network, it’s important that access to resources be configured and enforced in the same way to simplify management and increase security. Multiple security models often lead to redundant and complex management, increasing the possibility of administration errors and security holes. Windows 2000 employs a single, consistent access control model that is integrated with the Internet-standard Kerberos network authentication protocol.
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To understand how Windows 2000 security services work and why they are such an essential part of Windows 2000, you must first know that Windows 2000 security services are built on three fundamental architectural principals: 

1. Active Directory Integration. Replacing the domain architecture of Windows NT® Server, the Active Directory service is one of the key technologies in Windows 2000 overall and very fundamental to its security infrastructure. Active Directory provides a single and consistent point of security for the management of users, devices, and applications and enables new, powerful security management capabilities such as delegated administration, Group Policy, and configuration management.
2. Flexible Authentication Mechanisms. Windows 2000 supports multiple authentication mechanisms for proving the identity of users as they enter your network. For example, you can authenticate your customers over the Internet with standard X.509 certificates and internal users with the familiar user name and password. For dual-factor authentication, Windows 2000 supports the PC/SC specifications for smart cards or biometric devices.
3. Consistent Authorization Method. Windows 2000 employs a consistent authorization model based on a tried-and-true distributed security model (Microsoft has used the same model since Windows NT version 3.1) with access control lists (ACLs) located with the resources they protect. This means that administrators control access to all resources in the same way and that every access request is processed in the same way: with a comparison of the ACL on every resource evaluated against user rights with an operating system function. This consistent authorization method is integrated with the standard Kerberos network authentication protocol to deliver a more efficient, higher level of security for network traffic.
The following pages go into each of these in greater detail.

[image: image5.wmf]Active Directory Integration

u

Active Directory is the center for security management and the t

rusted store for 

all network security information

Windows 2000 Security Services

ou

object

domain

tree


Because security requires manageability, Windows 2000 security services work closely with Active Directory. Active Directory organizes information as a hierarchy to simplify the process of locating, using, and managing the security of network resources.
Active Directory is the backbone of security for Windows 2000 Server because it acts as the single authoritative point of authentication and authorization of users to access network resources. It enables the operating system to represent network resources and make them available to end users—this is essential to basic application, file, and print services. 

In addition, Active Directory is tightly integrated with Windows 2000 security services such as Kerberos, Public Key Infrastructure, certificate services, Encrypted File System (EFS), the Security Configuration Manager, Group Policy, and delegated administration.

Active Directory uses containers and objects to represent and organize network resources much like Windows uses folders and files to organize information on a PC. It stores information about users, groups, machines, devices, and applications, and manages the relationships among them to provide a single, centralized, comprehensive view of using or managing a highly distributed network. 

The Active Directory hierarchy is flexible and allows you to organize resources based on your business processes and organization rather than on geography alone. Because security services use the structure of Active Directory in many, many different ways, it’s important to set up organizational units (OUs) in such a way that you optimize their usability and manageability.

For example, you might want to create different OUs for companies that you’re hosting so that you can divide up management tasks and set policies against the different objects in these containers within the directory.

Powerful management tools are essential to maintaining security in a distributed network. Organizing network resources in a hierarchy enables you to manage security as collections rather than one by one, increasing the efficiency and accuracy of management tasks. 
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Security also requires flexibility. Windows 2000 supports multiple authentication mechanisms for proving the identities of users as they enter your network. This is important when extending your network to users outside of your company with extranets and e-commerce applications.

When any user enters the network, an authentication or “proof of identity” must be provided to determine what access to network resources, if any, that user is allowed. As you extend your systems to partners, suppliers, and customers over the Internet, you will need to support multiple ways for them to prove their identity.

Windows 2000 supports a number of industry-standard authentication mechanisms, including user name and password, of course, as well as X.509 certificates, smart cards, and Kerberos. Additionally, Windows 2000 supports the NTLM protocol used for years in Windows and provides interfaces for vendors that make biometric authentication mechanisms. 

Using Group Policy in Active Directory, you can assign a specific authentication mechanism to an individual user or group of users based on their roles and your security needs. For example, you may require your executive staff to authenticate only with smart cards to provide an extra element of security when proving their identities. On the other hand, you may require Internet customers to authenticate with X.509 certificates that can be used with any browser, while for internal employees you may continue to use NTLM user name and password authentication. 

Regardless of the method used to prove identity, Windows 2000 consistently uses Active Directory to look up the identity presented by the authentication mechanism.

If authentication is successful and an account can be found for the user based on the identity provided by the authentication mechanism, Windows 2000 provides the user with a set of credentials that can be used throughout the network to access resources. 
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And finally, security requires consistency. To safeguard the security of network resources, Windows 2000 employs a single, consistent distributed security model for access control.

Each resource in the network has an Access Control List (ACL) associated with it. These ACLs, which hold information about which users and groups can access them, “live” with the resource itself. For example, files carry ACLs with them in the file system as they are moved around. Similarly, objects that are stored in the directory, such as users, have ACLs that exist with them in the directory. 

Each resource, then, has an individual security “barrier” that requires hackers to expend energy on breaking into each resource rather than having carte blanche access by impersonating a system “super user” (as is common in UNIX).

To illustrate, consider a common File|Open operation. A user would use Windows Explorer to find a file share. Active Directory would direct the user to the location of the share. Next, the user finds an individual file and opens it. A request is made to the server from the client that contains a Kerberos ticket with the user’s credentials included. The server receives the ticket and looks at the contents of the credentials, and the operating system compares the credentials with the ACL on the file to determine whether the user has access. If the user does have access, the file is returned to the user. 

Because a consistent access model is implemented in Windows 2000, these same credentials are used to access everything from applications to file and printing services to printers and network devices.

What’s more, because all objects stored in the directory have an ACL and because Active Directory is object-oriented, you can do things like delegate the ability to reset passwords, and only that ability. You can delegate administration on a very granular level, yet protect specific attributes of network security—also on a very granular level.
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Windows 2000 delivers comprehensive, manageable, and interoperable security services that extend your system to partners, suppliers, and customers:

· Integrated Management. As networks become larger and more complex, powerful management tools become increasingly important to the provision of security. The Active Directory service integrated into Windows 2000 provides a single, consistent way to manage security for users, groups, and network resources; publish certificates; and manage security configurations. This integrated management helps lower management costs significantly. 

· Comprehensive Solutions. Strong and consistent security services are essential to corporate networks. Management of user authentication and access control is often tedious and prone to error. Active Directory centralizes management and enforces role-based security that is consistent with an organization’s business processes. For example, support for multiple authentication mechanisms such as Kerberos, X.509 certificates, and smart cards, combined with a flexible access control model, enables powerful and consistent security services for internal desktop users, remote dial-up users, and external e-commerce customers.

· Standards-based Interoperability: Many companies have a diverse collection of technologies that must work together to provide needed functionality. Windows 2000 security services are built on open standards and provide powerful interfaces for application integration and interoperability with a variety of applications and platforms. For example, native support for standard PKI and Kerberos enables cross-platform single-sign on across the enterprise. 
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If you look at the Active Directory structure, you realize that organizational units can be used as targets for policy.

· Delegation of Administration. Active Directory enables you to delegate specific administrative privileges and tasks to individual users and groups (i.e., containers) to leverage your system administration resources. As an example, imagine that the company Marketing Inc. is an OU. You could delegate to local administrators of that OU the ability to reset passwords only for users within that OU.

· Security Configuration Management/Group Policy. Windows 2000 provides a tool called Security Configuration Manager, which allows administrators to develop standard, secure configurations (that is, configuration templates). Windows 2000 comes with several templates for different classes of machines, such as for Internet, extranet, or application servers, and each template contains a high, medium, and low security level.

These templates can be assigned to organizational units. When the machines in a certain OU start up and talk to the domain, they pull down the templates assigned to them and initiate the security configuration. Plus, templates can also be used to periodically “refresh” configurations. In this way, Security Configuration Manager not only saves an enormous amount of time on initial configuration, but also prevents configuration “drift,” which over time can allow holes in security.

· Controlling Access to Network Resources. In Windows 2000, printers, users, shared folders, groups, and computer objects “live” in Active Directory, which means that their ACLs are both stored with those objects and maintained in Active Directory. In this way, you can control access to any object stored in Active Directory—in this example, the color printer—through Active Directory itself. 

· Authentication Policy. Group Policy can also be used to assign a required authentication mechanism to individuals or collections of users. In this example, extranet users must use smart cards to authenticate to the system.
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Security requires end-to-end protection. That’s why Windows 2000 provides comprehensive security for a number of business situations. The following is a sample of the situations addressed by the security services infrastructure of Windows 2000. Each case describes its usage, its security risks, and the technology solutions offered in Windows 2000.

· Mobile Users. Because laptops are portable, they are prime targets for theft. Often these machines hold incredible amounts of company data and represent a security risk. Windows 2000 offers Encrypted File System functionality, which obscures data on the hard disk to render it useless to anyone without the key.

· E-commerce. Companies doing business on the Internet must be concerned with proving the identity of their customers. Windows 2000 provides a full-featured Public Key Infrastructure, including a Certificated Authority for issuing X.509 certificates and validating identity.

· Home Office. Telecommuting is becoming a normal part of business life. In this situation, companies are using public infrastructure to transport company data, which makes security “on the wire” crucial. Windows 2000 offers an extensive virtual private networking (VPN) solution that includes IPSec (Internet Protocol Security), L2TP (Layer 2 Tunneling Protocol), PKI (Public Key Infrastructure), PPTP (Point-to-Point Tunneling Protocol), and Kerberos.

· LAN/WAN. Windows 2000 provides tools, such as administration delegation and Group Policy, which not only cover standard LAN/WAN security issues, but also leverage management resources.

· Applications. The Windows 2000 security services are also available to application developers through open APIs like Security Support Provider Interface (SSPI) and Crypto API (CAPI).

· Extranets. Support for open PKI standards and secure protocols enables you to extend your network to suppliers and partners more quickly. 

· Management. Windows 2000 auditing provides far greater detail than in Windows NT 4.0. For example, in Windows NT 4.0, when the administrator reset Sue’s password, the audit log would say, “Administrator changed Sue’s user record.” In Windows 2000, the log would say, “Administrator changed Sue’s password.”
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Windows 2000 security services were built on open standards to deliver interoperability in heterogeneous network environments. The integration of PKI and Kerberos provides cross-platform interoperability with many existing systems—in fact, Microsoft worked extensively with leading vendors in the industry to test Windows 2000’s interoperability with PKI and Kerberos v5. 

In this simple example, a company has a “Kerberized” Oracle application running on a Sun Solaris. The company would like to securely expose the application to a partner over an extranet. The partner comes in over the Internet and requests an URL that is part of the Oracle application. The partner is using a Netscape browser and connects through an SSL or TLS session to a machine running Microsoft Internet Information Service (IIS), the Web server built into Windows 2000 Server. 

1. The first step will be to authenticate the identity of the user through SSL or TLS authentication. IIS will look up the user in Active Directory. If this succeeds, the network will believe that this partner is who she says she is.

2. Next, Windows 2000 Server will look up the user in Active Directory, using information in the certificate.

3. If the user’s account is found, a credentials package will be assembled and a Kerberos ticket (TGT) granted to the IIS server on behalf of the user. At this point, Kerberos is being used.

4. Next, the server will impersonate the partner (use her credentials) and request access to the Oracle server. It will do this by passing identity information to the Oracle application in the Kerberos ticket.

5. Finally, the Oracle server will verify the identity information in the Kerberos ticket and determine whether it should grant or deny access. This is a standard request/process for a “Kerberized” application.

This example assumes a well-established Kerberos environment that a customer would like to retain. Alternatively, Windows 2000 can register foreign services. With an account in Active Directory, the Oracle application could take part in the Windows 2000 authorization model and appear as any other Windows-based resource, thus eliminating the need to maintain a user databases on both platforms.

Note: Windows 2000 is 100 percent compatible with v5 implementations of Kerberos and is implemented against the MIT v5 reference implementation. Because v4 and v5 are very different on a wire protocol level, they do not interoperate. Microsoft has done limited testing with Distributed Computing Environment (DCE), an early version of v5. 
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Integrated security services that are flexible, interoperable with existing systems, and easy to manage make it easier to deploy extranets by eliminating the need for special-purpose/add-on security infrastructures, including specialized client plug-ins and directory services that introduce management complexity. (e.g., Entrust).

Under Windows 2000, users can enter the system using a number of different authentication mechanisms:

· It would be most common for extranet users come in with browsers via SSL/TLS (and potentially with X.509 certificates).

· Internal users can use a variety of single- or dual-factor authentication mechanisms. All of these authentication mechanisms can then be mapped to the consistent Windows authorization model.

· The Kerberos protocol can be used to interoperate with a variety of platforms and applications, including existing “Kerberized” UNIX applications and services, mainframes and minicomputers via Microsoft SNA Server, and, of course, Windows-based services and applications.

With this flexibility in authentication, you can extend Single Sign On to enable users of many different applications to reach your network resources, yet ensure that you have a fully secure environment.
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This quick comparison highlights the functionality that has been added to Windows 2000 security services.

· Authentication Services: Kerberos and public key technology are the new ways to prove identity in Windows 2000. 

· Access Control: Access Control Lists (ACLs), the same as in the past. 

· Encrypted Communications: IPSec and L2TP are new.

· PKI Infrastructure: Active Directory has been added into the equation for PKI. This makes it easier to do things such as find other users’ public keys if you want to send encrypted mail. It also acts as the harbinger of policy for things like IPSec in distributing machine certificates, so that you can create secure connections between them.

· Management: The introduction of Active Directory supplies a centralized place for managing security. Security Configuration Editor is the tool set for creating configuration templates and then applying those templates to your organizational units. Also new is support for smart cards.

· Security APIs: No change.

· Auditing and Event Log: The audit subsystem in Windows 2000 is the same as in previous versions. The addition of Active Directory, however, allows a much more granular level of access control, which results in a much more detailed logging capability.

· Encrypted Data: The new Encrypting File System (EFS) leverages public key technology and symmetric key encryption to protect machines in the event of theft by encrypting files on hard disks.
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For more information on Windows 2000 security services, see http://www.microsoft.com/windows/server/.
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Slide Objective: 

Windows 2000 Security Services are built on three fundamental architectural principals, directory integration, flexible authentication mechanisms and a consistent access model.



Let’s start with a brief overview of the design goals of Windows 2000 Security Services and the implemented architecture to give you an idea about how it works and why it is such an essential part of Windows 2000. Three important concepts are Active Directory integration, flexible authentication mechanisms and a consistent access model. We will go into each of these in greater detail in the following slides.



Active Directory Integration: Active Directory provides a single, consistent, point of security management for users, devices and applications. It takes the place of the domain architecture of Windows NT Server and enables new, powerful security management capabilities such as delegated administration, group policy, and configuration management. 



Flexible Authentication Mechanisms: Windows 2000 supports multiple authentication mechanisms for proving the identity of users as they enter your network. For example, you can authenticate your customers over the Internet with standard x.509 certificates, internal users with the familiar username/password, or for dual factor authentication, Windows 2000 supports the use of standard PC/SC smart cards or biometric devices. 



Consistent Authorization Method: Windows 2000 employs a consistent authorization model based on a tried-and true distributed security model (we have used the same model since the 3.1days) with access control lists (ACLs) located with the resources they protect. This means that administrators control access to all resources in the same way and every access request is processed in the same way with a comparison of the ACL on every resource evaluated against user rights with an operating system function. This consistent authorization method is integrated with the standard Kerberos network authentication protocol do deliver a more efficient, higher level of security for network traffic.
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Slide Objective: 

Windows 2000 delivers comprehensive, manageable and interoperable security services that extend your systems to partners, suppliers and customers.



Integrated Management: As networks become larger and more complex, more powerful management tools become increasingly important to managing security. The integrated Active Directory of Windows 2000 enables companies to significantly lower management costs with a single place  and consistent way to manage security  for users, groups and network resources, publish certificates and manage security configurations. For example, the Active Directory makes it easier to manage and use encrypted email in Exchange 6.0 by publishing and allowing look-up of user public key certificates in the directory.



Comprehensive Solutions: Strong and consistent security services are essential to corporate networks. Management of user authentication and access control is often tedious and prone to error. Windows 2000’s Active Directory centralizes management and enforces role-based security consistent with an organization's business processes. For example, support for multiple authentication mechanisms such as Kerberos, X.509 certificates and Smart Cards, combined with a flexible access control model, enables powerful and consistent security services for internal desktop users, remote dial-up users and external E-commerce customers.



Standards-based Interoperability: Many companies have a diverse collection of technologies that need to work together to provide needed functionality. Windows 2000’s Security Services are built on open standards and provide powerful interfaces for application integration and interoperability with a wide variety of applications and platforms. For example, native support for standard PKI and Kerberos enables cross-platform single-sign on across the enterprise.
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Slide Objective: 

Windows 2000 security services were built with business applications in mind. They provide comprehensive security for a number of key business scenarios.



Security requires end-to-end protection. Here is a collection of the scenarios addressed by the security services infrastructure of Windows 2000 – each includes a use case, the security risks and the technology solutions offered in Windows 2000.



Mobile Users –By design, laptops are portable and lend themselves to theft. Often these machines hold incredible amounts of company data and represent a security risk. Windows 2000 offers Encrypted File System functionality that obscures data on the hard drive to render it useless to anyone without the key.



E-commerce – companies doing business on the Internet must be concerned with proving the identity of customers. Windows 2000 provides a fully-featured public key infrastructure including a Certificated Authority for issuing x.509 certificates and validating identity.



Home Office – Telecommuting is becoming a normal part of business life. Here security on-the-wire becomes crucial as companies are using public infrastructure to transport company data. Windows 2000 offers an extensive VPN solution with IPSEC, L2TP, PKI, PPTP and Kerberos.



LAN/WAN – Windows 2000 provides powerful delegated administration, group policy to leverage management resources.



Applications – the Windows 2000 security services are also available to application developers via open APIs like Security Support Provider Interface SSPI or Crypto API (CAPI).



Extranets – Support for open PKI standards and secure protocols enables you to extend your network to suppliers and partners more quickly. 



Management – Windows 2000 auditing is far improved over NT4 with greater detail. For example, in NT 4 when an administrator reset Sue’s password the audit log would say “Administrator changed Sue’s user record” in Windows 2000 the log would say “Administrator changed Sue’s password”.
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Extending the Enterprise

Windows 2000 delivers comprehensive, manageable and interoperable security services to extended the enterprise
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Slide Objective:

Putting it all together, flexible authentication for the Intranet and Extranet combined with interoperability with existing backend systems - Windows 2000 Security Services allow you to extend your enterprise. 



Windows 2000 security services give you the ability to connect non-Windows systems and applications to leverage your existing investments and extend them to the Internet and E-commerce customers using a powerful and consistent management and security model.



Integrated security services that are flexible, interoperable and manageable and make it faster and easier to deploy extranets by eliminating the need for special-purpose/add-on security infrastructures including specialized client plug-ins and directory services that introduce management complexity. (e.g. Entrust)



Users can enter the system using a number of different authentication mechanisms. It would be most common for extranet users come in with browsers via SSL/TLS (and potentially with x.509 certificates) and internal users to use a variety of single or dual factor authentication mechanisms. All of these authentication mechanisms can then be mapped to the consistent Windows authorization model. The Kerberos protocol can be used to interoperate with a variety of platforms and applications including existing “Kerberized” Unix applications and services, Mainframe and Mini computers via Microsoft SNA server, and, of course, Windows-based services and applications.



This combination of open standards support, flexibility and manageability makes Windows 2000 the ideal platform for extending your enterprise to your partners, suppliers and customers.
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Windows 2000 vs. Windows NT 4.0
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For Additional Information

		http://www.microsoft.com/windows

/server/

		General feature information in Overview

		White papers and technical information in Technical Resources
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Standards-based Interoperability

Security services built on open standards deliver cross platform interoperability with existing investments
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Slide Objective:

Diversity in reality. Windows 2000 security services were built on open standards to deliver interoperability in heterogeneous network environments. 



The integration of standard PKI and Kerberos provides cross-platform interoperability with many existing systems. Taking a simple example, let’s look at a company that has an existing “Kerberized” Oracle Application running on a Sun Solaris and would like to securely expose it to a partner over an Extranet.

The partner comes in over the Internet and requests a URL that is part of the Oracle application. The partner is using a Netscape browser and connects via an SSL or TLS session to an Internet Information Server running on a Windows 2000 machine. The first step will be an authentication of identity using SSL or TLS authentication. IIS will look the user up in the Active Directory – if this succeeds, we will believe that this partner is who he says he is.

[Advance Slide Build] 

Next, Windows 2000 Server will attempt to look up the user in the Active Directory using information in the certificate.

[Advance Slide Build] 

If the user’s account is found, a credentials package will be assembled and an Kerberos ticket (TGT) granted to the IIS server on behalf of the user – we are now using Kerberos.



[Advance Slide Build] 

Next, the server will impersonate the partner (use her credentials) and request access to the Oracle server. It will do this by passing identity information to the Oracle Application in the Kerberos ticket.



[Advance Slide Build] 

Finally, the Oracle server will verify the identity information in the Kerberos ticket and determine if it should grant or deny access – this is a standard request/process for a “Kerberized” application.



[Advance Slide Build] 

This example assumes a well established Kerberos environment that a customer would like to continue to maintain. Alternatively, Windows 2000 can register foreign services. With an account in the Active Directory, the Oracle Application could take part in the Windows 2000 authorization model and appear as any other Windows-based resource – eliminating the need for maintenance of a user databases on both platforms.
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Integrated Management

Integration with Active Directory provides a central consistent place to manage user and resource security
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Slide Objective:

Integration with Active Directory provides administrators with a single place and consistent way of managing security across the enterprise. 



Delegation of administration - Active Directory enables you to delegate specific administrative privileges and tasks to individual users and groups (containers) to leverage your system administration resources.



Security configuration management/ Group Policy – Windows 2000 provides a tool called the Security Configuration Manager that allows administrators to develop standard secure configurations for machines and use Group Policy in Active Directory to initialize and refresh these configurations over time. This saves an enormous amount of time on initial configuration and avoids configuration “drift” over time to prevent security holes. Templates can be assigned to specific classes of machines, Internet, extranet, application servers using Active Directory containers.



Restrict Access to Color Printer – In Windows 2000, Printers, users, Shared Folders, Groups, and Computer objects “live” in the directory. This means that their ACLs are also stored with those objects and maintained in the Active Directory.



Authentication/Policy – Group Policy can also be used to assign a required authentication method to individuals or collections of users, in this case extranet users must use x.509 certificates to authenticate to the system.



Other examples – Publishing of public keys in directory for signed/encrypted email, auto-enrollment for encrypted file system (EFS) keys upon user creation.
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Flexible Authentication Mechanisms

Flexible authentication architecture supports multiple mechanisms for “proof of identity” on the network
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Slide Objective:

Security requires flexibility. Windows 2000 supports multiple authentication mechanisms for proving the identities of users as they enter your network. This is important when extending your network to users outside of your company with extranets and e-commerce applications.



When any user enters the network an authentication or “proof-of-identity” is needed to determine what access, if any, that users is permitted to network resources. As you extend your systems to partners, suppliers and customers over the Internet it will be necessary to support multiple ways for them to prove their identity.



Windows 2000 supports a number of industry-standard authentication mechanisms including x.509 certificates, smart cards and Kerberos. Additionally, Windows 2000 supports the NTLM (NT LAN Manager) used for years in Windows and provides interfaces for vendors that make biometric authentication mechanisms. Using group policy in the directory, you can assign a specific authentication mechanism to an individual user or group of users based on their roles and your security needs. For example, you may require your executive staff to authenticate only with smart cards to provide an extra element of security when proving their identities – for Internet customers, you may require authentication with x.509 certificates that can be used with any browser – for internal employees, you may continue to use NTLM username/password authentication. Regardless of the method used to prove identity, Windows 2000 consistently uses the Active Directory to lookup the identity presented by the authentication mechanism.



[Advance Slide Build]



If authentication is successful and an account can be found for the user based on the identity provided by the authentication mechanism, Windows 2000 provides the user with a set of credentials that can be used throughout the network to access resources. 
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Consistent Authorization Model

Access to resources is determined by a consistent authorization model integrated with standard Kerberos
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Slide Objective:

Security requires consistency. Windows 2000 uses a single, consistent access control model to enforce security on network resources.



Windows 2000 employs a consistent distributed security model for access control. Each resource in the network has an associated Access Control Lists (ACLs). These ACLs hold information about what users and groups can access them and “live” with the resource itself. For example files carry ACLs with them in the file system as they are moved around. Similarly, objects that are stored in the directory, such as users, have ACLs that exist with them in the directory. 

Each resource, then has an individual security “barrier” that requires hackers to expend energy on breaking into each resource rather than having carte blanche access by impersonating a system “super user” (common to Unix).



Let’s take a common file|open operation. A user would use Windows Explorer to find a file share. The Active Directory would direct the user to the location of the share. Next, the user finds an individual file and opens it. A request is made to the server from the client that contains a Kerberos ticket with the user’s credential information included. The server receives the ticket, looks at the contents of the credentials and the operating system compares the credential information with the ACL on the file to determine if the user has access.

[Advance Slide Build]



If, indeed, the user does have access, the file is returned to the user. Because a consistent access model is implemented in Windows 2000, these same credentials are used to access everything from applications to file & print services to printers & network devices.
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Introduction
Today, network connectivity is a requirement of business computing. As aresult, modern
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Windows 2000 Server introduces Active Directory, an integrated set of directory services
that improve the management, security and interoperability of the Windows network
operating sysiem

What is Active Directory?
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Jomne s & | auoshapes- N\ N\OOE 4@ &-L-A-=S=28@.

PICILIEY

[Page 1 sec ! R e el =l 2 il





Y My Documents

| Fie eat vew

J

Favortes Tools Help

Qsesrch | Byroders (FHistory | 5 B X |

=lolx|

| omi - > -
| dress [ 23 vy ot

Folders

ypes  mywebs
{21 My Pitures My Documents
{23 My webs —
3 s [—— A
T Conpter o
s shows o showss
aa on wintools iy Network Places
Rt onstetshon ot By &
Corputaom i o oo
e o e
Fon s
Jepethott
mp3$ on zzzz extranet mikefax
i on
bl on s
bl o vt 4
bk on e rowovervon o
Teopson ekt
SCrtchontane
s anredr H) E)
shakeyerasss on of_adnin ctovaca o
nguide on gabrel e s i
15 object(s) (plus 3 hidden) (Disk free space: 9.3 GB) t7ive My Computer 7








_1011553705.ppt


Active Directory Integration

Active Directory is the center for security management and the trusted store for all network security information
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Slide Objective:

Security requires manageability. Windows 2000 Security Services work closely with the Active Directory. The Active Directory organizes information as a hierarchy to simplify the process of locating, using and managing the security of network resources.



Active Directory is the backbone of security for Windows 2000 Server because it acts as the single authoritative point of authentication and authorization of users to access network resources. It enables the operating system to represent network resources and make them available to end users - this is essential to basic application, file and print services. 



In addition, Active Directory is tightly integrated with Windows 2000 security services such as Kerberos, Public Key Infrastructure (certificate services, Encrypted File System), Encrypted File System (EFS), the Security Configuration Manager, groups policy and delegated administration.



Active Directory uses containers and objects to represent and organize network resources much like Windows uses folders and files to organize information on your PC. It stores information about users and groups, machines, devices and applications and manages the relationships between them to provide a single, centralized, comprehensive view of using or managing a highly distributed network. The Active Directory hierarchy is flexible and allows you to organize resources in a way that optimizes their usability and manageability based on your business processes and organization rather than on geography alone.



Powerful management tools are essential to maintaining security in a distributed network. Organizing network resources in a hierarchy enables you to manage security on a macro-level as collections rather than one-by-one increasing efficiency and accuracy of management tasks. 
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What are security services?

Windows 2000 provides a set of integrated security services for extending the enterprise:



		Central administration – of network elements (users, applications, devices, etc.) 

		Flexible deployment – authenticate users in multiple ways, blend external and internal worlds.

		Consistent enforcement – identify users, broker and audit resource usage.





Slide Objective:

Security Services must seamlessly provide essential risk management functions that interoperate with existing systems and securely extend them to the Internet. Windows 2000 delivers this functionality as a set of integrated platform services.



Security services are an essential part of a modern network operating system. They have deep implications on the future of your infrastructure, your system administration practices and the overall user experience of your company’s information systems. Windows 2000 provides an integrated set of security services based on three fundamental design principles targeted at enabling you to extend your enterprise in an increasingly inter-networked world.



Central Administration – Security requires simplicity. As networks become larger and more complex, more powerful management tools become increasingly important to managing security. This is one of the central goals of the Windows 2000 Active Directory. 



Flexible Deployment – Security requires flexibility. In the past companies could make assumptions about the users of their systems because all users were employees of the company. As companies extend their business to the Internet, assumptions about identity, integrity and desktop platform, etc. can no longer be made. For this reason, Windows 2000 delivers interoperable, flexible authentication mechanisms for proving identity and securely mapping external users to your company’s internal systems.



Consistent  Enforcement – Security requires consistency.  A single, consistent model for enforcement of security is crucial to effective management of network security. Once a user’s identity has been confirmed on the network, it’s important that access to resources be configured and enforced in the same way to simplify management and increase security. Multiple security models often lead to redundant and complex management increasing the possibility of administration errors and security holes. Windows 2000 employs a single, consistent access control model that is integrated with the Internet-standard Kerberos network authentication protocol.
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Security Services












