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This module looks at some of the facets of overall systems management, focusing on day-to-day management tasks. Some of the topics covered include:

· The Change and Configuration Management Service built into the Microsoft® Windows® 2000 Server operating system

· The Remote Installation Service (RIS) and what it can do for you

· Software deployment through the Active Directory™ service and Group Policy

· Delegating administration of containers 

· Locking down Microsoft Management Console (MMC)
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First of all, Change and Configuration Management is not a replacement for Microsoft Systems Management Server. It does, however, perform some Systems Management Server functions, but on more of a local area network scale, which makes it a good way to get software out to the desktop as well as to manage upgrades, application removal, and similar tasks.

To understand the power of Change and Configuration Management it helps to keep in mind the dilemma of the IT administrator: There are too many different types of software on the network. Even if you start out with the same machine running the same operating system on every desk, within a week it will all be messed up because users install what they want—and you have to manage all that.

You know that the more consistency you can maintain in the system, the better off you are. To help you in this endeavor, Windows 2000 Server includes a number of tools, one of which is IntelliMirror™ management technologies.
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IntelliMirror is not a service so much as a concept encompassing four different services:

· The Remote Installation Service (RIS)

· Appointing software through Group Policy

· Folder Redirection

· Configuring and managing desktops through Group Policy 
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Administrators used to spend a lot of time addressing users’ problems such as failed installations and incorrect configurations. Today this approach is too time-consuming; you can’t afford to do that any more.

More and more, administrators want to make sure that: 

1. Users never install anything on their desktop machine unless they can’t live without it. 

2. They limit the amount of time they spend resolving a problem. If it can’t be solved quickly, the administrator just installs a new disk image and gives the user a clean system. 

If this process can be automated, you save yourselves a lot of time and a lot of money. This is where Remote Installation Service comes in. With RIS, you can build a machine to hold images of your various client configurations. You download the image to the client, answer a few questions, and you’re done.
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RIS relies on several other Windows 2000 Server technologies in order to work:

· The DHCP service is used to assign an IP address to a remote boot–enabled client computer and to identify which RIS servers are available on the network.

· DNS is used to locate the directory service that will authorize client computers.

· The Active Directory service is used to locate client computer accounts and to restrict or control which RIS servers will respond to specific clients that request an operating system.

· Finally, the Remote Installation Service is used to manage and optimize the storage of operating system images and to process requests from client computers.
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In general, this is how RIS works:

1. First, the DHCP server assigns an IP address to the client.

2. Active Directory identifies the client, determines which image this person/machine should get, and locates a RIS server that can process that request.

3. The client downloads the image from the appropriate RIS server.

The various services do not have to be processed by four separate boxes; they could all run on the same box. You probably will want to split them up somewhat, depending on how your organization uses this technique. For example, it is very common to run DNS and Active Directory. In fact, if Active Directory–enabled DNS zones are implemented, it is necessary to run DNS on a domain controller with Active Directory installed.

Note: You don’t have to have a RIS-enabled network card (that is, a PXE card) to use RIS to install system images on clients. You can also build a boot floppy and install the image that way. 

Also, keep in mind that the Remote Installation Service can only be used to install disk images on client computers. RIS was not designed to be used as a server installer.
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There are several ways to optimize the performance of the RIS server. You can:

· Dedicate a server or servers to RIS.

· Distribute the functionalities among several servers.

· Make sure the hardware is sufficient to handle the RIS function. 

· Make sure you have the network capacity to handle RIS.

· Avoid bringing the system images, which tend to be somewhat large, down over a slow wire. 
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Deploying and Managing Software


This next section discusses the various technologies and tools available to help you manage desktop software throughout the life cycle of the applications.
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To understand how software deployment and management is executed in Windows 2000, it helps to understand these key technologies.
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While deploying software out to the desktop is great, it’s somewhat limited unless you also have the capability to manage the software throughout the deployment life cycle, which includes installing the software, as well as maintaining it, updating it, and, finally, removing it or replacing it when it’s out-of-date.
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Whether you automate deployment and management or you physically visit each machine, you basically have three choices:

· You can buy something called a native Windows installer

· You can buy or build a repackaged application, which is basically an .mi-type package. 

· If limited functionality is acceptable, you can write your own .zap file. A .zap file is really just a text editor file that you use to publish an application down to a desktop.
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Once you have the .mi or .zap file, deployment is fairly simple. You’ve already created your organizational units (OUs), based in part on which users get which software. Now you just go into Group Policy, and in the User Configuration area, choose Software Installation, and then choose New Package.
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This screen shot shows some of the configuration options available to you. First, you need to decide whether you want the package to be published or assigned. 

· If you assign it, you “create” the name of the package in the user’s Start Programs menu. The software isn’t really installed yet, but once the user clicks on that item in the menu, it will download and install automatically. Because you’ve configured this by user, if that user moves to another workstation and logs on, the item will still appear in the Start Programs menu and install itself if it isn’t already installed. In a sense, the software “follows” users, ensuring that they always have what they need to do their job. 

· A published deployment is similar; it’s just less obvious. With a published deployment, when users go into Add/Remove Programs in Control Panel, they see a list of available packages. When they choose one of the packages, it comes down and installs. 

· Another decision you have to make is whether you want to employ the Auto install by extension activation option. With this option, users don’t even see that the package is available for installation—the package just installs itself if the file extension is invoked. For example, certain users never work in Microsoft Word, so you don’t bother giving them the option of installing it. This option, however, arranges it so that if they ever get an e‑mail with a .doc attachment, the package installs when they click on the attachment.

· Another option is Uninstall this application when this GPO no longer applies to users or computers. If you move some users from one OU to another or change the Group Policy that gave these users the software, you may not want them to have the software anymore. If the Group Policy object (GPO) no longer applies to these users, this application is removed from their desktop, as long as you brought it down as a .mi package. If you placed it on the desktop with a .zap file, it cannot be removed in this way.

As mentioned earlier, the .zap file is very easy to build, but it is a little more limited than a full-blown .mi package is. In other words, you can get the package out there using a .zap, but you can’t take it off or manage it or update it. 

· Your final decision is whether to install a basic set of user interface options or the maximum set.
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This graphic shows a sample .zap file for a Microsoft Office package. 
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Associating file extensions with applications enables you to further configure users’ desktops by controlling which applications they use to open certain files. 
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You also have the ability to categorize the applications you publish.

For example, you may want to show users several packages, but you don’t necessarily want the user to install all of them. Categorizing the packages enables you to show users everything that’s available to them, yet encourage them to install wisely. The categories help demonstrate that even though two drawing programs, for example, are available to them, they may only need to install one. In this way, you can take steps to limit the amount of traffic that software installation generates.


[image: image18.wmf]Maintaining and Removing Software

Upgrade

Provide for 

Required or 

Optional 

Upgrades

Deploy

Apply Service 

Packs and 

Updates to 

Software

Remove

Provide for 

Forced or 

Optional 

Removal


Getting the software to the desktop is only part of the picture. Once it’s there, most likely you’ll need to upgrade the software or apply a service pack for it. At the very least, at some point you’re probably going to want to remove the software, or at least not allow anybody else to install it. Provided that you built an installer package—an .mi file—all these options are available to you. 
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There are two ways to perform an upgrade using an .mi file:

· In a mandatory upgrade, the next time the user logs on, the upgrade is published. The next time the user goes to use that application, the published upgrade will come down to the desktop. 

· In an optional upgrade, you show users the upgrade. If they want it, they click it. If they don’t want it, they don’t have to click it, meaning they don’t have to keep that upgrade. 
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Basically, the installation package is going to be readvertised to everyone who installed it the first time. 

All of the material covered so far has assumed that you’re assigning software to users through Group Policy Objects, which means that the software packages follow a user throughout the organization. 

Your other option is to assign software to computers. This option is different from assigning software by user in that no user action is required. You have specified that you want a machine to have the software, so the next time the machine boots, the package installs. And this method is computer-specific; it doesn’t follow the user around. 
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Removing software can be forced or optional:

· In forced removal, you don’t want people using the old application anymore, so you just take it away.

· Optional removal doesn’t take it away; it just prevents users from installing it anymore. 
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More and more vendors may start building .mi packages, because installing through the package is convenient and provides greater management capabilities than what you get with ordinary executable or setup files. 

And while these installation packages give you added flexibility, there are still a few issues you have to keep in mind when devising your deployment strategy. 
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First are the ramifications of whether you assign the applications or publish them. You can assign an application package to users or to computers, but you can only publish to users, not to computers.


[image: image24.wmf]Applying Software Deployment Policies in 

Active Directory

§

Create

OUs

based on software needs

§

Deploy software high in Active Directory tree

§

Deploy one application for each GPO

§

Deploy multiple applications with a single GPO

Strategies


When applying software deployment policies in Active Directory, you have two basic choices: You can deploy one application for each Group Policy object (GPO), or you can deploy multiple applications with a single GPO. 

If you have a limited number of organizational units, and you want everyone to get the same software, you probably will want to put all these users in the same GPO. 

If you have a number of different GPOs available to your customers, it makes more sense to have one application per GPO. For example, in some situations, the customers choose which applications they want. You can set up your Group Policy objects to have one application per GPO, and then all you do is assign the applications the customer is paying for to that OU. The next time the customer’s users log on, down comes the package. When the customer no longer wants the software, you just remove the GPO. 
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To get the best performance out of your software deployment method:

· Use member servers, not domain controllers, as software distribution points. 

· In general, assign applications to users instead of to computers, unless you want to make sure that the application is always on the box, regardless of whether anyone ever uses it. 

· Use the Microsoft Distributed file system (Dfs). Doing so makes sure that users are included in some portion of the Distributed file system tree. In this way, if the machine from which the user normally accesses the application is down, the user is rolled over to another machine to get the software. 
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Finally, be careful about installing software across slow links. For example, you probably will want to hold off on transferring the package if you detect that a user is dialing in. You may want to wait until the user is back in the office so that the transfer happens more quickly. 

By default, the Windows 2000 Server registry defines 500 kbps as a slow link, but you can change that value.
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When it comes to deploying and managing software, you can benefit from the best practices that have arisen from others’ experience:

· Test the packages on a group of users first before you give them to everybody. This will tell you quickly whether the package works, yet give you time to fix it before it’s deployed on a wide scale.

· Configure upgrades as optional unless it is absolutely critical for users to have it.

· Store source files on a hidden share so that users can’t just go and find them. 

· Provide support for these packages to your users. 

· Determine what the users’ currently have on their computers. Microsoft Systems Management Server can be useful for this.
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The “Active Directory Design” module discusses how to determine whether to use an OU (organizational unit) or a domain. From a management perspective, you will want to use an OU anytime you can. If an OU meets your needs, it’s much simpler. If, for any number of reasons, an OU isn’t going to work, you can choose to implement a domain. 

The next issue to be resolved is how you will allocate OUs. Given the nature of your business, it may make the most sense to allocate one OU per customer. Every time a new customer signs up with your site, you assign an OU and decide how much administrative control of the OU you want that customer to have.

You can take that a step further, and further split up the administration. For example, as your business grows, you could develop an OU structure that could be divided among your own people—so that one administrator handles all the customers in the Midwest, another handles all the customers on the East coast, and so on. Each administrator would run his or her own piece of Active Directory, and you would be able to subdelegate those pieces out to your individual clients. 

You have a great deal of flexibility here because organizational units are very easy to move within a single domain. 
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In planning the delegation of your OUs, keep in mind that there are different levels of delegation. Generally, delegation is inherited throughout the rest of the structure. Therefore, if you give an administrator control of the Denver OU, that administrator also controls anything created within that OU, which in turn can be passed off at a lower level, if you choose.
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In addition to the delegation plan, you need to control administrators’ access to Active Directory. For enterprises, it may be acceptable for administrators to see the whole tree, not just the containers they manage. But in your business it’s more likely that you will want each customer to see only its own OU and nothing more.

Therefore, it’s critical that you not only give your customers administrative control of their own OU, but also prohibit customers from getting beyond the space that you’ve assign them. 

In a sense, this secure access is a return to the concept of NTFS file system permissions. Just as every piece of data on an NTFS volume has an access control list, every object in Active Directory also has an access control list (ACL). And just as you can force a user into a certain piece of the file structure, you can also force a user into a certain branch of the OU structure. Therefore, access to Active Directory will be protected through access control entries (ACEs), ACLs, ownership of certain rights and privileges, delegation, and the inheritance of permissions.
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Active Directory protects objects using security descriptors:

· Owner SID (security identifier)

· Group SID

· Discretionary access control list (DACL)

· System access control list (SACL)

DACLs and SACLs are essentially the Active Directory equivalents of NTFS file permissions. 
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In defining access, keep in mind that if you explicitly deny permission, that user cannot have access to the resource, even if the user belongs to a group that does have permission to access the resource. 
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After you define the kinds of permission the users have, you can start to delegate these permissions. First, you build the OU, and then you build the object in the OU. Next, you lock down the administrator’s access to the OU, so that the administrator sees only the container he or she belongs to. The last piece is to hand over the administration of that OU to the object. 
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In general, the inheritance of permissions flows down the hierarchy. What’s more, inheritance can be blocked. 
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If you’re going to delegate administrative authority, you will want to come up with a plan. A delegation plan can be especially helpful for Internet service providers and hosting providers. Because your delegated authority models will probably be very standardized, it will be easy for you to automate them with scripts.
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Your delegation plan will want to consider whether you want  administrative control to be centralized or distributed. You can maintain centralized control by forcing inheritance. But if your people are spread out, you will probably want to hand off and delegate control. 
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There are many different delegation methods and options available to you. 
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The Delegation of Control wizard simplifies the task of delegating administration. 

Afterwards, you can take advantage of even more management capability by assigning responsibilities through entries on the access control lists.
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When it comes to delegating administrative permissions using OUs, you can benefit from the best practices that have arisen from others’ experience:

· Grant permissions to groups.

· Grant permissions at the OU level whenever possible.

· Use inheritance for Group Policy.

· Limit the number of domain administrators. Or you can establish one domain administrator for each customer, and then let those administrators do what they want in their OUs. 
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Windows 2000 provides a variety of administrative tools that enable you to administer locally or remotely, delegate administration, and customize tools to fit the varying responsibilities of administrators.
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For example, in addition to its role as a seminal administrative tool, the Microsoft Management Console (MMC) component built into Windows 2000 Server can be used to make delegated administration more efficient. By building customized MMC consoles and distributing them to the delegated administrators, you can retain some control over their actions yet equip them with useful tools.

It works like this: After you’ve put a certain user in the OU, given her control of the OU, and restricted her permissions solely to that OU, you need to give her a custom-built MMC console so that she can manage that OU. 
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To do this, you open MMC, decide what snap-ins are going to go into this console, and then, in Options, you choose the options that will lock down this console. For example, you want the console to have limited access and a single window, and you don’t want the user to be able to go beyond that. (There is some flexibility in options here; you decide how much you want to control what users see and how the console works.)

The result is an .msc file that you can hand to the user, who will use it to do the job that you assigned without being distracted by a lot of tools she doesn’t need. And because you control the administrative tool, in a sense the MMC console becomes a security vehicle that it also a means of management. 

Note: You can make it so that the console cannot be changed. Put it on an NTFS volume, but don’t assign the write permission, just make it readable. 


[image: image43.wmf]Distributing Customized MMC Consoles

Requirements:

n

The Read permission for the 

MMC console

n

Snap

-

ins installed on the 

computer where the administrator 

uses the console

E

-

Mail

Group Policy

Can Prevent 

Changes

Shared

Folder



[image: image44.wmf]Snap

-

Ins:

n

Are Contained in Windows 2000 Administrative Tools

n

Are Required for Remote Administration from a Client 

Computer Running Windows 2000 Professional 

Installing Windows 2000 Snap

-

Ins

Windows 2000

Professional

Windows 2000 

Administration Tools

(

Adminpak

.

msi

)

Install

Administer


There are two types of MMC snap-in:

· Stand-alone snap-ins are installed on a machine by the Windows 2000 Administration Tools (Adminpak.msi) or are found on the Windows 2000 Resource Kit. Also, as third-party vendors realize the potential of MMC, more and more of them will release software that has the potential to be managed through snap-ins.

· The other snap-ins are called extensions. They do not stand alone, but rather extend a feature. For example, if you want an administrator to be able to use Group Policy, you must have the appropriate extensions on that machine. Now imagine that you want to enable that administrator to access Active Directory but not effect Group Policy; you could give that administrator a console with the Group Policy tab removed. You would do this not by pulling out a stand-alone snap-in, but rather by not choosing to use that extension.
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A handy administrative feature is the Secondary Logon Service. Imagine you are working at a client desktop and need to do something as the administrator. Rather than logging off and then logging on as the administrator, you can use the Run As command from the command line to execute a secondary logon.
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To illustrate Secondary Logon, imagine that you are working on “Console One,” an MMC console that has the snap-ins you need, but because its Active Directory write permission is limited, you can’t gain access to the tools you need.

All you have to do is go to an MS-DOS® prompt and type:

run as <your user name> 

You will be prompted for the password of Console One, and the console will start with administrative capability. 

Keep in mind that the Secondary Logon Service needs to be running on the machine from which you want to execute it. 
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The Run As command is very handy for occasional use. In addition, you can create shortcuts that connect you as another user every time you open a particular tool or utility. 
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One of the more interesting practices is to assign two user accounts to an administrator, but only one is used for administration; the other is sufficient for day-to-day tasks. There are two advantages to requiring administrators to log on separately in order to perform administrative tasks:

· It encourages administrators to exercise their administrative power deliberately and purposefully. 

· More important, it reduces the risk introduced by an administrator walking away from a logged-on machine, thereby allowing someone without the proper permissions to sit down and gain access.

Note: For more information on Windows 2000 management capabilities, visit http://www.microsoft.com/windows2000/.
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