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Hosted Online Applications Sample Architecture 
Deployment Guide

Abstract

This document outlines the basic principles and configuration settings for deploying a sample shared hosting architecture for Hosted Online Applications using Microsoft® Windows® 2000 Terminal Services. This architecture uses Microsoft Office 2000 as the hosted application and makes extensive use of the Windows 2000 feature IntelliMirror®, which includes such technologies as Active Directory™, Group Policy objects, roaming user profiles, and Folder Redirection.

This white paper is a member of a collection documents that are a part of the Active Directory Application Services Kit (ADASK) V1.0. Documents in this kit cover in-depth technical information, as well as configuration information on, Active Directory deployment models for ASPs (Building Hosted Application Services Using Windows 2000 and Active Directory), Exchange 2000 Server Hosting for ASPs (the Exchange 2000 Server Hosting for ASPs Deployment Guide), and Managed PC hosting services (Managed PC Sample Architecture Deployment Guide). 

It is suggested that the reader first read the Building Hosted Application Services Using Windows 2000 and Active Directory document prior to continuing with this document. The Building Hosted Application Services Using Windows 2000 and Active Directory document contains important concepts regarding the use of Active Directory that are crucial to understanding how to use Active Directory to enable application services.
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Introduction

This document gives service providers examples of how to use Microsoft® Windows® 2000 technologies to build new application services such as Microsoft Office 2000 hosting on Windows Terminal Services (Hosted Online Applications). The basic principles and design points are outlined for a sample architecture that enables a shared hosting service based upon Windows 2000 Active Directory™ technologies. As service providers become more familiar with the powerful capabilities inherent in Windows 2000, new classes of services can be deployed that exploit the technology in Windows 2000.

In addition to providing Office 2000 and an example of a Hosted Online Applications, this sample architecture can also be used as a platform for other applications services to plug into. These example services are a shared Exchange 2000 Hosting, any third-party application, or a “Managed PC” service. The use of Security Groups, Group Policy objects, UPN suffixes, and other Active Directory attributes enable both the Hosted Online Applications service and other services.

The example services that are described as Hosted Online Applications are focused on small- to medium-sized businesses as the service provider’s target market. 

Important: This document assumes that you have a good deal of familiarity with Windows 2000 setup, deployment, and administrative concepts such as setting up machine accounts and maintaining Windows NT® domain security. It is also important that you have a good understanding of Active Directory concepts. See the More Information section for pointers to Active Directory information.

Related Material

The Hosted Online Applications sample architecture has a related set of sample scripts that perform and automate many of the functions outlined in this document. It is strongly suggested that the steps outlined in the document be tested “by hand” in a laboratory environment prior to building the Hosted Online Applications environment with the scripts. By performing the functions by hand, you gain a more in-depth understanding of the concepts involved and will be better prepared to understand the functions that the scripts provide.

This white paper is a member of a collection documents that are a part of the Active Directory Application Services Kit (ADASK) V1.0. Documents in this kit cover in-depth technical information, as well as configuration information on, Active Directory deployment models for ASPs (Building Hosted Application Services Using Windows 2000 and Active Directory), Exchange 2000 Server Hosting for ASPs (the Exchange 2000 Server Hosting for ASPs Deployment Guide), and Managed PC hosting services (Managed PC Sample Architecture Deployment Guide). 

It is suggested that the reader first read the Building Hosted Application Services Using Windows 2000 and Active Directory document prior to continuing with this document. The Building Hosted Application Services Using Windows 2000 and Active Directory document contains important concepts regarding the use of Active Directory that are crucial to understanding how to use Active Directory to enable application services.

Service Plans

The sample Hosted Online Applications service was developed on the assumption that subscribers of this service have different service plans. The different plans provide a range of value with higher value plans requiring a higher subscription fee. The plans are based upon the different versions of Office 2000 that are currently available.

Hosted Online Applications subscribers are either Standard Plan or Professional Plan users. Group Policy objects enable users to access the version of Office 2000 that is appropriate for they plan they are assigned to. 

The following table shows the features included in Office 2000 Standard and Office 2000 Professional .

	   Standard
	
	
	   Professional
	

	• Microsoft Word
• Microsoft Excel
• Microsoft Outlook®
• Microsoft PowerPoint
	
	
	• Microsoft Word
• Microsoft Excel
• Microsoft Outlook
• Microsoft Publisher
• Microsoft Small Business Tools
• Microsoft Access
• Microsoft PowerPoint
	


Hosted Online Applications Sample Architecture

A minimal lab environment necessary to build a sample Hosted Online Applications environment is shown in the following table. 

Note that only one domain controller (the ASP-AD-01 server) is being used. Normally, at least two domain controllers are recommended for a Windows NT domain in any production environment. If one domain controller fails, the remaining one can continue to service the domain. 

	Computer Name
	Function/Role
	Software 
	IP Address

	ASP-AD-01
	Active Directory Domain Name “<Your ASP Company Name Here>.com”

Dynamic DNS – DNS forward zone name “<Your ASP Company Name Here>.com”

DHCP Server

Terminal Services (Remote Administrator Mode)
	Windows 2000 Server
	10.0.0.2

Subnet Mask

255.255.255.0



	ASP-OFF-01
	Terminal Services (Application Server Mode)

Needs a machine account in the “<Your ASP Company Name Here>.com” Active Directory Domain 


	Windows 2000 Server 

Microsoft Office 2000 (Installed on the server run by Terminal Services users)
	DHCP 

	ASP-FILE-01
	File Store for Profiles and Start Menus

Terminal Services (Remote Administrator Mode)
	Windows 2000 Server
	DHCP

	ASP-FILE-02
	File Store for Roaming My Documents

Terminal Services (Remote Administrator Mode)
	Windows 2000 Server
	DHCP


Sample Architecture Configuration Prerequisites & Setup

The following items must be configured prior to beginning the building of the environment for Hosted Online Applications steps. 

Setup for Machine Name:  ASP-AD-01

1. Install and configure Windows 2000 Server.

2. Install the DHCP service.

3. To promote ASP-AD-01 to be the domain controller for the <Your ASP Company Name Here>.com, run Dcpromo and choose <Your ASP Company Name Here>.com as the domain name.

4. Click Yes to install the DNS service, and then select <Your ASP Company Name Here>.com as the DNS name.

5. On the ASP-AD-01 server, run Active Users and Computers to create the machine accounts for ASP-OFF-01, ASP-FILE-01, and ASP-FILE-02 in the Computers folder in Active Directory.

Setup for Machine Name:  ASP-OFF-01

6. Install and configure Windows 2000 Server. Windows Terminal Services needs to be installed in “Application Server Mode.”

7. Make ASP-OFF-01 a member of the Windows 2000 domain <Your ASP Company Name Here>.com 

8. Install Office 2000. See the Terminal Services Software Deployment for Hosted Online Applications section for detailed instructions on how to install Office 2000 in a Terminal Services environment. The Office 2000 Resource Kit is needed to properly install Office 2000 in a Windows Terminal Services environment.
http://www.microsoft.com/office/ork/
This resource kit is a set of tools and documentation tailored for administrators to use when installing, deploying, or customizing Office 2000. One of the installable components from the resource kit is Terminal Services Tools. Terminal Services Tools will install the Motionless Assistant and the TermSrvr.mst file to be used in installing Office 2000 on a server running Terminal Services (ASP-OFF-01). The resource kit also has the needed documentation on how to use TermSrvr.mst.

Setup for Machines: ASP-FILE-01 & ASP-FILE-02 

9. Install and configure Windows 2000 Server.

10. Make ASP-FILE-01 and ASP-FILE-02 members of the Windows 2000 domain <Your ASP Company Name Here>.com.
Building the Active Directory Environment 

To build a Hosted Online Applications environment, you use the following procedures, which are detailed later in this section:

Prepare to enable the initial Active Directory configuration of the Hosted Online Applications service. 

1. Set up the Active Directory environment by grouping users, security groups, and computers into organizational units.

Determine Group Policy object settings for the different types of users and service plans to provide each user the appropriate version of Office 2000 applications.

Enabling the Configuration of the Hosted Online Applications service

The steps you perform in this section involve changing the Active Directory mode to native and setting up the correct folder structure to enable folder redirection.

Set Active Directory to Native Mode

To be able to perform functions required for the enabling of a Hosted Online Applications service such as nested security groups, you need to set the Active Directory mode to native mode. Active Directory is installed in mixed mode by default for backward compatibility with Windows NT 4.0. 

11. In Active Directory Users and Computers Group, right-click <Your ASP Company Name Here>.com, and then select Properties.

12. Click Change Mode. When asked to confirm whether you want to change the domain to native mode, click Yes. 

Note: This sample architecture assumes that all of the computers that are directly accessing the Hosted Online Applications service are running Windows 2000, to prevent problems with running the Active Directory domain in mixed mode.

Set up the “File Store” Folder Structure to enable Folder Redirection and roaming profiles

The folder redirection feature gives users access to their data and profile (which contains their desktop settings) on any Hosted Online Applications device that they log into. The File Store structure is necessary for enabling both user roaming and redirection of the user’s My Documents folder to a secure, managed store. 

1. Create a folder structure on ASP-FILE-01:  %Drive Letter%\UserData – Make this folder a share named UserData. The following is a view of the folder structure that you need to create. Grant the Everyone group full access permissions for the share.

Folder -> UserData 

Sub Folder -> Profiles

2. Create a folder structure on ASP-FILE-02: %Drive Letter%\UserDataMyDocs – Make this folder a share named UserDataMyDocs. The following is a view of the folder structure that you need to create. Grant the Everyone group full access permissions for the share.

Folder ->  UserDataMyDocs

Sub Folder -> My Documents

Setting up the Active Directory Environment

In this Hosted Online Application environment, each customer is separated logically within the Active Directory by grouping the customer organizations into organizational units. 

Also in this design, a single “top level” organizational unit is created (ex “OU=Hosting”) that will contain all of the customer’s organizational units. The reason that a single “top level” organizational unit is used to host all of the customer organizational units is that the Active Directory domain object has system-required container objects as children (e.g. the Users and System containers). By containing the customer organizational units at the domain object level rather than containing the organizational units at a “top level” organizational unit level, the flexibility to enumerate the entire set of customer organizational units in a simple way without having to take into consideration the system-required container objects is lost.

You can configure an Active Directory forest in a number of ways to enable a hosting service such as the sample Hosted Online Applications service. For example, instead of using organizational units, each company could be organized into its own Active Directory child domain. The different child domains could then be aggregated into the service provider’s Active Directory forest. Another example of a potential Active Directory design would be to organize each company into its own stand-alone Active Directory forest without any aggregation into a service provider’s Active Directory forest. 

In this design a single-domain, single-tree Active Directory forest is managed and a single set of Group Policy settings and security settings are applied once for the forest. The Group Policy settings are applied across the forest according to user class and Hosted Online Applications plan regardless of what company (organizational unit) a user is affiliated with. The same policy creation and configuration tasks that are done once to enable the correct setting of policy using the single forest/organizational unit configuration would have to applied to all of the domain controllers in a multi-domain/forest configuration. This would increase the service provider’s administrative and change control burden.

For more detailed information on how to use Active Directory to deliver hosted services, see the Building Hosted Application Services Using Windows 2000 and Active Directory document. This document addresses both the benefits and the disadvantages of various directory design choices as well as steps necessary to setup a shared hosting environment using Active Directory. 
Hosted Online Applications Classes of Users and User Attributes 

User Classes

The Hosted Online Applications service plan has two classes of users within each service plan: normal user class and advanced user class. You divide users into different classes because users have different skill sets and varying degrees of expertise in using computer technology. For example, consider a user whose tasks consist primarily of creating and printing Microsoft Word documents. Classified as a normal user, this person would be able to create, print, and save Microsoft Word documents to a pre-configured offline folder, but would be restricted from using the system in other ways. He or she would not be able to use other applications on Hosted Online Applications, could not access the control panel, could not access the local system hard drive, would have the My Documents folder set to automatically be redirected to a share managed by a service provider, and so on. Only an advanced user would be able to perform the latter set of tasks.

In a Hosted Online Applications environment, the Group Policy component—part of Windows 2000 Active Directory—enables classes of users to have their system settings dynamically set upon logon. In the sample Hosted Online Applications configuration, Group Policy objects are linked to the Active Directory domain, the organizational unit, or both to perform system configuration when a user logs into Hosted Online Applications. Upon logon, a user’s membership in various security groups dictate what policy is applied to that the user who is logging into. These security groups dictate how Group Policies objects are applied to achieve a Hosted Online Applications environment for the users of the service. 

User Class Attributes

The following lists show the basic attributes of the normal and advanced user classes. These attributes are used to determine these Group Policy settings for these two classes. 

For a member of the normal class, the only icons on the desktop are My Documents, My Computer, and Recycle Bin, in addition to the following:

· My Documents folder is automatically redirected to the secure, managed network share. 

· Files can be saved only to the My Documents folder, not the local hard drive. No access to the local hard drive is provided.

· Last username is not displayed at the logon prompt.

· No Active Directory browse capability or access to Network Neighborhood is provided.

· No access to command prompt, Control Panel, Task Manager, or the Run dialog box for running programs. 

· The Log Off option appears on the Start menu.

· Desktop settings (color scheme, screen saver, and so on) be changed. 

· Only Microsoft Office applications can run on the system (This can be later modified for any other applications you what the user to be able to access.)

The advanced user class contains the entire normal user’s attributes, and is expanded upon for Managed PC users (see the Managed PC Sample Architecture document):

· Access to Control Panel is provided. 

· Printer’s icon is displayed.

Master Security Groups 

In the sample Hosted Online Applications architecture, all of the services and Hosted Online Applications system settings that are set for users depend on the security group to which a user belongs. 

Security groups organize users within the directory and control access to systems and software subscription settings for users of the Hosted Online Applications service. In this section, master security groups restrict access to resources and apply Group Policy settings within the Active Directory forest. Note in this configuration that users’ membership in security groups controls all of the application of the Group Policy objects. If a user is not a member of the security groups that control the application of Group Policy objects, then no Group Policy settings are applied for that user.

An organizational unit called Services needs to be created in the <Your ASP Company Name Here>.com domain. This organizational unit will contain the master security groups that control policy settings. Later in this document, security groups that correspond to these master groups are created in each organizational unit. Then, the organizational units’ security groups are designated as members of these master groups to determine the application of Group Policy settings. In this example, the master groups function as an aggregation point for the majority of Group Policy application within the domain. The following figure shows the configuration of the master groups.

Master groups:

· AllUsersGroup (Security Group)

· User Class Group Policy settings

· AllNormalUsersGroup (Security Group)

· AllAdvancedUsersGroup (Security Group) 

· Hosted Online Applications Service Group Policy settings

· AllStandardServiceGroup (Security Group)

· AllProfessionalServiceGroup (Security Group)

The first step toward creating master security groups involves creating an organizational unit called Services under the root domain (<Your ASP Company Name Here>.com):

13. Start the Microsoft Management Console.

14. In the left pane, double-click Active Directory Users and Computers.

15. Right-click the root domain name <Your ASP Company Name Here>.com.

16. Click New, and then select Organizational Unit.
17. For the name of the organizational unit, type Services, and then click OK.

18. Right Click the Services organizational unit and Click the Properties button, and then select the Security tab.

19. Click the Authenticated Users group and then Click the Remove button to remove this ACE.

20. Next, you create the master security groups in the Services organizational unit:
20.1. Right-click the Services organizational unit, click New¸ and then select Group.

20.2. In the Group Name text box, type AllNormalUsersGroup, and then click OK.

20.3. Repeat the procedure for each of the master security groups.

Use of UPN Suffix

Introduction

In Active Directory, each user account has a user logon name, a pre–Windows 2000 user logon name (security account manager account name), and a user principal name (UPN) suffix. Using Active Directory Users and Computers, the administrator enters the user logon name and selects the UPN suffix when creating the user account. Active Directory suggests a pre–Windows 2000 user logon name using the first 20 bytes of the user logon name, but administrators can change the suggested name at any time.

In Active Directory, each user account has a UPN based on IETF RFC 822, Standard for the Format of ARPA Internet Text Messages. The UPN is composed of the user logon name and the UPN suffix joined by the at sign (@).

Note: Do not add the at sign (@) to the user logon name or to the UPN suffix. Active Directory automatically adds it when it creates the UPN. A UPN that contains more than one at sign (@) is invalid. 

The second part of the user principal name, referred to as the UPN suffix, can identify the domain in which the user account is located. This UPN suffix can be the DNS domain name, the DNS name of any domain in the forest, or an alternative name created by an administrator and used just for logon purposes. This alternative UPN suffix does not need to be a valid DNS name.

Use of UPN within Hosted Online Applications

UPN suffixes help make the user logon and identity remain unique. These suffixes also allow two users from different organizational units to have the same e-mail alias, but with a different UPN suffix, such as Jsmith@Customer2 and Jsmith@Customer1. Even though the two users are in different organizational units, they must still have a unique UPN. 

Note: Keep in mind that the pre–Windows 2000 logon name, also known as the SamAccountName, has a limitation of 20 characters. Users should log on only with their UPN name (example: Jsmith@Customer1) instead of their SamAccountName.

There is a limitation of app 800 UPN suffixes that can be added to an Active Directory domain using the Active Directory Domains and Trusts snap in. Be aware that the work-around for this limitation is to configure the organizational unit object’s multi-valued attribute with the UPN suffix value (attribute name -  “uPNSuffixes”) using either the ADSIedit utility or through programs calling the Active Directory Services Interface (ADSI). It is also possible to configure the individual user object’s multi-valued attribute with the UPN suffix value using either the ADSIedit utility or through programs calling the Active Directory Services Interface (ADSI). For more information on ADSIedit and ADSI see the following:

· http://msdn.microsoft.com/training/offers/WINVCO_BLD/Topics/winvc00013.htm
· http://www.microsoft.com/windows2000/library/howitworks/activedirectory/adsilinks.asp
To add a UPN to the domain to provide suffixes for creation of user accounts, you first need to create the UPN on the directory server (ASP-AD-01):

21. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Domains and Trusts.

22. In the left pane, click Active Directory Domains and Trusts (not your default domain). 

23. Right-click and then select Properties. 

24. Click the Alternative UPN Suffixes tab, type Customer1, click Add, and then click OK. 

25. Repeat step 4 for other customers you want to create.

Note: In the sample architecture, for consistency of naming, the UPN suffix and the organizational unit created for the customer organization are given the same name (in this example Customer1). When a user is created in the Customer1 organizational unit, you need to select the UPN suffix that has the same name as the organizational unit. Also note that nothing in Active Directory establishes a hard link between the UPN suffix name and the organizational unit name. The document uses this technique of naming so that the directory is more logically organized for administrators who will work with the maintenance of objects in the directory.

Organization Partitioning and Group Assignments

The sample Hosted Online Applications architecture requires that a new organizational unit be created in the directory underneath the root for every new company that signs up for the online service. For example, suppose a new customer, Customer1, signs up for the service. A new organizational unit named Customer1 needs to be created in the <Your ASP Company Name Here>.com domain. After the Customer1 organizational unit is created, the directory has the following path pointed toward the new organizational unit: organizational unit=Customer1, DC=<Your ASP Company Name Here>, DC=com

Be sure to group users in the organizational unit that relates to the company that they belong to. Organizational unit membership dictates which policy settings are in effect for a given user.

The location of security groups is unimportant; they are typically located in the related organizational units so administrators can logical group related objects. 

For every new organizational unit created, the following groups should be created within the new organizational unit with the following naming convention:

· NormalUsers@<organizational  unit name>(for example, NormalUsers@Customer1)

· AdvancedUsers@<organizational  unit name>(for example, AdvancedUsers@Customer1)

· AllUsers@<organizational  unit name>(for example, AllUsers@Customer1)

Only users who are part of a company that is subscribing to a Hosted Online Applications service should have access rights to actually log on to a Hosted Online Applications device. The AllUsersGroup group allows or restricts access to resources that are associated with a given company’s (organizational unit’s) Hosted Online Applications service. Resources that fall into this category are company-specific file shares, printers, and actual Hosted Online Applications devices. 

Admins@<organizational  unit name>(for example, Admins@Customer1)

The Admins group gives designated users a limited set of delegated administrative rights for the organizational unit to which they belong. For example, users who are members of this group could be granted the right to create new users in an organizational unit.

StandardService@<organizational  unit name>(for example, StandardService@Customer1)

The StandardService security group categorizes a user as a subscriber of the “standard” Hosted Online Applications service. This group is used to apply Group Policy settings that are specific for users subscribing to Office 2000 Standard.

ProfessionalService@<organizational  unit name>( (for example, ProfessionalService@Customer1)

The ProfessionalService security group categorizes a user as a subscriber of the “professional” Hosted Online Applications service. This group is used to apply Group Policy settings that are specific for users subscribing to Office 2000 Professional.

Setting up  “Top Level” Organizational Units

See the “Building Hosted Application Services Using Windows 2000 and Active Directory” document for steps on how to set up the “Shared Active Directory Forest Model for ASP services “section.

Setting up Sample Organizational Units, Users, and Security Groups

Use the following procedure to create the organizational unit Customer1:

26. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

27. In the left pane, double-click Active Directory Users and Computers.

28. Right-click the Organizational Unit named Hosting.

29. Click New, select Organizational Unit, and then type Customer1.

To define security groups:

30. Right-click the Customer1 organizational unit, click New, and then select Group.

31. In the Group Name text box, type AllUsers@Customer1.

32. For group type choose Global.

33. Follow the steps above to create the following security groups for the organizational unit:

· NormalUsers@Customer1 

· AdvancedUsers@Customer1 

· Admins@Customer1 

· StandardService@Customer1

· ProfessionalService@Customer1

These security groups will later be mapped to the master security groups to enable policy settings for Hosted Online Applications users.

Next, you need to create users for the Hosted Online Applications service. These users must have membership in specific security groups, and they must have specific user object attributes set in order for them to correctly use the Hosted Online Applications services. In this example, one user is put into the normal class and the standard plan, while another is put into the advanced class and the professional plan.

34. In Active Directory Users and Computers, right-click Customer1, click New, and then select User. 

35. In the New User Form Wizard that appears, enter the following information:

· First Name:  Mark
· Last Name: Smith
· Full Name:  Mark Smith

· User Logon Name:  MarkS@Customer1

· User Logon (Pre-Windows 2000): MarkS@Customer1.com Note that using the UPN suffix (Customer1) as part of the user name helps ensure this is a unique user name within the entire Active Directory domain.

36. Click Next, enter a password for the user, click Next again, and then click Finish.

37. In Active Directory Users and Computers, right-click Customer1, click New, and then select User. 

38. In the New User Form wizard that appears, enter the following information:

· First Name: Richard

· Last Name: Tyler

· Full Name:  Richard Tyler
· User Logon: RichardT@Customer1
· User Logon (Pre-Windows 2000): RichardT@Customer1 

Next, you must divide users into security groups that will enable access to Hosted Online Applications resources (printers, company shares, and so on), system settings, and service plans. The sample users are MarkS and RichardT. User MarkS is categorized as a normal user with no delegated administrative rights and as a subscriber of the Hosted Online Applications standard plan. Therefore, MarkS must be added to Groups: AllUsers@Customer1, NormalUsers@Customer1, and StandardService@Customer1.

39. In Active Directory Users and Computers, click the organizational unit Customer1.

40. Right click user MarkS, select Properties and the Member Of tab, and then click Add.

41. From the Select Group list, click AllUsers@Customer1, and then click Add.

42. Repeat step 8 for NormalUsers@Customer1 and StandardService@Customer1.

User RichardT is categorized as an advanced user with no delegated administrative rights and as a subscriber of the Hosted Online Applications Professional plan. Therefore, RichardT must be added to Groups: AllUsers@Customer1, AdvancedUsers@Customer1, and ProfessionalService@Customer1.

43. Right Click user RichardT, select Properties and the Member Of tab, and then click Add.

44. From the Select Group list, click AllUsers@Customer1, and then click Add.

45. Repeat step 12 for AdvancedlUsers@Customer1 and ProfessionalService@Customer1.

Next, you add roaming profile information for the user accounts. This information enables an authorized user’s profile information to be in effect regardless of the computer being used. The user gets the same desktop “look and feel” on all Hosted Online Applications devices.

Note that a share must be created that will contain the roaming profile information. In this example, a file server called ASP-FILE-01 with a share called UserData is used. The UserData share has a sub folder called Profiles that is used to contain the profile data.

46. Right-click user MarkS, select Properties and then select the Profile tab.

47. In Profile Path, type \\YourServerName\UserData\Profiles\%username%. In this sample configuration, use ASP-FILE-01 in place of YourServerName.

48. Click Apply. Note that the above URL changes to \\ASP-FILE-01\UserData\Profiles\MarkS.

49. Right-click user RichardT, select Properties, and then select the Profile tab.

50. In Profile Path, type \\YourServerName\UserData\Profiles\%username%. In this sample configuration, use ASP-FILE-01 in place of YourServerName.

51. Click Apply. Note that the above URL changes to \\ASP-FILE-01\UserData\Profiles\MarkS.

Master Security Group Assignments 

Hosted Online Applications services and system settings that are provided for users depend on the security group in which the users reside in. Earlier in the document, a number of security groups were created per organizational unit. Those groups were created within the organizational unit to give a logical separation of users based upon user class, service plan subscribed to, and role within their organization. 

Also, master security groups have already been created. The intent of the master security groups is to aggregate the security groups that were created in each organizational unit to accomplish the following on a domain-wide basis:

· Configure the applications for a user based upon the type of plan that a user has subscribed to.

· Allow or restrict Hosted Online Applications system settings based on a class a user is part of. 

The aggregation (or “nesting”) of the master security groups occur when the organizational units’ security groups are made “members of” the master security groups. Using this technique, Group Policy objects that have common applicability for the users on a forest-wide basis can be created once and applied by way of linkage to the Active Directory domain. Whether a policy setting is applied for a user when the user logs onto the domain depends on the security group that a user is a member of. It also depends on whether the Group Policy setting that was linked to an Active Directory domain has an access control entry (ACE) for “applying group policy” for a master security group or groups. When a user is made a member of an organizational unit’s security group and that organizational unit’s security group is made a member of the related master security group, then Group Policy objects are applied for a user by way of the indirect membership in the master security group. 

Using nested security groups overcomes a scaling issue that applies to Active Directory security groups. Currently, you cannot have more than 5,000 objects (such as users) per security group. Adding the organizational unit’s users to the security groups in each organizational unit and then adding those security groups to the master security groups can overcome this limitation. Using the nesting technique, a master security group could theoretically provide security access for 25 million users (5,000 users per group with 5,000 groups nested in a master group).

Note that you can also apply all of the Group Policy settings for users on each organizational unit that is created for the sample Hosted Online Applications service to achieve similar functionality. However, this would increase the administrative burden of having to create and apply policy settings for each organizational unit rather than to determine what Group Policy objects are applicable across the domain and then restrict the application of the policy based upon membership in a nested group. 

In this sample architecture, only settings that are specific and unique for an organizational unit are set by way of a policy that is directly applied to the organizational unit. All the other setting of policy takes place by way of the linkage of the Group Policy objects to the Active Directory domain.

The following table shows the guidelines for aggregating the security groups in each organizational unit into the master security groups that are used for the entire domain.

	Organizational unit specific group name (samples)
	Nesting
	Master group name

	AllUsers@Customer1
	Group Nests inside of =>
	AllUsers

	NormalUsers@Customer1
	Group Nests inside of =>
	AllNormalUsersGroup

	AdvancedUsers@Customer1
	Group Nests inside of =>
	AllAdvancedUsersGroup

	StandardService@Customer1
	Group Nests inside of => 
	AllStandardServiceGroup

	ProfessionalService@Customer1
	Group Nests inside of=>
	AllProfessionalServiceGroup


Note: If Active Directory is not set to run in Windows 2000 native mode, it will not be possible to nest security groups. See the “Set Active Directory to Native Mode” section to change Active Directory to run in native mode. 

In this example the security groups created for the Customer1 organizational unit are added to the master security groups:

52. In Active Directory Users and Computers, click the organizational unit Services.

53. Double-click AllNormalUsersGroup, click the Members tab, click Add, and then click NormalUsers@Customer1.

54. Repeat to add:

· AdvancedUsers@Customer1 to AllAdvancedUsersGroup

· AllUsers@Customer1 to AllUsers

· StandardService@Customer1 to AllStandardServiceGroup
· ProfessionalService@Customer1 to AllProfessionalServiceGroup
Group Policy Object Settings for Classes of Users and Hosted Online Applications Service Plans 

The following section focuses on creating, applying, and securing the Group Policy objects for the Hosted Online Applications service. 

The Group Policy objects for the service plans set and configure the application settings that the Hosted Online Applications user has subscribed to. The Group Policy objects for the user classes set and configure the systems settings that the user can access when running the actual Hosted Online Applications desktop.  

The listing of the Group Policy settings for both the application settings (in this case, the policy settings for Office 2000) and the system settings are very extensive and are contained in the spreadsheet files listed in the “Modify the Group Policy Object Settings” section. It is recommended that you be very familiar with Group Policy concepts prior to configuring or setting policy on the systems. For more information on Group Policy, see the following:

Introduction to Group Policy http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicyintro.asp 

Using Group Policy Scenarios http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp
Group Policy Objects and their Location

This section lists Group Policy objects that need to be created and configured for the Hosted Online Applications environment for the both the service plans and for the user classes. 

Hosted Online Applications Service Plan Group Policy settings:

· Standard Plan Policy: enables the use of Office 2000 Standard.
Location of Policy in Active Directory: DC=Your ASP Company Name Here, DC=com  

· Professional Plan Policy: enables the use of Office 2000 Professional
Location of Policy in Active Directory: DC=Your ASP Company Name Here, DC=com 

User Class Group Policy settings:

· Normal User Policy: establishes systems settings for Office 2000 Standard
Location of Policy in Active Directory: DC=Your ASP Company Name Here, DC=com

· Advanced User Policy
Location of Policy in Active Directory: DC=Your ASP Company Name Here, DC=com

Setting the Group Policy Objects within the Active Directory Environment

This section focuses on configuring Active Directory to apply the Group Policy settings for Hosted Online Applications based upon the users being associated with a subscription group, a class of user, or both.

Prior to configuring the Group Policy object settings, you need to download and install the Group Policy Scenarios Kit installer file (GroupPoliciesScenarios.msi) on the domain controller (ASP-AD-01). The location of this kit is: http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp.  

	Important: Do not proceed until you read the following. 

While not mandatory for the sample architecture, you can run and set the LowTCO policy in setting up the sample architecture. Note that the LowTCO policy will rename the administrator account and password to a random name and password. This includes the domain administrator as well. Before using the LowTCO policy, create a new user and give that user administrator privileges. Make the new name of the user Super Manager and logon name SuperManager with a password unique password. The same user account creation should be done for local user accounts on all the servers in your test environment. For each test server, create the SuperManager account and give that account administrator rights to the computer.


Installing the LowTCO Group Policy Object

55. Double-click GroupPolicyScenarios.msi, and select the complete setup type when prompted. The directory C:\Program Files\Group Policy Scenarios is used as the destination of the installation process.

56. Read the Readme.txt file in C:\Program Files\Group Policy Scenarios to view final installation instructions. 

57. Read the Using Group Policy Scenarios document. It describes all of the concepts used to develop a range of sample Group Policy settings. Place special emphasis on the settings of the LowTCO policy; this sample policy is used as the basis of the normal and advanced Group Policy settings that are used in Hosted Online Applications.

Creating the Group Policy objects for Hosted Online Applications

The following steps will create Group Policy objects for both the classes of users as well as for the Hosted Online Applications Service plan. First, create the Group Policy objects without policy settings:

58. On the ASP-AD-01 server, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.
59. Right-click the <Your ASP Company Name Here>.com domain root.
60. Select Properties, click the Group Policies tab, and then click New.

61. In the Group Policy object dialog box, type Normal User Policy, and then click the white background to close the dialog box. This creates the Group Policy object for the normal user class.

62. Repeat to create the following Group Policy objects:
· Advanced User Policy

· Standard Plan Policy

· Professional Plan Policy

Placement and Application of the Group Policy objects in Active Directory

In the Active Directory design for the Hosted Online Applications, the Group Policy objects that will control the user classes and the service plans are placed at the root of the Active Directory domain (see Figure 1 & 2). Note that you can also configure Group Policy objects for each of the organizational units and link the Group Policy objects to the organizational unit rather than to the Active Directory domain. 

The first option was chosen to minimize the administrative burden of maintaining and setting Group Policy objects on objects throughout Active Directory. The intent in this technique was to try to keep the environment as simple as possible.  

The goal of the design was to link all of the policy settings that were not unique to a given company (organizational unit) to the Active Directory domain and to then control how the Group Policy objects were applied to a user by using security groups. The security groups are used to build a Discretionary Access Control List (DACL) that dictate for what user or users the Group Policy objects are applied. If you look at the Properties/Security area of any Group Policy object, there is an Access Control List (ACL) that dictates what users/security groups will have a policy applied to them. Selecting the Apply Group Policy check box for an Access Control Entry (ACE) in the ACL enables the application of the policy for a security group.

	Note: A discretionary access control list (DACL) is a list of permissions (such as Read, Apply Group Policy, and Full Control) on a Group Policy object or any other object in the Active Directory. You use the DACL on a Group Policy object to allow or deny access to the Group Policy object by users and computers according to their membership in security groups.


With the use of the security groups (both the master security groups and the security group located in each organizational unit) created earlier, you can now add apply policy rights to a Group Policy object based on these security groups.
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Figure 1: Shows how nested groups and Group Policy DACLs apply the proper system settings for a user based upon user class.
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Figure 2: Shows how nested groups and Group Policy DACLs apply the proper Hosted Online Applications subscription settings for a user.

Apply Group Policy Objects to the Root Domain

Now that you have created the Group Policy objects for the service plans and user classes, you need to apply these Group Policy objects to the root domain. Then, you need to modify the Group Policy objects to finalize the Group Policy settings. 

63. In Active Directory Users and Computers, right-click <Your ASP Company Name Here>.com, and then select Properties.

64. Select the Group Policy tab, and then click Add.

65. Select the All tab, and then select Normal User Policy.

66. Repeat to add the following Group Policy objects to the root domain of <Your ASP Company Name Here>.com:

· Advanced User Policy

· Normal User Policy

· Standard Plan Policy

· Professional Plan Policy

Adding DACL Entries for Group Policy objects

Now that the Group Policy objects are linked to the Active Directory domain, all of the Group Policy objects are applied to every user object in the domain. This is because the application of Group Policy objects is set for the Authenticated Users group at the Active Directory domain root by default. Through inheritance, the Group Policy settings “trickle down” into each organizational unit for all domain users. 

DACLs are used to manage which set of users within an organizational unit gets the settings of certain Group Policy objects.

In a previous section, master security groups and organizational unit–specific security groups were created. In this section, security groups are applied to Group Policy objects to control what policy settings are applied for users based upon the users’ memberships in the security groups.

The first step involves configuring the DACLs to apply the settings for normal user policy:

67. From Active Directory Users and Computers, right-click the root domain <Your ASP Company Name Here>.com, and then select Properties.

68. Select the Group Policy tab.

69. From the Group Policy Object Links list, select Normal User Policy, click the Properties button, and then select the Security tab.

70. From the security list (this list represents the DACLs set for this object), select Authenticated Users, clear the Allow check box, and then click Add.

71. From the Select users, computers, or groups list, select the group AllNormalUsersGroup, and then click Add. 

72. Select the Allow check box, and then click OK. 

The next step involves adding proper DACLs for the advanced service policy. Follow the previous procedures, but with the following changes:
73. Select Advanced Service Policy and clear the Allow for Apply Group Policy to Authenticated Users check box.

74. Add the AllAdvancedUsersGroup group and clear the Allow for Apply Group Policy check box.

In the next step, you add the appropriate DACLs for standard plan policy. Follow the previous procedures, but with the following changes:
75. Select Standard Plan Policy and clear the Allow for Apply Group Policy to Authenticated Users check box.

76. Add the AllStandardServiceGroup group and clear the Allow for Apply Group Policy check box.

Next, add the appropriate DACLs for the professional plan policy:

77. Select Professional Plan Policy and clear the Allow for Apply Group Policy to Authenticated Users check box.

78. Add the AllProfessionalServiceGroup group and clear the Allow for Apply Group Policy check box.

Modify the Group Policy Object Policy Settings

The following tasks have been completed so far:

· Master and organizational unit security groups have been created.

· Organizational units’ security groups have been made “members of” the master security groups.

· Users have been created and been made “members of” the organizational units’ security groups.

· Group Policy objects have been created for user classes and Hosted Online Applications service plans.

· The Group Policy objects have been linked to the Active Directory domain.

· DACLs have been assigned to the Group Policy objects such that the Group Policy settings will be applied only for the members of the master security groups.

With all of these requisite tasks accomplished, you now need to configure the actual Group Policy objects’ policy settings.

The policy settings used for the normal and advanced user policy are based on the LowTCO User Policy that is included in the Group Policy Scenario Kit. The actual settings for the different Group Policy objects are too lengthy to include in this document. However, the settings used for the Group Policy objects are listed in the Microsoft Excel spreadsheet files later in this section. Configure the settings for each of the Group Policy objects with the Group Policy Editor.

The policy settings for the Hosted Online Applications service plans require access to the Office 2000 administrative template (.adm) files prior to configuring these Group Policy settings. To load the Microsoft Office 2000 administrative template on the computer where the Group Policy objects are created, you need to copy all of the files (from the Office 2000 Resource Kit) from the folder <ORK Root>\windows\inf to C:\winnt\inf. (This folder might be hidden. To show the Inf folder, in Windows Explorer, click Tools, click Folder Options, click the View tab, click Hidden Files and Folders, and then select Show hidden files and folders.) You are now ready to use the Office 2000 .adm file when configuring the Group Policy objects.

The two spreadsheets Normal User Policy.xls and Advanced User Policy.xls detail a large number of policy settings such as all the user’s desktop environment settings, the redirection settings for the My Documents folders, the Control Panel settings, and so on. You need to become familiar with these policy settings before continuing.

Normal User Policy

All Group Policy settings for this policy are listed in the Normal User Policy.xls spreadsheet. To configure the settings:

79. From the ASP-AD-01 server, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

80. Right-click the <Your ASP Company Name Here>.com domain root, select Properties, and then select the Group Policies tab.

81. Click the Normal User Policy Group policy object, and then click Edit. This opens the Group Policy editor. Use the editor to create all of the policy settings for this Group Policy object. The policy settings are listed in the Normal User Policy.xls spreadsheet file. 

Advanced User Policy

All Group Policy settings for this policy are listed in the Advanced User Policy.xls spreadsheet. To configure the settings:

From the ASP-AD-01 server, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

Right-click the <Your ASP Company Name Here>.com domain root, select Properties, and then select the Group Policies tab.

Click the Advanced User Policy Group policy object, and then click Edit. This opens the Group Policy editor. Use the editor to create all of the policy settings for this Group Policy object. The policy settings are listed in the Advanced User Policy.xls spreadsheet file. 

Standard Plan Policy

You need to make a number of policy modifications for the standard service. First, add office templates to the standard plan policy:

82. From the ASP-AD-01 server, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

83. Right-click the <Your ASP Company Name Here>.com domain root, select Properties, and then select the Group Policies tab.

84. Expand User Configuration>Administrative Templates.

85. Right-click Administrator Templates, and then select Add/Remove Templates.

86. Click Add. You should now be looking at the folder c:\winnt\inf. If not, navigate to that folder.

87. Select the following files, and then click Open and Close. Click View, and then clear the Show Policies only check box. This will expose more properties to set.

· Excel9.adm

· Office9.adm

· Outlk9.adm

· Word9.adm

· Ppoint9.adm

To allow only a select list of applications to run for this particular service:

88. Click User Configuration, click Administrative Templates, and then click System User Configuration.

89. Double-click Run only Allowed Windows Applications.

90. Click Add. Type winword.exe, and then click Add again.

91. Repeat for PowerPnt.exe, Excel.exe, and Outlook.exe.

To disable the use of macros within Word 2000:

92. Click User Configuration, click Administrative Templates, click Microsoft Word 2000, click Disable items in user interface, and then click Predefined. 

93. Double-click Disable command bar buttons and menu items.

94. Double-click Enabled, select all boxes next to Tools | Macro, select the check box next to Templates and Add-Ins, and then click OK.

95. Double-click Disable Shortcut Keys, click Enabled, and then select the last three check boxes.

Note: This policy example shows disabling the macro capability of Microsoft Word 2000 only as an example or how to use a policy to disable this feature. The settings for disabling the use of macros in this policy (and all of the other service plan Group Policy settings) for all of the other Office 2000 programs are not listed. However, for maximum security in a Hosted Online Applications hosting environment, it is suggested that you carefully evaluate disabling the ability to run macros. 

Professional Plan Policy

To configure the settings for the Professional service:

96. From the ASP-AD-01 server, click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

97. Right-click the <Your ASP Company Name Here>.com domain root, select Properties, and then click the Group Policies tab.

98. Click the Professional Plan Policy Group policy object, and then click Edit.

99. Open, in edit mode, the Professional Plan Policy, and then expand User Configuration>Administrative Templates.

100. Click Edit, and then right-click Administrator Templates.

101. Click Add/Remove Templates, and then click Add. You should now be looking at the folder c:\winnt\inf. If not, navigate to that folder.

102. Select the following files, and then click Open and Close. Click View, and then clear the Show Policies only check box. This will expose more properties to set.

· Excel9.adm

· Office9.adm

· Outlk9.adm

· Word9.adm

· Ppoint9.adm

· Pub.adm

· Access9.adm

To allow only a select list of applications to run for this particular service:

103. Click User Configuration, click Administrative Templates, and then click System User Configuration.

104. Double-click Run only Allowed Windows Applications.

105. Click Add. Type winword.exe, and then click Add again.

106. Repeat for PowerPnt.exe, Excel.exe, Mspub.exe, MsAccess.exe, and Outlook.exe.

To disable the use of macros within Word 2000:

107. Click User Configuration, click Administrative Templates, click Microsoft Word 2000, click Disable items in user interface, and then click Predefined. 

108. Double-click Disable command bar buttons and menu items.

109. Double-click Enabled, select all boxes next to Tools | Macro, select the check box next to Templates and Add-Ins, and then click OK.

110. Double-click Disable Shortcut Keys, click Enabled, and then select the last three check boxes.

Organizational Unit–Specific Group Policy objects

The sample architecture for Hosted Online Applications has focused on setting policy for all of the users in the My<Your ASP Company Name Here>.com domain using Group Policy objects linked at the root domain. Although this is an efficient way to set Group Policy objects that are common across the entire domain, there are instances in which customers would need policy settings that are unique for their environment. For example, customers might have their own file shares that they need to map to that are not common within the Active Directory domain but are specific to the customer (organizational unit).

In this situation, the Group Policy object must be created and linked to an organizational unit. The techniques used previously for creating, linking, and setting up the Group Policy object at the Active Directory domain are identical whether performing these tasks for the Active Directory domain or the organizational unit. In the following procedure, you create, edit, or link a Group Policy object for an organizational unit that will run a logon script that maps file shares for users of that Group Policy object. There is a sample script called PrinterFileStartup.vbs in ADASK that does this. 
111. Right-click organizational unit=Customer1, select Properties, and then click the Group Policy tab.

112. Click New, and then type a name for the Group Policy object (Customer1 Policy).

113. Click Edit to add settings for the Customer1 Policy.

114. Using the Group Policy Editor, Expand policy to User Configuration>Windows Settings>Scripts>Logon/Logoff.

115. Double-click Startup.

116. Click Add to add a logon script that will map a user’s file share, browse to where the logon script is located, double-click it, and then click OK.

117. Close the Group Policy Editor, and then click OK to close the organizational unit properties dialog box.

118. From the Group Policy Object Links list, select Customer 1  Policy, click the Properties button, and then select the Security tab.

119. From the security list (this list represents the ACLs set for this object), select Authenticated Users,  then click Remove.

120. From the Select users, computers, or group’s list, select the group AllUsers@Customer1, and then click Add. 

121. Select the Allow READ & Apply Group Policy check box, and then click OK. 

If you have trouble getting the sample logon scripts to run properly, a likely cause is that the Only allow a select list of application to run for this particular service Group Policy settings created in the Modify the Group Policy Object Policy Settings section could be preventing the Windows Scripting Host (Wscript.exe) script from running. You can modify the Group Policy settings so that the wscript.exe, the cscript.exe, or both are added to the list specified in the Only allow a select list of application to run for this particular service setting. 

Checklist for building the Hosted Online Applications Sample Architecture

This checklist outlines the steps that were followed to create the Hosted Online Applications. You can use this checklist to walk though the steps necessary to build similar services.

· Create Services organizational unit to contain the master security groups.

· Create the master security groups:

AllUsers

AllNormalUsersGroup

AllAdvancedUsersGroup

AllStandardServiceGroup   

AllProfessionalServiceGroup   

· Create Group Policy objects for domain-wide settings.

· Define the necessary policy settings for user classes and subscription services.

· Create Group Policy objects and configure them with the policy settings.

· Link the Group Policy objects to the domain root.

· Link the Group Policy objects to the customer organizational unit or units.

· Create a discretionary access control list (DACL) for each Group Policy object that uses master security groups (or the organizational units security groups if need be) to determine how the Group Policy objects get applied.

· Create a new organizational unit for customers. 

· Create the security groups for each customer’s organizational unit:

AllUsers@<organizational unit Name> 

NormalUsers@<organizational unit Name> 

AdvancedUsers@<organizational unit Name> 

Admins@<organizational unit Name> 

StandardService@<organizational unit Name>

ProfessionalService@<organizational unit Name>

· Create organizational unit–specific Group Policy objects

· Define the necessary policy settings for user classes and subscription services.

· Create organizational unit–specific Group Policy objects and configure the Group Policy objects with the policy settings.

· Link the organizational unit–specific Group Policy objects to the organizational unit

· Create a discretionary access control list (DACL) for each Group Policy object that uses master security groups (or the organizational units security groups if need be) to determine how the Group Policy objects get applied.

· Nest organizational units’ standard security groups into appropriate master security groups by making the standard security groups “members of” the related master security groups.

· Create new users.

· Add new users as a member of AllUsers@<organizational unit Name>

· Add new users as a member of a user class:

NormalUsers@<organizational unit Name>  OR 

AdvancedUsers@<organizational unit Name>

· Add new users as a member of a service plan:

StandardService@<organizational unit Name>  OR

ProfessionalService@<organizational unit Name>

· Add Roaming Profile information for each new user.

Terminal Services Software Deployment for Hosted Online Applications

This section discusses a technique to help manage and deploy a Terminal Services server configuration that hosts the Hosted Online Applications service. Although not a mandatory step in setting up the Hosted Online Applications service, this technique shows a way to install software on the server or servers running Terminal Services by way of Group Policy.

It is important to note that if a service provider intends to offer their customers more than one version of Office 2000, than the versions of Office 2000 must be installed on different sets of servers. Customers need to be directed to the servers corresponding to the version of Office 2000 that they have signed up for.

You cannot completely lock down a Windows Terminal Server environment to prevent users from running versions of Office 2000 that they are not authorized for. To make this restriction, you must use the Application Security utility (AppSec.exe). AppSec increases security by restricting file execution, preventing the user from running an executable file even through the command line, or from within another application. The AppSec tool should be used in conjunction with the Group Policy restrictions, to both disable and hide restricted programs. This application is available in the Windows 2000 Server Resource Kit.

To use this automated software installation technique, you must create a new organizational unit named Terminal Services Farm. This organizational unit is used to store all of the servers (computer objects in the organizational unit) that are running the Windows Terminal Service. It is recommended that you create a security group in this organizational unit called AllTerminalServers and make every server that is running Terminal Services for Hosted Online Applications a member of this group. This security group is used to specify the application of the Group Policy settings that perform the software installation of Office 2000 for a certain class of objects (for example, the Terminal Services configured for Hosted Online Applications).

An administrator would locate the servers running Terminal Services into a separate organizational unit for a number of reasons:

· Logical Collection. Separating the servers running Terminal Services into a “logical view” from the rest of your production servers provides a single location for all the servers running Terminal Services and a single point from which to configure Active Directory settings for your Terminal Services Farm. This becomes very important as your Terminal Services Farm grows. You can also group all of the specialized servers in your environment. For example, you could group all of the printer servers in the PrintServer organizational unit, the file servers in the FileServer organizational unit, and so on. 

Software Distribution for Terminal Services. A recommended way to distribute software to a server in a Terminal Services Farm is to use Group Policy settings. By separating the Terminal Services into their own organizational unit, you can create a Group Policy object that is linked to only the Terminal Services organizational unit. An example would be to create a policy called TerminalServerPolicy and link it to the Terminal Services Farm organizational unit. This policy affects only the objects in this organizational unit, which in this case are servers running Terminal Services. 

In the TerminalServerPolicy, create an assigned set of software packages that is installed on all computers (servers running Terminal Services in this case) in this organizational unit. For example, in the Hosted Online Applications environment, a software package is created for Office 2000 Professional in the TerminalServerPolicy’s computer settings and is “assigned” to the computers that use this policy. The software package can also be “published” by way of policy settings. Publishing allows an administrator to select software to install from a list (located in Control Panel) of software packages that have been published by way of policy settings. 

Assigning a software package by way of policy settings automatically installs Office 2000 Professional on the servers running Terminal Services when the computer starts. If Office 2000 Professional is already installed on the servers running Terminal Services, then no installation occurs. Using this technique, all of the software that needs to be installed on the servers running Terminal Services can automatically be deployed. Note that to correctly install Office 2000 via Group Policy in a Terminal Services environment, a special modification to the Office 2000 installation package needs to be made. This modification is called a transform file. 

Microsoft Office 2000 is one of the first applications to take full advantage of new technology used to install software called Windows Installer. Windows Installer has many features that improve the entire software installation and removal process and is fully taken advantage of when installing software by way of Group Policy. A very important function for Terminal Services server farms that is enabled by installing software by way of the Group Policy/Windows Installer combination is a resilient software installation. A resilient software installation allows for the automatic repair of missing or corrupted files to be fixed on the fly. If a user accidentally deletes a file or a .dll becomes corrupted, Windows Installer gets a fresh copy of the file using the path from which the file was initially installed. This is all done through Group Policy and does not require any manual intervention. After Group Policy has been configured to install a software package; Windows 2000 automatically maintains a “healthy” state for the applications that have been installed on your Terminal Services server farm.

Note – distributing a version of Office 2000 (in this case the Professional version) to a single terminal server farm and then “enabling” different Office 2000 applications based upon a classification of a user is done in this lab only for the purpose of illustrating how to use Group Policy technology to enable hosting software applications.  If there was a case where a company wanted to offer multiple versions of Office 2000 as an application service, the official Microsoft sanctioned way to do this would be to build different Windows Terminal Server farms that each offered a single version of Office 2000. For example, one Windows Terminal Server farm would offer the Office 2000 Standard edition, and another would offer Office 2000 Professional edition.
This document does not cover detailed information on creating a transformation file or files or installing Office 2000 on servers running Terminal Services. That documentation can be found in the Microsoft Office 2000 Resource Kit or online at: http://www.microsoft.com/office/ork/2000/two/30t3.htm. You must familiarize yourself with the information at this location in order to successfully deploy Office 2000 on servers running Terminal Services. 

Steps to distribute and install software packages for servers running Terminal Services 

1. Create a custom transform file for use with the Disk 1 installation of Office 2000 Professional. The following set of instructions provide the basic information needed to quickly create a custom transform (.mst) file for use in the software package distribution and installation by way of Group Policy.

The Office 2000 Resource Kit provides a transformation file, TermSrvr.mst, which is required for setting up Office 2000 on servers running Terminal Services. Instructions for its use can be found at http://www.microsoft.com/Office/ORK/2000/Two/30t3_2.htm.
2. Copy all of files and folders from Office 2000 Disc 1 into a share on a file store (example: c:\swdist \Office2000\Disc1 is used on the Server ASP-FILE-01).

Make sure the folder is shared. For the example in the previous step, make the folder C:\swdist a share named swdist.

3. Install the Office 2000 Resource Kit on a server in your environment (for example ASP-FILE-01). Information on obtaining the resource kit is located at http://www.microsoft.com/office/ork/default.htm.

4. Run the resource kit’s Custom Installation Wizard. To do this, click Start, point to Programs, point to Microsoft Office Tools, point to Microsoft Office2000 Resource Kit Tools, and then click Custom Installation Wizard. Start the wizard by clicking Next.
5. In File Name type, \\ASP-FILE-01\swdist\Office2000\CD1\Data1.msi. Data1.msi is the Windows Installer package for Office 2000 Professional disk1. Click Next.
6. Select Open an existing MST file, click Browse, select the Termsrvr.mst file installed with the resource kit (default location <Program Files> \ORKTools\ToolBox\Tools\Terminal Services Tools), and then click Next.

7.  Enter the location where this new transform file you’re creating is going to be saved. It should be stored in a shared folder where the servers running Terminal Services can have easy access to it. For this example, use the following location and name: \\ASP-FILE-01\swdist\Office2000\TermSrv-Disk1Install.mst. Click Next. 

8. Specify default path and organization. You can select a different location in which you want Office 2000 to be installed to. The default location is recommended: <Program Files>\Microsoft Office. Click Next.

9. Remove previous versions. If this transform file is to be used to install Office 2000 over a previous version of Office 2000, you must select the Office 2000 applications you want to remove. In this example, because you are installing Office 2000 on a server running Terminal Services with no other applications, leave the default selected. Click Next.

10. Set feature installation states. To install Office on the servers running Terminal Services, click the hard drive icon next to Microsoft Office and select Run all from My Computer. This will make all of the other Office 2000 Professional icon selections turn white. Click Next.

11. Customize default application settings. You use this section to customize existing Office Profiles that were created by the Office Profile Wizard. When you are done, click Next.

12. Add files to installation. You use this section add files to the Office installation, such as templates and other documents. When you are done, click Next. 

13. Add registry entries. You use this section to add any registry information to the Office installation. When you are done, click Next.

14. Remove the following items, and then click Next.

New Office Document <Start Menu>

Open Office Document  <Start Menu>

Microsoft Office  <Start Menu\Programs\Startup>

Symantec Fax Starter Edition  <Start Menu\Programs\Startup>

15. Identify additional servers. The option is not configured in this step. However you should make sure users always have access to an available network server. It is possible to copy the Office 2000 Professional installation folder tree (created in an earlier step) to one or more additional servers and then to specify those servers in the Custom Installation Wizard. Then, if the “primary” installation server is unavailable, Windows Installer attempts to connect to each server in the list, in the order you specify, until it finds an active server. If no server is found, the installer prompts the user for the location of a server.

16. Add installations and run programs. Use this panel to identify other programs that you want Setup to run. After the Office 2000 Professional installation is complete, setup executes each command you specify in the order in which it appears in the Command lines box. When you are done, click Next.

17. Customize Microsoft Outlook installation options. Use this panel to customize the default Outlook profile and e-mail account information for your users.

19. Select Customize Outlook Profile and Account Information.

20. If you are configuring Outlook 2000 for an Exchange Server Implementation, perform the following steps: For Configuration Type, select Corporate or Workgroup Settings.

Select the General Section in the left pane

For Enter Profile Name, enter %username%. This will populate a user’s current logon information when searching the Exchange server for the current user’s mailbox.

Select the Services List in the left pane.

Select, “Include Microsoft Exchange Server service.”

Select the Exchange Settings from the left pane.

For the, “The name of the user’s mailbox”, enter %username%.

The next field is for the name of the Exchange server the user’s mailbox is on. If you have two or more Exchange servers within your forest, entering any of the exchange server names will work. Even if the server you point to in this MST file is not the same server all users will use as their mail server, it will redirect them to their appropriate mail server. And from that point on, Outlook will go directly to the correct mail server the next time around.

21. Click Next, click Do not install Internet Explorer 5, and then click Finish.

22. If you receive an error message warning you about not installing Internet Explorer 5 with the Office 2000, click Yes and proceed.

23. Click Next.

24. Modify Setup Properties - Setup uses properties to control how it performs an installation. This panel allows you to modify the default Setup property settings or to add new property setting definitions. 

25. Click Add – You are now going to enter the Product ID. If you do not specify this key, the every user is asked to set this before using the product. When the key is finally given, the product will never ask for it again.

26. For Name, Enter PIDKEY
27. For Value, Enter <Your Product Key – Normally on the Back of the CD Case. Do Not Enter any Dashes. All of the Numeric-Characters should be together>

Please see your Microsoft representative to make sure you have correctly licensed Office 2000 Professional in order to be used in the shared Hosted Online Applications environment.

28. Click Finish.

Steps for setting up a Terminal Services Software Deployment for Hosted Online Applications

After creating a share for distributing Office 2000 Professional and configuring the transformation file in the previous steps, you are now ready to prepare the Active Directory environment for group policy distribution.

Create an organizational unit named Terminal Services under the root domain (<Your ASP Company Name Here>.com). This organizational unit keeps the collection of servers running Terminal Services in a manageable area in order to apply Group Policy settings and security for the servers in this organizational unit. The Group Policy settings will include a setting for installing Office 2000 on the servers running Terminal Services.

Move the computer named ASP-OFF-01” that is in the Computers organizational unit to the Terminal Services organizational unit. To do this, right-click the ASP-OFF-01 computer (usually located in the Computers folder in Active Directory) and click Move.

Specify the Terminal Services organizational unit as the destination of the move for this computer.

Create a new Group Policy Object named, “TerminalServerPolicy” for use on the “Terminal Services “ organizational unit.

The TerminalServerPolicy Group Policy Object will serve two purposes – security settings and software distribution settings. The software distribution settings will install Office 2000 Professional.

Group Policy Security Settings: 

Make the Following Modifications to the new TerminalServerPolicy policy object:

User Configuration>Administrative Templates>Windows Components>Windows Explorer

Disable Windows Explorer’s default context menu – Enabled.

Hide these specified drives in My Computer.

Group Policy Software distribution settings:

1. Expand Computer Configuration>Software Settings.

2. Right-Click Software Installation. Select new Package.

3. In File name type: \\ASP-FILE-01\swdist\Office2000\CD1\Data1.msi.

4. Click Open.

5. Select Data1 then Open.

6. Select Advanced Published or Assigned the OK.

7. Select the Modifications tab.

8. Click Add (this will add the transformation file that was created earlier)

9. In the File Name type, \\ASP-FILE-01\swdist\Office2000\TermSrv-Disk1Install.MST
10. Click Open then OK.

Group Policy Settings for setting the Privilege level for the automated software distribution 

Expand Computer Configuration>Administrative Templates>Windows Components\Windows Installer.

Double-click Always install with elevated Privileges – Enable.

Select the checkbox for “Check to force settings on.”

Click OK.

Expand User Configuration>Administrative Templates>Windows Components.

Double-click on Always install with elevated Privileges - Enable

Select the checkbox for “Check to force settings on.”

When installing Office 2000 Professional in the automated fashion, the above steps starting with “Steps to Install and configure the Office 2000 Resource Kit (ORK) and prepare the transform file necessary to install Office 2000 Professional via Group Policy” need to be repeated for the second CD that contains the remainder of Office 2000 Professional. 

The goal of repeating these steps is to create to create a transform file called TermSrv-Disk2Install.mst for the second CD. You will need to use the same PIDKEY and Product ID identified in the steps above. This transform is created using the \\ASP-FILE-01\swdist\Office2000\CD2\Data2.msi is the Windows Installer Package for Office 2000 disk 2 applications. Note that the steps above related to modifying the start menu would be different when using the data2.msi source due to the fact that you are configuring different applications. For the sake of simplicity, it is recommended that you accept the defaults for the start menu. Following through on the steps outlined above, you are creating a policy with two packages – one for Office 2000 Professional data1.msi and one for Office 2000 Professional data2.msi. 

Release Notes

This section covers areas that can cause problems when building a Hosted Online Applications environment.

Folder Redirect needs proper Access to File Share

When setting folder redirection for your users, make sure the user has write access to the folder in which the new folder for that user is created. If the user does not have sufficient access to the shared folder, the folder redirection will fail, and the user will default to having a dedicated folder created to them on the server/desktop in which they are logging on to.

After the new folder is created for folder redirection, no other user is able to access that folder share accept for that user. This is because the user is the creator and owner of the folder. This ensures that neither the administrator nor any other individual can “peak” into their private share. The administrator can take ownership of the folder, but this should be done as a last resort. After the user whose folder redirection points to that folder is no longer the owner, folder redirection for that user will fail.

The same goes for user specific Profile redirection settings.

Servers and Clients need direct access to Active Directory

For Group Policy to work effectively, all client computers need to point to the Dynamic Domain Name Service (DDNS) that Active Directory uses. This is an important issue for Group Policy. There are workarounds for an organization that points to their legacy DNS, but that is out of scope for this project.

Users running Terminal Services can access the server’s Local Drive via Office 2000

When using an Office 2000 application like Word 2000, if the user goes to File>Save As. Then in the file name types in C:\ the hits Enter. Now the user can see the local hard drive. Utilization of ACL control lists on the servers file system will prevent unauthorized access to the files that can be seen using this method.

Outlook 2000 does not create PST file in the proper Roaming Profile Directory

When a user, for the first time, creates a new PST file (File that has the proper configuration information for Outlook to get mail from the proper mail store) in the following location: C:\Documents & Settings\%username%\Application Data\Microsoft\Outlook. This prevents the users from have a PST that roams with them.

Group Policy Management Tools

FAZAM 2000 is a group policy management tool developed by FullArmor. This tool is a Windows 2000 enterprise policy management solution that enhances Windows 2000 Intellimirror and Active Directory's Group Policy. Advanced Management capabilities translate into greater granular manageability and reduced TCO for Windows 2000 environments. FAZAM 2000 features include determining the resultant set of policies (RSoP), disaster recovery of Group Policy Objects (GPOs), reporting, delegation of GPO settings, searching of GPO settings, and scripting of GPOs.  FAZAM 2000 quickens and eases the deployment and operations for ASPs enabling them to test, stage, deploy, and update GPOs quickly so that new customers can be signed-up and managed by the thousands.

Resources

This section provides references to related sources of information.

The Microsoft Internet Services Network (ISN) provides technical and marketing information on Microsoft technologies for the service provider industry.

http://www.microsoft.com/ISN
Windows 2000 General Information

Active Directory Architecture

http://www.microsoft.com/windows2000/library/howitworks/activedirectory/adarch.asp 

Deploying and Planning Windows 2000

http://www.microsoft.com/windows2000/library/planning/default.asp 

Windows 2000 Server Resource Kit

http://www.microsoft.com/windows2000/library/resources/reskit/default.asp
Group Policies Resources

Introduction to Group Policies

http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicyintro.asp 

Step By Step Guide to Understanding Group Policy

http://www.microsoft.com/WINDOWS2000/library/planning/management/groupsteps.asp
Using Group Policy Scenarios

http://www.microsoft.com/windows2000/library/howitworks/management/grouppolicy.asp 

Group Policy Management Tools

http://www.fullarmor.com
Q227369: Default Behavior for Group Policy Extensions with Slow Links

http://support.microsoft.com/support/kb/articles/Q227/3/69.ASP 

Q233548: Organizational Unit Controller Cannot Edit Group Policy objects

http://support.microsoft.com/support/kb/articles/Q233/5/48.ASP 

Q203607: How to modify the Default Group Policy Refresh Interval

http://support.microsoft.com/support/kb/articles/Q203/6/07.ASP
Q227448: Using SecEdit.exe to Force Group Policy to be applied again

http://support.microsoft.com/support/kb/articles/Q227/4/48.ASP 

Q247989: Domain Controllers require the “Log on Locally” Group Policy Object for Terminal Services Client Connections 

http://support.microsoft.com/support/kb/articles/Q247/9/89.ASP 

FullArmor’s FAZAM 2000 tool manages group policies

http://www.fullarmor.com
Windows Terminal Devices

NCD Corporation 

http://www.ncd.com/news/2000/ts400_3-6.html.

WYSE Corporation 

http://www.wyse.com/winterm/wint3000/3200.htm
Office 2000 Resources

Office 2000 Resource Kit (ORK)

http://www.microsoft.com/office/ork/2000/default.htm 

Installing Office 2000 on a Terminal Services Environment (ORK Reference)

http://www.microsoft.com/office/ork/2000/two/30t3.htm 
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