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Introduction

Most high volume Microsoft® Windows® Web hosters control and delegate management of their own domain and those of their customers by creating a single domain in a single Microsoft Active Directory® forest. They use second-level organizational units (OUs) for each reseller and third-level OUs for each hosted organization (customer), all residing in a single top-level OU called, for example, Hosting. Configuring Active Directory to support this design is easy, although not obvious if you are new to Active Directory Group Policy Objects and Organizational Units. This document presents steps to manually configure Active Directory. In addition, two scripts are included to automate certain steps in the process. You can download these scripts at www.microsoft.com/serviceproviders/deployment/hvh_ad_deploy.asp.
Effects of this Configuration
After following the steps in this document, your shared directory structure will:

· Enable resellers to browse and administer only that portion of the directory that pertains to them and their customers—that is, only their own OUs and their customers’ OUs.

· Enables users to browse only that portion of the directory that pertains to them—that is, only the OUs to which they belong.

· Prevent users from browsing above their own OU or into other OUs. You can use LDP.exe in Windows 2000 Support Tools to verify that users are not able to browse outside their own OU.
· Apply OU and higher-level Group Policies to users.

Deploying a Shared Web Hosting Directory

The following section describes how to manually deploy a shared Web hosting directory. At the end of this section are some example scripts that help automate OU creation. However, working through the steps manually will provide you with an understanding of what the scripts are doing and how they operate.
Installing Active Directory

The following steps assume that you are creating a new forest for your own domain. You should prepare two domain controllers according to the following procedure. Both should have DNS set up in Active Directory integrated mode.

To convert a standalone/member server to a domain controller by first installing Active Directory
1. Log on to the candidate domain controller computer as a local administrator.

2. On the Start menu, choose Run and type DCPROMO to start the Active Directory installation wizard. Click Next.

3. Select Domain controller for a new domain. Click Next.

4. Select Create a new domain tree. Click Next.

5. Select Create a forest of new domain trees. Click Next.

6. Enter the full DNS name of your Windows 2000 hosting presence. Click Next.

7. The wizard creates a default NetBIOS name for your Active Directory domain, which you should not change. Click Next.

8. If you want, change the default locations of the NTDS database and Active Directory logs. Although not required, consider using a different physical drive for the logs if you can support it. Click Next.

9. The default setting for the system volume is fine. Click Next.

10. The wizard attempts to locate a DNS server for your DNS name. Most likely, this will fail because you’re creating a new forest and don’t have an Active Directory–integrated DNS in place or another DNS that supports dynamic updates. The simplest option is to click OK and install a DNS server on your domain controller. 

11. In the Configure DNS dialog box, select Yes, install and configure a DNS server on this computer. Click Next.

12. Select Permissions compatible only with Windows 2000 Server. Click Next.

13. Enter a DS restore mode password. Click Next.

14. Click Next when you see the summary. Active Directory installs itself and configures DNS.

15. Click Finish when the procedure completes. The server reboots.

Configuring the Forest

Now that you’ve created your forest, it’s time to begin the configuration process. This involves three steps:
16. Switching to native mode
17. Putting Active Directory into LIST OBJECT access mode

18. Removing the Authenticated Users ACE from the system containers

To switch to native mode

Active Directory, by default, installs in mixed mode. Your forest must be in native mode to support required features like nested groups. Note: This is a forest-wide configuration, so this only needs to be performed on one domain controller in your Active Directory forest.

19. On the Start menu, select Programs, Administrative Tools, and Active Directory Users and Computers.

20. Right-click your domain and choose Properties.

21. Select Change mode and confirm that native mode is selected. Click OK until all dialog boxes are closed.

To put Active Directory into LIST OBJECT Access Mode

List Object Access Mode prevents members of one OU from browsing the directory to see other OUs. The Dsheuristics.vbs script is provided in the Active Directory Tools subdirectory of the tools and script on the Windows 2000 Server CD. It is also available in the download available at www.microsoft.com/serviceproviders/deployment/hvh_ad_deploy.asp.
The command is:

CSCRIPT drive:\path\dsheuristics.vbs

where drive/path points to the location of the dsheuristics.vbs script file.

To remove the Authenticated Users ACE from the system containers

You must perform this step for each of the following containers: Builtin, Computers, Domain Controllers, and Users.

22. On the Start menu, select Programs, Administrative Tools, and Active Directory Users and Computers.

23. Select View and Advanced Features. Ensure that Advanced Features is turned on.

24. Right-click the Builtin container, select Properties, and select Security.
25. Select Authenticated Users and click Remove to delete the ACE.

26. Repeat this process for the other containers listed above.

You can automate this task using the SecureAD.vbs script available at www.microsoft.com/serviceproviders/deployment/hvh_ad_deploy.asp. 
The command is:

CSCRIPT drive:\path\securead.vbs

Creating the Directory Structure: The Top Level

Having secured Active Directory, the next step is to create the required OU structure. First, we’ll start with the top level, which contains a Hosting OU for holding all the reseller OUs.
Within this OU is a Services OU, which contains:

· AllUsersGroup, a global security group that aggregates all customers’ users
· AllAdminsGroup, a global security group that aggregates all customers’ administrators
To create the top-level Hosting OU

27. On the Start menu, select Programs, Administrative Tools, and Active Directory Users and Computers.

28. Select View and Advanced Features. Ensure that Advanced Features is turned on.

29. Right-click your domain.

30. Select New and Organizational unit. Type Hosting.

31. Click OK.

To create the Services OU

This OU, which is not visible to customers, holds master security groups that aggregate reseller-specific security groups.

32. In the Active Directory Users and Computers tool that you opened in the previous procedure, right-click the Hosting OU.

33. Select New and Organizational unit, and type Services. Click OK.
34. Right-click the new Services OU, select Properties, and click Security.
35. Select Authenticated Users and click Remove to delete the ACE. Click OK.
To create aggregation groups for All Resellers and All Administrators

36. Right-click the Services OU.

37. Select New and Group, and type AllUsersGroup.

38. Right-click the Services OU again.

39. Select New and Group, and type AllAdminsGroup.

To modify the access control list (ACL) on the Hosting OU

40. Right-click the Hosting OU, select Properties, and then Security.

41. Clear the checkbox for Allow inheritable permissions from parent to propagate to this object.
42. A dialog box will appear; click Copy.
43. Select Authenticated Users and click Remove to delete the ACE. Click OK.
44. In the Security dialog box, click Advanced.

45. Click Add. Double-click AllUsersGroup.

46. In the Permissions dialog box, select This object only for Apply onto.

47. Clear all permissions except List Object: allow.

48. Click OK until all dialog boxes are closed.

Creating New Customers and Resellers

You can create new customers and resellers using the following manual steps. You can also script this process or incorporate it into an automated provisioning system to enforce consistency and efficiency.
Creating the Directory Structure: The Reseller Level

The reseller level contains an organizational unit for each reseller.
Within each reseller OU are:

· All the reseller’s employees or designates

· An organizational unit for each customer

· A Services OU for holding the reseller-level aggregation security groups
The Services OU contains:

· An AllUsers@<reseller> aggregation security group, which holds every user in the reseller OU

· An Admins@<reseller> aggregation security group, which holds only those OU members who should receive delegated administrative privileges for the reseller OU and all customers

· An AllCustomers@<reseller> aggregation security group which holds all the AllUsers@<customer> groups of the reseller’s customer OUs
To create the Reseller OU

You must perform this entire series of steps each time you add a reseller. In these procedures, Reseller1 is used as the name of the Reseller OU.

49. On the Start menu, select Programs, Administrative Tools, and Active Directory Users and Computers.

50. Right-click the Hosting OU.

51. Select New and Organizational unit, and type Reseller1.

To create Services OU for the Reseller OU
This OU, not visible to customers, holds master security groups that aggregate customer-specific security groups.

52. Right-click the Reseller1 OU.

53. Select New and Organizational unit, and type Services.

54. Right-click the new Services OU, select Properties, and click Security.

55. Select Authenticated Users and click Remove to delete the ACE. 
To create Aggregation Groups for each Reseller and their administrators

56. Right-click the Services OU inside the Reseller1 OU.
57. Select New and Group, and type Admins@Reseller1.

58. Right-click the Services OU again.

59. Select New and Group, and type AllCustomers@Reseller1.

60. Right-click the Services OU again.

61. Select New and Group, and type AllUsers@Reseller1.

62. Right-click the new AllUsers@Reseller1 group and select Properties.
63. Select Member of and click Add. Double-click AllUsersGroup.

64. Click OK until all dialog boxes are closed.

To modify the ACL on the Reseller OU

65. Right-click the Reseller1 OU, select Properties, and click Security.

66. Clear the checkbox for Allow inheritable permissions from parent to propagate to this object.

67. A dialog box will appear; click Copy.
68. Select Authenticated Users and click Remove to delete the ACE. 
69. In the Security dialog box, click Advanced.

70. Click Add. Double-click AllUsers@Reseller1.

71. In the Permissions dialog box, select This object only for Apply onto.

72. Clear all permissions except List Object: allow. Click OK.

73. Click Add. Double-click AllUsers@Reseller1. Yes, you’re selecting this group a second time.

74. In the Permissions dialog box, select This object and all child objects for Apply onto.

75. Clear all permissions except List Contents: allow, Read All Properties: allow, and Read Permissions: allow. Click OK.

76. Click Add. Double-click AllCustomers@Reseller1.

77. In the Permissions dialog box, select This object only for Apply onto.

78. Clear all permissions except List Object: allow. Click OK.

79. Keep the Active Directory Users and Computers tool open for the next step.
To modify the ACL to permit delegated administration

This procedure gives the Admins@Reseller1 group sufficient permissions to perform delegated administration.

80. Click Add and double-click Admins@Reseller1.

81. In the Permissions dialog box, select This object and all child objects for Apply onto.

82. Clear all permissions except Write All Properties: allow, Modify Permissions: allow, All Validated Writes: allow, All Extended Rights: allow, and Create All Child Objects: allow. Click OK.

83. Click OK until all dialog boxes are closed.

Creating the Directory Structure: The Customer Level

Next, you must create customer-specific organizational units. The customer level contains an organizational unit for each customer.
Within each customer OU are:

· All the customer’s individual users

· A Services OU for holding the customer-level aggregation security groups

The Services OU contains:

· An AllUsers@<customer> aggregation security group, which holds every user in the customer OU

· An Admins@<customer> aggregation security group, which holds only those OU members who should receive delegated administrative privileges

To create the Customer OU

You must perform this entire series of steps each time you add a customer. In this example, Customer1 is used as the name of the Customer OU. 
84. On the Start menu, select Programs, Administrative Tools, and Active Directory Users and Computers.

85. Right-click the Reseller1 OU.

86. Select New and Organizational unit, and type Customer1.

To create the Services OU for the Customer OU
This OU is not visible to customers.

87. Right-click the Customer1 OU.

88. Select New and Organizational unit, and type Services.
89. Right-click the new Services OU, select Properties, and choose Security.
90. Select Authenticated Users and click Remove to delete the ACE.

To create aggregation groups for each Customer and their administrators

91. Right-click the Services OU inside Customer1.

92. Select New and Group, and type Admins@Customer1.
93. Right-click the Services OU again.

94. Select New and Group, and type AllUsers@Customer1.
95. Right-click this new AllUsers@Customer1 group and select Properties.

96. Select Member of and click Add. Double-click AllCustomers@Reseller1. Note what you’ve done here: You’ve added the AllUsers group of this customer to the AllCustomers group of the reseller to whom the customer belongs.

97. Click OK until all dialog boxes are closed.

To modify the ACL on the Customer OU

98. Right-click the Customer1 OU, select Properties, and choose Security.

99. Clear the checkbox for Allow inheritable permissions from parent to propagate to this object.
100. A dialog box will appear; select Copy.

101. Select Authenticated Users and click Remove to delete the ACE.

102. In the Security dialog box, click Advanced.

103. Click Add. Double-click AllUsers@Customer1.

104. In the Permissions dialog box, select This object only for Apply onto.

105. Clear all permissions except List Object: allow. Click OK.

106. Click Add. Double-click AllUsers@Customer1. Yes, you’re selecting this group a second time.

107. In the Permissions dialog box, select This object and all child objects for Apply onto.

108. Clear all permissions except List Contents: allow, Read All Properties: allow, and Read Permissions: allow. Click OK.

109. Don’t close anything yet.

To modify the ACL to permit delegated administration

The following steps give the Admins@Customer1 group sufficient permissions to perform delegated administration.

110. Click Add. Double-click Admins@Customer1.

111. In the Permissions dialog box, select This object and all child objects for Apply onto.
112. Clear all permissions except Create User Objects: allow, Delete User Objects: allow, Create Group Objects: allow, Delete Group Objects: allow, Create Organizational Unit Objects: allow, and Delete Organizational Unit Objects: allow. Click OK.

113. Click Add. Double-click Admins@Customer1. Yes, you’re selecting this group a second time.

114. In the Permissions dialog box, select User objects for Apply onto.
115. Clear all permissions except Full Control: allow. Click OK.

116. Click Add. Double-click Admins@Customer1. Yes, you’re selecting this group a third time.

117. In the Permissions dialog box, select Group objects for Apply onto.

118. Clear all permissions except Full Control: allow. Click OK.

119. Click Add. Double-click Admins@Customer1. Yes, you’re selecting this group a fourth time.

120. In the Permissions dialog box, select Organizational unit objects for Apply onto.

121. Clear all permissions except Full Control: allow. Click OK.

122. Click OK until all dialog boxes are closed.

Where Do the People Go?

With this structure in place, the remaining question is where specific user accounts belong. It’s really quite sensible: 

· Individual users of each customer are created in that customer’s organizational unit.

· Each reseller’s employees and designates are created in the reseller’s organizational unit.
Membership in security groups follows from this:

· The individual users of each customer belong to the AllUsers@<customer> security group.

· Each reseller’s employees and designates belong to the AllUsers@<reseller> security group.

· Within each reseller, all the AllUsers@<customer> security groups belong to the AllCustomers@<reseller> security group.

The following example illustrates an entire sample hierarchy.
OU = HOSTING

OU = SERVICES
· AllUsersGroup group

· All AdminsGroup group


OU = RESELLER1



OU = SERVICES

· Admins@Reseller1 group

· AllCustomers@Reseller1 group

· AllUsers@Reseller1 group (Member of AllUsersGroup)

· Reseller1 users accounts



OU = CUSTOMER1

· Admins@Customer1 group

· Customer1 administrator accounts

· AllUsers@Customer1 group (Member of AllCustomers@Reseller1)

· Customer1 users accounts




OU = SERVICES



OU = CUSTOMER2

· Admins@Customer2 group

· AllUsers@Customer2 group (Member of AllCustomers@Reseller1)




OU = SERVICES


OU = RESELLER2



OU = SERVICES

· AllCustomers@Reseller2 group

· AllUsers@Reseller2 group (Member of AllUsersGroup)



OU = CUSTOMER3

· Admins@Customer3 group 

· AllUsers@Customer3 group (Member of AllCustomers@Reseller2)




OU = SERVICES



OU = CUSTOMER4

· Admins@Customer4 group 

· AllUsers@Customer4 group (Member of AllCustomers@Reseller2)




OU = SERVICES

More Information

Microsoft Service Providers: www.microsoft.com/serviceproviders.
Windows 2000 Server Deployment and Planning Guide (from the Windows 2000 Resource Kit): www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/deploy/home.asp
Server Reliability Through Process Isolation: msdn.microsoft.com/library/en-us/dnserv/html/server112299.asp
Building a Windows 2000 Test Lab: www.microsoft.com/technet/prodtechnol/windows2000serv/reskit/deploy/part1/chapt-4.asp
Windows 2000 Security Technical Overview: www.microsoft.com/windows2000/techinfo/howitworks/security/sectech.asp
IIS 4.0 and IIS 5.0 Authentication Methods Chart: www.microsoft.com/technet/prodtechnol/iis/maintain/featusability/authmeth.asp
Internet Information Services Features: www.microsoft.com/windows2000/server/evaluation/features/web.asp
About Microsoft .NET: www.microsoft.com/net/
MSDN.NET information: msdn.microsoft.com/net/
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