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Executive Summary

Web browser security is a major concern for individuals and organizations. Each time a new vulnerability is found, news headlines proclaim dire warnings.  As a result of their importance, security issues dominate competitive browser analysis and discussions, overshadow debate about their respective features and functionality. As the market share leader in Web browser software, Internet Explorer (IE) is often the subject of media scrutiny.  Since IE is so prevalent, it is an attractive target for hackers to attack, and has come to be considered, in some circles, insecure.

This paper examines the real state of Web browser security and the correlation between a browser’s vulnerability and its advanced functionality. We outline common Web browser security problems including: Web browser software exploits, malicious code embedded in Web pages, and review the details of URL spoofing. 
Microsoft has stepped up activities on a number of fronts in an effort to ensure that its products are as secure as possible.  This paper outlines several resources and programs that Microsoft has created specifically to increase the security of its web browser, including the SDL process, MSRC, Windows Update infrastructure, Internet Explorer for Windows XP SP2 security enhancements, and Microsoft Windows AntiSpyware (Beta).  The following programs and tools enhance the security of Microsoft products:

· Security Development Lifecycle, (SDL), a process Microsoft has adopted for developing software resistant to attack. This process includes a collection of security oriented activities and deliverables tied to each phase of software development at Microsoft.   
· Microsoft Security Response Center (MSRC).  The MSRC functions as the clearinghouse lead on all security related incidents and patch releases, as well as serving in a more proactive role working with major ISPs and government bodies to address threats before they develop and impact consumers and businesses. 

· Windows Update service:  leveraging the extensive and robust Windows Update service, Microsoft can deliver timely updates to users for critical issues.  Using this and other Windows System Management tools, Systems administrators can more effectively control the support lifecycle process no matter the size or complexity within an organization. 

· Windows XP Service Pack 2 (SP2) brings security enhancements and advanced web browser protection to Internet Explorer.  We discuss in detail specific security technologies in Internet Explorer for Windows XP SP2, such as local machine zone lockdown, zone elevation blocks, mismatched mime type handling, Authenticode dialog improvements, controlling ActiveX behavior, and more.
Finally, we round out the discussion by examining how the Microsoft Windows AntiSpyware (Beta) application further enhances the current level of browser and operating system security provided by Windows XP SP2 and an overview of security measures we can expect to see in Internet Explorer 7. 

Introduction: Challenges to Secure Web Browsing

When an intruder wants to enter a house or building, they look for points of vulnerability, such as windows and doors. If these are left unlocked, so much the better for the intruder. When a hacker wants to attack your system, they likewise look for vulnerable points of entry. Web browser software provides a “window on the world” which, like a real window or door, can be leveraged for malicious exploits. Almost all computers have one browser (or more) installed, and the bi-directional nature of Web communications is such that data must be allowed back into the system, as well as going out. This, along with the fact the browser is the most commonly used application on a user’s system, makes the Web browser a prime target for hackers.

Some physical windows and doors have flimsy locks that are easy to pick, while others have multiple deadbolts and alarm sensors. Web browsers, too, can be easy or difficult to penetrate. Key issues defining the current state of Web browser security include:

· Security versus functionality

· Default settings & patches

The greatest challenge to security is ensuring that released patches are correctly installed and configuration fixes are made to users’ machines.  Without completing that critical step, security breaks at the “last mile.”

Security Versus Functionality

The key to effective and secure Web browsing is protecting users from malicious Web sites without sacrificing essential functionality. A Web browser can empower users by giving them informed choices, since not all Web communications take place in the same venue or pose the same threats. Just as different levels of physical security may be appropriate depending on the property you are guarding, different levels of Web security are appropriate depending on the source of content you are viewing.  Users need a way to customize their security settings based on “where they are.” 
In a business environment, administrators need the control to prohibit users from inadvertently exposing corporate data and resources. Organizational resource realities dictate administrators must have centralized tools to deploy and manage browser security.  The costs are too great to rely on user training and cooperation.  A single user can easily compromise an organization and expose thousands of systems and endless volumes of data.

If security were the only concern, vendors could easily develop Web browsers resistant to exploitation.  In contrast to today’s Web browsers, early Web browsers supported only HTML and a few basic graphics formats. Web sites consisted of text and simple static content. There were no “bells and whistles” such as those today enabled by ActiveX, Java, and similar technologies. Web pages were there to be passively viewed and read; they were not expected to do anything or to interact with the user.  Today’s Web browsers offer a vast and routinely expanding range of functionality, enabling virtually limitless user interactivity.
There are rudimentary text-only browsers still available which eliminate many of the security concerns affecting modern Web browsers. However, despite increasing concerns about online security, users prefer not to use featureless, text-only Web browsers. Simply look at your favorite Web site in a text only browser (using the Lynx viewer at http://www.delorie.com/web/lynxview.html), and you will see why.

Despite the importance of end-users and system administrators, the issue is not limited to them only.  Web developers rely on additional browser features and extensibility to build more compelling and valuable Web sites for their customers.  In delivering powerful capabilities to the Web development community, browser developers must be careful to guard against allowing new and powerful features to be compromised for malicious purposes.

Locking down the browser to the point where it impedes the end users’ Web browsing experience is frustrating for non-technical users. Web browsers are frequently used by consumers who may have limited technical knowledge. Thus, in determining the default security settings for browser software, browser developers must strike the proper balance between security and accessibility.
Browser extensibility is at the core of the security issue here, as users expect Web browsers to “just work” without additional configuration.  If an add-on or plug-in is required to display a particular type of Web content, users do not want to have to search for the add-on, download it, and install it manually. Users expect Web browsers to automatically download software (for example, Macromedia Shockwave) needed to view a particular page. Unfortunately, malicious coders can exploit an automatic download feature. To prevent accidental malicious downloads, users must be able to easily control which downloads are allowed and which are not   Web browsers must help users distinguish between safe downloads from those posing a potential security a risk.
Enterprise network and security administrators would prefer that corporate users download approved add-ons from only corporate network sources, not directly from the Internet.  Administrators also need to control and limit Web content downloads from the Internet that users install on corporate managed computers. Administrators require granular, location-specific security policies to enable only approved application downloads.
Browser developers often provide mechanisms to increase security by disabling scripting, checking for digital signatures on downloaded programs, and warning when a secure website presents an expired certificate, all of which facilitate a more secure Web browsing experience. Unless these security mechanisms are enabled by default, many users will never benefit from these security technologies and will remain at risk.

Default Settings & Patches

While automobile manufacturers strive to design safe, secure, and convenience filled products, they cannot guarantee their cars are without defect or won’t be used in unintended ways.  Similarly, no browser vendor can ensure complete security of its products. Informed users can avoid the majority of situations leading to Web browsing security compromises. These users must be made aware of the potential risks of browsing untrusted sites. Education and information is needed so users can evaluate their own browsing habits, recognize the potential threats, and take appropriate steps to mitigate and avoid the risks. 
Corporate business requirements for default security settings may differ drastically from those appropriate in a consumer setting.  A corporate security administrator may prefer to greatly restrict enterprise user activity. The administrator must have the tools to design an appropriate security policy and deploy that policy on a per user, per group, per site, per domain, or per forest basis. 

IE’s default settings do not protect against vulnerabilities discovered after the browser is released.  Ongoing security is a group effort between users and developers.  Web browser developers must do their part, responding quickly to vulnerabilities by promptly releasing patches (or updates) for potential security issues.  Users should install security updates in a timely manner, so as not to remain at risk.  To help users remain up to date, Web browsers should provide an automated process to identify and install updates, and not depend on users to discover, download, and install the required patches. End users frequently do not have the technical understanding to perform the needed tasks, and enterprise administrators often lack the resources to check for possible updates on a timely basis.
Browser developers and users work together by:
· Setting appropriate default browser configuration settings and changing them only when required to perform a specific task

· Providing vendor updates and fixes on a timely basis and users allowing their computers to automatically download these updates

· Enabling browsers to provide meaningful warnings to help the user recognize signs and symptoms of questionable browser activity and potential security threats.  Users must dutifully   attend to these warning messages and not dismiss them out of hand

· Fostering a general awareness and understanding of different types of browser-based attacks, such as phishing and spyware downloads.                                                 

This partnership approach to security can ensure a browsing environment that best balances  security and functionality.
Switching gears, the rest of this paper discusses how Microsoft addresses challenges in secure Web browsing. We’ll examine how Microsoft uses the following approaches to provide Windows XP SP2 Internet Explorer users with both a rich and secure Web browsing experience:

· Maximizing browser security leveraging the trustworthy computing initiative 
· Constant focus on browser improvements, patch distribution, and user education and enablement by the Microsoft Security Response Center (MSRC)

· The MSRC solution for rapid detection, development, and deployment of security updates

· Internet Explorer support lifecycle and maintenance

· Internet Explorer security enhancements included with Windows XP SP2

· Microsoft Windows AntiSpyware (Beta)

Four appendices close out this white paper and provide detailed information on ActiveX security, a checklist outlining a multilevel approach to browser security, Web browsing best practices and a basic glossary of terms.

Before detailing how Microsoft meets the challenges of secure Web browsing, it is important to provide context concerning the severity of the browser security issues commonly seen today.  We will do this by examining how common browser attacks work. 
Browser Attacks: How They Work

There are many different ways an attacker can use the Web browser. Some examples include:

· Exploiting bugs in browser code

· Embedding malicious code in Web pages and sites 

· URL spoofing

Exploiting Bugs in Browser Code

There are many types of exploits that take advantage of browser programming (coding) errors, characteristics of Internet protocols, or utilize both to create a unique system exposure.

One popular exploit is to hijack the user’s home page (setting it to a page of the hacker’s choice and making it difficult for the user to change it back) or adding unwanted entries (such as pornographic sites) to the user’s Favorites folder. Another exploit takes advantage of inherent trust within the Web browser’s security model and inappropriately allows malicious content to appear trusted so that it will be executed.
Browser exploitations vary in threat level and can involve the following:

· Allowing the attacker to change the user’s browser settings

· Allowing the attacker to impersonate the user to access remote servers

· Allowing the attacker to deceive users and capture information entered into browser forms, such as passwords and account numbers

· Allowing the attacker to crash the user’s browser or computer

· Allowing the attacker to read, change, destroy, or create data on the user’s hard disk or even on other computers on the user’s local network

· Allowing the attacker to take control of the user’s computer and install software, change settings for the operating system and other applications, execute code, and perform operations with administrative privileges

Embedding Malicious Code in Web Pages and Sites

An attacker can include executable code or scripts on a Web site and trick or force the user to download and run them. While executable code and interpreted scripts can be used to improve a user’s Web browsing experience, scripts and executable code can be used by malicious Web site operators to:
· Log the user’s keystrokes

· Install a proxy server or “back door” to provide access to the system

· Infect the user’s system with a virus, worm, or Trojan

· Format the user’s hard disk

· Send files from the user’s hard disk to a remote location

URL Spoofing

URL spoofing involves making a Web site appear to be that of another known and trusted business. URL spoofing is common among “phishers” (attackers who collect confidential information from others to use for identity theft or other fraudulent activities) who trick users into visiting Web pages purporting to be legitimate company sites but which are actually set up by the phishers. Phishing attacks use URL spoofed Web sites which typically mimic those of online banks, credit card companies, or e-commerce sites such as eBay or PayPal and require users to enter confidential information such as passwords and account numbers. The phishers may then use this account information to engage in fraudulent e-commerce transactions or sell the account information to third parties. 
One spoofing technique reported by Secunia in 2003 involves exploiting an input validation error in a URL. This allowed the hacker to display whatever fully qualified domain name (FQDN) the hacker desired in the user’s address and status bars, regardless of the real address of the site.

A URL spoofing attack reported in June 2004 exploited the “shortcut icon” feature in the Opera 7.50 and prior Web browsers to allow a fake address to appear in the address bar.

At their annual conference in February 2005, Shmoo, a hacker group, unveiled a domain name hijacking technique that exploits the use of International Domain Name (IDN) character support. The IDN exploitation is called a homograph attack. It affects Mozilla-based browsers, including Firefox, Opera, Safari, and OmniWeb. It does not affect Internet Explorer unless an IDN plug-in has been installed.  The IDN plug-in is not part of the default Internet Explorer configuration.  It allows a hacker to spoof any domain, including SSL-secured sites. To display non-English characters in the browser’s address bar, the browser needs to support IDN, which allows the browser to convert Unicode characters into foreign characters, thus enabling the hacker to spoof any domain name.
Maximizing Browser Security leveraging the Trustworthy Computing Initiative

Microsoft firmly believes security must be addressed at every level of the software lifecycle.  Experience with the security of real-world software has led Microsoft to create a set of high-level principles for building more secure software. Microsoft refers to these principles as SD3+C – Secure by Design, Secure by Default, Secure in Deployment, and Communications. The brief definitions of these principles are: 

· Secure by Design: The software should be architected, designed, and implemented so as to protect itself and the information it processes, and to resist attacks.

· Secure by Default: In the real world, software will not achieve perfect security, so designers should assume that security flaws will be present. To minimize the harm that occurs when attackers target these remaining flaws, software's default state should promote security. For example, software should run with the least necessary privilege and services and features that are not widely needed should be disabled by default or accessible only to a small population of users.

· Secure in Deployment: Tools and guidance should accompany software to help end users and/or administrators use it securely. Additionally, updates should be easy to deploy.

· Communications: Software developers should be prepared for the discovery of product vulnerabilities and should communicate openly and responsibly with end users and/or administrators to help them take protective action (such as patching or deploying workarounds).

Utilizing this methodology, security is an integral part of the software development process.  Software is distributed in a proactive secure configuration with users able to control and customize settings applicable to their needs.  Given the clear benefits of utilizing this approach, Microsoft engages this process for all applications development, not only Internet Explorer.

Secure by Design

Windows XP SP2 included a number of advanced security technologies and configuration options to significantly enhance Internet Explorer Web browser security.   Internet Explorer for Windows XP SP2 was developed using the principles defined by Microsoft’s Trustworthy Computing Security Development Lifecycle (SDL). SDL is a process Microsoft adopted to develop software resistant to attack. This process includes a collection of security oriented activities and deliverables tied to each phase of software development at Microsoft. Trustworthy Computing Security Development Lifecycle activities and deliverables include:

· Conducting threat modeling. The threat modeling process identifies threats that can do harm to each asset, as well as the likelihood of harm (an estimate of risk). The component team then identifies countermeasures that mitigate the risk—either in the form of security features such as encryption, or in the form of proper functioning of the software that protects the assets from harm. Thus, threat modeling helps the product team identify needs for security features as well as areas where especially careful code review and security testing are required. The threat modeling process should be supported by a tool that captures threat models in machine-readable form for storage and updating. 

· Application of security-testing tools including fuzzing tools. "Fuzzing" supplies structured but invalid inputs to software application programming interfaces (APIs) and network interfaces to maximize the likelihood of detecting errors that may lead to software vulnerabilities. 

· Apply static-analysis code scanning tools. Tools can detect some kinds of coding flaws that result in vulnerabilities, including buffer overruns, integer overruns, and uninitialized variables. Microsoft has made a major investment in the development of such tools (the two that have been in longest use are known as PREfix and PREfast).  Microsoft continually enhances those tools as new kinds of coding flaws and software vulnerabilities are discovered. 

· Comprehensive code reviews. Code reviews supplement automated tools and tests by applying the efforts of trained developers to examine source code and to detect and remove potential security vulnerabilities. They are a crucial step in the process of removing security vulnerabilities from software during the development process.

Software subject to the SDL must undergo a Final Security Review by a team independent from its development group before software is released to customers. Software released through the SDL process significantly reduced the rate of security vulnerabilities as compared to software not subjected to the SDL processes and procedures.

Secure by Default

The security features and innovations in Windows XP SP2 with advanced security technologies take a proactive approach to security using its default settings. These features include:

· Local Machine Zone lockdown and Zone Elevation Blocks

· Pop-up blocking

· Automatic download blocking for ActiveX

· Restricting scripted browser actions, such as window resizing moving the status bar, window title bar, and toolbars

To help ensure the successful adoption of these new security features, they are enabled by default. As part of the SDL process, default security settings are defined to take advantage of the improvements offered by the new application release.  These features give users the ability to protect online privacy by better managing cookies. They also expand the concept of separate security levels for accessing content in different environment zones: the local machine, an intranet, and the Internet. A feature called “The Content Advisor” helps parents block undesirable content and limit access to Web sites.

Secure in Deployment

Internet Explorer with Windows XP SP 2 security technologies is secure in deployment. Tools and guidance help both end-users as well as corporate network and security administrators use the new Internet Explorer software more securely. Another requirement of secure deployment is regular software and security updates, plus easy download and deployment of these updates.

Secure deployment resources and technologies for Internet Explorer include:

· Comprehensive information and guidance for Windows XP SP2 that can be found at the Windows XP Service Pack 2 Support Center http://support.microsoft.com/default.aspx?pr=windowsxpsp2  

· The new Internet Explorer Information Bar that provides users meaningful information about potentially dangerous Web browsing activity

· The Internet Explorer Add-on Manager which allows end-users and administrators to easily audit suspect computers

· Enhancements to the Windows XP Automatic Updates feature which simplifies managing operating system and Internet Explorer fixes and security improvements

· Windows XP SP2 introduces over 600 additions to Group Policy. Internet Explorer Group Policy improvements include the new true policies, which prevent users from changing browser behavior through user preferences or through the Registry. 

· New Internet Explorer Group Policy settings for Security Features and URL Actions. Security Features provide centralized control over settings in the security areas of Internet Explorer and URL Actions control configurable actions in the Internet Explorer Security tab settings.

The MSRC Solution for Rapid Detection, Development, and Deployment of Security Updates

The Microsoft Security Response Center (MSRC) is responsible for managing and resolving security vulnerabilities and security incidents involving Internet Explorer along with all other Microsoft software. The MSRC uses cutting-edge technologies and processes to analyze, develop, and deliver high-quality security updates, tools, and prescriptive guidance to help customers minimize and mitigate risk from security vulnerabilities and incidents.  Through the MSRC’s simplified monthly release process, customers are provided advanced resources and extensive guidance allowing them to easily and effectively manage their systems.

The MSRC is vigilant about discovering and researching potential Internet Explorer security issues.  The MSRC monitors security newsgroups globally around the clock and reviews all input sent to secure@microsoft.com seven days a week. The MSRC invites and encourages responsible security researchers and observers to report suspected security vulnerabilities to the MSRC. The MSRC collaborates closely with industry partners to identify threats and working together finds quick and efficient solutions.

Internet Explorer security benefits from continuous improvements of the MSRC security update process, including:

· A predictable monthly schedule for releasing security updates:

Security updates are released on the second Tuesday of each month. Unscheduled releases are deployed any time customers face immediate risk from a malicious attack.

Software Update Validation Program helps ensure the highest quality updates and fixes

Advanced notification, provided three business days prior to release of updates, assists enterprises in assessing business impact of the patches 

· Advanced resources, tools, and guidance:

Monthly security bulletin webcast

RSS feeds for Security Bulletins

Windows Malicious Software Removal Tool

Enhanced guidance in security bulletins provides workarounds, mitigations, and detailed information on update distribution and deployment

If the MSRC receives a report of security vulnerability, it immediately attempts to identify possible impact on customers and assigns a priority. Once a security issue is confirmed, the MSRC quickly evaluates the severity of the situation and rapidly mobilizes Microsoft resources worldwide to gain a thorough understanding of the vulnerability. The MSRC begins working with the product team to investigate the impact of the vulnerability, generate a fix, and lead the team through several levels of rigorous and extensive testing. The MSRC also brings together security response teams and support groups to form two key groups—The Emergency Engineering Team and an Emergency Communications Team.

The MSRC drives the process as the engineering and communications teams asses the situation and scour available technical information to quickly create an effective solution. The two groups provide authoritative guidance to customers, partners, press, as well as Microsoft field sales and support personnel. Initial guidance is continuously updated with new information and communicated across this network of stakeholders. 

Evolving knowledge and communications about the security issue leads everyone to stronger workarounds and yields enhanced guidance on protecting customer systems. Once assured the security issue is resolved, the MSRC prepares a security bulletin including descriptions of the vulnerabilities resolved, download information, possible workarounds and mitigations, and a collection of frequently asked questions.

When the severity of vulnerability is not deemed immediately critical, the patch is bundled into the regular security patch process.  Scheduled security updates, released monthly, are made available through the Microsoft Windows Update site, Automatic Update, and the Microsoft Download Center. Enterprise customers benefit from a variety of free business class tools assisting in detection and deployment of security updates, including:

· Microsoft Baseline Security Analyzer (MBSA)

· Enterprise Scanning Tool (EST)

· Software Update Services (SUS)

The MSRC conducts a Webcast on the Wednesday morning (at 11 AM P.T.) immediately following a security patch release   In the post-release period special attention is taken within the MSRC to monitor customer deployment and management issues through Microsoft’s Product Support Services (PSS) group and Windows Update Web site

The MSRC provides information and tools as quickly as possible to restore normal operations. Once a definitive and regression tested solution is provided to customers, such as a security update, investigative tool, or fix, the MSRC communicates this information to the public through Microsoft Web sites, Microsoft PSS and through leading industry partners. Internal process reviews are conducted to review lessons learned after successful incident response and resolution.

Internet Explorer Maintenance and Support Lifecycle

A key component to software security is sustained engineering and product update management. Microsoft believes security can be enhanced by automating updates using the Windows Automatic Updates feature. Automatic updates are designed so computers always have the most current operating system and security updates installed.  The Microsoft Windows Update Web site scans your computer and provides a list of needed updates. You can choose to install all updates or a subset of available updates, such as critical security fixes.

Microsoft is committed to helping Internet users for the long run. Internet Explorer for Windows XP SP2 has official product support until December 31, 2011. This extended support lifecycle for Internet Explorer helps ensure that Internet Explorer users of today will remain secure on the Internet into the next decade.

Internet Explorer maintenance leverages the Windows Update infrastructure to provide the following update options:

· The Microsoft Windows Update Web site

· Windows Automatic Updates

· Windows Server Update Services (WSUS)

In addition to the Windows Update Web site and Automatic Update, enterprises can leverage Windows Software Update Services (WSUS) for centralized software management.  WSUS allows the organization to download operating system and Internet Explorer updates once and distribute them based on the organization’s unique requirements.

The Windows Update infrastructure is a high-performance, global network designed to support Windows and Internet Explorer users worldwide by minimizing time between the release of software updates and delivery to individual machines. This infrastructure is capable of delivering 100 million updates per day (depending on size of update) and robust enough to deliver both small updates as well as service packs over 100 MB. The Windows Update infrastructure is also flexible - updates can be distributed in a priority order and delivery to Automatic Update clients can be “throttled” up or down to protect against demand peaks that might reduce update availability to users coming to the Windows Update site to retrieve updates.

Finally, the Windows Update infrastructure system performance is continuously measured and monitored and provides (anonymous) statistics on download performance and install success. These metrics enable Microsoft to dynamically respond to access and performance issues and correct them quickly.  Anonymity within these reports is critical for Microsoft; as such no personally identifiable information is gathered or transmitted to Microsoft.  The extent to which any information could be personably identifiable is limited to an IP address and time of day, elements which are required to ensure authenticity and accuracy of data gathering for roll-up reporting purposes only.
Internet Explorer Service Pack 2 Security Enhancements

Windows XP SP2 included a number of advanced security technologies and configuration options to significantly enhance Internet Explorer Web browser security. Internet Explorer enhancements in Windows XP SP2 give users and administrators more granular control over secure browser usage and implementation. The new browser security architecture provides stronger security to help thwart malware attacks, block suspicious content, and eliminate many common browser-based exploits. In addition, users have more control over the software installed on their system when browsing the Internet, which helps prevent inadvertent downloading of malicious code.
Security enhancements in Windows XP SP2 represent an advance toward the goal of providing an easy and convenient Web browsing experience while wanting to keep users safe and their data secure.
Internet Explorer Web browser security improvements and enhancements include:

· Local Machine Zone Lockdown

· Zone Elevation Blocks
· Consistent MIME handling and MIME sniffing

· Prevention of URL spoofing

· Secure download management

· Pop-up window controls

· Preservation of application compatibility

· Add-on Management

Service Pack 2 is a major security enhancement that addresses many of the common concerns in Web browser security, as we discuss in more detail below.

Local Machine Zone Lockdown

Earlier versions of Internet Explorer assumed trust for The Local Machine Zone (LMZ) content and allowed it to run with fewer restrictions than content from the Internet and other Internet Explorer security zones. Attackers, exploiting this trust mode found ways to run their malicious code locally.
The updated LMZ has been enhanced to prevent this.  LMZ is an Internet Explorer security zone referring to content accessed from the local computer. The LMZ is an “implicit” zone and is not displayed with the other zones in the zone settings preferences. By default, Windows XP SP2 locks down the LMZ by preventing active content (ActiveX controls, Java applets, and JavaScript) from running on Web pages in the local machine zone. 

Windows XP SP2 responds to this situation by locking down the LMZ, restricting HTML content and preventing malicious code from leveraging the lessened security controls in the local context. To ensure proper operation and valid activity when active content attempts to run, the user sees a warning message in the new Internet Explorer information bar. With ease-of-use controls incorporated in the browser, users have the option of clicking the Information Bar and allowing the blocked content.

Zone Elevation Blocks

Internet Explorer uses security zones to determine what a Web page may do (for example, running active content). Each security zone defines a graduated set of Internet Explorer settings for access control and security configuration based on the given zone’s level of trust. A trusted Web site or a Web site on the corporate intranet typically has fewer restrictions than a Web site in the Internet zone. 

Windows XP SP2 Zone Elevation Blocks helps prevent hackers from inappropriately elevating the level of trust given to malicious content and prevents links on Internet Web pages from running in a higher security context than that of the original (root) URL. 

Blocking zone elevation exploits prevents hackers from using scripts to navigate from a more restricted zone to a less restricted zone. When site code attempts to navigate the browser to a less restricted zone, the default action of Internet Explorer for Windows XP SP2 is to block the attempt. The user is presented an informative dialog box by which they may allow or deny the action as desired.
Consistent MIME Handling and MIME Sniffing

Electronic data files differ substantially depending on the type of data they represent.  Graphic images are not the same as word processing files which differ from spreadsheets, etc.  Multipurpose Internet Mail Extensions (MIME) data formatting structures were created for operating systems and applications, such as Web browsers, to correctly identify and appropriately handle the wide range of file types available

In the Web environment, servers provide MIME formatting information to the browser along with the file.  By design this process should increase the speed and efficiency of the online experience.  Accordingly, Internet Explorer uses MIME data provided by the Web server to determine how to handle information transmitted to the browser. The Consistent MIME Handling Internet Explorer policy setting determines whether Internet Explorer requires that all file-type information provided by Web servers be consistent.  MIME sniffing is the process of examining the content of a file to determine its context — whether it is a data file, an executable file, or some other type of file.

For example, if the server indicates the MIME type of the file being sent is text/plain but a MIME sniff of the actual data file indicates an executable, Internet Explorer ignores the server provided information and changes the file extension to accurately reflect the correct MIME type. Using the updated MIME type as its guide, Internet Explorer then applies the appropriate rule for handling the given type of data.  In the case of executable code, a user would be prompted to approve the action before the questionable application is launched.  Consistent MIME handling helps to prevent potentially dangerous executable code from masquerading as more innocent or trusted forms of data.

The MIME sniffing Group Policy setting, introduced with Windows XP SP2, prevents promotion of relatively harmless file types (i.e. text/plain) to more dangerous file types (i.e. executable). MIME sniffing is designed to prohibit the promotion of one file type to a more dangerous file type - even in the case where a MIME sniffing investigation suggests making the change.  Disabling MIME sniffing circumvents these protections, and potentially exposes a user to an attack by inappropriate MIME type handling within the browser.  An example would be promoting a text file to a graphics file and launching the viewer application.  Once launched, the viewer application would be unable to render the file properly and take unpredictable action, creating the possibility of malicious activity on the system.

Internet Explorer for Windows XP SP2 has been designed – and deployed – with security to guard against MIME file-type spoofing attack. 

Preventing URL spoofing

Exploiting users’ trust of recognizable brand names, hackers create complex reproductions of known Web sites and trick users into believing they are interacting with the known and trusted entity.  With the dramatic increase of online auction sites and the plethora of Internet storefronts hawking goods ranging from can openers to cars, hackers are able to set up and operate malicious Web sites that arouse little suspicion.  In reality, those hackers are hard at work to steal information and take control of systems.

The most common methods for these types of attacks are based on URL spoofing, where the user is deceived by the display of an inaccurate URL in the browser address bar.  Once comfortable with the Web site credentials, users would enter their account information, unknowingly handing it to a hacker.  Protecting users from these malicious and deceptive practices, Internet Explorer no longer allows overwrite for critical areas of the screen or toolbars.  If an attempt is made to affect protected areas, the user will clearly see the malicious images floating alongside the valid information.  In generating these visual cues users should be alerted to suspicious activity and make informed decisions before entering confidential or personal information.

While there are many variants to URL spoofing exploits, Internet Explorer with Windows XP SP2 is positioned to protect users from the large and growing list of known profiles.  The core of these improvements are utilizing several modifications to application operation and restricting inline frames (IFRAME) activity.

Responding to a potential vulnerability, Microsoft has enhanced the design of Internet Explorer, fixing an issue where hackers could use computer encoded text formatting, known as hexadecimal, to display URLs incorrectly in the address bar.  This technique allowed hackers to hide the true destination Web site address, and trick the user into believing the location was valid.  New coding in the application now avoids this activity by checking URLs more closely.

Another notable improvement delivered with Internet Explorer for Windows XP SP2 closes the IFRAME hiding vulnerability.  In this attack, hackers created IFRAMEs with invisible borders and placed them on top of the address bar screen area, hiding the real URL and making users believe the displayed text.  To further enhance the credibility of the fake Web site and make users think the Web site was secure, hackers could use the same technique to display a lock icon, the visual reference indicating an encrypted connection, on a user’s screen.

Secure Download Management

To get the most control over a user’s system, hackers need to have their code installed.  To accomplish this, hackers use numerous methods to deceive and confuse users to install applications which do not work as advertised. There are four main types of browser managed downloads which could enable a malicious hacker to have their program installed: 

· Downloads without informed consent. Confusing, deceptive, and invalid dialog boxes are a prime source for leading users to download and install applications from the Web.  Internet Explorer with Windows XP SP2 helps reduce the chance of end-user confusion with changes to the Authenticode dialog box. Previous versions of Internet Explorer provided users the choice of OK or Cancel to Authenticode dialog boxes, leaving users unsure of the correct course of action. In contrast, Internet Explorer in Windows XP SP2 provides users the more intuitive and meaningful choices of Install and Don’t Install.
· Downloads that “piggyback” on approved software installation.  Piggyback downloads take place when a user downloads and installs an approved application which also includes unknown applications and possibly spyware (applications to monitor user activity). Since the piggyback software is embedded within the other, approved application, Web browsers are challenged to protect users from the ”invisible” threat. Defense in depth applies here, with the Microsoft Windows AntiSpyware (Beta) application helping to mitigate the risk of piggyback downloads.
· Downloads due to customized Internet Explorer security settings.  Inadvertent downloads may take place if the user forgets to restore temporary changes in security level settings. This happens when users want to make short term changes in Web browser security to access specific Web content requiring Internet Security Zone settings at low levels.  The user may then forget to restore previous security settings. Internet Explorer with Windows XP SP2 addresses this risk by generating a prominent dialog box and system sound indicating security should be set at medium or higher.
· Downloads enabled by browser vulnerabilities.  Software can be installed without the user’s knowledge after visiting a malicious or hacked Web site. These sites often contain exploits targeted against well-known browser vulnerabilities. Internet Explorer for Windows XP SP2 can help protect users from this type of malicious download by blocking attacks known to cause buffer overflows or other issues related to coding inconsistencies in the browser. To install malicious code, attackers had to subvert browser security and break into the Local Machine Zone.  Local Machine Zone Lockdown mitigates this attack surface making it far less likely malicious software will be installed
Providing a strong defense in-depth plan, the Microsoft Windows AntiSpyware (Beta) application works in concert with improvements in Authenticode user dialog boxes, Local Machine Zone escalation protection, and Internet Zone change feedback mechanisms to guard against dangerous downloads from the Internet. 

Other security advancements available to Internet Explorer users with Windows XP SP2 are the Group Policy File Download Restrictions.  These restrictions provide administrators with tools to manage user download activity and minimize the “drive-by download” problems addressed above.  Programs which typically fall into this category are illegitimate and undesirable applications, such as spyware programs, browser hijackers, or remote control utilities from which hackers can launch their attacks.
Preventing automatic downloads and prompting users before downloading or installing programs, Internet Explorer mitigates the problem of drive-bys and works to keep spyware and other malicious software from being installed.

Pop-up Window Controls

Pop-up windows (Pop-ups) are browser windows opened on top of existing windows.  Pop-ups are often automatically opened by a website without the users’ intention or consent. Pop-up windows are commonly used for the purpose of online advertising or used maliciously to draw in the user to a specific location under the control of an illegitimate website operator. 
Pop-up Blocker was one of the most popular changes to Internet Explorer for Windows XP SP2.  Web browser pop-up windows (pop-ups) aren’t simply annoying; they present a significant threat to security and system stability.  Pop-ups often utilize poorly written plugs-in resulting in extreme system slowdown or crashing a computer. Every open window on a computer requires system resources, so repeatedly opening pop-ups can overwhelm even the most robust system configurations. Closing those pop-ups can quickly become critical in order to retain any useful functionality of the system.  Malicious Web sites can generate dozens, even hundreds, of pop-ups trying to redirect the user to a malicious Web site if they mistakenly click the wrong window.

Internet Explorer’s Pop-up Blocker can easily be turned on and off through the Privacy tab in the Internet Options dialog box. Blocking pop-ups is another way Internet Explorer for Windows XP SP2 is secure by design, secure by default, and secure in deployment.

When a pop-up window is blocked, users are notified via a new interface element – the Information Bar.  Appearing on the screen between the toolbar and the browser content window, the Information Bar looks similar to the Outlook 2003 notification area which also notifies users of blocked content within the messaging environment.  The Internet Explorer Information Bar in Windows XP SP2 replaces many of the dialog boxes previously used to prompt for information. Examples of dialog boxes replaced by Information Bar notifications include blocked ActiveX installations, pop-ups, download processes, and active content.  The Information Bar also provides a prominent area for displaying information users may want to view or act on. 

Microsoft continues the policy of giving the end-user and network administrator more control over secure deployment by allowing filter level configuration:

· High: Block all pop-ups 

· Medium: Block most automatic pop-ups 

· Low: Allow pop-ups from only secure sites or those listed in the Trusted Sites zone (an important feature for proper functionality at many banking and other secure Web sites using pop-up windows)

Legitimate Web sites also use pop-ups so Internet Explorer provides a simple interface for a user to override pop-up blocking:

· The “just in time” method: holding down the CTRL key while clicking on the link will allow the pop-up for that time only
· Exceptions: Users can easily, permanently allow pop-ups from specific Web sites with a click of the mouse to enter the current Web site in the Allowed Sites list

Internet Explorer does not block pop-up windows from Web sites in the Local intranet or Trusted sites zones.
Add-on Management

Browser add-ons can take many forms. Popular add-on types, Web browser components including toolbars and pop-up blockers, as well as system wide resources like ActiveX controls used by various applications.  Some well known and widely used add-ons are Macromedia’s Flash player, Adobe’s Acrobat Viewer and Real Network’s RealPlayer. 
Designed to improve and extend Internet Explorer functionality, add-ons also represent a security risk, as some add-ons are actually spyware programs. One well known example of a spyware add-on is an Internet search toolbar, installed as a drive-by with other, unrelated applications.  The toolbar tracks all Internet usage and ”helps” to prevent “404 Page Not Found” errors by redirecting users to the company’s search portal.  Seemingly harmless, this toolbar is certainly annoying and has been known to prevent users from accessing other Internet search engine Web sites.

In previous versions of Internet Explorer it was rather difficult to determine exactly which add-ons were actually installed on a system. Windows XP SP2 introduces users to the Add-on Manager, providing an intuitive user interface making it easy to track add-ons and disable them as desired.  The Add-on Manager provides a list of add-ons currently installed on the system. Add-ons can be listed by those ever used in Internet Explorer, or just those that are currently loaded. The Add-on Manager is a powerful tool helping you respond quickly and efficiently when a computer may have been compromised by a malicious Web site.  Malicious add-ons can be identified and removed before any damage is done to the system or data.
Microsoft Windows AntiSpyware

Spyware is fast becoming a top security concern of both consumers and business Internet users. Spyware software is often installed without the user’s knowledge, sometimes by malicious Web sites and sometimes along with other software explicitly installed by the user. Spyware can be used to collect personal or proprietary information and send it back to the spyware maker. 
Microsoft Windows AntiSpyware (Beta) is a new security technology helping protect Windows users from spyware and other potentially unwanted or dangerous software. Known spyware can be detected and removed. Microsoft Windows AntiSpyware (Beta) works together with Windows XP SP2 browser security enhancement to reduce the negative effects of Spyware, including slow PC performance, annoying pop-ups, unauthorized changes to Internet settings, and collection of private information.

Windows XP SP2 already provides protection against many common spyware installation methods. Pop-up Blocker in Internet Explorer helps prevent installation via pop-up ads, or by users inadvertently installing software by clicking the wrong place while trying to close numerous other pop-ups.  The Internet Explorer Information Bar also helps suppress unsolicited downloads, and prevents common spyware attacks from leveraging browser vulnerabilities.  Advanced security technologies such as MIME sniffing and Local Machine Zone lockdown help protect against privilege escalation of malicious code.

Some types of spyware aggressively change Internet Explorer browser settings, such as setting new home or search pages, and resisting attempts to change them back. The Microsoft Windows AntiSpyware Browser Hijack Restore feature allows users to quickly restore more than 15 Internet Explorer settings persistently known to be changed by spyware.

Microsoft Windows AntiSpyware (Beta) provides continuous protection by guarding against Web sites and applications placing spyware on a PC. If known spyware is detected, it will be blocked. If an unknown program is detected, intelligent and meaningful notifications inform the user and ask if the program should continue with installation. 

The following Microsoft Windows AntiSpyware (Beta) agents monitor for possible spyware:

· Internet agents. These agents help protect against spyware that makes unauthorized connections to the Internet or attempts to change Internet settings such as dial-up or wireless connectivity.

· System agents. These agents help protect against spyware that makes unauthorized changes to the operating system, such as changing password settings, security permissions, or other critical system security settings.

· Application agents. These agents help protect against changes spyware makes to applications, such as installing an unwanted toolbar to Internet Explorer, automatically downloading Internet Explorer add-ons from the Internet, or starting spyware controlled programs at system boot-up.

Microsoft Windows AntiSpyware (Beta) provides users and enterprises continuous protection.  Internet Explorer browsing security is improved by detecting and blocking more than 50 ways spyware can enter computers. Users can choose to participate in Microsoft’s worldwide SpyNet™ community and play a key role in helping researchers stay ahead of emerging spyware threats and determining which suspicious programs are classified as spyware. Microsoft security researchers and developers quickly investigate and design methods to counteract spyware threats. Microsoft Windows AntiSpyware (Beta) updates are automatically downloaded to provide the most up to date spyware protection.

The Future of Browser Security Including Internet Explorer 7 Enhancements

At the RSA Security Conference in February 2005 Microsoft announced plans for the upcoming release of Internet Explorer 7, the latest release of the market-leading Web browser. The first beta version was released July 27, 2005. Microsoft is committed to making Internet Explorer 7 its most secure browser ever in concert with the enhancements of Windows XP SP2. Security is a top priority in development of the improved Internet Explorer browser. 

Internet Explorer 7 will build on the security practices and techniques discussed here, broadening progress made in Windows XP SP2, while delivering even stronger defenses against phishing, malware, and spyware. 

The final release of Internet Explorer 7 is expected to ship prior to the release of Microsoft’s next client operating system, Windows® Vista (formerly code-named “Longhorn”).  Leveraging new platform features and core security components, Internet Explorer 7 in Windows Vista will be even more advanced and secure…by design, by default, and deployment.  One notable enhancement available Windows Vista will be the Protected Mode, in which the browser will operate in a highly secure environment that will prevent it from being a gateway for malicious  hackers who could harm a users PC.

Looking ahead Microsoft is taking exhaustive steps to ensure the SDL process continues to deliver the promise of secure and trusted computing.  Internet Explorer for Windows XP SP2 has shown the value and promise of applications built leveraging the SDL.  Moving to the future Microsoft will work to integrate more and more tools to the security review process, and to remain an industry leader recognized for world class security practices.

Summary: Security Advantages of Internet Explorer

There are several challenges that developers and administrators face in providing users a secure Web browsing experience on the Internet. Web browser developers must carefully weigh usability and functionality that end-users desire against the security they require. There are many different ways malicious attackers can leverage Web browsers and Web browsing to infect and compromise target computers.

Microsoft meets the challenge of providing functional and secure Web browsing using a multifaceted approach, beginning with the SDL. The SDL process ensures Web browser software is created with security in mind, ships with secure default settings, and that robust tools are available for administrators and end-users to customize security for their specific needs and requirements.

The MSRC bolsters Internet Explorer security, and that of all Microsoft products, by constantly monitoring multiple security resources within the company and throughout the world. Unlike any other software vendor, Microsoft provides this world class security service to ensure all end-user and enterprise customers are protected in the face of emerging threats.  Behind the scenes the MSRC is working to stay in front of security incidents.  If a valid security issue is identified, the MSRC gathers information, activates development and deployment teams, and coordinates efforts within Microsoft and among industry leaders to provide an efficient solution. The MRSC then distributes a fix and provides continuing guidance and support until the security is closed.

Microsoft utilizes the massive Windows Update infrastructure to provide MSRC led security updates to Internet Explorer and other Windows operating system components. The Windows Update network infrastructure can support over 100 million downloads per day, ensuring Microsoft has the capability to provide a robust interface to deliver Internet Explorer updates and fixes.

Windows XP SP2 includes an extensive array of security modifications – over 400 significant changes - and technologies enhancing security for both Internet Explorer and the underlying Windows XP operating system. Windows XP SP2 helps protect Internet Explorer against many common Web based attacks such as MIME type spoofing, elevation of privilege, URL spoofing & Phishing, inadvertent downloads, pop-up blocking, and enhanced security control over ActiveX and browser helper objects. Over two-hundred Internet Explorer specific extensions to Group Policy enable enterprises to centralize management and control of Internet Explorer security settings.

The Microsoft Windows AntiSpyware (Beta) application works in concert with Internet Explorer to protect computers against malicious spyware applications that could impair or disable computers.  It also provides a user protection against those who would steal private information used for identity theft and similar fraudulent schemes. Microsoft Windows AntiSpyware (Beta) works together with Internet Explorer for Windows XP SP2 to monitor potentially dangerous spyware activity.  Using the Internet, the application, and system based agents, Microsoft Windows AntiSpyware (Beta) provides vastly increased end-to-end security for Windows XP users connected to the Internet.

The combination of the SDL process, MSRC, Windows Update infrastructure, Internet Explorer for Windows XP SP2 security enhancements, and Microsoft Windows AntiSpyware (Beta) provide customers a high-quality and highly secure Web browsing experience.  Microsoft believes this collection of resources and technology will dramatically enhance Web security today and in the future, and demonstrates a strong commitment to improvements in the security of Internet Explorer and the complete list of products.

Appendix A: ActiveX Security

Microsoft believes many security “experts” harbor the misconception that ActiveX is an inherently dangerous technology which should never be used, simply because ActiveX controls can be used by attackers. In reality, ActiveX has an important security feature built in: controls can be digitally signed by the author or vendor so the user knows exactly from whom the code comes (unlike many other types of executable code) and that it has not been modified. This empowers users to download controls from trusted sources and reject those from unknown or untrusted sources.

ActiveX is a powerful and flexible technology because controls can be compiled from many different programming languages (unlike, for instance, Java, which uses its own language). Because ActiveX objects are compiled, they run faster than Java applets and other interpreted programs.

The “danger” of ActiveX is also its major strength: It can be used to access local disks and establish connections to other systems or networks. You can do anything with ActiveX that you can do with a regular program. Unfortunately, this means attackers can create controls for remotely controlling a computer, cause buffer overflows, etc.

Java is considered by many to be more secure than ActiveX based on running untrusted code in a “sandbox” (an environment where applets activities are restricted). In contrast ActiveX—by default—does not run any untrusted code at all. All controls that are not signed are considered to be unsafe by default.  Depending on browser settings, a user may be prompted to decide before running the control.  
ActiveX security takes a three-pronged approach:

· User control: Prompt before download and installation of controls
· Security zone policies: Unique defaults for different zones

· Code signing: Based on digital signatures and certificates issued by a trusted third party

Authenticated code takes a number of steps to verify the certificate is valid. Microsoft’s Authenticode uses 128-bit encryption with standard X.509 certificates and SHA and MD5 hash algorithms. Authenticode digital identifications expire after one year. Code must be signed yearly or may be time stamped to indicate the signature is valid even if the certificate has expired. For greater security, users can enable Certificate Revocation List (CRL) checking to ensure a certificate has not been revoked by the publisher.  To enable CRL, select Tools ( Internet Options ( Advanced; then select the ”Check for publisher’s certificate revocation” check box.

Once a control has been allowed, it is granted full access to the system. This highlights why it is crucial to ensure the proper use of security zone policies, user controls, and code signing. When using default Internet Explorer settings, unsigned controls are prohibited in high, medium, and medium-low zones. In low zones, users are prompted about running unsigned controls. 

Administrators can control ActiveX use in the Web browser through Windows Group Policy (User Configuration\Administrative Templates\Windows Components\Internet Explorer\Administrator Approved Controls). This interface enables the definition of allowable controls, or alternatively administrators can set a kill bit flag in the registry HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\ActiveX Compatability\<CLASSID> to instruct Internet Explorer not to load specific known controls. 
Users can control the behavior of ActiveX by customizing security settings for a particular zone in Internet Explorer (Tools ( Internet Options ( Security ( Custom Level.) This interface allows users to disable, enable, or prompt before downloading signed ActiveX controls, as well as running ActiveX and plug-ins.  In this area, users may also set preferences to permit or reject downloading unsigned controls, initialization, and scripting controls not marked as safe, and those script controls marked safe. 
Using the Add/Remove Programs Control Panel, users are able to remove controls no longer needed. This can also be accomplished by right-clicking the object in the Downloaded Program Files folder and selecting Remove.  To un-trust content from a particular publisher, the publisher can simply be removed from the Trusted Publishers tab (Tools ( Internet Options ( Content ( Publishers).

Use the OLE viewer (OLEVIEW.EXE) to view all .OCX file controls on a computer, while keeping in mind that controls can have other extensions and they should be searched for appropriately. 

Given the breadth of security mechanisms built into Microsoft’s implementation of ActiveX, the risk of using ActiveX is minimal as long as users and administrators manage their settings to ensure only trusted controls are allowed.  As a general rule, technologies of all types can be safely used if they are used properly.  Microsoft believes this information more than justifies the contention ActiveX is a safe technology.

Appendix B: The Multilevel Approach to Browser Security

Security zones, as implemented in Internet Explorer, are central to the multi-level approach to browser security. By dividing sites a user visits into defined zones, the proper level of security can be applied based on the proximate threat level for that zone. Content accessed through the browser falls into one of five predefined zones, and security is applied from least to most restrictive:

· Local machine (My Computer) zone. This zone addresses content located on the computer’s own hard disk, accessed through the browser. By default, it is the most permissive of the zones and assumes all local content is known to the user and therefore trusted. This zone does not appear in the security zones configuration settings on the Security tab of Internet Options with the other zones. This zone’s settings can only be configured by editing the registry.

· Trusted sites zone. This zone contains Web sites trusted by the user and only secure sites (https sites) may be added to this zone.  The https only limitation can be overridden by un-checking the box to require server verification. The default security setting for this zone is Low, allowing the download and launch of most content without prompts and active content (ActiveX, scripts) is also permitted to run.

· Local intranet zone. This zone applies to Web sites on an organization’s intranet. The default security level setting for this zone is Medium Low, meaning most content may be run without prompts, but unsigned ActiveX control downloads are prohibited.

· Internet zone. This is the “default” zone containing any site not in one of the other zones. The default security level for this zone is Medium, indicating users are prompted before downloading potentially unsafe content and that unsigned ActiveX downloads are prohibited.

· Restricted sites zone. This is the most restricted zone, containing potentially dangerous sites. The default security level for this zone is High, dictating users are prompted for most activities, and less secure features are disabled.

To provide users and administrators more flexibility and control, zone security levels can be assigned one of the predefined levels (Low, Medium Low, Medium, or High), or configure a custom level. Custom level configurations allow individually selecting from the following behaviors:

· Whether to run, not run, or prompt before running unsigned .NET framework-reliant components

· Whether to run, not run, or prompt before running signed .NET framework-reliant components

· Whether to automatically prompt for ActiveX controls and plug-ins

· Whether to disable or enable binary and script behaviors, or allow only those that are administrator approved

· Whether to download, block, or prompt before downloading signed ActiveX controls

· Whether to download, block, or prompt before downloading unsigned ActiveX controls

· Whether to disable, enable, or prompt before initializing and scripting ActiveX controls that are not marked as safe for scripting

· Whether to run, not run, or prompt before running ActiveX controls, or run only those that are administrator approved

· Whether to script, not script, or prompt before scripting ActiveX controls that are marked safe for scripting

· Whether to automatically prompt for file downloads

· Whether to disable or enable file downloads

· Whether to allow, not allow, or prompt before allowing fonts to be downloaded

· Whether to allow, not allow, or prompt before allowing access to data sources across domains

· Whether to allow or not allow META REFRESH

· Whether to allow or not allow scripting of IE Web browser controls

· Whether to allow or not allow script-initiated windows without size or position constraints

· Whether to allow, not allow, or prompt before allowing Web pages to use restricted protocols for active content

· Whether to allow, not allow, or prompt before allowing display of mixed content

· Whether to prompt for client certificate selection when there are no certificates or only one certificate

· Whether to enable, disable, or prompt for drag and drop or copy and paste of files

· Whether to allow, not allow, or prompt before allowing installation of desktop items

· Whether to allow, not allow, or prompt before allowing programs and files to be launched in an IFRAME

· Whether to allow, not allow, or prompt before allowing navigation of subframes across domains

· Whether to enable or disable opening of files based on content rather than file extension

· Software channel permission setting (High safety, Low safety, or Medium safety)

· Whether to allow, not allow, or prompt before allowing submission of non-encrypted form data

· Whether to use the pop-up blocker (XP SP2)

· Whether to enable or disable user data persistence 

· Whether to allow, not allow, or prompt before allowing Web sites in less privileged zones to navigate into the zone for which the custom security level is being set

· Whether to allow, not allow, or prompt before allowing active scripting

· Whether to allow, not allow, or prompt before allowing paste operations via script

· Whether to allow, not allow, or prompt before allowing scripting of Java applets
· Whether to allow anonymous logon, allow automatic logon only in the intranet zone, allow automatic logon with current username and password, or prompt for user name and password
Appendix C: Browser Best Practices
The partnership approach to security between vendors and users requires not only educating users about how to configure the Web browser, but also about how to use the browser securely. Important factors for vendors to communicate with users include:

· Use of strong passwords (logon password and passwords for protected Web sites) with minimum length and character complexity requirements (e.g. 6 or more characters, a combination of numbers and letters) not containing dictionary words. 

· Change passwords regularly and never sharing passwords with anyone. Do not use the same password for system logon and protected sites. Use unique passwords for each different secure site.

· Not browsing while using an administrative account.  If possible, always use a limited privilege account (e.g. limited user account) when connecting to the Internet. 

· Not browsing the Web from a server machine.

· Not clicking links to secure Web sites in e-mail messages or from other Web pages. Instead, open a browser window and manually enter the secure URL into the address bar yourself. This helps avoid attempts at cross-scripting and phishing.

· Checking secure sites before logging on. Ensure the URL in the address bar matches the location bar. If you have doubts, check the source code. Be sure the URL in the site certificate matches the URL of the Web site and the certificate is valid.

· When finished with a secure session, log out completely before going to another site.  If possible, close the browser window entirely and open a new window for the new site.

· Using pop-up blocking. If a dialog box appears in the browser, cancel it unless the message is clear and comes from a trusted source. 

· Denying cookies from untrusted sites as much as possible. (This may cause some sites not to work properly or you may not be able to access them at all.)

· Not downloading files from untrusted sites.

· Disabling, if possible, ActiveX, Java, and scripting for untrusted sites. (This may cause some sites not to work properly or you may not be able to access them at all.)

· Enabling Automatic Updates to ensure timely revisions to software installed on the system.  Update the browser as soon as a new version becomes available, and ensure all fixes (including operating system fixes and service packs affecting the browser) have been applied.

Appendix D: Glossary
ActiveX – Programming environment resources enabling developers to build powerful tools and extensibility to enhance the user experience for browser based content.

Anti-Spyware – Tools and technologies to prevent applications from infecting a system for the malicious purpose of obtaining a users confidential information.

Browser Helper Objects (BHOs) – Specialized ActiveX controls, loaded when the browser is launched, to enable enhanced functionality and control over browser content.  A common example is a search toolbar.

Cookies – Locally stored data elements for use by websites to provide customized content and tracking information.  Commonly used for storing user login information or preferences.

Enterprise Scanning Tool (EST) – The Enterprise Scanning Tool allows system administrators to scan their networks in order to identify potentially vulnerable machines.
Fully Qualified Domain Name (FQDN) - The full name of a network resource or system, for example internetexplorer.microsoft.com. 

Fuzzing – Logic tools designed to create non-standard and intentionally non-deterministic application inputs in an effort to find errors in application coding.

Group Policy – Rules and permissions assigned to a selection of users, normally aligned by business unit or similar consumer population.

Hijacking – Undesired manipulation of a computing resource or entire system.  Frequently the purpose of malicious attackers is to reset user defaults to websites providing financial benefit for the attacker – for example resetting the browser homepage to a gambling or pornographic website.

Homograph Attack – A technique by which a malicious hacker attempts to deceive users about the real identity of the remote system users are communicating with by exploiting similarities in alphanumeric patterns (e.g. the letter ‘O’ and number ‘0’).  Another approach is using machine readable code formatting to replace human readable character sets, resulting in different websites being displayed in the browser. 

International Domain Name (IDN) – Domain names in non-English characters using an array of language character formatting.

IFRAME - A browser window with an invisible (borderless) frame, making it appear to float on top of other content.

Microsoft Baseline Security Analyzer (MBSA) – A Microsoft tool designed to perform an extensive audit of system settings to assist users and administrators to ensure systems remain secure.

Multi-purpose Internet Mail Extension (MIME) – Standards for defining binary (non-text) attachments allowing clients to identify the type of content and present the appropriate viewer or application.

Microsoft Security Resource Center (MSRC) - The Microsoft Security Response Center (MSRC) is a world-class resource for managing and resolving security vulnerabilities and security incidents. Individuals, teams, and entire groups around Microsoft make up the MSRC, which uses state-of-the-art technologies and processes to analyze, develop, and deliver quality security updates, tools, and prescriptive guidance to help customers minimize risk from security vulnerabilities and security incidents.

Phishing – Socially engineered attacks designed to confuse or ‘mis-inform’ users for the express purpose of establishing trust and obtaining confidential user information.

Piggy-back Downloads – Unintentionally downloaded software, installed along with other applications.  Commonly found to be some type of malware installed with little or no user notification.

Pop-ups - Browser windows opened on top of existing windows, generally performed without the users consent or desire.
PREfix & PREfast – Software stress and regression tools used by Microsoft in the secure software development process.  

SD3+C – Acronym for Secure by Design, Secure by Default, Secure by Deployment and Communications; Describes the Microsoft methodology used for the secure software development lifecycle.

Secure Development Lifecycle (SDL) – The process for developing software resistant to attack, includes a collection of security oriented activities and deliverables tied to each phase of software development at Microsoft.

Shmoo – The Shmoo Group is a non-profit think-tank comprised of security professionals from around the world who donate their free time and energy to information security research and development.
Spoofing – Presenting credentials and pretending to be another resource (website, application, etc.) in an effort to confuse or mislead users to establish trust and obtain confidential information.

SpyNet – Opt-in online community service established by Microsoft to provide users the most comprehensive set of malicious websites and prevent users visiting phishing websites.

Secure Socket Layer (SSL) – Internet Protocol standard for establishing secure connections, based on public key cryptography where only the holder of the ‘private’ key can decode information encrypted with the ‘public’ key.

System Update Service (SUS) – A system for the distribution of patches to Microsoft systems and applications.

Unicode – An international standard for encoding text to a universal format.

Windows Auto Update - A Windows Update utility in Windows to deliver critical updates while connected to the Internet.  

Windows Update - Windows Update is the online extension of Windows that helps you to keep your computer up-to-date. Use Windows Update to choose updates for your computer’s operating system, software, and hardware.
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