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Abstract

Windows Powered network attached storage (NAS) appliances are dedicated file and print servers based on the Windows( 2000 operating system.  Windows Powered NAS appliances can be quickly configured and deployed in an Active Directory (AD) environment to take advantage of the wide array of Windows 2000 integrated service components.  This whitepaper outlines the benefits of the NT File System (NTFS) that provides the foundation for Windows Powered NAS appliance file services, and features of the Distributed File System (DFS), IP Security (IPSEC), Encrypted File System (EFS), and Group Policy (GP) services that can be leveraged by an AD integrated Windows Powered NAS appliance to deliver high performance, secure, and robust enterprise storage solutions.
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Introduction

This whitepaper describes how Windows Powered network attached storage (NAS) appliances can leverage Windows 2000 NT File System (NTFS), Distributed File System (DFS), IP Security (IPSec), Encrypted File System (EFS), Group Policy (GP), and other services to provide IT organizations with robust, high performance, high availability, and secure file services.  Taking full advantage of the benefits provided by each of these services relies on deploying a Windows Powered NAS appliance within an Active Directory (AD) infrastructure.

Windows Powered Network Attached Storage Appliance

A Windows Powered network attached storage (NAS) appliance is optimized as a high-performance file server geared for rapid deployment.  By running a locked-down version of Windows 2000, the more complex setup required for general purpose servers is eliminated.  This allows Windows Powered NAS appliances to be quickly configured and integrated into an existing Windows 2000 infrastructure. 

Windows Powered NAS appliance reliability is based on the robust Windows 2000 operating system (OS) that includes an integrated set of components which can be leveraged to supply scalable, reliable, and highly available dedicated file services.

Windows Powered NAS supports standard TCP/IP connections and provides access to a full range of file sharing protocols including the Common Internet File System (CIFS), Network File System (NFS), Netware Core Protocol (NCP), Apple Talk, File Transfer Protocol (FTP), and Web-based Distributed Authoring and Versioning (WebDAV).
Benefits of Deploying Windows Powered NAS with Active Directory

In a Windows 2000 environment, a Windows Powered NAS appliance is simply another Windows 2000 server ready to integrate into Active Directory.  Once a NAS appliance joins a Windows 2000 domain, it has a computer object stored in Active Directory. This permits management of the appliance using the centralized administration and policy services provided by Active Directory.  As a full-fledged member of a Windows 2000 domain, a NAS appliance also benefits from access to all Active Directory services.

Windows 2000 Integrated Services
Windows 2000 was designed to provide an integrated set of services that allow the deployment of reliable, available, and secure enterprise data systems.  Even though Windows Powered NAS appliances are dedicated file and print servers, because they are based on Windows 2000, they have the ability to leverage Windows 2000 integrated components to enhance the robustness and safety of the file system.
Windows 2000
Windows 2000 achieves reliability through a layered architecture that allows development of code modules which interrelate through well defined interfaces.  This layered architecture approach also allows Original Equipment Manufacturers (OEMs) and Independent Software Vendors (ISVs) in areas such as anti-virus, encryption, compression, and backup software development to innovate by extending the operating system and the functionality of kernel components without affecting the stability and reliability of the entire OS.

Active Directory
Active Directory is the Lightweight Directory Access Protocol (LDAP) directory service integrated in the Windows 2000 operating system.  Active Directory centrally manages objects such as users, workstations, servers, and policies through a single consistent management interface, providing extensive delegation of administrative rights over objects while reducing redundancy and IT maintenance costs.

Key Active Directory features that support fast and secure access to enterprise-wide file system resources include: 

· Single logon based on Kerberos authentication, allowing interoperability with non-Windows environments that support the Kerberos V5 protocol.

· Centralized user and group security model that enables simple assignment of object permissions and global access to file resources.
· Single, consistent point of management for users, applications, and devices.
Kerberos-Based Authentication
The Kerberos Version 5 authentication protocol is a distributed security protocol based on Internet standards.  Kerberos is the primary security protocol for access to resources within, across, and beyond Windows 2000 domains.

Full Kerberos support provides fast and secure authentication and authorization to Windows 2000 enterprise resources, as well as to other environments that support this protocol. 

When joined to a homogeneous Windows 2000 domain, a Windows Powered NAS appliance provides share access to users across all domains in a Windows 2000 forest using integrated Kerberos security.  Windows NT LAN Manager (NTLM) security is also available for legacy clients.

NT File System (NTFS)

The NT File System (NTFS) used on Windows Powered NAS has been upgraded in Windows 2000 to include a new on-disk file system structure. This new structure supports storage enhancements including volume mount points, remote storage, file system encryption, sparse files, and disk quotas. 

The NTFS Change Journal is a new feature in Windows 2000 that provides a persistent log of all changes made to files on a volume.  File system indexing, replication engines, remote storage, and incremental backup utilities are a few examples of software that benefit from information stored in the NTFS Change Journal.

NTFS is a recoverable file system that guarantees the consistency of the volume by using standard transaction logging and recovery techniques. In the event of a disk failure, NTFS restores consistency by running a recovery procedure that accesses information stored in a log file.  NTFS ensures the integrity of all NTFS volumes by automatically performing disk recovery operations the first time a program accesses an NTFS volume after the computer is restarted following a failure. 

NTFS volumes provide built-in support for compression of individual files and folders.  If an application such as Microsoft Word or an operating system command requests access to a file, NTFS decompresses the file before making it available, NTFS compresses the file again when it is closed or saved.  Also, if a compressed file stored on a Windows Powered NAS appliance is copied to a compressed folder on another Windows Powered NAS appliance, the file is decompressed, copied, and recompressed transparently. 
Distributed File System (DFS)

The Distributed File System (DFS) is a Windows 2000 service that assists network administrators in managing file resources in distributed enterprise networks, and aids users in locating files across the network without the need to know the physical servers on which the data is stored.  DFS accomplishes these goals by creating a logical namespace; a hierarchical view of file shares that exist on servers distributed in one or more Windows 2000 domains. 

In Windows 2000, DFS can be configured as either stand-alone or domain-based. In the stand-alone implementation, DFS stores configuration information in the local registry of the host server.  In a domain-based implementation, DFS uses Active Directory to store configuration information.  

To achieve maximum fault-tolerance and availability for a DFS namespace, a domain-based DFS implementation must be deployed in an Active Directory domain containing multiple domain controller replicas.  Active Directory, being replicated to all domain controllers in the domain, allows DFS configuration information to be stored and retrieved by any authorized server.  This permits multiple DFS servers to host a specific DFS namespace and provides a high degree of fault-tolerance.

The File Replication Service (FRS) is a multimaster replication engine that uses information stored in the Active Directory to synchronize files and folders between servers.  By default, FRS synchronizes system policies and logon scripts in the SYSVOL shared folder of every domain controller in a Windows 2000 domain.  
When Windows Powered NAS appliances are deployed in an Active Directory environment, a domain-based DFS implementation can use FRS to synchronize the content of member server shares that participate in a DFS namespace hierarchy.  FRS only replicates content between Windows 2000 servers and Windows Powered NAS appliances that are members of the same Active Directory domain.
FRS works only between Windows 2000 servers or Windows Powered NAS appliances because it relies on the NTFS change journal to provide a change record of files for a member computer

By default, FRS is installed on all Windows 2000 servers.  On domain controllers, FRS is configured to start automatically at system start-up in order to synchronize SYSVOL.  On member servers, the initial service start value is set to manual.

IP Security (IPSec)

Windows Powered NAS appliances can also use the IP Security Protocol (IPSec) integrated in Windows 2000 to provide enhanced protection of network data flowing across enterprise networks.

IPSec is a network protocol that was designed by the Internet Engineering Task Force (IETF) IPSec working group to provide IP packets with data authentication, integrity, confidentiality, and replay protection.  IPSec is implemented at the IP Transport Layer which enables a high level of protection for applications, services, and upper layer protocols such as TCP and UDP. 
IPSec negotiations between the source and destination systems require mutual authentication prior to the exchange of secured data.  Windows 2000 IPSec provides multiple methods of authentication, to ensure compatibility with legacy systems, non-Windows-based systems, and remote computers.

By default, IPSec uses the Windows 2000 secure domain as a trust model and IPSec policies are configured to use the Windows 2000 Kerberos v5 authentication method to establish trust between communicating systems. The use of Kerberos v5 as the authentication mechanism in IPSec negotiations between a Windows 2000 server, such as a Windows Powered NAS appliance, and client workstations requires an Active Directory domain with both servers and client machines as members of the Windows 2000 domain.  Deployed in an Active Directory trusted domain, Windows Powered NAS appliances and clients can straightforwardly establish secured IPSec communications.

Since IPSec is based on an end-to-end security model, it requires only the source and destination computers to negotiate and be aware of the exchange of secured network traffic.  The basic assumption is that the network over which the communication takes place is not secure and routers between the source and destination are not required to support IPSec. This model allows IPSec to be successfully deployed within existing network infrastructure. 

IPSec security rules are applied to Windows 2000 servers and Windows Powered NAS appliances through a set of policies that can be configured at the domain, site, or organizational unit level.  IPSec policies provide variable levels of protection for traffic types flowing across Intranets or Extranets.
Encrypted File System (EFS)

The Encrypted File System (EFS) is built on top of NTFS to store encrypted files on file system volumes.  Encryption is transparent to the user that encrypted the file and a file does not have to be manually decrypted before it can be used.  Files can be opened and modified without any special action being taken by the file owner.  Using EFS services, Windows Powered NAS appliances can provide encrypted data storage on a user by user basis.
An unauthorized user who gains physical access to encrypted files or folders will be prevented from reading them.  If the intruder tries to open or copy an encrypted file or folder, an access denied message will be displayed.

Encryption and decryption of files and folders is configured by setting an encryption property similar to other file and folder attributes such as read-only, compressed, or hidden.  If a folder is encrypted, all files and subfolders created in the encrypted folder are automatically encrypted.

Files and folders may be encrypted on standalone or domain member machines.  Recovery agents are required to recover encrypted files and folders that can no longer be accessed by the file owner.  For a standalone machine, the local administrator is the default recovery agent, but can designate other local accounts as recovery agents.  For machines that are a member of a domain, members of the Domain Admins group can designate recovery agents.
If EFS will be used on an enterprise-wide scale, then all participating systems, including Windows Powered NAS appliances, should be members of an Active Directory domain.  You can assign one or more recovery agent accounts to a set of computers within a domain by using Group Policy to assign that set of computers to an organizational unit.  Any of the designated recovery accounts can be used to recover users' files for that organizational unit.  EFS stores the recovery agent information for EFS recovery policy in Active Directory.  This centralizes and simplifies the management of recovery agents for large numbers of enterprise systems, a task which would quickly become unmanageable for hundreds or thousands of standalone systems, each requiring management of individual recovery agents stored in Local Group Policy.
Configuration Control and Software Management 

Windows Powered NAS appliances that are joined to a Windows 2000 domain enjoy the benefits of Active Directory-based management through Group Policy.  Group Policy allows administrators to specify a level of configuration and device restrictions, based on site, domain, and organizational unit (OU) membership.  Since Group Policy is configured and applied remotely through Active Directory, no physical access to the Windows Powered NAS appliance is necessary to make changes, as all changes are made in the Active Directory itself.  This powerful functionality in Windows 2000 and Active Directory greatly eases administration.

Hierarchies of OUs can be created, for example, with the highest tier OU having Group Policy that applies to every Windows Powered NAS appliance, the second tier OU applying to those in a certain department, and lower tier OUs that apply specific policies to smaller sets of appliances. 

In addition, Group Policy allows particular software packages, such as Virus protection or backup software, to be automatically distributed and installed onto NAS appliances using the Windows Installer technology, again based on machine membership in a Windows 2000 Active Directory and OU hierarchy within the directory.

The Windows Installer is a client-side software deployment technology that is used in Windows 2000 to install, maintain, and remove Windows Installer software packages, including software deployed by using group policy driven software installation. 
In order to make use of the Windows Installer, Windows Installer software packages (.msi file extension) are required.  Windows Installer packages are self-contained database files that include instructions on how to install, modify, or remove an application.  For many applications, Windows Installer packages are available directly from the product vendor.  In addition to providing installation and removal information, these packages include application self-healing data.  If the vendor of a product does not provide a .msi package, the application installation can be repackaged using third party repackaging tool, such as VERITAS WinINSTALL LE, which is available with the Windows® 2000 Server operating system.
Following the information in an .msi package, Windows Installer removes precisely the files that it should when an application is removed. It completely removes all of the files and related registry entries associated with the software.  However, a shared dynamic link library (DLL) is not removed if it is also used by another installed application. 

Windows Installer supports application self-healing based on information included in the .msi package.  Windows Installer can quickly verify the existence of key files required for the application to run.  If a key file has been removed or deleted, the service can repair the application by automatically accessing the software distribution point, retrieving a new copy of the deleted file, and reinstalling it on the system, hence allowing the application to execute properly without any intervention from the user or a help desk.
Only Windows Powered NAS appliances can make use of Active Directory integrated services to allow configuration control and software installation using Group Policy and the Windows Installer service without having to go to each device, or even knowing where the devices are physically located. 

Delegation of Administration 

Windows 2000 provides granular delegation of administration of objects stored in the Active Directory.  Based on the administrative model of a particular enterprise, objects in the Active Directory can be appropriately grouped into OU containers and full or a subset of administrative rights delegated to different groups depending on the permissions required to fulfill their administrative roles.
For example, in an enterprise with a dedicated group responsible for the administration of Windows Powered NAS appliances, all the computer objects for these systems could be placed in an OU named APPLIANCES, itself contained in an OU named NAS.  A Domain Admin could then delegate full control of the NAS OU and any child OUs to the NAS administration group.  The NAS administration group would then have full administrative rights to the computer objects in the APPLIANCES OU.  This could include the ability to create, link, and manage group policies for both the NAS parent OU and the APPLIANCES child OU.  
In addition, another child OU named GROUPS could be created in the parent NAS OU.  The GROUPS OU could contain NAS administrative accounts and a security group with membership of all NAS administrator accounts.  In order to allow the enterprise Help Desk to assist with password resets, the Help Desk group could be delegated the limited right to reset passwords to user objects in the GROUPS OU without requiring any administrative rights to either the NAS parent OU or the APPLIANCES child OU.
The granular delegation of administration that is possible with Active Directory allows responsibility for management of objects to fit a wide range of enterprise administration models.
Windows Powered NAS Appliances and AD-Based Deployment Scenarios
Here are three real-world scenarios that illustrate how Windows Powered NAS appliances can be deployed within an Active Directory infrastructure and leverage specific Windows 2000 services to create highly integrated and robust enterprise storage solutions.
Deploying Windows Powered NAS Appliances for High Availability and High Performance File Services
Company ABC has deployed an Active Directory infrastructure and wants to reduce software installation and configuration management costs through an automated process.  In order to configure 20,000 Windows 2000 clients distributed across 5 locations, applications will be deployed using Group Policy software installation and the Windows Installer technology.  All of the software distribution points will be hosted on Windows Powered NAS appliances.
In order to minimize WAN traffic, Company ABC wants client machines to find the closest NAS appliance to use as the software distribution share.  In addition, Company ABC would like to reduce software deployment complexity by deploying software anywhere in their infrastructure using a single UNC mapping.  With Windows Powered NAS appliances, Active Directory, DFS, and FRS, Company ABC can create a highly available software distribution system that will meet these criteria.

Implementing Domain-based DFS
Company ABC begins by deploying a new Windows Powered NAS appliance in the company headquarters.

The DFS namespace will be configured as follows:

\\CompanyABC\Files
\Software


(
\\NASServerHQ1\Software

A newly installed Windows Powered NAS appliance will provide the company headquarters location with Group Policy based software installation.  The use of DFS will enable installation of software anywhere in the world using the common \\CompanyABC \Files\Software UNC mapping.
While this configuration will provide local software installation for the company headquarters clients, it still does not meet the requirement for local software installation at the 4 remote locations.  At this stage, if users in the remote locations attempt to install software, the installation process would occur over the WAN and the bandwidth utilization could impact critical business processes.

In order to allow clients to install software locally using the common UNC, \\Company ABC \Files\Software, a Windows powered NAS appliance will be deployed at each of the remote locations and host a DFS link replica of the \Software share that is synchronized using FRS replication.


The DFS namespace hierarchy would then look like:

\\CompanyABC\Files
\Software


(
\\NASServerHQ1\Software





(
\\NASServerRL1\Software





(
\\NASServerRL2\Software





(
\\NASServerRL3\Software





(
\\NASServerRL4\Software

NASServerRL1 through NASServerRL4 will hold an exact copy of the \Software share on NASServerHQ1.  When a client in a remote site requests installation of software using the \\CompanyABC\Files\Software UNC mapping, they will be referred to the DFS server located at their remote location and the software will be installed using the LAN.  If a remote location DFS server happens to be unavailable due to system maintenance or component failure, a client initiating a software installation would be automatically and transparently referred to another DFS server.  The client would not be aware or be affected by this type of event.

This solution offers the benefit that once the infrastructure is in place, all Windows Powered NAS appliances deployed, and the domain-based DFS topology configured, a new software package only needs to be deployed once to the Windows Powered NAS appliance at the company headquarters.  FRS will take care of reliably and efficiently replicating the package to the Windows Powered NAS appliances in the other sites.

After six months, Company ABC grows by 75% at one of the four remote locations.  Because of the growth, clients at this location have started to experience slower software installation performance.  The IT organization wants to improve the client software installation experience without incurring additional management costs.

Company ABC decides to use the automatic load balancing features of DFS by deploying two more replicas of the \Software share at the remote location.  
Adding two new NAS appliances to distribute the load, the DFS namespace will reflect the following:
\\CompanyABC\Files

\Software


(
\\NASServerHQ1\Software




(
\\NASServerRL1\Software





(
\\NASServerRL2\Software





(
\\NASServerRL3\Software
(
\\NASServerRL3A\Software

(
\\NASServerRL3B\Software





(
\\NASServerRL4\Software

With the deployment of the two new Windows Powered NAS appliances, clients at the remote location still use the common UNC, \\CompanyABC\Files\Software, to access any available software installation point.  The two new replicas added to the existing replica set will synchronize their content through FRS.  DFS will transparently allocate client requests in this site to the underlying shared folders on \\NASServerRL3 through \\NASServerRL3B providing a degree of load balancing across the NAS appliances.
Deploying Windows Powered NAS Appliances for Highly Secure File Services

Company XYZ relies heavily on proprietary financial data to provide best-in-breed services to its customers.  Loss or theft of this financial data could translate into the loss of millions of dollars of revenue.
Company XYZ has deployed a Windows 2000 Active Directory infrastructure that allows their mobile work force to upload the financial data from their notebooks to Windows Powered NAS appliances on the corporate network on a daily basis.  In order to maximize the protection of the financial data, Company XYZ has decided to implement a secure enterprise file storage infrastructure based on the following criteria:

· Encryption of the data on the notebooks to prevent data being compromised if the notebooks are lost or stolen.
· Encryption of the data on the Windows Powered NAS appliances to prevent data being compromised if an intruder gains access into the enterprise network.
· Encryption of data flowing across the network between client notebooks and Windows Powered NAS appliances to prevent data being compromised during transfer.
· A centralized management solution.
· Smart card for all authentication requirements.
Using a combination of Windows 2000 Active Directory, Group Policy, EFS, IPSEC, and Windows Powered NAS devices, Company XYZ can achieve an integrated solution based on the standard Kerberos v5 authentication protocol or certificates, as required.  

Implementing EFS to Encrypt Client and Server Data
By implementing EFS in an Active Directory environment, Company XYZ can ensure that data remains encrypted on both the company notebooks and Windows Powered NAS appliances that will provide file services.  Without Active Directory integration, enterprise-wide recovery agents cannot be defined.  Local machine accounts would have to be maintained and saved in an external store.  If the external store was corrupted, the encrypted data stored on the standalone notebooks may not be recovered if the original file owner leaves the company or forgets their authentication credentials.  
By implementing EFS in an Active Directory environment, Windows 2000 domain accounts can be designated using Group Policy as recovery agents for all notebooks and Windows Powered NAS appliances in the domain.  This allows recovery regardless of the state of any local machine account database and provides a centrally managed and fault tolerant solution as both the domain accounts and recovery agent Group Policy configuration information is stored in the Active Directory.
For EFS to function correctly, the file owner must have a valid EFS user certificate, and the current EFS recovery policy must specify at least one valid recovery agent certificate.  If available, EFS requests certificates from a Windows 2000 enterprise Certificate Authority (CA), but EFS does not require a CA to issue certificates. If an enterprise CA is not available, EFS automatically generates its own certificates to users and to default recovery agent accounts. 
EFS certificates that are self-signed are identified by Windows 2000 as "not trusted" because the certifying authority does not have a certificate in the Trusted Root Certification Authorities store.  Nevertheless, self-signed EFS certificates are valid for use by EFS. 

Implementing IPSec for Data Transfers between Clients and Servers
In order to ensure that Company XYZ data remains encrypted during data transfers between client notebooks and Windows Powered NAS appliances, IPSec can be implemented in the Active Directory environment.  The flexibility of IPSec can be utilized to assign different polices and levels of security for different machines and users.  In addition machines can be configured to only accept or transmit data is IPSEC secure channel can be established.

The amount of configuration required to enable IPSec will be minimized by using the default Windows 2000 IPSec authentication method which is Kerberos v5.  This is also the standard authentication protocol used between Windows 2000 systems that are member of an Active Directory domain.  Company XYZ selected Kerberos authentication and domain trusts to simplify the management of IPSec configuration.  If required in the future, certificates or pre-shared keys can be used for non-trusted domains or third-party interoperability. 

To enforce the use of IPSec for all network communications between the company-owned notebooks and the Windows Powered NAS appliance without applying it to all other machines in the Active Directory domain, Company XYZ creates an OU named Financial Systems which contains two child OUs, NAS and Notebooks.  The NAS OU contains all appropriate Windows Powered NAS appliance machine objects.  The Notebooks OU contains all appropriate notebook machine objects.

A Group Policy is created and linked to the NAS OU that sets configuration parameters for IPSec policy to require security.  This will require that all IP traffic between the Windows Powered NAS appliances and clients use IPSec to encrypt network data transfers and will not allow any unsecured communication with non-trusted clients. 

A second Group Policy is created and linked to the Notebooks OU that sets configuration parameters for IPSec policy to request security.  This will allow machines in the Notebook OU to communicate normally with all other servers, but to use IPSec for network data transfers to the Windows Powered NAS appliances.
Deploying Windows Powered NAS Appliances for Business Continuance

This scenario illustrates how NAS and DFS can be used to build a disaster recovery solution.  Using commodity hardware and of-the-shelf software, a business continuance solution can be built at a fraction of the cost of other proprietary solutions.
Company RST has deployed Active Directory at three locations, one main datacenter and two regional datacenters.  The company deploys large Windows Powered NAS systems in each datacenter to host data for users at that site.  Each regional site has a domain controller replica.  DFS is configured in such a way that each share on the NAS appliance in the regional datacenters has a replica in the main datacenter. DFS replicas in the main datacenter are set to the offline state to avoid users being directed to these data shares.
In case of data loss at either of the regional datacenters, an administrator in the main datacenter can set the appropriate DFS target online in order to redirect clients to access the regional data stored at the main site.

FRS takes care of replicating all files from the regional datacenters to the main datacenter.  In case of a server down, all users would be redirected to access data stored on the Windows Powered NAS appliance at the main datacenter. The main site would contain all files replicated up to the last replication cycle.  The replication cycle can be adjusted to minimize data discrepancies.  In any case, the customer can be back in business in the time required by an administrator at the main site to change the status of the DFS target to be online.
The DFS namespace will be configured as follows:

\\CompanyRST\Files


\Data 



(
\\main\userdata1 (offline)






(
\\main\userdata2 (offline)






(
\\reg1\userdata1
(online)
(
\\reg2\userdata2
(online)
In day to day operations, users in the first regional datacenter are always directed to \\reg1\userdata1 to access their data.  If the Windows Powered NAS server in this regional datacenter becomes unavailable, an administrator at the main site can bring online the data replica stored on \\main\userdata1. Clients from the regional site are automatically redirected to the data stored at the main datacenter.

Scenario Summary
These scenarios helped to demonstrate how IT organizations can deploy Windows Powered NAS appliances within an Active Directory infrastructure and implement scalable, reliable, available, and secure storage solutions. 

Additional Windows 2000 Services
The previous sections have highlighted key Windows 2000 and Active Directory features and scenarios that illustrate building integrated, secure, and robust storage solutions using Windows Powered NAS.  Additional Windows 2000 services can be leveraged to provide extended functionality when deploying a Windows Powered NAS storage solution.
	IntelliMirror (Group Policy)
	Server-based files and folders can be configured to be cached on local system storage.

	Quality of Service (QOS)
	In a properly configured LAN and/or WAN environment, QOS can be configured to set network data priorities.

	Routing and Remote Access Service (RRAS)
	RRAS allows the same authentication mechanism for users accessing Windows 2000 based servers and NAS resources through dial-up or VPN connections.

	Virtual Private Network (VPN)
	VPNs can be configured to allow remote sites or home-based users with Internet access to connect securely to internal corporate networks and resources.

	Smart Card Support
	Through the use of certificates, smart card authentication enables increased security.

	Services for NetWare
	For heterogeneous networks, Services for Netware allows interoperability and synchronization between AD and NDS environments.


Summary

In order to achieve the highest levels of fault-tolerance, availability, reliability, and security, Windows Powered NAS appliance storage solutions should be deployed in concurrence with Windows 2000 Active Directory.  A Windows Powered NAS appliance storage solution deployed within an Active Directory infrastructure can leverage the set of integrated Windows 2000 components that rely on access to an Active Directory to provide redundancy, secure configuration of data storage, and centralized management.
· Because Windows Powered NAS appliances are based on the Windows 2000 operating system, NAS appliances can be joined to Windows 2000 domains, participate in Active Directory Kerberos security, and receive automatic configuration information and software installations through Group Policy.

· By default, Windows Powered NAS appliances use the robust NTFS file system to provide built-in file and folder compression, logs all volume-based file operations, and provides automated recovery in case of disk or computer failures.
· Windows Powered NAS appliances can either host or participate in domain-based DFS infrastructures and be used to create a single or multiple unified enterprise namespaces that provide scalable, high performance fault-tolerant and load balanced storage solutions.
· Windows Powered NAS appliances can be used to build secure, encrypted file systems through the use of EFS.

· Windows Powered NAS appliances can communicate securely across non-secure networks to other systems through the use of the integrated IPSec protocol. 

Related Links
For the latest information on Windows Powered Server Appliances, check out our World Wide Web site at http://www.microsoft.com/windows/serverappliance.
Additional information on Windows 2000 and Active Directory can be found at http://www.microsoft.com/windows2000.
More technical details on Windows 2000 integrated services are available at  http://www.microsoft.com/windows2000/techinfo/reskit.
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