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	Overview

Country or Region: Germany
Industry: Telecommunications
Customer Profile

Deutsche Telekom is the largest telecommunications company in Germany, employing more than 260,000 staff worldwide, with a corporate culture of innovation, efficiency, and responsive customer service.
Business Situation

The mobile work environment created challenges due to Internet connections that were not secure and the need to protect portable computers and sensitive data from loss, theft, or misuse.
Solution

Deutsche Telekom will deploy Microsoft Forefront Identity Manager 2010 as part of its identity and access management solution to reduce costs and complexity and improve compliance.
Benefits

· Reduced costs

· Self-service PIN resets

· Assets protected from misuse 

· Improved compliance 

· Consolidated secure access

	
	
	“[W]e’re confident that we have a security infrastructure that will help protect … our customers’ data while logging every user action, for a more flexible and adaptive IT infrastructure.”
Thomas Pfeifer, Solution Engineer, T-Systems


	
	
	
	Deutsche Telekom wanted to centrally manage users, devices, and permissions both inside the corporate network and on the road for its highly mobile workforce. T-Systems, an IT services division of the company, is deploying Microsoft Forefront Identity Manager 2010 as part of a larger identity and access solution to supply more extensive smart-card management and comprehensive auditing features in the 64-bit environment. With the new solution, Deutsche Telekom expects to increase the adoption of smart cards throughout the enterprise for improved data and asset protection and to ease compliance with comprehensive event logging. The simplified management and end-user self-service features offered by this solution are expected to reduce costs while empowering employees to manage their own personal identification number resets, for improved productivity.
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Situation

Deutsche Telekom is a leading telecommunications company, with more than 150 million mobile customers, 39 million fixed-network lines, and approximately 17 million broadband lines (as of September 30, 2009). As an international group with approximately 260,000 employees, Deutsche Telekom operates in 50 countries worldwide.

Deutsche Telekom focuses on major technical and social trends and plays a key role in shaping them: the increasing digitization of many spheres of life, the personalization of products and services, and growing mobilization. Deutsche Telekom stays abreast of emerging technologies with increasingly integrated product offerings. 

Efficiency and data protection are also high priorities at Deutsche Telekom, which provides services—and safeguards account, contact, and financial data—for thousands of consumer and corporate clients, in addition to guarding its own intellectual property. Half of the company’s computers are portable computers used by its mobile workforce. This mobility supports employee innovation and responsive customer service, but the need for remote access raises challenges due to Internet connections and devices, such as kiosks, that are not secure and the possibility of unattended, lost, or stolen computers. Deutsche Telekom wanted to improve secure access without hindering employees from working wherever and whenever its customers needed them to.

The Need for Secure Access
In early 2008, the T-Systems IT and communication technology division of Deutsche Telekom proposed that the entire company transition to using smart cards to help increase security. To support this move, T-Systems and Microsoft Consulting Services added new components and functionalities to the existing Trust Center solution, which includes certificate authority (CA) services, Microsoft Certificate Lifecycle Manager (CLM) services, and a 32-bit smart-card management system called corporate Public Key Infrastructure (cPKI). Using Microsoft Identity Lifecycle Manager 2007 as part of cPKI, Deutsche Telekom added employees to Active Directory Domain Services groups that had been granted permissions to CLM services to manage identity and access. 

The cPKI solution worked well in a 32-bit Windows Server 2003 operating environment, but the company was moving to the 64-bit Windows Server 2008 operating system, in part to take advantage of Certificate Services failover clustering, which would support higher availability of the Trust Center services. 

The Need to Move to Smart Cards

Deutsche Telekom locations in Germany hoped to improve security and flexibility by using smart cards and personal identification numbers (PINs) instead of just user names and passwords to grant access to hardware, software, and network and Internet resources. Employees' security certificates and private keys are stored on the tamper-resistant smart card rather than on a less-secure medium, such as the employees’ hard disks. Smart cards provide stronger protection for user authentication. In addition, [image: image4.png]


cryptographic operations are isolated from the operating system, and thus are not susceptible to attacks on the operating system, and PINs are known only to smart-card owners and are not transmitted across the network. Smart cards can also be customized to the company’s work environment. 
Using Group Policy in Active Directory Domain Services, Deutsche Telekom configures security settings on its computers so that if an employee walks away from a computer during an active logon session, the computer will lock so that no one can use it for malicious purposes. The company also adds employee card keys to smart cards in order to provide a single solution for both building and network access. Deutsche Telekom also wanted to implement a function called “Deputy” so that its customers will not experience delays in customer service. With Deputy, select employees will designate a “deputy” who will be authorized to read their encrypted e-mail messages when they are on vacation. To make Deputy a reality, the company needed to be able to personalize smart cards with an extra certificate and private key to grant deputies access to colleagues’ e-mail accounts.

The Need for New Smart-Card Life Cycle Management and Functionality

The company’s Group Policy configuration in Active Directory supports a “smart-card required” setting for all participating workstations. To boost efficiency and reduce the burden on its help desk, the company wanted easier and more comprehensive control of the smart-card life cycle—for example, by offering users self-service PIN resets. For employees who lost or forgot their cards, these services would allow temporary access to workstations through a traditional user name and password logon. In order to reset smart cards that they had left at home for a day—or, in the case of entering their PIN incorrectly—with previous solutions, employees were required to report to a registration authority office to reset or unblock the PIN. The process for reissuing lost cards and renewing cards once their security certificates expired also had to be started at the registration authority office. If a smart card was lost, Deutsche Telekom could revoke the certificates on it but could not recover and apply them to a new smart card; this required employees to start the process of getting a new smart card. 

In order to offer these self-service capabilities, T-Systems would have to update the user provisioning logic that works with cPKI, using well-defined workflows. The provisioning engine implements every object named in Active Directory and provides a connection among human resources (HR) systems, databases, management portals, and the Trust Center services. Thus, the provisioning system governs the processes when employees use their smart cards on the network through a simple interface and when IT administrators access through a special administrative interface. Instead of using these two separate interfaces, the decision was made to consolidate, so IT staff could maintain the system (and log and track user actions for compliance with government regulations) from the same interface that employees use.
Solution

In July of 2008, T-Systems joined the Technology Adoption Program (TAP) and Rapid Deployment Program (RDP) for Microsoft Forefront Identity Manager 2010, which includes the updated version of CLM, called Forefront Identity Manager Certificate Management. T-Systems wanted to use products and technologies in the Identity and Access Management solution from Microsoft, including Forefront Identity Manager 2010 and Active Directory, to upgrade its management and security solutions. 

Forefront Identity Manager Certificate Management supports 64-bit environments, so parts of the Deutsche Telekom Trust Center solution will work with Windows Server 2008, which supports core components of the identity and access management solution—for example, through interoperability of Forefront Identity Manager 2010 with CA services in Windows Server. In addition, Forefront Identity Manager 2010 offers increased interoperability across heterogeneous environments and is compatible with familiar development tools. Thus, T-Systems was able to use Windows Communication Foundation to develop a single service interface for employees and IT administrators. To automate smart-card management for employees and IT administrators through this interface, the division used a Web service interface to enable Forefront Identity Manager 2010 to work with the technologies used in the provisioning engine. 
T-Systems will use Forefront Identity Manager Synchronization Service to synchronize PKI data, such as CA certificates, certificate revocation lists, and user certificates to other directory services, such as Active Directory Domain Services, Active Directory Lightweight Directory Access Protocol, and Microsoft SQL Server data management software. A notification service attached to Forefront Identity Manager Certificate Management provides data for Microsoft SQL Server and maintains a database that contains only valid user certificates. This database is the authoritative source for certificate publishing. The company also deployed additional client Certificate Management modules that enable the smart-card customization, such as the addition of extra certificates and private keys, needed to support the Deputy functionality.

Forefront Identity Manager 2010 extends the functionality of Identity Lifecycle Manager 2007 with new capabilities focused on empowering Deutsche Telekom employees to manage aspects of their digital identities themselves, and by enabling system auditing. In the updated version of cPKI, Forefront Identity Manager Certificate Management acts as an administrative proxy between the provisioning engine and the clustered CAs, to provide sophisticated management features. The company will also be able to offer self-service PIN resets and system auditing features in Forefront Identity Manager 2010 to generate comprehensive logs of employee activities and ease compliance with government regulations. For best integration with Forefront Identity Manager Certificate Management, T-Systems developed a new version of its smart-card operating system, called TCOS, that fully supports the latest Microsoft Smart Card Base Cryptographic Service Provider (CSP) specifications.
In December 2009, Deutsche Telekom launched a pilot program to test Version 1 of the updated solution in a production environment with 30 users. Using Hyper-V, the Microsoft hypervisor-based server virtualization technology in Windows Server 2008, T-Systems deployed the basic server-side software image for the solution and added services as needed through configuration scripts. Pilot participants installed the client-side software themselves. 
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ilot users are testing the basic functionality of Version 1 of the new solution to see how it handles providing basic certificate services in the high-availability Windows Server 2008 environment with CA failover clustering. The next phase of the pilot program, in early 2010, will be to migrate to Version 2, which will offer some of the new smart-card self-service and life cycle management features. The finalized version of the new solution will be available for adoption across Germany and the worldwide subsidiaries.
Benefits

The new smart-card management solution will support Deutsche Telekom’s move into a 64-bit, high-availability operating environment as the company extends identity-based access across the organization with enhanced flexibility and interoperability. The company expects to lower costs with easily managed and more comprehensive smart-card life cycle management and self-service features, as well as realize tighter security with strong support for smart-card adoption and management. Deutsche Telekom will also be able to meet government regulations more easily with new auditing capabilities. 

Flexibility and Interoperability

T-Systems uses Forefront Identity Manager 2010 and Active Directory to work with other Microsoft and third-party products as part of a larger corporate vision for a more agile and efficient IT infrastructure. Forefront Identity Manager 2010 offers the functionality and support for new technologies, such as 64-bit and heterogeneous environments, that T-Systems needed to update its identity and access management solutions. “The provisioning solution is unique and vital to supporting our security and identity processes,” says Thomas Pfeifer, a Solution Engineer at T-Systems. “Forefront Identity Manager has the flexibility to interoperate with our existing technologies and, together with Active Directory, forms an identity and access management solution for administrators and employees—without that flexibility, we would have had to create a separate interface to provide smart-card services to end users.” Pfeifer also reports that this flexibility extends to other Microsoft products; when the migration to Windows Server 2008 is complete, the company will be able to use Hyper-V server virtualization to ease its data backup and restore procedures by taking full advantage of failover clustering.

Pilot participants can also use Forefront Identity Manager 2010 to adapt Certificate Management to organizational policy requirements and unique infrastructure to support its Deputy feature. “Support for Deputy makes this project very special because our customers demanded this flexibility from us,” comments Pfeifer. “It’s important to us to have technology that is flexible enough to support business directives instead of hindering them.”

Taken together, the solution technologies also support more secure, identity-based access for employees as they work at the office or on the road using a smart card and PIN to access all the network resources they need. If employees lose or forget their smart cards, they can still get back to work quickly with minimal IT overhead.

Lower Infrastructure and Support Costs

A consolidated IT environment is simpler and less costly to maintain. Deutsche Telekom and T-Systems expect to save money with a single user interface, productivity-enhancing end-user options, advanced policy and workflow capabilities, and consolidated secure access to building and network resources through smart cards. These functionalities lower the overall cost of the smart-card infrastructure by automating common administrative functions, such as revoking and recovering smart cards, and by allowing employees to reset their own PINs without having to visit registration authority offices—which means that employees can get back to work much faster. Now, instead of help desk and registration authority staff assisting employees, they simply maintain a knowledge base with instructions on how self-service resets work. New automated support for compliance will also help lower costs.

Improved Secure Access and Compliance

The new solution supports the adoption of smart cards, which store digital certificates and private and public keys more securely. Smart cards are a convenient method of implementing two-factor authentication for computer logon, remote access, and physical access control solutions for seamless and secure access from almost anywhere. The new identity and access solution helps protect assets from misuse through identity life cycle management—with automated, well-managed identity-based access supported by smart cards, buildings, data, and portable and desktop computers are less vulnerable to misuse. 

Soon, employees will be empowered to proactively solve common smart-card issues quickly and without IT intervention, and they will be able to see every day how they are helping to improve security by using their smart cards for secure building access. Pfeifer says, “As part of our identity and access management solution with Active Directory, Forefront Identity Manager 2010 manages the life cycle of smart cards, supporting a consolidated IT infrastructure and greater employee awareness of security issues.”


Deutsche Telekom can use its new solution to help ensure compliance with automated, policy-driven identity and access management and comprehensive auditing features for desktop and portable computers. Forefront Identity Manager Certificate Management simplifies digital certificate and smart-card deployment by using services such as Active Directory Domain Services and Active Directory Certificate Services, providing Deutsche Telekom with an identity and access management solution that supports comprehensive auditing across the smart-card life cycle as it interacts with identities, credentials, and resources for improved compliance with government regulations such as the Sarbanes-Oxley Act of 2002. 
“The project has a goal of improving regulatory compliance. With Microsoft Business Ready Security solutions, we’re confident that we have a security infrastructure that will help protect our data and our customers’ data while logging every user action, for a more flexible and adaptive IT infrastructure,” concludes Pfeifer.

Microsoft Forefront Product Portfolio
The Microsoft Forefront comprehensive line of business security products provides greater protection and control through integration with your existing IT infrastructure and through simplified deployment, management, and analysis. Forefront is a comprehensive solution that helps provide protection for the client operating system, application servers, and the network edge. 

For more information about the Forefront product portfolio, go to: 

www.microsoft.com/forefront
“Forefront Identity Manager has the flexibility to interoperate with our existing technologies and, together with Active Directory, forms an identity and access management solution for [us].”


Thomas Pfeifer, Solution Engineer, �T-Systems�
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“Forefront Identity Manager manages the life cycle of smart cards, supporting a consolidated IT infrastructure and greater employee awareness of security issues.”


Thomas Pfeifer, Solution Engineer, �T-Systems
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers in the United States and Canada who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to:


�HYPERLINK "http://www.microsoft.com"�www.microsoft.com�





For more information about Deutsche Telekom AG products and services, visit the Web site at: ��HYPERLINK "http://www.telekom.com/dtag/cms/content/dt/en/startpage"��www.telekom.com�





For more information about T-Systems International GmbH products and services, visit the Web site at: ��HYPERLINK "http://www.t-systems.com"�www.t-systems.com�

















