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	Overview

Country or Region: Switzerland
Industry: Transportation and Logistics
Customer Profile

Switzerland-based Skyguide provides air traffic control and air navigation management services to Switzerland and neighboring countries. Skyguide controls 3,000 flights per day across Europe. 
Business Situation

Skyguide wanted to significantly reduce the volume of inbound spam messages it was receiving and decrease the amount of time administrators spent reviewing quarantined messages.  
Solution

Skyguide migrated its messaging system to Microsoft® Exchange Server 2003 with Service Pack 2 with new spam-fighting Sender ID features and a fully-integrated and updated Intelligent Message Filter (IMF).
Benefits

· Reduced spam and phishing attempts
· Increased productivity

· Higher cost savings

· Simplified management 

· Increased user satisfaction

	
	
	“It was the biweekly updates to the signature files for IMF that convinced us to go with Exchange Server 2003 SP2. With that, the Sender ID features, and RBLs, we were able to solve our spam problem.”
Xavier Coppin, System Administrator, Skyguide


	
	
	
	Switzerland-based Skyguide is the country’s official provider of air traffic control for civil and military aircraft. The company also provides civil air navigation services to neighboring European countries. In 2003, Skyguide deployed Microsoft® Exchange Server 2003 with Service Pack 1 as its messaging system and used Microsoft Intelligent Message Filter (IMF) to manage spam. But with infrequent updates to the IMF data file, managing spam became a problem. After testing a third-party anti-spam solution that offered little relief, Skyguide deployed Exchange Server 2003 with Service Pack 2, with a fully-integrated IMF and new Sender ID features. Today, Skyguide traps 98 percent of spam, up from 67 percent before. Using the new solution, the IT staff has reclaimed nearly a third of administrators’ time that was previously spent reviewing quarantined messages.
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Situation

As a recognized leader in air traffic management, Skyguide provides air navigation services to Switzerland and other European nations. In addition to air traffic control, the company offers telecommunications and aeronautical information services, as well as technical services for installing, operating, and maintaining air traffic control systems. The Geneva-based company, which employs 1,400 people in 11 locations, controls more than 1.1 million flights and processes up to 400,000 communications per year. Revenue in 2004 was $365 million Swiss francs (U.S.$284 million). 
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e 2003, Skyguide has relied on the Microsoft® Exchange Server 2003 with Service Pack 1 communication and collaboration server as its corporate messaging system. Deployed across three sites, the system supports 2,200 e-mail boxes. Skyguide employees use the Microsoft Outlook® 2002 messaging and collaboration client on their desktops and Microsoft Office Outlook Web Access to retrieve e-mail remotely. 

To filter incoming e-mail, the IT group at Skyguide was using built-in features of Exchange Server 2003 SP1, such as connection, recipient, and sender filtering. As an add-on, the group was also using Microsoft Intelligent Message Filter (IMF), an anti-spam filter based on Microsoft SmartScreen™ technology.
IMF evaluates the content of inbound messages against a file containing data about known spammers and spam attack vectors. Using that data, IMF assigns a spam confidence level (SCL) rating of 0 to 9 to every incoming message—the higher the rating, the higher the likelihood of spam. System administrators determine the fate of every incoming message by setting SCL thresholds and by specifying the action IMF should take based on a message’s SCL rating. 

IMF uses two SCL thresholds: one for the gateway server that receives incoming messages, and the other for the Exchange Server 2003 mailbox server that routes messages to users. Messages with a rating higher than the gateway threshold are marked for one of four actions: rejection, archiving, deletion, or no action. All other messages are routed through the network but are again subjected to IMF scrutiny when they reach the Exchange Server 2003 mailbox server. A message with a rating higher than the mailbox server threshold is automatically routed to a user’s junk e-mail folder. All other messages are routed to the user’s inbox. 

Of the four possible actions to take at the gateway server, Skyguide administrators had chosen to archive spam messages. Archiving allowed administrators to review messages at the gateway and determine whether to delete them or route them through the network. The IT group also wanted to review spam that was reaching users’ desktops, so it set up public folders into which users could drag and drop spam messages. Without any automated scanning tools, however, administrators were reviewing all spam messages by visually inspecting the subject line of each quarantined message.

By 2005, spam had become a debilitating problem for the Skyguide IT group. IMF was the group’s only defense against spam, but the IMF data file was not being updated frequently enough to keep up with spammers, who find new ways to penetrate messaging systems within a matter of weeks. More than 15 percent of the company’s total incoming messages were spam, and only 67 percent of those were being blocked at the gateway servers. Ideally, administrators want to block as much spam at the gateway as possible, thereby reducing network overhead. Despite efforts to adjust thresholds, 33 percent of all spam was being routed through the network to users’ inboxes and junk e-mail folders. Between the messages that were archived at the gateway server and the messages in the public folders, system administrators might sp[image: image5.jpg]Microsoft



end three or more hours a day just reviewing spam messages. Users were also complaining about the amount of spam they were receiving and the time they spent clearing spam messages out of their inboxes. 

The IT group wanted to significantly reduce the volume of spam at the gateway servers, which, in turn, would reduce the amount of spam being routed on to users. It also wanted to reduce the amount of time administrators spent reviewing spam messages. To do this, the group needed an anti-spam solution that provided data file updates every few weeks. 

Solution

In mid-2005, Skyguide decided to investigate alternative solutions for managing spam. The IT group tested a third-party anti-virus, anti-spam solution but soon realized it offered no advantages over IMF. As an entirely separate solution, it ran on a server in front of the Exchange Server 2003 server. This not only added another layer of servers to the messaging topology but also increased management time because it had to be managed from its own console. In addition, the solution offered no user quarantine capability, so it provided only a single level of protection rather than the two levels offered in IMF. With limited spam-fighting features, the solution trapped fewer spam messages than IMF. As a result, the time administrators spent reviewing spam actually increased slightly. 

In July 2005, Skyguide learned that Exchange Server 2003 with Service Pack 2 would feature an updated and fully-integrated version of IMF (The previous version had been an add-on component of Exchange Server 2003 SP1).  The updated IMF would not only offer new capabilities for fighting spam but also make updated signature files available for download every two weeks. Exchange Server 2003 SP2 would also include an implementation of the Sender ID Framework (SIDF), a technology protocol for e-mail authentication. Sender ID helps fight domain spoofing, a tactic often used in spam and phishing scams. It validates the origin of an e-mail message by verifying that the IP address of the sending server is authorized by the owner of the domain to send e-mail. 

As a current user of Exchange Server 2003 SP1, the Skyguide IT group was willing to test the new spam-fighting features of Exchange Server 2003 SP2 and the updated IMF. “When we learned that a new version of IMF was fully integrated into Exchange Server [2003 SP2] and that the signature file would be updated every two weeks, we were very hopeful about our ability to reduce spam,” says Xavier Coppin, System Administrator for Skyguide.

In August 2005, Skyguide entered the Microsoft Technology Adoption Program (TAP) and began running a beta version of Exchange Server 2003 SP2 in its lab. The IT group continued using the connection, recipient, and sender filtering features of Exchange Server 2003 along with the new IMF and Sender ID features. In addition, the group used several third-party real-time block lists (RBLs) to aid in connection filtering. To complement the server-based anti-spam solution, approximately 20 Skyguide users tested the second level of filtering (junk e-mail) offered by Microsoft Exchange 2003 SP2 in their Outlook 2002 clients.

The results were so positive that within just two or three weeks, the IT group felt confident in deploying Exchange Server 2003 SP2 on its production gateway servers. “It was the biweekly updates to the signature files for IMF that convinced us to go with Exchange Server 2003 SP2. With that, the Sender ID features, and RBLs, we were able to solve our spam problem,” says Coppin.

Benefits

The top priority of the Skyguide IT group was solving the spam problem, and Exchange Server 2003 SP2 more than met the group’s expectations. The solution is blocking more spam messages than ever before and has helped reduce the company’s total cost of ownership (TCO). The IT staff spends far less time reviewing spam messages and has a system that is much easier to manage.

Reduced Spam and Phishing Attempts

While third-party RBLs have helped decrease the total number of inbound messages, Exchange Server 2003 SP2 with Sender ID and improved IMF features has dramatically reduced the company’s overall volume of spam. Skyguide is now able to block 98 percent of all inbound spam messages at the gateway—32 percent more than it blocked before—a huge improvement over the 66 percent of spam messages that it previously blocked. Although the IT group has no way to distinguish phishing attempts from spam mail, the group believes that Sender ID with the use of RBLs has significantly reduced phishing as well. 

Increased Productivity

Before deploying Exchange Server 2003 SP2, Skyguide IT staff spent many hours handling the onslaught of spam messages. Administrators were spending too much time reviewing quarantined messages at the gateway servers and in the public folders that were set up for users as spam repositories. Since migrating to Exchange Server 2003 SP2, Skyguide has cut its spam management time significantly, making administrators far more productive. 

The Skyguide IT staff was also amazed at how smooth the migration was from Exchange Server 2003 SP1. “Exchange Server 2003 SP2 was easy to deploy. We had virtually no downtime during the migration because it required no big configuration changes,” says Coppin. And because the IT staff was already familiar with Exchange Server 2003 and IMF, no training was required.

Cost Savings

For Skyguide, one of the deciding factors in migrating to Exchange Server 2003 SP2 was that it included an updated and fully- integrated version of IMF at no extra charge. Because of the powerful spam-fighting enhancements built into Exchange Server 2003 SP2, Skyguide was spared the expense of purchasing a new third-party anti-spam solution. After realizing such positive results with Exchange Server 2003 SP2, the IT staff eliminated the third-party anti-spam software that was previously running on dedicated servers at the perimeter of the network. Skyguide removed and redeployed those servers, which not only saved money, but also streamlined and simplified the company’s messaging infrastructure.

Simplified Management 

Among the many new features of Exchange Server 2003 SP2, the IT staff at Skyguide especially appreciates the improved management tools. Previously, the staff had to manage the third-party anti-spam solution from its own console because it was not integrated with Exchange Server 2003 SP1. Now with IMF and Sender ID fully integrated into Exchange Server 2003 SP2, the staff can manage the entire messaging environment from a single console. Exchange Server 2003 SP2 also includes new tools that make it easier to manage public folders.  

Increased User Satisfaction

Although the new Exchange Server 2003 SP2 solution is virtually invisible to Skyguide users, it has greatly reduced the number of spam messages that users receive in their inboxes and junk e-mail folders. Today, the help desk receives far fewer complaints from users about spam. In early 2006, all user desktops will be upgraded to Microsoft Office Outlook 2003, which will allow users to block even more spam by creating their own blocked sender and safe-sender lists. In the meantime, Skyguide continues to provide public folders where users can drag and drop spam messages.

Skyguide is also excited about the enhanced support for mobile devices that Exchange Server 2003 SP2 offers. The IT group is particularly interested in testing the new security features and the Direct Push technology, which would give Skyguide executives real-time access to e-mail on mobile devices—anytime, anywhere. 


Microsoft Windows Server System
Microsoft Windows Server System™ is a line of integrated and manageable server software designed to reduce the complexity and cost of IT. Windows Server System enables you to spend less time and budget on managing your systems so that you can focus your resources on other priorities for you and your business.

 

For more information about Windows Server System, go to:

www.microsoft.com/windowsserversystem 
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For More Information


For more information about Microsoft products and services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada Information Centre at (877) 568-2495. Customers who are deaf or hard-of-hearing can reach Microsoft text telephone (TTY/TDD) services at (800) 892-5234 in the United States or (905) 568-9641 in Canada. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information using the World Wide Web, go to: � HYPERLINK "http://www.microsoft.com" ��www.microsoft.com� 





For more information about Skyguide products and services, call +41 417 41 11 or visit the Web site at: � HYPERLINK "http://www.skyguide.ch/en" ��www.skyguide.ch/en� 











"When we learned that a new version of IMF was fully integrated into Exchange Server [2003 SP2] and that the signature file would be updated every two weeks, we were very hopeful about our ability to reduce spam."


Xavier Coppin, System Administrator, Skyguide
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“Exchange Server 2003 SP2 was easy to deploy. We had virtually no downtime during the migration because it required no big configuration changes.”


Xavier Coppin, System Administrator, Skyguide
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