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Abstract

Through its support for the WS-Federation Passive Requestor Profile (WS-F PRP), Microsoft® Active Directory® Federation Services (ADFS) provides cross-domain Web single sign-on (SSO) interoperability with non-Microsoft federation solutions. CA™ SiteMinder Web Access Manager—through its Federation Security Services (FSS) add-on product—also supports WS-F PRP. This support enables cross-domain Web SSO between two environments with Active Directory and CA SiteMinder infrastructures.

Building on existing documentation from both companies, this step-by-step guide walks you through the development of a lab deployment of ADFS and CA SiteMinder FSS that performs cross-product identity federation. Both products perform both identity federation roles: account partner and resource partner. This guide also provides information about alternative federation configuration strategies.
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ADFS Step-by-Step Guide: Federation with CA SiteMinder Federation Security Services

About This Guide

This guide provides step-by-step instructions for configuring an identity federation deployment between Microsoft® Active Directory® Federation Services (ADFS) and CA™ SiteMinder Federation Security Services (FSS) using the WS-Federation identity federation protocol at Web Services Federation Language (WS-Federation) (http://go.microsoft.com/fwlink/?LinkId=89385) and the WS-Federation Passive Requestor Profile (WS-F PRP) (http://go.microsoft.com/fwlink/?LinkId=89387) In this deployment, each product performs both the account partner role and the resource partner role.

You can use the lab environment that is outlined in this guide to configure federation between ADFS and FSS and to determine how to deploy federation between the two products in your business.

[image: image3.png]


Note 

It is important to follow the steps in this document in the order that they are presented.

Prerequisites and Requirements

The deployment comprises two halves. Each half is a complete deployment of Microsoft and CA technology, respectively. This deployment uses seven computers, as follows:


This guide presumes the existence of a complete ADFS deployment, as achieved through completion of the Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531), which uses the following four computers: 


Account federation server: A. Datum Corporation (adfsaccount.adatum.com)


Account client: A. Datum Corporation (adfsclient.adatum.com)


Resource federation server: Trey Research (adfsresource.treyresearch.net)


Resource Web server: Trey Research (adfsweb.treyresearch.net)
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Note 

All four computers from the Step-by-Step Guide for Active Directory Federation Services are used in this deployment. However, a single ADFS federation server can perform both the account and the resource federation server roles, which eliminates one computer from the deployment, if necessary. If you use this configuration, move the client computer to the Trey Research domain, and add Adam Carter to Active Directory in Trey Research.


This guide presumes the existence of a complete CA SiteMinder FSS deployment. ADFS support is available in CA SiteMinder 6.0 SP5 and later. This deployment was developed using the following CA software products:


CA SiteMinder Policy Server 6.0 SP5 CR2


CA SiteMinder Web Agent 6 QMR5 CR2


CA SiteMinder Policy Server Option Pack 6.0 SP5 CR2 (includes components of CA SiteMinder Federation Security Services)


CA SiteMinder Web Agent Option Pack 6 QMR5 CR2 (includes components of CA SiteMinder Federation Security Services)

Use the instructions in the CA SiteMinder Federation Security Services Configuration Guide to build an FSS deployment. You can access this document on the policy server computer: click the Start button, click All Programs, click SiteMinder, and then click CA SiteMinder Documentation. Look for the document title in the list.

The FSS deployment is hosted by a fictitious company called Litwareinc.com. This guide assumes that the deployment uses the computer configuration in the following table. 

	Full computer name
	CA SiteMinder role
	IP settings

	smpolicy.litwareinc.com
	Federation policy server
	IP address:

192.168.1.5

	smweb.litwareinc.com
	Web server
	IP address:

192.168.1.6

	smclient.litwareinc.com
	Client 
	IP address:

192.168.1.7


Using these seven computers, the guide configures federation between the three fictitious companies:


ADFS account partner (A. Datum) to FSS resource partner (Litwareinc.com)


FSS account partner (Litwareinc.com) to ADFS resource partner (Trey Research)

Step 1: Preconfiguration Tasks

To enable secure connectivity between deployments and to lay the foundation for the federation use cases, perform the following tasks before you configure the federation products.

Configure Connectivity

Establish IP Connectivity

Make sure that the following computers have IP connectivity between them:


ADFS account client: A. Datum Corporation (adfsclient.adatum.com)


ADFS resource federation server: Trey Research (adfsresource.treyresearch.net)
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Note 

In this deployment, providing a “public” IP address to this federation server allows the federation server to perform home realm discovery, which redirects users attempting access without possession of a security token to their home environment for token acquisition. In environments where this approach presents unacceptable security risks, use of an ADFS federation server proxy can eliminate the need to provide a public IP address to a federation server.


ADFS resource Web server: Trey Research (adfsweb.treyresearch.net)


FSS Web server: Litwareinc.com (smweb.litwareinc.com)


FSS client: Litwareinc.com (smclient.litwareinc.com)

Enable Keys and Certificates in CA SiteMinder

Public key infrastructure (PKI) keys and certificates are used by both ADFS and FSS during federation to digitally sign and verify security tokens. If you complete the steps in the Step-by-Step Guide for Active Directory Federation Services, certificates are already enabled in ADFS. Using the instructions in the CA SiteMinder Federation Security Services Configuration Guide, complete the following steps to enable PKI keys and certificates for signature processing on the FSS federation policy server (smpolicy.litwareinc.com):


Create a key database in the policy server using the smkeytool command-line tool, if a key database is not created already. 
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Note 

The Policy Server Option Pack installation automatically creates the key database if you choose this option during installation.


Create a public/private key pair for the policy server that meets the key database formatting requirements.


Add the key pair to the policy server key database using the smkeytool command-line tool.


Save the public key certificate to be used by ADFS during partner setup. Name this certificate examplepub.cer. Save it to a location that you can access from the ADFS resource federation server (adfsresource.treyresearch.net).

Configure Name Resolution

The two client computers in this deployment must resolve IP addresses for the federated partner’s environment. This deployment uses the client hosts file. Domain Name System (DNS) may also be used.
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Note 

You must be logged onto the client desktops as an Administrator to perform these actions.
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To add host names and addresses to the ADFS client and FSS client computers

	1.
Locate the hosts file. In Microsoft Windows® XP, the location of the file is C:\windows\system32\drivers\etc\hosts.

2.
Right-click the file, and then click Open. Choose Notepad to open the file.

3.
On the ADFS Client computer, add this line under the localhost entry:

192.168.1.6          smweb.litwareinc.com

4.
On the FSS Client computer, add these lines under the localhost entry:

192.168.1.2          adfsweb.treyresearch.net

192.168.1.4          adfsresource.treyresearch.net

192.168.1.6          smweb.litwareinc.com

5.
Save and close both files.


Create Sample Users and Groups

For the default deployment use cases, no actions are required in the Active Directory instance that ADFS uses. Modifications to the directory are required for the alternative federation use cases that are presented in the Appendixes.

Take the actions in the user directory that the FSS Federation Server (smpolicy.litwareinc.com) uses, as described in the following tables.

FSS as the account partner
	Action
	Name
	Other action

	Create Group
	TreyApp Users
	Create this group in the Groups organizational unit (OU) or equivalent.

(This group provides group-to-group mapping at the ADFS applications.)

	Create User
	Lisa Luthe (uid=lluthe, mail=lluthe@litwareinc.com)
	Create this user in the default user OU.

(This account accesses the ADFS applications.)

	Modify User
	Lisa Luthe
	Add this user to the TreyApp Users group.


FSS as the resource partner
	Action
	Name
	Other action

	Create Organizational unit (OU) (See note.)
	External Users
	N/A

	Create User (See note.)
	Adam Carter (uid=adamcar, mail=adamcar@adatum.com)
	Create this user in the External User group.

(This account provides user-to-user mapping at the FSS application.)
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Note 

When it acts as a WS-Federation resource federation server, FSS requires a local account in its user directory on which to map incoming Security Assertions Markup Language (SAML) security tokens to perform access control. FSS administrators can choose between having mapping accounts for each individual at the account partner or creating a smaller set of “profile” mapping accounts that many account partner users can be mapped to simultaneously. The default configuration in the previous table uses individual mapping accounts; instructions for using profile mapping accounts are in the Appendixes.

Configure Sample Web Applications

Create New Web Applications

Create the following Web sites:


An “employee portal” page on the ADFS account federation server (adsaccount.adatum.com). This site will contain a link for A. Datum users to access the Litwareinc.com federated application and, as an option, a federated single logout link. 

Internet Information Services (IIS) is already installed on the ADFS account federation server. Complete the remaining steps:


Add a file named default.htm to the IIS root folder (default location: C:\inetpub\wwwroot\), and use this as the “employee portal” site.


Add the text “This is the A. Datum employee portal page” at the top of the page to make it easier to recognize.


As an option, make this page Adam Carter’s home page on the ADFS account client computer (adfsclient.adatum.com). This page does not have to be protected by ADFS to function.


An “employee portal” page on the FSS Web server (smweb.litwareinc.com). This site will contain links for Litwareinc.com users to access the Trey Research federated applications and, as an option, a federated single logout link. Complete the following steps:


Use IIS if you are running FSS on Windows; otherwise, install a Web server.


Add a file named default.htm to the IIS root folder (default location: c:\inetpub\wwwroot\ in IIS), and use this as the “employee portal” site.


Add the text “This is the Litwareinc.com employee portal page” at the top of the page to make it easier to recognize.


As an option, make this page Adam Carter’s home page on the FSS client computer (smclient.litwareinc.com). This page does not have to be protected by FSS to function.


A sample application on the FSS Web server (smweb.litwareinc.com). This site will be the Litwareinc.com federated application. This deployment presumes the following Uniform Resource Locator (URL) as the address for this sample application:

https://smweb.litwareinc.com:8081/fedapp/


To set up this sample application, follow these instructions:


If you are using IIS, use the same process that is described on pages 25 and 26 of the Step-by-Step Guide for Active Directory Federation Services to create this Web site, replacing the values as indicated in the following table.

	Replace this value …
	With this value …

	ADFSWEB
	SMWEB

	stepbystep
	solguide

	claimapp
	fedapp

	default.aspx
	default.htm



Add a file named default.htm to C:\inetpub\solguide\fedapp folder in IIS), and use this as the sample application.


Add the text “This is the Litwareinc.com sample application” at the top of the page to make it easier to recognize.


This site does need to be protected by FSS for the deployment to work. First, apply the CA SiteMinder Web agent to the new Web site.
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To apply the CA SiteMinder web agent to the new Web site (IIS 6)

	1.
In Internet Information Services (IIS) Manager, right-click the solguide Web site, and then click Properties.

2.
On the Home Directory tab, click Configuration.

3.
On the Wildcard application maps box, click Insert.

4.
Browse to the location of ISAPI6WebAgent.dll, which is typically in C:\Program Files\netegrity\webagent\bin\.

5.
Select ISAPI6WebAgent.dll, and then click Open.

6.
In the Add/Edit Application Extension Mapping dialog box, clear the Verify that file exists check box, and then click OK. Add quotation marks around the path if they are required.

7.
Click OK twice.



Follow the instructions in the CA SiteMinder documentation to create a domain, realm, rule, and policy to protect this Web site. Use basic authentication, and test to make sure that Adam Carter from A. Datum can access the site using a password. Later, basic authentication will be replaced by a federated authentication scheme.
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Note 

Make sure that the External Users OU that you created previously is associated to the CA SiteMinder policy domain that protects the federated application. Otherwise, Adam Carter will not be able to get access.

Configure SSL on Web Servers

The Litwareinc.com federated sample application that you created must use Secure Sockets Layer (SSL) server authentication to meet WS-Federation requirements. This requires the creation of a server authentication certificate for the FSS Web Server computer (smweb.litwareinc.com) and the assignment of the server authentication certificate to the sample application web site. 


To create a self-signed server authentication certificate for the FSS Web Server (smweb.litwareinc.com), use the SelfSSL tool, which is provided in the IIS 6.0 Resource Kit and described on page 16 of the Step-by-Step Guide for Active Directory Federation Services. The common name for the certificate should be:

cn=smweb.litwareinc.com
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Note 

In a production environment, certificates will be obtained from a certification authority (CA). For the purposes of the deployment in this guide, self-signed certificates are used.


Assign the server authentication certificate that you just created to the solguide Web site on the FSS Web server. 
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To assign the server authentication certificate to the solguide Web site (IIS 6)

	1.
In Internet Information Services (IIS) Manager, right-click the solguide Web site, and then click Properties.

2.
On the Directory Security tab, click Server Certificate.

3.
On the Welcome to the Web Server Certificate Wizard page, click Next.

4.
On the Server Certificate page, click Assign an existing certificate, and then click Next.

5.
On the Available Certificates page, click the smweb.litwareinc.com certificate, and then click Next.

6.
On the SSL Port page, accept the default (SSL port 8081), and then click Next.

7.
On the Certificate Summary page, verify the details, and then click Next.

8.
Click Finish.


As an option, you may also enable SSL server authentication on the two “employee portal” Web sites. This requires that you assign the appropriate server authentication certificate to each Web site in a manner similar to that described previously.

Step 2: Configuring ADFS as the Account Partner and FSS as the Resource Partner

This step begins the configuration of the federation products. First, establish a federated trust between A. Datum (using ADFS) and Litwareinc.com (using FSS). ADFS provides a SAML security token that is consumed by FSS and mapped to a locally residing user account.

Configure the Account-Side Federation Server (ADFS)

Add Litwareinc.com as a Resource Partner

Use the ADFS Add Resource Partner Wizard to add Litwareinc.com as a resource partner in the ADFS Account Federation Server (adfsaccount.adatum.com). 
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To add Litwareinc.com as a resource partner

	1.
Click Start, point to All Programs, point to Administrative Tools, and then Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, right-click Resource Partners, point to New, and then click Resource Partner.

3.
On the Welcome to the Add Resource Partner Wizard page, click Next.

4.
On the Import Policy File page, ensure that No is selected, and then click Next.

5.
On the Resource Partner Details page, in Display name, type Litwareinc.com
6.
In Federation Service URI, type urn:federation:example
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Note 

This value is case sensitive.

7.
In Federation Service endpoint URL, type https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher, and then click Next.

8.
On the Federation Scenario page, click Federated Web SSO, and then click Next.

9.
On the Resource Partner Identity Claims page, select the UPN Claim, E-mail Claim, and Common Name Claim check boxes, and then click Next.

10.
On the Select UPN Suffix page, leave Pass all UPN suffixes through unchanged selected, and then click Next.

11.
On the Select E-mail Suffix page, leave the Pass all E-mail suffixes through unchanged check box selected, and then click Next.

12.
On the Enable this Resource Partner page, ensure that the Enable this resource partner check box is selected, and then click Next.

13.
On the Completing the Add Resource Partner Wizard page, click Finish.


Configure the Resource-Side Federation Server (FSS)

Add the A. Datum Certificate to the CA SiteMinder Key Database

Before you add A. Datum to the FSS deployment, first add the A. Datum public token signing certificate that is exported on page 21 of the Step-by-Step Guide for Active Directory Federation Services (adfsaccount_ts.cer) to the FSS federation policy server (smpolicy.litwareinc.com) key database by using the smkeytool command-line tool that is provided with the CA SiteMinder Policy Server Option Pack. 
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Note 

This guide presumes that the alias that is given to this certificate in the key database is adatumpub.

For more information about configuring the CA SiteMinder key database, see the CA SiteMinder Federation Security Services Configuration Guide.

Add an A. Datum Federated Authentication Scheme

Now add an A. Datum federated authentication scheme to the FSS federation server (smpolicy.litwareinc.com). This adds A. Datum as an account partner to the FSS deployment.
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To create and apply the A. Datum federated authentication scheme

	1.
In the SiteMinder 6.0 Administration application, on the System tab in the left pane, right-click Authentication Schemes, and then click Create Authentication Scheme.

2.
In the SiteMinder Authentication Scheme dialog box, in the Name field, type A. Datum.

3.
In the Authentication Scheme Type list, click WS-Federation Template.

4.
On the Scheme Setup tab, in Resource Partner ID, type urn:federation:example.

5.
In Account Partner ID, type urn:federation:adatum.

6.
In D-Sig Verification Info Alias, type adatumpub, and then click Additional Configuration.

7.
In the WS-Federation Auth Scheme Properties dialog box, on the Users tab, in the User Disambiguation box, click LDAP, and then click Edit.

8.
In the SiteMinder Authentication Namespace Mapping dialog box, in Search Specification, type mail=%s, and then click OK.

9.
On the SSO tab, in Target, type https://smweb.litwareinc.com:8081/fedapp/.
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Note 

Make sure that the URL here exactly matches the effective resource that is listed in the realm that protects the federated application, including the slash (/) at the end. Otherwise, errors may occur.

10.
Clear the Enforce Single Use Policy check box.
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Note 

The CA SiteMinder session server must be enabled to enforce single use policy. The CA SiteMinder session server requires a supported Open Database Connectivity (ODBC) database as its repository. For supported databases, see the CA SiteMinder Platform Support Matrix at the CA SiteMinder support site (http://go.microsoft.com/fwlink/?LinkId=89536). To set up the CA SiteMinder session server, see the CA SiteMinder Policy Server Installation Guide.

11.
Click OK to save the additional configuration.

12.
Click OK to save the A. Datum Authentication Scheme.

13.
On the Domains tab in the left pane, right-click the realm that you created in “Create New Web Applications” that protects the federated sample application, and then click Properties of Realm.

14.
In the SiteMinder Realm dialog box, on the Resource tab, in the Authentication Scheme list, click A. Datum in the list, and then click OK.


Add a Link for Initiating Federated Access

To initiate federated access through WS-Federation, FSS requires the use of a preformatted hyperlink that directs users immediately to their own account federation server to acquire a SAML security token before they are redirected to the FSS federated Web application. This hyperlink can be located either at the account side (for example, on an A. Datum portal page with links to various partner sites) or at the resource side (for example, on an unprotected Litwareinc.com site front page providing authentication options). In either case, the URL syntax remains the same.
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To place the preformatted hyperlink on the A. Datum employee portal (IIS 6)

	1.
On the ADFS account federation server (adfsaccount.adatum.com) in My Computer, navigate to C:\inetpub\wwwroot (the default root for the Web server).

2.
Right-click default.htm, and then click Edit. If default.htm is not there, follow the instructions in the Create New Web Applications section of this guide.

3.
Add the following text to the page: “Click here to access the Litwareinc.com application.”

4.
Under this text, type the following hyperlink with no spaces: https://adfsaccount.adatum.com/adfs/ls/?wa=wsignin1.0&wtrealm=urn:federation:example
5.
Save and close the file.


Step 3: Test Federation—ADFS as the Account Partner; FSS as the Resource Partner

In this scenario, Adam Carter from A. Datum will access the federated sample application at Litwareinc.com. 

[image: image21.png]


Note 

You may be prompted (in the Security Alert dialog box) for certificate information. You can install certificates by clicking View Certificate and then clicking Install, or you can click Yes each time that you are prompted. Each of these Security Alert prompts displays the message "The security certificate was issued by a company you have not chosen to trust." This is expected behavior because self-signed certificates are used for the purposes of this guide.
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To access the Litwareinc.com application

	1.
Log on to the ADFS Account Client computer (adffsclient.adatum.com) as Adamcar, with the password pass@word1.

2.
Open a browser window, and navigate to http://adfsaccount.adatum.com/default.htm.
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Note 

This page opens automatically if you set it as Adam Carter’s home page in the "Create New Web Applications" section of this guide. 
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Note 

You can use https:// instead of http:// in this URL if you enabled SSL server authentication for the A. Datum employee portal Web site in the "Configure SSL in Web Server" section of this guide.

3.
Click the link under the words “Click here to access the Litwareinc.com application.”


At this point you should see the Litwareinc.com sample application. Review the log files for ADFS (c:\ADFS\logs) and FSS (c:\Program Files\netegrity\siteminder\log) to see the security token information that is passed between the environments.

Step 4: Configuring FSS as the Account Partner and ADFS as the Resource Partner

Now establish a federated trust between Litwareinc.com (using FSS) and Trey Research (using ADFS). FSS provides a SAML security token that is consumed by ADFS and (depending on the application) either used directly by the application or mapped to a locally residing user account.

Configure the Account-Side Federation Server (FSS)

Add Trey Research as a Resource Partner

Use the SiteMinder Administration application to add Trey Research as a resource partner on the FSS federation server (smpolicy.litwareinc.com). 
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To add Trey Research as a resource partner

	1.
In the SiteMinder 6.0 Administration application, in the left pane, on the Domains tab, double-click the affiliate domain holding the resource partners.

2.
Right-click Resource Partners, and then click Create Resource Partner.

3.
In the SiteMinder Resource Partner dialog box, in Name, type Trey Research.

4.
In Authentication URL, type: https://smweb.litwareinc.com/siteminderagent/redirectjsp/redirect.jsp
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Note 

This authentication URL must be protected by a CA SiteMinder policy, as described in the CA SiteMinder Federation Security Services Configuration Guide; otherwise, unauthorized users can get access to SAML security tokens.

5.
On the Users tab, click Add/Remove to add the Litwareinc.com user directory where Lisa Luthe is located. The election should look like this: ou=People,dc=example,dc=com
6.
On the Name IDs tab, in the Name ID Format list, select UPN.

7.
In Name ID Type, click User Attribute.

8.
In Name ID Fields, in Attribute Name, type mail.

9.
On the General tab, in Resource Partner ID, type urn:federation:treyresearch.

10.
In Account Partner ID, type urn:federation:example.

11.
On the SSO tab, in the Authentication Method list, select Password.

12.
In Security Token Consumer Service, type the URL https://adfsresource.treyresearch.net/adfs/ls/.

13.
Under Authentication URL, select the Enabled check box.

14.
Click OK.


Configure Additional Outgoing Claims

In addition to setting the identity claim on the Name IDs tab, you can send group or custom claims from FSS to ADFS using the Attributes tab in the SiteMinder Resource Partner configuration interface. Add a group claim to enable Litwareinc.com users access to the Trey Research Windows® SharePoint® Services site through group-to-group mapping. For a more detailed discussion of user mapping approaches, see the Appendixes.
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To add a group claim to the outgoing FSS SAML token

	1.
In the SiteMinder 6.0 Administration application, in the left pane, on the Domains tab, click Resource Partners.

2.
In the right pane, double-click Trey Research.

3.
In the SiteMinder Resource Partner dialog box, click the Attributes tab.

4.
In Attribute List, click Create.

5.
In the SiteMinder Resource Partner Attribute Editor, in the Attribute list select the Group value type.

6.
On the Attribute Setup tab in the Attribute Kind box, click DN Attribute.

7.
In Attribute Fields, click Lookup, and then select the TreyApp Users group that you created in the "Create Sample Users and Groups" section of this guide.

8.
Click OK.

9.
In Attribute Fields, in Attribute Name, type cn, and then click OK.

10.
Click OK to exit the SiteMinder Resource Partner dialog box.


Configure the Resource-Side Federation Server (ADFS)

Add Litwareinc.com as an Account Partner

Now configure the ADFS resource federation server (adfsresource.treyresearch.net) by adding Litwareinc.com as an account partner and preparing for the incoming claims from FSS.

[image: image28.png]


To add Litwareinc.com as an account partner

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services
2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, right-click Account Partners, point to New, and then click Account Partner.

3.
On the Welcome to the Add Account Partner Wizard page, click Next.

4.
On the Import Policy File page, ensure that No is selected, and then click Next.

5.
On the Account Partner Details page, in Display name, type Litwareinc.com.
6.
In Federation Service URI, type urn:federation:example.
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Note 

This value is case sensitive.

7.
In Federation Service endpoint URL, type https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher, and then click Next.

8.
On the Account Partner Verification Certificate page, click Browse, and then locate the Litwareinc.com public key certificate (examplepub.cer) that you created in the "Enable Keys and Certificates in CA SiteMinder" section of this guide. Select the certificate, and then click Next.

9.
On the Federation Scenario page, click Federated Web SSO, and then click Next.

10.
On the Account Partner Identity Claims page, select the UPN Claim, E-mail Claim and Common Name Claim check boxes, and then click Next.

11.
On the Accepted UPN Suffixes page, type litwareinc.com, click Add, and then click Next.

12.
On the Accepted E-mail Suffixes page, type litwareinc.com, click Add, and then click Next.

13.
On the Enable this Account Partner page, ensure that the Enable this account partner check box is selected, and then click Next.

14.
On the Completing the Add Account Partner Wizard page, click Finish.


Add an Incoming Group Claim Mapping

Add a new incoming group claim mapping to correspond to the Litwareinc.com group claim that you set up in the "Configure Additional Outgoing Claims" section of this guide. 
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To add an Incoming Group Claim Mapping for Litwareinc.com

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, right-click Account Partners, right-click Litwareinc.com, point to New, and then click Incoming Group Claim Mapping.

3.
In the Create a New Incoming Group Claim Mapping dialog box, in Incoming group claim name, type TreyApp Users.

4.
In the Organization group claim list, select Adatum TokenApp Claim.
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Note 

Even though the name Adatum TokenApp Claim implies that this claim is exclusively for A. Datum users, this claim will provide access to any federated users (including Litwareinc.com users) if you configure this claim mapping properly.

5.
Click OK.


Now Lisa Luthe can access the SharePoint application, even though she has no resource account at Trey Research.

Add Links for Initiating Federated Access

A user can initiate federation to an ADFS-protected resource in three ways:


The user clicks a preformatted link at the account partner or resource partner site that sends the user directly to the account federation server.


The user clicks a simple link, located anywhere, that sends the user to the resource Web server.


The user types a destination URL directly into the browser.

The first option is similar to the approach that FSS uses, as described in the "Add a Link for Initiating Federated Access" section of this guide. Using this approach with ADFS is discussed in more detail in the Appendixes. 

The second and third options are made possible by the ADFS home realm discovery capability, an ADFS resource federation server feature that provides a Hypertext Transfer Protocol (HTTP) form for account partner users to self-select their identity provider from a list of partners that are registered at the resource. In this deployment, you place simple links on the Litwareinc.com employee portal and use ADFS home realm discovery. 
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To add simple links on the Litwareinc.com employee portal page (IIS 6)

	1.
On the CA SiteMinder Web server (smweb.litwareinc.com) in My Computer, navigate to C:\inetpub\wwwroot (the default root folder for the IIS Web server).

2.
Right-click default.htm, and then click Edit. If you are prompted, select your favorite Hypertext Markup Language (HTML) editing tool. If default.htm is not there, follow the instructions in the "Create New Web Applications" section of this guide.

3.
Add the following text to the page: “Click here to access the Trey Research SharePoint site (simple link).”

4.
Under this text, type the following hyperlink with no spaces: 
https://adfsweb.treyresearch.net/
5.
Add the following text to the page: “Click here to access the Trey Research claims-aware application (simple link).”

6.
Under this text, type the following hyperlink with no spaces: 
https://adfsweb.treyresearch.net:8081/claimapp/
7.
Save and then close the file.


Step 5: Test Federation—FSS as the Account Partner; ADFS as the Resource Partner

In this scenario, Lisa Luthe from Litwareinc.com will access two federated applications at Trey Research—one claims-aware application and one Windows NT® token–based application.
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Note 

You may be prompted (in the Security Alert dialog box) for certificate information. You can install each certificate by clicking View Certificate and then clicking Install, or you can click Yes each time that you are prompted. Each of these Security Alert prompts displays the message "The security certificate was issued by a company you have not chosen to trust." This is expected behavior because self-signed certificates are used for the purposes of this guide.
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To access the claims-aware application

	1.
Open a browser window on the FSS client computer (smclient.litwareinc.com), and then navigate to http://smweb.litwareinc.com/default.htm.
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Note 

This page will open automatically if you set it as Adam Carter’s home page in the "Create New Web Applications" section of this guide.
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Note 

You can use https:// instead of http:// in this URL if you enabled SSL server authentication for the Litwareinc.com employee portal Web site in the "Configure SSL on Web Servers" section of this guide.

2.
When you are prompted for credentials, type the user name lluthe and the password pass@word1.
3.
Click the link under the words “Click here to access the Trey Research claims-aware application (simple link).”

4.
When you are prompted for your home realm, click Litwareinc.com, and then click Submit.


At this point the claims-aware application appears in the browser. You can see which claims were sent to the Web server in the SingleSignOnIdentity.SecurityPropertyCollection section of the sample application.
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To access the Windows NT token–based application

	1.
Close the browser window.

2.
Open a new browser window, and then navigate to http://smweb.litwareinc.com/default.htm.

3.
When you are prompted for credentials, type the user name lluthe and the password pass@word1.
4.
Click the link under the words “Click here to access the Trey Research SharePoint site (simple link).”


At this point you should see the Trey Research SharePoint site. Note that home realm discovery did not occur for the second application. This is due to a persistent cookie that is placed on the client computer by ADFS after the first federated access request, which eliminates the need for performing home realm discovery for this user on this computer until the persistent cookie expires.

Appendix A: Alternative Account Mapping Approaches

ADFS as the Account Partner; FSS as the Resource Partner

The following section includes grids that describe alternative approaches to mapping claims from A. Datum (ADFS) to Litwareinc.com (FSS). In each case, configuration requires two steps, each represented in a column:


On the ADFS account federation server (adfsaccount.adatum.com), in the ADFS console under Resource Partners, enabling and disabling of the Litwareinc.com outgoing claims. To configure claim mapping, click Litwareinc.com, double-click outgoing claims in the right pane, and then select or clear the Enabled check box for each claim.


On the CA SiteMinder federation server (smpolicy.litwareinc.com), in the SiteMinder Administration application, on the System tab under Authentication Schemes, modification of the A. Datum authorization scheme’s user properties (Scheme Setup/Additional Configuration/Users tab).

User-to-User Mapping with Alternative Identity Claims

User-to-user mapping is the mapping approach that is used between ADFS as the account partner and FSS as the resource partner in the default deployment configuration in this guide. The user-to-user approach maps each individual user at an account partner to a corresponding, locally residing resource account. This resource account can potentially include a password that is unknown to the user and not actively managed because it is never actually used for authentication; it is used only for authorization. Or the password can be known to the user and used as an alternate authentication mechanism for continued access to an application when federated access is not possible.

The default guide deployment uses the User Principal Name (UPN) claim from ADFS, mapped to the mail attribute in FSS. Other identity claim combinations can be used, and those configurations are described in the following sections.

Enable Alternative Identity Claims in ADFS

First, you must configure ADFS to populate the E-mail and Common Name claims from Active Directory for use in the Litwareinc.com application.
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To populate the ADFS E-mail and Common Name identity claims

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Account Stores, and then click Active Directory.

3.
In the right pane, double-click the E-mail organization claim.

4.
On the Claim Extraction Properties page, select the Enabled check box.

5.
In Settings, under LDAP attribute, type mail, and then click OK.
6.
In the right pane, double-click the Common Name organization claim.

7.
On the Claim Extraction Properties page, select the Enabled check box.

8.
In Settings, under LDAP attribute, type cn, and then click OK.


Configure Alternative Identity Claims

Besides the UPN-to-E-mail approach that is used in the default deployment, the alternative identity claims that can be used in user-to-user mapping are described in the following table.

	Approach (ADFS-to-FSS)
	ADFS instructions
	FSS instructions
	Notes

	UPN-to-UPN (See note 1.)
	None
	Set the search specification for LDAP to upn=%s.
	Presumes that FSS is using a directory with a UPN attribute field.

	E-mail-to-E-mail
	Disable the UPN claim (See note 2.)
	Set the search specification for LDAP to mail=%s.
	Use this when UPN-to-E-mail does not create a match reliably.

	Common Name-to-Common Name
	Disable UPN and E-mail claims.
	Change the search specification for LDAP to cn=%s.
	Use this if e-mail addresses do not exist in the resource directory but common names do, and they match reliably.
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Note 

This deployment was developed using Sun ONE Directory Server as the CA SiteMinder user store. Sun ONE Directory Server does not include a UPN attribute field in its default schema. Therefore, this deployment cannot use individual UPN-to-UPN mapping.
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Note 

At least one identity claim (UPN, E-mail, Common Name) must be included in any WS-Federation security token, and all three can be sent in the same token. (Your default ADFS setup is configured this way.) However, only one identity claim per token is regarded as the NameIdentifier, which is the claim that an FSS federation server uses to map to its local user directory. When multiple identity claims are sent, ADFS uses a precedence order to automatically determine the value of the NameIdentifier claim. This precedence order is as follows: (1) User Principal Name (UPN), (2) E-mail, (3) Common Name.

User-to-User Mapping with a Custom Claim

In cases in which FSS administrators prefer to use User ID (uid) as the mapping variable in their resource account directory, ADFS administrators can use a custom claim from ADFS that sends the Active Directory pre–Windows 2000 user logon name, a field called sAMAccountName in the Active Directory Lightweight Directory Access Protocol (LDAP) schema. 

Configure an Outgoing Custom Claim in ADFS

Perform these steps to add an additional outgoing claim to the ADFS account federation server (adfsaccount.adatum.com) for use with the FSS environment. 
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To configure an outgoing custom claim in ADFS

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, and then double-click My Organization.

3.
Right-click Organization Claims, point to New, and then click Organization Claim.

4.
In Claim Name, type username.

5.
Under Claim Name, click Custom claim type, and then click OK.

6.
In the left pane of the ADFS console, under Account Stores, right-click Active Directory, point to New, and then click Custom Claim Extraction.

7.
In Attribute, type sAMAccountName.

8.
In the Map to this Organization Claim list, select username, and then click OK.

9.
In the left pane of the ADFS console, double-click Partner Organizations, and then double-click Resource Partners.

10.
Right-click Litwareinc.com, point to New, and then click Outgoing Custom Claim Mapping.

11.
In the Create a New Outgoing Custom Claim Mapping dialog box, in the Organization custom claims list, select username.

12.
In Outgoing custom claim name, type username, and then click OK.


Configure an Incoming Claim in FSS with Xpath Queries

Because ADFS cannot use this custom claim as the value for NameIdentifier, you must use the Xpath Query capability in FSS to identify this custom claim as the preferred login ID in the SAML token, as described in the following table.

	Approach (ADFS-to-FSS)
	Custom Claim–to–UID

	ADFS instructions
	Enable the username claim.

	FSS instructions
	Change the search specification for LDAP to uid=%s.

In the Xpath Query field, type the following (with no spaces): 

/Assertion/AttributeStatement/Attribute
[@AttributeName=’username’]/AttributeValue/text()

	Notes
	Identity claims are ignored.


Group-to-User Mapping Profile Accounts

An alternative to using individual resource accounts for each federated user is to create a smaller set of “profile” accounts that all federated users can be mapped to. In this case, A. Datum users belonging to the External Users group in Active Directory can use a group claim to map to a single External User account at Litwareinc.com.

This approach reduces the amount of day-to-day administration of user accounts at the resource directory. It also obscures the actual identity of users in most FSS log files. However, FSS administrators can review incoming SAML tokens in the CA SiteMinder Policy Server trace file for the token (and included unique NameIdentifier) that results in the creation of a particular CA SiteMinder session ID.

Create Sample Users and Groups

Perform the actions in the following table in the Active Directory or Active Directory Application Mode (ADAM) instance that is used by the ADFS account federation server (adfsaccount.adatum.com).

ADFS as Account Partner
	Action
	Name
	Other action

	Create a security global group
	Example Users
	Create this group in the Federated Users organizational unit (OU).

	Modify user
	Adam Carter
	Add this user to the Example Users group.


Add the objects in the following table to the user directory that is used by the FSS federation server (smpolicy.litwareinc.com).

FSS as Resource Partner
	Action
	Name
	Other action

	Create user
	External user (uid=euser, cn=External User)
	Create this user in the External Users group.


Configure an Outgoing Group Claim in ADFS

Perform these steps to add an additional group claim to the ADFS account federation server (adfsaccount.adatum.com) for use with the FSS environment. 
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To configure an outgoing group claim in ADFS

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, and then double-click My Organization.

3.
Right-click Organization Claims, point to New, and then click Organization Claim.

4.
In Claim Name, type Example Users.

5.
Under Claim Name, click Group claim, and then click OK.

6.
In the left pane, under Account Stores, right-click Active Directory, point to New, and then click Group Claim Extraction.

7.
In the Create a New Group Claim Extraction dialog box, click Add.

8.
In Enter the object names to select, type External Users, and then click Check Names. If the name reconciles, click OK.

9.
In the Map to this Organization Claim list, select External Users, and then click OK.

10.
In the left pane of the ADFS console, double-click Partner Organizations, and then double-click Resource Partners.

11.
Right-click Litwareinc.com, point to New, and then click Outgoing Group Claim Mapping.

12.
In the Organization group claims list, select External Users.

13.
In Outgoing group claim name, type External User, and then click OK. (Do not add an “s” to “User.”)


Configure an Incoming Claim in FSS with Xpath Queries

Because ADFS cannot use this group claim as the value for NameIdentifier, you must use the Xpath Query capability in FSS to identify this group claim as the preferred login ID in the SAML token, as described in the following table.

	Approach (ADFS-to-FSS)
	Group Claim–to–Common Name (profile account)

	ADFS instructions
	Enable the External User claim.

	FSS instructions
	Change the search specification for LDAP to cn=%s.

In the Xpath Query field, type the following (with no spaces): 

/Assertion/AttributeStatement/Attribute
[@AttributeName=’Group’]/AttributeValue/text()

	Notes
	Identity claims are ignored. In cases in which multiple group claims are being sent to a partner, for this approach to succeed, the External User group claim mapping must be the first group claim mapping that is entered into the ADFS console. If it is not the first group claim mapping, delete and then recreate any other group claim mappings after creating the External User group claim mapping.


FSS as Account Partner; ADFS as Resource Partner

The following section includes grids that describe alternative approaches for mapping claims from Litwareinc.com (FSS) to Trey Research (ADFS). In each case, configuration requires two steps, and each step is represented in a column:


On the FSS federation server (smpolicy.litwareinc.com), in the SiteMinder Administration application, on the Domains tab under Resource Partners, modification of the Trey Research resource partner Name IDs (on the Name ID’s tab).


On the ADFS resource federation server (adfsweb.treyresearch.net), in the ADFS console under Account Partners, modification of the Litwareinc.com incoming claims. To configure claim mapping, click Litwareinc.com, double-click incoming claims in the right pane, and then select or clear the Enabled check box for each claim.

Claims-Aware Applications vs. Windows NT Token-Based Applications

On a resource federation server, ADFS can protect two types of Web applications: claims-aware applications and Windows NT token-based applications.

Claims-aware applications are Microsoft ASP.NET applications that have been written to published ADFS objects that allow the querying of ADFS security token claims. The Trey Research application at https://adfsweb.treyresearch.net:8081/claimapp is an example of a claims-aware application.

This type of application is capable of using ADFS claims to make authorization decisions directly, without the use of a mapping account or any resource-side directory. As an alternative, an ASP.NET application can be written to query the ADFS security token to find a claim that is used to map to a locally residing user store. In either case, the authorization logic is contained within the application. Therefore, the only coordination required is that the account partner and the resource partner mutually determine what claims will be expected from an application in a federation access request.

Windows NT token-based applications, conversely, require a local object in an associated directory on which to map incoming SAML security tokens to perform access control. The Trey Research SharePoint site at https://adfsweb.treyresearch.net/ is an example of a Windows NT token-based application.

To enable federated access to Windows NT token-based applications, ADFS administrators can choose between having individual mapping accounts for each user at the account partner, creating a smaller set of “profile” mapping accounts that many account partner users can be mapped to simultaneously, or creating a smaller set of profile mapping groups that many account partner users can be mapped to simultaneously.

The default configuration in this deployment uses mapping groups. The following sections contain instructions for using alternative identity claims with mapping groups, individual mapping accounts, and profile mapping accounts.

Group-to-Group Mapping with Alternative Identity Claims

Group-to-group mapping, which is used in the default deployment in which FSS is the account partner and ADFS is the resource partner, maps a group of users to a small set of Active Directory profile security groups. In this case, Lisa Luthe from Litwareinc.com belongs to the TreyApp Users group in the Litwareinc.com user directory. As a result, FSS sends a group claim that is mapped to the adatumtokenappusers security group in Active Directory at Trey Research. The resource group can be empty—no resource-side user account is necessary.

This approach reduces day-to-day administration at the resource, while also retaining the actual identity of the account partner user in SharePoint logs. In this way, it is superior to the group-to-user mapping method, which is otherwise conceptually similar.

When you use group-to-group mapping, identity claims are not relevant to the mapping process. However, because identity claims are always sent in every WS-Federation security token, it is still necessary for both sides of federation to agree on the expected identity claim data to be sent. 

The default deployment uses the UPN claim format, populated with the FSS user e-mail attribute, which is mapped to the UPN in ADFS. Other identity claim combinations that can be used include those in the following table. 

Enable Alternative Organization Claims for a Windows NT Token–Based Application

Before you make any changes on the ADFS Resource Federation Server, make sure that the Windows NT token–based application has all required organization claims enabled:
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To enable alternative organization claims for the Windows NT token–based application

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click My Organization, double-click Applications, and then click Token-based Application.
3.
Make sure that the Adatum TokenApp Claim, Common Name, E-mail, and User Principal Name organization claims show Yes in the Enabled column. If any show No, double-click the claim, select the Enabled check box, and then click OK.


The list of alternative identity claims that can be used during group-to-group mapping includes the items in the following table. 

	Approach (FSS-to-ADFS)
	FSS instructions
	ADFS instructions
	Notes

	Group-to-group (E-mail as the identity claim)
	Set the Name ID format to EmailAddress.

Set the Name ID type to User Attribute.

Set the Attribute Name to mail.
	Ensure that the E-mail identity claim is enabled.
	Click Site Settings; update My Information in Windows SharePoint Services to see identity claim data. 

	Group-to-group (Common Name as the identity claim)
	Set the Name ID format to CommonName.

Set the Name ID type to User Attribute.

Set the Attribute Name to cn.
	Ensure that the Common Name identity claim is enabled.
	Click Site Settings; update My Information in Windows SharePoint Services to see identity claim data.


As a result of a difference in the way that FSS and ADFS handle the representation of “empty” group claims (where a user is not a member of a group that otherwise results in the inclusion of a group claim in a security token), it is important to keep the following warning in mind when you employ group-to-group mapping:


Do not use more than one group-to-group mapping per federation.


Do not use a group-to-group mapping simultaneously with either individual mapping accounts or group-to-user mapping.

As a workaround, FSS administrators can use the WS-Federation Assertion Generator plug-in to modify the outbound security token, removing all references to group claims that include empty or null attribute values. This workaround requires custom development. For more information about configuring the Assertion Generator plug-in, see the CA SiteMinder Federation Security Services Configuration Guide as well as the CA SiteMinder Developer’s Guide for Java.

Group-to-User Mapping Profile Accounts

An alternative to using mapping groups is to create a small set of profile accounts that all federated users can be mapped to. In this case, Litwareinc.com users belonging to the TreyApp Users group in the Litwareinc.com user directory can use a group claim to map to a single user called External User in Active Directory at Trey Research.

This approach reduces day-to-day account management at the resource partner. However, because it replaces the user identity in the federated application, it also makes auditing individual users more difficult.

Create a Sample User in ADFS

Add the objects in the following table to the Active Directory or ADAM instance that is used by the ADFS resource federation server (adfsresource.treyresearch.net).

ADFS as Resource Partner
	Action
	Name
	Other action

	Create user
	External user (upn=euser@litwareinc.com)
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Note 

Alternate UPN suffix (See the next page for information.)
	Create this user in the Federated Users OU.


Modify SharePoint Permissions

Perform the following actions to grant the Litwareinc.com profile account permissions in the Trey Research SharePoint site. This requires logging into the SharePoint site as terrya, a Trey Research SharePoint administrator.

[image: image45.png]


To add SharePoint permissions for the External User account

	1.
On the ADFS Resource Federation Server (adfsresource.treyresearch.net) open Internet Explorer.

2.
On the Tools menu, click Internet Options.

3.
On the General tab, in the Temporary Internet Files box, click Delete Cookies, and then click OK two times.

4.
In the Internet Explorer Address Bar, type https://adfsweb.treyresearch.net, and then press ENTER.

5.
In Choose Your Home Realm, click Trey Research, and then click Submit.

6.
In the Connect dialog box, type the user name terrya and the password pass@word1.

7.
Click Site Settings, click Manage Users, and then click Add Users.

8.
In Users, type euser.
9.
In Site groups, select the Reader check box to assign External User read-only access to the site, and then click Next.

10.
Confirm that the correct user information is provided, and then click Finish.


Enable Group-to-User Mapping in ADFS

Before using this approach, you must enable a group-to-UPN mapping between the FSS group claim and the External User in the ADFS directory. 
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To enable group-to-user mapping for Litwareinc.com in ADFS

	1.
Click Start, point to All Programs, point to Administrative Tools, and then click Active Directory Federation Services.

2.
Double-click Federation Service, double-click Trust Policy, double-click Partner Organizations, double-click Account Partners, and then click Litwareinc.com.
3.
In the right pane, right-click User Principal Name, and then click Properties.

4.
Click the Groups tab.

5.
In Map incoming groups to users, in From incoming group, type TreyApp Users.

6.
In To user UPN, click the … button.

7.
In Enter object name to select, type External User, and then click Check Names. If the name reconciles, click OK.

8.
In Map incoming groups to users, click Add, and then click OK.


Configure Group-to-User Mapping

As is the case when you use group-to-group mapping, when you use group-to-user mapping, identity claims are not relevant to the mapping process. However, it is still necessary for both sides of federation to agree on the expected identity claim data that is sent during a group-to-group mapping federated access request. 

The following table contains some alternatives for using a group claim for group-to-user mapping of Lisa Luthe from Litwareinc.com to Active Directory in Trey Research.

	Approach (FSS-to-ADFS)
	FSS instructions
	ADFS instructions
	Notes

	Group-to-UPN (UPN as the identity claim)
	Set the Name ID format to UPN.

Set the Name ID type to User Attribute.

Set the Attribute Name to upn or mail, per availability of UPN.
	Ensure that the UPN identity claim is enabled.
	This overrides all UPN-to-UPN mapping for the account partner.

	Group-to-UPN (E-mail as the identity claim)
	Set the Name ID format to EmailAddress.

Set the Name ID type to User Attribute.

Set the Attribute Name to mail.
	Ensure that the E-mail identity claim is enabled.
	This overrides all UPN-to-UPN mapping for the account partner.

	Group-to-UPN (Common Name the as identity claim)
	Set the Name ID format to CommonName.

Set the Name ID type to User Attribute.

Set the Attribute Name to cn.
	Ensure that the Common Name identity claim is enabled.
	This overrides all UPN-to-UPN mapping for the account partner.
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Note 

To see what user context is being used in the Trey Research SharePoint application, in the SharePoint site, at the top of the home page, click Site Settings, scroll down to Manage My Information, and then click Update my information. This identity data changes, depending on whether you use user-to-user, group-to-user, or group-to-group mapping. For example, you should see External User as the user here when you use group-to-user mapping.

As a result of a difference in the way that FSS and ADFS handle the representation of “empty” group claims (in which a user is not a member of a group that otherwise results in the inclusion of a group claim in a security token), it is important to keep the following warnings in mind when you employ group-to-user mapping:


Do not use more than one group-to-user mapping per federation.


Do not use a group-to-user mapping simultaneously with either individual mapping accounts or group-to-group mapping.

As a workaround, FSS administrators can use the WS-Federation Assertion Generator plug-in to modify the outbound security token, removing all references to group claims that include empty or null attribute values. This workaround requires custom development. For more information about configuring the Assertion Generator plug-in, see the CA SiteMinder Federation Security Services Configuration Guide, as well as the CA SiteMinder Developer’s Guide for Java.

User-to-User Mapping with Identity Claims

This approach—which is used in the default deployment, in which ADFS is the account partner and FSS is the resource partner—maps each individual user at an account partner to a corresponding, locally residing resource account. The resource account can potentially include a password that is unknown to the user and not actively managed because it is never actually used for authentication; it is used only for authorization. Or the password can be known to the user and used as an alternative authentication mechanism for continued access to an application when federated access is not possible.

Although it requires more administration as a result of the larger number of resource-side objects, user-to-user mapping also allows for more detailed authorization policy because each user can hold a unique set of account-based entitlements.

Enable Alternative UPN Suffixes in Active Directory

User-to-user mapping depends on matching identity claim data between the FSS environment and the ADFS environment. When it protects Windows NT token–based applications, such as Windows SharePoint Services, ADFS provides advanced functionality, automatically mapping federated user requests to users and groups in local Active Directory, based on the UPN of the locally residing resource account. If a mismatch exists between the incoming NameIdentifier identity claim (for example, lluthe@litwareinc.com) and the UPN of the user’s mapping account (for example, lluthe@treyresearch.net), user-to-user mapping will not work. 

You can use either of the following basic approaches to mitigate the chances of a NameIdentifier mismatch:


Use UPN suffixes in ADFS Active Directory that match the UPN that is generated by the FSS federation server. This action is taken by the ADFS resource partner, and it is the approach described here.


Transform the UPN of a user requesting access to ADFS-protected Windows NT token–based applications to match the UPN that is stored in ADFS Active Directory before sending the assertion to the resource. This action is taken by the FSS account partner, and it requires custom development—notably, the use of the WS-Federation Assertion Generator plug-in. For more information about configuring the Assertion Generator plug-in, see the CA SiteMinder Federation Security Services Configuration Guide, as well as the CA SiteMinder Developer’s Guide for Java.

Enabling alternative UPN suffixes in the ADFS resource federation server’s Active Directory instance makes it possible for the ADFS Web Agent to correctly identify the incoming FSS user in local Active Directory. 
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To enable alternative UPN suffixes in the ADFS resource federation server (adfsresource.treyresearch.net)

	1.
Click Start, click Administrative Tools, and then click Active Directory Domains and Trusts.

2.
In the console tree, right-click Active Directory Domains and Trusts, and then click Properties.

3.
On the UPN Suffixes tab, type litwareinc.com, and then click Add.


When they create users, Trey Research Active Directory administrators now have the option of choosing treyresearch.net or litwareinc.com as the user’s UPN suffix for authentication purposes. 

Create a Sample User and Group in ADFS

Add the objects in the following table to the Active Directory or ADAM instance that is used by the ADFS resource federation server (adfsresource.treyresearch.net).

ADFS as Resource Partner
	Action
	Name
	Other action

	Create OU
	Federated Users
	N/A

	Create user
	Lisa Luthe (upn= lluthe@litwareinc.com, mail=lluthe@litwareinc.com)
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Note 

Enable alternative UPN suffixes in Active Directory.
	Create this user in the Federated Users OU.


Modify SharePoint Permissions

Perform the following actions to grant Lisa Luthe from Litwareinc.com permissions in the Trey Research SharePoint site that was created in the Step-by-Step Guide for Active Directory Federation Services (http://go.microsoft.com/fwlink/?LinkId=49531). This requires logging into the SharePoint site as terrya, a Trey Research SharePoint administrator.
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To add SharePoint permissions for the Lisa Luthe account

	1.
On the ADFS resource federation server (adfsresource.treyresearch.net) open Internet Explorer.

2.
On the Tools menu, click Internet Options.

3.
On the General tab, in Temporary Internet Files, click Delete Cookies, and then click OK two times.

4.
In the Internet Explorer Address Bar, type https://adfsweb.treyresearch.net, and then press ENTER.

5.
In the Choose your Home Realm list, click Trey Research,and then click Submit.

6.
In the Connect dialog box, type the user name terrya and the password pass@word1.

7.
Click Site Settings, click Manage Users, and then click Add Users.

8.
In Users, type lluthe.
9.
In Site groups, select the Administrator check box to assign Lisa administrative privileges to the site, and then click Next.

10.
Confirm that the correct user information is provided, and then click Finish.


Remove the Group Claim from the FSS Configuration

To properly test user-to-user mapping, remove the group claim that is sent by FSS from the FSS configuration. Group membership will no longer result in any group-related claims being added to Litwareinc.com security tokens.
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To remove the group claim from the outgoing FSS SAML token

	1.
In the SiteMinder 6.0 Administration application, on the Domains tab in the left pane, click Resource Partners.

2.
In the right pane, double-click Trey Research.

3.
In the SiteMinder Resource Partner dialog box, click the Attributes tab.

4.
In Attribute List, click the existing group claim, click Remove, and then click OK.


Configure User-to-User Mapping

Unlike group mapping, in user-to-user mapping, identity claims are critical to success. The following table provides mapping alternatives. 

	Approach (FSS to-ADFS)
	FSS instructions
	ADFS instructions
	Notes

	UPN-to-UPN
	Set the Name ID format to UPN.

Set the Name ID type to User Attribute.

Set the Attribute Name to upn.
	Ensure that the UPN identity claim is enabled.
	Presumes that CA SiteMinder is using a directory with a UPN attribute field.

Requires an Active Directory account with an alternate UPN suffix. (See the "Create Sample Users and Groups" section of this guide.)

	UPN- (populated with e-mail) to-UPN
	Set the Name ID format to UPN.

Set the Name ID type to User Attribute.

Set the Attribute Name to mail.
	Ensure that the UPN identity claim is enabled.
	Depends on e-mail in CA SiteMinder matching the UPN in ADFS.

Requires an Active Directory account with an alternate UPN suffix. (See the "Create Sample Users and Groups" section of this guide.)

	E-mail-to-E-mail (but matched to UPN)
	Set the Name ID format to EmailAddress.

Set the Name ID type to User Attribute.

Set the Attribute Name to mail.
	Ensure that the E-mail identity claim is enabled.
	Depends on e-mail in CA SiteMinder matching the UPN in ADFS (not the e-mail).

The ADFS account e-mail address is not relevant in the mapping process.

Requires an Active Directory account with an alternate UPN suffix. (See the "Create Sample Users and Groups" section of this guide.)
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Note 

In FSS, the identity claim that is configured on the Name IDs tab in the CA SiteMinder Resource Partner configuration interface is always the NameIdentifier in the security token. Additional identity claims that are added on the Attributes tab, regardless of format, are not relevant to the UPN mapping process.

Appendix B: Federated Single Logout

Federated single logout makes it possible for a user to log out completely from their account federation server environment as well as any resource partner applications that are federated through a particular browser session. Federated logout improves security by ensuring that no sessions are left open for misuse, hijacking, or other malicious actions. 

Federated logout can be initiated from either the account partner side (for example, a logout link on an employee portal page) or the resource partner side (for example, a logout link in an application). The link syntax differs, depending on the logout origination point.
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Note 

The CA SiteMinder session server must be enabled for federated logout to work with FSS. The CA SiteMinder session server requires a supported Open Database Connectivity (ODBC) database as its repository. For supported databases, see the CA SiteMinder Platform Support Matrix at the CA SiteMinder support site (http://go.microsoft.com/fwlink/?LinkId=89536). To set up the CA SiteMinder session server, see the CA SiteMinder Policy Server Installation Guide.

ADFS as the Account Partner; FSS as the Resource Partner

Set Up Logout in Federation Servers

There is no additional setup required to enable logout on the ADFS account side of the federation. On the FSS federation server, complete the following procedure to enable logout.
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To set up logout on the FSS federation server (smpolicy.litwareinc.com)

	1.
In the SiteMinder 6.0 Administration application, on the System tab in the left pane, click Authentication Schemes, and then double-click the A. Datum authentication scheme.

2.
In the SiteMinder Authentication Scheme dialog box, on the Scheme Setup tab, click Additional Configuration.

3.
In the WS-Federation Auth Scheme Properties dialog box, on the Signout tab, select the Enable Signout check box.

4.
In URLs, type https://adfsaccount.adatum.com/adfs/ls/signout.aspx.

5.
Click OK.


Account Partner-Initiated Logout

In this case the A. Datum account federation server logs the user out of its own session, sends a logout message to the FSS deployment, and displays the results messages on a preformatted Web page. This requires adding a federated logout link to the A. Datum employee portal site.
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To place a federated single logout link on the A. Datum portal page

	1.
On the ADFS account federation server (adfsaccount.adatum.com), in My Computer, navigate to C:\inetpub\wwwroot (the default root for the Web server).

2.
Right-click default.htm, and then click Edit. 

3.
Add the following text to the page: “Click here to log out from the A. Datum employee portal.”

4.
Under this text, type the following hyperlink with no spaces:
https://adfsdaccount.adatum.com/adfs/ls/?wa=wsignout1.0
5.
Save and then close the file.


Resource Partner-Initiated Logout

In this case the Litwareinc.com federation server suspends the user session and sends a logout message to the A. Datum account federation server where the user originally authenticated. The rest of the logout process continues as in the previous example. This requires adding a federated logout link to the Litwareinc.com sample application.
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To place a federated single logout link on the Litwareinc.com federated application

	1.
On the SiteMinder Resource Web server (smweb.litwareinc.com), in My Computer, navigate to C:\inetpub\solguide\fedapp\ (the folder for the federated application).

2.
Right-click default.htm, and then click Edit.

3.
Add the following text to the page: “Click here to log out from the Litwareinc.com application.”

4.
Under this text, type the following hyperlink with no spaces: https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher?wa=wsignout1.0
5.
Save and then close the file.


Test Federated Logout—ADFS as the Account Partner; FSS as the Resource Partner

To test federated logout:


Access the Litwareinc.com federated application.


To test resource partner–initiated logout, click the link under the words “Click here to log out from the Litwareinc.com application.”


To test account partner–initiated logout, after accessing the application, return to the A. Datum employee portal site using the address bar history. Click the link under the words “Click here to log out from the A. Datum employee portal.”

FSS as the Account Partner; ADFS as the Resource Partner

Set Up Logout in Federation Servers

There is no additional setup required to enable logout on the ADFS resource side of the federation. On the FSS federation server, complete the following procedure to enable logout.
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To set up logout on the FSS federation server (smpolicy.litwareinc.com)

	1.
In the SiteMinder 6.0 Administration application, on the Domains tab in the left pane, click Resource Partners.

2.
In the right pane, double-click Trey Research.

3.
In the SiteMinder Resource Partner dialog box, click the Signout tab.

4.
Select the Enable Signout check box.

5.
In Signout Cleanup URL, type https://adfsresource.treyresearch.net/adfs/ls/.

6.
In Signout Confirm URL, type https://smweb.litwareinc.com/ affwebservices/public/signoutconfirmurl.jsp.

7.
Click OK.
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Note 

The SignoutConfirmURL in the previous procedure is the default location that is described in the CA SiteMinder Federation Security Services Configuration Guide. To enable Web access to the file, it must be registered with the ServletExec application server or otherwise published as a Web site. This may require publishing the .jsp page as a Web site manually. 

Account Partner-Initiated Logout

In this case the Litwareinc.com federation server logs the user out of its own session, sends a logout message to the ADFS deployment, and displays the results messages on a preformatted Web page. This requires the addition of a federated logout link to the Litwareinc.com employee portal site.
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To place a federated single logout link on the Litwareinc.com portal page

	1.
On the FSS Web server (smweb.litwareinc.com), in My Computer, navigate to C:\inetpub\wwwroot (the default root folder for the IIS Web server).

2.
Right-click default.htm, and then select Edit.

3.
Add the following text to the page: “Click here to log out from the Litwareinc.com employee portal.”

4.
Under this text, type the following hyperlink with no spaces: https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher?wa=wsignout1.0
5.
Save and then close the file.


Resource Partner-Initiated Logout

In this case the Trey Research federation server suspends the user session and sends a logout message to the Litwareinc.com federation server where the user originally authenticated. The rest of the logout process continues as in the previous example. This requires the addition of a federated logout link to the TreyResearch sample application.

The Trey Research claims-aware Web application already includes a logout link that you can use to test this capability. If you create your own sample application, use the following URL with no spaces: 

https://adfsresource.treyresearch.net/adfs/ls/?wa=wsignout1.0
Test Federated Logout—FSS as the Account Partner; ADFS as the Resource Partner

To test federated logout:


Access the Trey Research claims-aware federated application.


To test resource partner–initiated logout, click the Sign Out link at the top of the Web page.


To test account partner–initiated logout, after accessing the application, return to the Litwareinc.com employee portal site using the address bar history. Click the link under the words “Click here to log out from the Litwareinc.com employee portal.”

Appendix C: Preformatted Access Links with ADFS as the Resource Partner

The simple links that are used to access Trey Research applications in the default deployment invoke the home realm discovery feature in ADFS to redirect the user to their home environment for token acquisition. A persistent cookie is placed on the user’s computer—to avoid having to perform home realm discovery in the future from that computer—until the cookie expires in accordance with the configurable cookie lifetime.

An alternative approach involves using a preformatted link that sends users directly to their home environment for token acquisition before they visit the resource Web site. This approach (the default approach when FSS is the resource federation server) bypasses the ADFS home realm discovery step, which can be a more efficient user experience. However, the user must have access to the link for this approach to succeed. Note that the use of preformatted links does not preclude users from typing URLs directly into their browsers or using simple links to access the same federated application.
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To place preformatted links on the Litwareinc.com portal page (IIS 6)

	1.
On the FSS Web server (smweb.litwareinc.com), in My Computer, navigate to C:\inetpub\wwwroot (the default root folder for the IIS Web server).

2.
Right-click default.htm, and then click Edit. Select your favorite HTML editing tool if you are prompted. If default.htm is not there, follow the instructions in the "Configure Sample Web Applications" section of this guide.

3.
Add the following text to the page: “Click here to access the Trey Research SharePoint site (preformatted link).”

4.
Under this text, type the following hyperlink with no spaces: 

https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher?
wa=wsignin1.0&wtrealm=urn:federation:treyresearch&wctx=
https://adfsweb.treyresearch.net/\https://adfsweb.treyresearch.net/
5.
Add the following text to the page: “Click here to access the Trey Research claims-aware application (preformatted link).”

6.
Under this text, type the following hyperlink with no spaces: 

https://smweb.litwareinc.com/affwebservices/public/wsfeddispatcher?
wa=wsignin1.0&wtrealm=urn:federation:treyresearch&wctx=
https://adfsweb.treyresearch.net:8081/claimapp/\
https://adfsweb.treyresearch.net:8081/claimapp/
7.
Save and then close the file.


Now use these preformatted links to access a Trey Research application.
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To access the claims-aware application (preformatted link)

	1.
On the FSS client computer (smclient.litwareinc.com), in the open browser session, on the Tools menu, click Internet Options.

2.
On the General tab, in Temporary Internet Files, click Delete Cookies, and then click OK two times.

3.
Close the browser window.

4.
Open a new browser window, and then navigate to http://smweb.litwareinc.com/default.htm.

5.
When you are prompted for credentials, type the user name lluthe and password pass@word1.

6.
Click the link under the words “Click here to access the Trey Research claims-aware application (preformatted link).”


Note that no home realm discovery step took place, although cookies were deleted before the federated access request was made. This is due to the preformatted link, which bypassed the initial trip to the resource Web server, going instead directly to the account federation server.
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