[image: image2.png]




E-Mail Desktop Redirector:

Wireless Data Access Using Microsoft Pocket PC and Smartphone
Technical White Paper
January 2004
Table of Contents

2Table of Contents


3Introduction


3Benefits of E-mail Desktop Redirector Solutions


4Desktop Redirector Architecture


5Vendor-Specific Solutions and Features


5Smartner


6Infowave


8Intellisync


9Visto


11User Account Provisioning


11Deployment and Billing Integration


11Licensed


11Hosted


12More Information





Introduction

E-mail has become the de facto standard business communication tool for many. Business professionals are becoming increasingly dependent on e-mail to stay connected with their customers, suppliers, partners, and colleagues. They normally receive a high quantity of business e-mail every day. At the same time, however, they are tending to spend more and more time away from their desks. This affects their ability to manage and control their communication.

In order to remain competitive in today’s fast-paced and competitive marketplaces, businesses must provide their executives and mobile professionals with ready access to their corporate e-mail and other resources while on the road or at customer locations. The increased deployment of wireless data networks and devices has laid the groundwork to make this possible. However, in the past, security issues, inadequate application-level reliability, and costly, difficult implementation and maintenance created a formidable barrier to broad adoption of mobile corporate e-mail.

A key argument in favour of e-mail delivery to wirelessly connected mobile devices is incremental time savings to users, which can cumulatively represent significant productivity gains. According to recent studies by UK-based company Smartner, corporate executives lose up to 5 hours a week through lack of real-time connectivity to their corporate network. For the mobile executive, connected mobile e-mail will quickly become as much of an indispensable tool as the mobile phone.  

Until recently users could only access their e-mail from a few mobile devices and were largely limited to simple browsing of e-mail. The advent of smart devices such as the Microsoft® Windows Mobile™-based Pocket PC and Smartphone that have powerful processors and ample memory storage, coupled with wireless data connectivity, opens up the potential for rich e-mail experiences. For example, e-mail synchronization allows end users to be able to read and process e-mail seamlessly regardless of whether they are actually online or offline.

In this white paper, we outline a number of e-mail synchronization solutions available for Windows Mobile-based Pocket PC and Smartphone that can connect users of these devices to their regular business e-mail on the corporate LAN. These solutions all support Pocket PCs today and will support Smartphones in the near future. Specifically you will see solutions from Smartner, Infowave, Intellisync, and Visto, along with a comparative analysis of the technologies involved and the key features provided by each vendor. In addition, we briefly look at what deployment and billing integration options mobile operators will have in order to implement such a solution.

Benefits of E-mail Desktop Redirector Solutions

Desktop redirector solutions give mobile operator subscribers instant mobile access to business e-mail from their Microsoft Windows Mobile-based Pocket PCs and Smartphones. Users can synchronize their Windows Mobile-based devices and their business e-mail from Microsoft Outlook® or Exchange servers behind company firewalls. They enable any mobile operator to create a new, branded solution offering that connects busy mobile professionals to their business e-mail accounts while away from the office.

Desktop redirector solutions provide two key benefits to end-users – simplicity and control. Users can easily download the installation applications over the web, and self install and operate desktop redirector solutions. Preferences can be set to send and receive e-mail at timed intervals or on-command,
With desktop redirector solutions, mobile operators can create new premium subscription services for business e-mail users. More importantly, they now can offer these as complete services out-of-the-box and sign up subscribers right at the point of sale. These services will not only generate subscription revenues, but also drive data and incremental voice traffic as users start to send and receive e-mail and make phone calls in response to e-mail.

Desktop Redirector Architecture

Figure 1 shows a logical architecture for the desktop redirector solutions described in this white paper. Although each solution has its implementation-specific features, all share a common high-level topology.

There are three key components involved in any desktop redirector solution: a desktop agent, a redirector gateway, and a device client. The desktop agent is an application installed on a PC that is connected to a user’s Outlook or Exchange e-mail account. It is responsible for forwarding e-mail messages between the user’s e-mail account and an account on the redirector gateway, and for processing these messages if necessary. The PC running the desktop agent must be left on for e-mail forwarding to take place. The redirect gateway sits inside a mobile operator’s or service provider’s network. The gateway functions as a router for messages between the desktop agent and the device client. The device client is an application on a mobile device such as a Windows Mobile-based Pocket PC or Smartphone. It retrieves/sends e-mail messages from/to the redirector gateway. A user (or system administrator) installs and configures both the desktop agent and the device client.
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Figure 1  Logical Architecture for Desktop PC-Based Data Synchronization

The desktop agent synchronizes a user’s Outlook or Exchange e-mail account with his or her account on the redirector gateway. The synchronization takes place over a encrypted IP protocol (for example, SSL or HTTPS) that can pass through a typical firewall. Likewise, the device client synchronizes the user’s device inbox with the same account on the redirector gateway. The synchronization again goes over an encrypted network protocol. The gateway in the middle stores and forwards these e-mail messages.

In addition to using encrypted network protocols for data transmissions, all e-mail message contents are encrypted by the sender (that is, the desktop agent or device client) and can be decrypted only by the receiver (the device client or desktop agent) who shares the key with the sender. Most notably, in this architecture, the user’s e-mail is never in clear text when it is in transit or stored temporarily on the redirector gateway.

Vendor-Specific Solutions and Features

There are a number of vendors currently marketing e-mail desktop redirector solutions. Smartner, Infowave, Intellisync, and Visto provide solutions sharing many common features. In this section, we’ll take a look at the features and benefits of each.

Table 1 shows features offered collectively by solution vendors appearing in this white paper. Not all features are offered by every vendor. Sections that follow describe in more detail those features available from each vendor's solution. Note that, while this white paper focuses on e-mail, a couple of the desktop redirector solutions described here also support calendar and contact synchronizations. 

Table 1  Features Offered by Desktop Redirector Vendors

	Feature
	Functions

	E-mail
	· Read/Reply/Compose/Delete/Move
· Support priority flags
· Use default folder in inbox or
· Use vendor's own folder

	Calendar
	· Read

· Accept/Decline/Tentatively Accept/Create new meeting requests

	Contacts
	· Read

· Create new contact

	Alerts
	· E-mail

· Appointment

· Synchronization event

	Attachments
	· File type
· Optional download

· Rule-based download

	Desktop synchronization
	· Server-less synchronization with an office  PC

	Security
	· System-wide encrypted communications and storage


Smartner
Smartner offers what it calls “always-on e-mail” for smart devices. Its Duality Professional (or “Duality”, for short) provides automated real-time synchronization between a user’s Outlook on the desktop and the inbox on a smart device to simplify e-mail management for users. Duality will initially be available on Windows Mobile-based Pocket PC connected to a mobile data network through GPRS or GSM.

Users install the Duality application on their desktop PCs as well as download it onto their Pocket PCs via the device cradle. Duality creates a new folder in the Pocket PC inbox to store e-mail messages.

Having installed the application, simply switching on a Pocket PC will prompt immediate connection with a user’s Outlook e-mail account via a desktop PC. Synchronization will begin without any need for user intervention. The application also has a built-in power management feature that will automatically switch the device on at regular intervals to connect with the desktop for the duration of the update. Communication between the Pocket PC and desktop PC is managed by a redirector gateway, the Duality Relay Server, which is designed to be hosted by mobile operators or service providers.

E-mail arriving at a user's Outlook mailbox is forwarded to the redirector gateway by the desktop PC. The redirector gateway immediately pushes the message to the Pocket PC. All actions subsequently taken by the user, including reading, forwarding, replying, deleting and filing, are automatically replicated back to Outlook to ensure that both views of the user’s e-mail account are perfectly synchronized.

In addition to plain text e-mail messages, Duality enables users to take advantage of their Pocket PCs with an option to receive a wide range of multi-media attachments. Users can maintain full control over the e-mail messages pushed through to their Pocket PCs by using filters that currently exist in Outlook, and defining file-size parameters to set limits on the attachments that are automatically downloaded onto the device. Duality synchronizes e-mail messages in the standard Pocket PC Inbox.

Duality provides the high level of message security, protecting e-mail messages – including sender and recipient details.  Duality uses 128-bit ‘end-to-end’ encryption, which only the PC and the Pocket PC can decode, to help protect e-mail messages. In particular, the redirector gateway does not have the encryption key and will not store the communications at any time.  To enable the messages to navigate the corporate firewall, Duality transfers the message in e-mail format, which the firewall recognizes and accepts, from the desktop and converts it at the relay server into an IP packet that can be delivered over existing mobile phone networks to the GPRS phone or mobile device. 

Table 2 provides an overview of device-side features of Smartner's desktop redirector solution.

Table 2 Smartner Supported Data Types and Associated Solution Features

	Data Type
	Vendor-Specific Features

	E-mail
	· Store e-mail messages in a separate folder in the inbox
· Support new mail notification on Today screen
· Move, select, view, delete, messages
· Download/Upload attachments of all types

	Calendar
	· Not supported

	Contacts
	· Not supported

	Billing/Reports
	· Billing records, usage statistics can be downloaded from relay server and customized for existing systems

	Other Data/Services
	· Server tracks client availability and preferred contact mechanism (available wireless network type, protocol, user-specified availability etc)


Infowave

Infowave’s Symmetry Pro provides synchronization and real-time notification of e-mail between a user’s Exchange server and Windows Mobile-based Pocket PC via a desktop PC. Users can run one installation program to set up all Symmetry Pro components, for desktop PCs and Pocket PCs, and set up an account.
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The Pocket PC screenshot in Figure 3 shows the sign-in screen. Symmetry Pro uses the default inbox folder, calendar and contacts on the Pocket PC. Behind the scene, it replaces the ActiveSync® for these three with synchronization providers of its own. E-mail, calendar and contact synchronizations will automatically use Symmetry Pro client. The user experience resulting from this seamless integration is superior when comparing to other approaches that create separate folders because users do not have to switch folders to get to their e-mail and PIM data.

Figure 3  Infowave Symmetry Pro

Infowave Symmetry Pro encrypts using 256-bit AES end-to-end and redirects new e-mail messages from a user’s Exchange mailbox to a redirector gateway, the Symmetry Pro Gateway, where the messages are temporarily held awaiting retrieval by the user’s Pocket PC. The redirector gateway is designed to also be able to “push” SMS notifications of new messages to the device. In this way, it provides a real-time, always-on experience. The Pocket PC also can be configured to poll periodically and automatically to check for new messages on the gateway. In either case, after retrieving e-mail messages, the Pocket PC decrypts and writes them into a message database on the device where they can be accessed off-line.

The primary function of the redirector gateway is to act as an Internet-based message queuing system where users’ e-mail messages are temporarily stored. It acts as an intermediary between the users’ wireless Pocket PCs and their corporate Exchange server accounts. The gateway restricts access to authorized users of the system, and manages message transfers, remote commands and requests back and forth between the two ends.

Table 3 provides an overview of device-side features of Infowave's desktop redirector solution.

Table 3 Infowave Supported Data Types and Associated Solution Features

	Data Type
	Vendor-Specific Features

	E-mail
	· Use default folder in inbox
· Support e-mail notification
· Download/Upload attachments of all types
· Forward using e-mail rules
· Query old e-mail messages

	Calendar
	· Use default calendar

	Contacts
	· Use default contacts

· Query Exchange Global Address List (GAL)

	Billing/Reports
	· Tight integration with mobile operator/implementer's OSS/BSS systems using open APIs for complete customization

	Other Data/Services
	· Open interfaces for database and business systems make data synchronization fully extensible


Intellisync
Intellisync's Spontaneous Virtual Private Networking product (sVPN) takes a slightly different approach. It uses a server in a mobile operator's network to bridge two Virtual Private Network (VPN) connections – one between it and a desktop PC and the other between it and a mobile device. The VPNs support encrypted communications over the IP Security Protocol (IPSec), avoiding the need to configure firewalls or proxies.

The sVPN device client uses the established Public Key Infrastructure (PKI) mechanism for authentication and 128-bit RC4 end-to-end encryption. Once the encrypted device connection is established, the end-user is authenticated using Radius/SecurID, Windows NT® Domain, Active Directory® and custom password mechanisms. The sVPN server, the equivalent of a redirector gateway, in the operator's network uses built-in firewall functions to discard any data not belonging to valid user sessions. As an additional security measure, only services specified for the particular user are enabled; any other applications and protocols are blocked.
The sVPN server handles connection establishment and termination. All traffic back to the desktop PC is encapsulated in HTTP packets. Moreover, the sVPN server can provide buffering functions in order to protect applications that are sensitive to the performance fluctuations inherent in wireless communication.

Currently sVPN supports Windows Mobile-based Pocket PC. Because it runs within HTTP, the sVPN software can be installed simply and quickly on Windows®--based desktop PCs, without any changes to the existing network configuration, and on Pocket PCs. Individual users can administer their Pocket PC connectivity by means of a simple Windows-based interface. 

A differentiating feature of sVPN is that because the client running on the Pocket PC establishes a direct IPSec VPN connection to the desktop PC, the Pocket PC can operate as if it were connected to the PC through a device cradle. The sVPN client itself is largely invisible to users. For this reason, native applications such as ActiveSync can operate seamlessly across local and mobile connections. Figure 4 shows ActiveSync running OTA by means of the sVPN solution. sVPN synchronizes exactly the same inbox, calendar, contacts, and other data folders that users have set up for cradled ActiveSync. Users can initiate synchronization activities with a single tap.
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Figure 4  Intellisync sVPN with ActiveSync
Enhanced functions offered by the sVPN server include protocol switching, by which application protocols can be mapped as they traverse the gateway. For example, a POP client could exchange data with a MAPI server in order to exchange e-mail with a corporate messaging system.

Table 4 provides an overview of device-side features of Intellisync's desktop redirector solution. Note that, since it enables ActiveSync over a VPN connection, all ActiveSync features to which users have access when the device is docked are available when the device is mobile.

Table 4  Intellisync Supported Data Types and Associated Solution Features

	Data Type
	Vendor-Specific Features

	E-mail
	· Use default folder in inbox
· Support full e-mail synchronization through ActiveSync

	Calendar
	· Use default calendar

· Support full calendar synchronization through ActiveSync

	Contacts
	· Use default contacts

· Support full contacts synchronization through ActiveSync

	Billing/Reports
	· 

	Other Data/Services
	· Other file synchronization supported by ActiveSync available via sVPN


Visto

Visto offers mobile access solutions that users can employ from a wide variety of devices and from all existing and emerging wireless networks (such as GSM, CDMA, GPRS, 1XRTT, and beyond). Visto has developed a customizable desktop redirector call MessageXpress, based on its Mobile Access solution, that provides a convenient way for users to access corporate as well as Internet-based e-mail accounts.
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[image: image6.emf][image: image7.emf]Users can easily install MessageXpress on their desktop PCs and Windows Mobile-based Pocket PCs by themselves, in most instances. Similar to Smartner’s Duality Professional, the Visto application creates a new folder in the Pocket PC inbox to store e-mail messages. Figure 5 shows the synchronize options tab for Visto's MessageXpress.

Figure 5  Visto MessageXpress
The Visto MessageXpress supports 128-bit AES encryption end-to-end. In addition its redirector gateway, called Visto Mobile Access Platform, is a fully managed, store-and-forward service with guaranteed operation backed by Service Level Agreement (SLA).

Table 4 provides an overview of device-side features of Visto's desktop redirector solution.

Table 4  Visto Supported Data Types and Associated Solution Features

	Data Type
	Vendor-Specific Features

	E-mail
	· Store e-mail messages in a separate folder in the inbox
· Synchronize with Internet e-mail (POP3) based on schedule

· Support e-mail notification
· 'Quick message' support for common responses
· Supports Word, Excel, PowerPoint®, HTML attachments 

	Calendar
	· View appointments

	Contacts
	· Query but not synchronize

	Billing/Reports
	· SOAP XML APIs for billing and account management

	Other Data/Services
	· Open interfaces for dynamic device provisioning/configuration, consumer usage reporting

· Automatic software updates without user intervention


User Account Provisioning

Before they can use a desktop redirector solution, end users need to establish accounts on a redirector gateway server that is operated by you or hosted for you by a third party. Ease of account provisioning is a critical factor in the success of any system involving more than a few end users. Desktop redirector solutions from the various vendors handle this differently 

Most solutions offer a Web-based download and account registration. Some of the solutions also permit end users to provision their own accounts directly through the application installer they download from the Web. For example, when installing the application, the user may be prompted to enter a Registration Code as a means to set a period of free service. If a service provider wished to do so, they could freely distribute the software with a generic Registration Code that allowed a certain period of free service to any user who wished to try the software. As the period of free service nears completion the service provider can configure the Gateway to send reminder e-mail messages to the user, prompting them to purchase a paid subscription to the service. 

Deployment and Billing Integration

Typically, desktop redirector vendors offer one of two deployment options to mobile operators: a) licensed and b) hosted; in some cases, a vendor provides both. The amount of time that it takes to deploy and operate a redirector service depends on the depth of integrations and service requirements. It could range from a few weeks to a few months. 

Licensed

This deployment option is available from all four vendors. In this case, a vendor will license its redirector gateway server platform to you, for your own internal infrastructure. The platform is sized and configured for you. You can either purchase perpetual licenses upfront, or recurring monthly or annually fees based on the number of subscribers to the redirector service. Some vendors in this market will offer a migration path whereby you can test the water with a fully hosted redirector gateway service, and then bring the service in-house at a future time when the service is proven. In addition, all vendors will assist you to integrate their platforms with your billing systems.

Hosted

This option is available from Infowave and Visto currently. In this case, a vendor will host your redirector gateway on your behalf and operate it as an outsourced service. The vendor provides the infrastructure required to support your subscribers, along with other service components required to offer it as a commercial, carrier-grade service. Normally you will pay a fixed monthly fee per subscriber to the redirector service to the vendor you have chosen.

This approach helps mitigate potentially large upfront capital expenditures. A vendor's hosting platform can run seamlessly alongside your existing service infrastructure. It offers a very fast time to market, since you are leveraging a service that often has already been tried and tested by other customers. With this type of outsourced platform, you can move from planning to implementation in as little as one month.

Among the indirect costs of this approach are that you give up a degree of control over operation. If you require tighter control over implementation and operations you may prefer to bring service provisioning in-house.

Vendors who offer hosting service will also provide various kinds of degrees of integration services including billing, customer service, technical support, and so on. In particular, for billing, most vendors can support multiple options, including but not limited to operator integrated-billing, third-party billing integration, or direct billing.

More Information
· For further information on the vendors featured in this white paper, please visit:
· Smartner: www.smartner.com
· Infowave: www.infowave.com
· Visto: www.visto.com
· Intellisync: www.Intellisync.com
· For further information on Microsoft's Windows Mobile-based devices, please visit www.microsoft.com/mobile
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