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Lab 5: Creating and Applying Exchange Platinum Policies

Objectives

After completing this lab, you will be able to:

· Review the typical settings for storage limits and deleted item retention.

· Plan and create a mailbox store policy.

· Plan and create a public store policy.

Definitions

· A policy is a collection of configuration settings that is applied to one or more Exchange Active Directory objects of the same class.

Prerequisites

Before working on this lab you should be familiar with:

· Microsoft Windows 2000

· Microsoft Platinum Exchange Server Manager.

Lab Setup
To complete this lab, you need the following:

· Multiple Private and Public Stores.

· A second “test” account on a second store in a separate storage group.

Estimated time to complete this lab: 45 minutes

	Exercise 1:
	Review Default Storage Limit and Deleted Item Retention Settings on Mail-Enabled Users and Information Stores

	Scenario:
	It has become obvious in your organization that different users have different e-mail requirements. For example, many executives in your organization have requested more storage space for their Exchange mailboxes than is currently configured. 

To meet the needs of your users and to more effectively use storage space on your Exchange servers, you decide its time to create and apply private mailbox store policies that you can implement across selected stores in your organization. 

	
	

	Your Tasks:
	Use Active Directory Users and Computers to review the typical settings that can be configured for storage limits and deleted item retention on both the user and store objects.


	Task
	Detail
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	Note: Before continuing verify that you have enabled Advanced Features from the View menu of your console.

	1. Use Active Directory Users and Computers to review the typical properties that can be configured to allow the enforcement of storage limits.
	a) Switch to Active Directory Users and Computers Console.

b) Click Users
c) Right-click Thomriz-SG2 and then click Properties.

d) Click the Exchange General tab, click Storage Limits, and review the settings. 

e) Click Cancel to close the Storage Limits dialog box.

f) Click the Exchange Advanced tab and view the settings.

g) Click Cancel to close the Thomriz--SG2 account Properties dialog box.

	2. Use the Exchange System Manager to review the possible Limit settings for your Private MDB. 
	a) In the Exchange System Manager
b) Expand Administrative Groups.

c) Expand First Administrative Group.

d) Expand Servers, expand MECDEMO-2, and then expand Information Store.

e) Expand First Storage Group, right click Mailbox Store, and click Properties.

f) Click the Limits tab to view the possible configuration settings such as Issue warning, Prohibit send, and Prohibit send and receive.

g) Click the Policies tab.

h) Click Cancel to close the Mailbox Store Properties dialog box.




	Exercise 2:
	Create and Apply a Mailbox Store Policy 

	Scenario:
	You want to implement a policy that has more generous quotas for your VIP staff. You currently host all your VIP staff on a second store in a separate storage group.

	
	

	Your Tasks:
	Use the Exchange System Manager console to create a Mailbox Store Policy with generous quotas and apply it to the MECDEMO-2 SSG Mailbox store.


	Task
	Detail

	1. Use the Exchange System Manager to create a new Mailbox Store Policy using the General, Database, and Limits options.
	a) Expand Exchange System Manager.
b) Expand Administrative Groups.

c) Expand First Administrative Group.

d) Expand Policies.

e) Right-click Policies, point to New, and click Mailbox store policy.

f) Click to enable the General, Database, and Limits check boxes.

g) Click OK.
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	Note: When initially creating a policy the General, Database, and Limits checkboxes allow you to identify the tabs that the policy will have and therefore the types of settings the policy will enforce. In this version of Exchange Platinum, policies are limited to domains, organizations, organizational units, and sites. There is currently no way to define a default or global policy that applies to all objects in the enterprise.

	2. Use the Exchange System Manager to name your policy MECDEMO-2 Executive Mailbox Store Policy and set various options. 
	e) In the Policy name box on the General tab type MECDEMO-2  Executive Mailbox Store Policy.

f) Click to select the Do not allow the removal of this policy from the items it applies to check box.

g) Click the Details tab and enter thomriz in the Administrative note box.

h) Click the General (Policy)  tab, click Browse for the Default Public Store, and click to highlight the Public Folder Store (MECDEMO-2), then click OK.

i) Click the Database (Policy) tab and in the Run maintenance during this time drop down option box click Run daily at 1:00 AM.

j) Click the Limits (Policy) tab and in the Keep Deleted Items for (days) box type 25.

k) In the Issue warning at (k) box type 1
l) In the Prohibit send at (k) box type 1 
m) In the Prohibit send and receive at (k) box type 1
[image: image3.wmf] Under normal circumstances you would set these limits higher for any policy. To later test this policy, an artificially low limit is set.
n) In the Send over-limit messages drop-down box, click Run daily at 2:00 AM.

o) Click OK to close the Executive Mailbox Store Policy Properties dialog box.

p) Click Policies to view the new policy that you created. You may need to refresh the window in order for the policy to appear.

[image: image4.wmf] Executive Mailbox Policy should appear under Policies in the First Administrative Group.

	3. Apply the Executive Mailbox Store Policy to the MECDEMO-2 SSG – Mailbox Store mailbox store for your server.
	a) Right click MECDEMO-2  Executive Mailbox Store Policy and click Add Item.

b) Click MECDEMO-2 SSG and then click Add.

c) Click OK.

d) Click Yes to apply Mailbox Store Policy to the MECEMO-2 SSG mailbox store for your server.

e) In the left pane click MECDEMO-2 Executive Mailbox Store Policy.
f) Verify the policy representation for the Private MDB appears in the right pane.

	4. Use Exchange System Manager to examine the store to verify that the policy has been applied.
	a) Expand Administrative Groups.

b) Expand First Administrative Group.

c) Expand Servers.

d) Expand MECDEMO-2.
e) Expand Information Store and expand Second Storage Group.

f) Right click MECDEMO-2 SSG mailbox store and then click Properties.

g) Click the Policies tab and verify that the policy has been applied to the storage group.

h) View the configuration settings for this mailbox store.

i) Click Cancel when finished reviewing the settings.

	5. Use Active Directory Users and Computers to override the storage limits on MECDEMO-2 SSG.
	a) Switch to Active Directory Users and Computers.

b) Click Users.
c) Right click ThomrizSG2 and then click Properties.

d) Click the Exchange General tab and then click Storage Limits.

e) In the Storage limits group box, click to clear Use mailbox store defaults.

f) In the Deleted item retention group box, click to clear the Use mailbox store defaults.

g) Click OK to close the Storage Limits dialog box.

h) Click OK to close the Mailbox Properties dialog box.
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	Important:  Now there will be a second storage mailbox MECDEMO-2 SSG that has the policies applied. But a recipient Thomas SG2 in this mailbox store has “special rights”.  He is free from the policies when the administrator overrides the storage limits. This is an example of how VIP can have generous quota. Note that the first storage mailbox is not added to the MECDEMO-2 Executive Mailbox Store Policy and hence is not restricted by the quota policies.


	Exercise 3:
	Create and Apply a Public Store Policy

	Scenario:
	You will also need to create a public store policy that can be implemented across your organization. Like the mailbox store policies, you will want to create a test public store policy to apply in your lab before implementing it across your organization.

	
	

	Your Tasks:
	Using your custom console, you will create a public store policy and apply it to the appropriate public store.


	Task
	Detail

	1. Use Exchange System Manager to create a Public Store Policy.
	a) Switch to the Exchange System Manager
b) Expand Administrative Groups.

c) Expand First Administrative Group.

d) Right click Policies, point to New, and then click Public store policy.

e) Click to enable the General, Database, Replication, and Limits check boxes

f) Click OK.



	2. Use the Exchange System Manager to name your policy MECDEMO-2  Public Store Policy and set various options.
	a) In the Policy name box type MECDEMO-2  Public Store Policy.

b) Click to select the Do not allow the removal of this policy from the items it applies to.

c) Click the General (Policies) tab.

d) Make sure that the Clients support S/MIME signatures check box is selected.

e) Click the Database (Policies) tab.

f) In the Run maintenance during this time drop-down box select Run daily at Midnight.

g) Click the Replication tab.

h) In the Replicate public folder changes drop-down box, click Run every 2 hours.

i) In the Replication interval for always (minutes) box, type 30
j) In the Replication message size limit (k), type 512
k) Click OK to close the MECDEMO-2 Public Store Policy Properties.



	3. Apply the policy to your public store.
	a) Click Policies and to refresh the window.

b) Right click MECDEMO-2 Public Store Policy in the left pane.

c) Click Add Item.
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	Important: When selecting your Public MDB in the interface, it is not possible to determine which MDB is associated to your server in the default view.  You must expand the In Folder column repeatedly by dragging the vertical bar to the right of In Folder and dropping it to the right. Expanding the column in this manner allows you to view the full path of the database and then identify the correct server after locating the server name.

	3. (continued)
	d) Click the Public Store for your server.

e) Click Add and then click OK.

j) Click Yes to add the item to the policy.



	4. Use Exchange System Manager to examine the store to verify that the policy has been applied.
	a) Expand Administrative Groups.

b) Expand First Administrative Group.

c) Expand Servers.

d) Expand MECDEMO-2.

e) Expand Information Store and expand First Storage Group.

f) Right click Public Folder Store and click Properties.

g) Verify the limits you configured on the Replication tab have been applied to this Public MDB.

h) Click Cancel to close the Public Folder Store Properties dialog box.


	Exercise 4:
	If Time Permits…
Verify Policy Enforcement

	Scenario:
	You want to verify that policies you created and applied are being enforced. To test this, you send a message with an attachment to your test account (Thomas Rizzo-SG2). Given this account is on a store with a 1K prohibit send and receive setting, the message will be returned to you as undeliverable. 
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	Note: Because the current build has a 1-hour delay in policy application, you must wait a period of 60 minutes after applying the policy before you can perform this test.  You may want to test policy enforcement at the end of the labs.

	Your Tasks:
	Send a message to your test account (Thomas Rizzo-SG2) with an attachment to verify the restriction of Prohibit Send and Receive is being enforced.


