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Introduction

Your company can prepare to recover lost data by developing and implementing a well-planned backup strategy. To recover Microsoft® Exchange 2000 Server data, you must understand both the Microsoft Windows® 2000 Active Directory™ directory service and the architecture of Exchange 2000 database technology. If you also understand transaction logging and how database, checkpoint, and log files relate to each other in previous versions of Exchange, you will be able to use these concepts in Exchange 2000. Troubleshooting principles and strategies between previous versions of Exchange and Exchange 2000 are also similar. 

Although familiarity with procedures used to back up and restore previous versions of Exchange provides a good foundation, you will need to learn new processes for Exchange 2000. For example, the Microsoft Exchange 5.5 database is contained in a single file, whereas the Exchange 2000 database is contained in two linked files (database.edb and database.stm). For backup and restoration, these two files must always be treated as one file. Also, the ESEUTIL or ISINTEG scripts that you run in Exchange 5.5 do not work in Exchange 2000. 

This article describes some of the most important aspects of Exchange 2000 disaster recovery. Whether or not you are familiar with backing up and restoring Exchange 5.5, review the following documentation sources to help you maximize your understanding and your ability to recover from disasters that might occur:

· The “Information Store” and “Backup and Restore” chapters of Microsoft Exchange 2000 Server Planning and Installation

· White papers on Exchange 2000 disaster recovery written by Microsoft Product Support Services (PSS), which are available on the Exchange Web site: www.microsoft.com/exchange 
· Microsoft Exchange 2000 Server online documentation

Active Directory and Exchange 2000 Server

Servers running previous versions of Exchange have their own directory databases, which are replicated on other servers on the same Exchange site. By contrast, Exchange 2000 servers use Windows 2000 Active Directory. Active Directory replicates Exchange mailbox and configuration information throughout an entire Windows 2000 forest.

Connect Exchange 2000 servers to Windows 2000 domain controllers that run Active Directory. Exchange 2000 reads and writes directory information to and from Active Directory as needed.

Note   For information on Windows 2000 domain controllers and Active Directory, see the Windows 2000 documentation.

This has the following important implications for disaster recovery:

· Exchange administrators must now work more closely with Windows administrators because Active Directory is shared between the two.

· Exchange administrators involved in disaster recovery require sufficient permissions in Active Directory to read, write, and modify Exchange entries.

· You can no longer join recovery servers to production domains. If you want to recover a damaged mailbox from a dedicated backup server, you must use a domain controller that is isolated from your production forest.

Exchange Database Technology

Understanding the underlying database technology used by Exchange will help you understand the backup and restore process. An important enhancement in Exchange 2000 is the concept of multiple storage groups and multiple mailbox stores and public folder stores in each storage group. A database contains data in a mailbox store or a public folder store. You can back up and restore databases in a storage group individually or together. A single set of log files contains entries for all databases in the storage group.

Exchange uses fault-tolerant, transaction-based databases to store messages and write-ahead transaction log files to ensure that Exchange data is efficiently processed. Write-ahead is the process of writing transactions to transaction logs sequentially before writing them in bulk to the database. This improves performance and ensures that committed transactions are not lost, because copies are stored in the log files.

With Exchange 2000, you can configure up to four storage groups on each Exchange server. You can configure up to 5 databases in each storage group, for a maximum number of 20 databases on a single server. With previous versions of Exchange, one storage group exists per Microsoft Web Storage System that can have as many as two databases (Pub.edb and Priv.edb). On Web Storage System, databases can be mounted and dismounted individually. This flexibility allows you to restore or perform maintenance on individual databases while others are running.

Windows 2000 Backup Utility (NTBackup.exe)

In Exchange 2000, you use the Windows 2000 backup utility (NTBackup.exe) to back up Windows 2000 and Exchange 2000 data. For general information about Windows 2000 Backup, see the Windows 2000 Server documentation.

Important   Do not use the version of NTBackup.exe included with Windows 2000 version 5.0.2172.1 to back up Exchange 2000 data. When you back up Exchange, you must use Windows 2000 version 5.0.2195.1117 or later. Before you back up or restore your Exchange server data, download the latest version of NTBackup from the Exchange 2000 Web site. NTBackup.exe is discussed throughout this article. 

Backing Up Multiple Databases

You can configure Windows 2000 Backup to back up all Exchange databases on an Exchange server, or you can configure it to back up a specific set of databases or storage groups. You can choose to restore all of the messaging information on your Exchange server or to restore an individual database or storage group.

Although you can back up all of your databases individually, it is recommended that you back up an entire storage group at one time. If you back up databases individually, you also back up log files multiple times in the process.

Important   When you back up and restore Exchange 2000 databases, you cannot run multiple backup or restore processes in a single storage group. See “Restoring Multiple Databases in a Single Storage Group” later in this article for more information.

Exchange 2000 Server Clusters

The clustering process allows you to manage a group of independent servers as a single system. These servers have individual memory, processors, network adapters, and a shared storage medium, for example, redundant array of independent disks (RAID). The cluster of servers must have identical processors and the same amount of RAM. You connect these computers by using a network cable that puts them in continuous contact with each other. If a server fails, the other members of the cluster take over the failed server’s clients. When this occurs, there is a brief time during which your users cannot connect to the network. Full Exchange server functionality resumes when the other cluster node takes over.

One or more Exchange virtual servers can exist in the cluster, and each virtual server runs on one of the nodes in the cluster. Exchange can support multiple virtual servers on a single node. Clients connect to the virtual servers in the same way that they connect to a stand-alone server.

Backing Up Exchange 2000 Server Information

To successfully back up the data on your Exchange 2000 servers, ensure that your backup plan is complete. Define a backup strategy and the data you need to back up, verify the integrity of your configuration data, and consider time requirements for backing up your server data. If your Exchange server is part of a server cluster, you also need to know how to back up data on a cluster server node.

Creating a Backup Plan

Your backup strategy determines your restore strategy. These operations cannot be planned separately. When you create a backup strategy, you should also consider the time it takes to restore. Make sure that you have enough capacity on your hard drive to restore both the database and the log files. A full weekly backup, plus one week of transactional log files, might be more than your server can store. This depends on how many log files are generated during a week. For example, if your server generates 2,000 log files in a week, this amounts to 10 GB of log file space, in addition to the space required by the database.

Backup Types

You can use Windows 2000 Backup to perform different types of backups: full, copy, incremental, and differential. The type of backup you perform depends on the importance of the data you store. Each of the backup types has advantages and disadvantages in terms of data storage, performance, and time requirements. There are two general backup methods: online and offline. 

Note   Consult the white papers available at http://www.microsoft.com/exchange for complete information on all backup types. The backup and restore white papers will help you understand how each backup type works. They will also help you select appropriate backup types for your Exchange organization. The fundamental principles of the various backup types have remained consistent among previous versions of Exchange and Exchange 2000.
Online Backups

An online backup allows the database to continue running while you are backing up data. The advantage of an online backup is that users are not affected and processing is not interrupted. An online backup can be either partial or full. Full backups copy everything in the database, and partial backups copy only the log files.

An online, full backup is the preferred type of backup. A full backup copies Exchange database files and Exchange log files. It deletes those transaction log files that contain transactions committed to the server database. It is easier to restore from a full backup because it usually involves only one backup tape.

Offline Backups

An offline backup allows you to save a copy of the database without copying the log files. An offline backup is always your second choice, however, because it is necessary to dismount the database before performing the backup, which makes it impossible for users to send or receive mail during the process. 

Backup Strategies

The backup strategy you choose has a direct impact on the restoration process. For example, if you choose a strategy that involves full daily backups, the restoration process will require only one backup tape and save you time. But if you choose a strategy that combines full weekly backups with either incremental or differential backups, the restoration process will involve a greater amount of data and require multiple tapes and additional time. 

Types of Data to Back Up 

It is important to back up all of the mission-critical data for your organization. Mission-critical data includes the contents of your users’ mailboxes and configuration data necessary to run your Exchange servers. In most situations, ensure that you have copies of your static data, such as your software applications and management scripts. In addition, routinely back up your dynamic data, such as your Exchange 2000 configuration data and your Exchange databases.

Static Data

Static data includes the following types of data:

· Microsoft Windows 2000 Server operating system software and any service packs or software updates (for example, Windows Updates or hot fixes)

· Packaged application software (for example, Microsoft Exchange 2000 Server)

· Supporting software, such as third-party backup software, or system management software

· User application software, such as Active Server Pages (ASP) applications, mailbox agents, and workflow software

· Management scripts

Dynamic Data

Dynamic data includes the following types of data:

· Web Storage System databases and supporting files

· Active Directory

· Key Management Service (KMS) databases (needs to run on a member server with certificate authority)

· Site Replication Service (SRS) databases

· System State, including the Microsoft Internet Information Services (IIS) metabase

· Cluster quorum (if your Exchange organization uses clusters)

Verifying and Validating Backups

Your ability to restore data and servers depends on the quality of your backups; therefore, it is important to verify the success of your backup procedure. For complete fault tolerance, you should verify your backup procedure at the event and data levels. 

Verification of the event   It is important to verify that the backup occurred without errors. Examine the Windows 2000 backup log for the backup event you are verifying. In addition, thoroughly review the events in the Windows 2000 event log to ensure your backup was completed as scheduled without errors. You should research and resolve errors or inconsistencies in the logs as soon as possible.

Verification of data   Verifying data involves restoring the data from the storage device to another computer to verify that the backup was successful. It might not be feasible to verify all backups from all servers, particularly in a large installation; however, by rotating a restoration process to include various servers or backup devices, you can verify the integrity of the system and identify potential problems before you lose data. This process can also help you train administrators to perform restoration procedures.

Backing Up Data on a Cluster Server Node

Use Windows 2000 Backup to perform a backup of a cluster node in which the cluster service is operational. Using the wizard on the What to Back Up screen, select Back up everything on my computer. 

When backing up a cluster server node:

· Be sure the node on which you are performing the backup is the owner of the cluster quorum disk. To check this, stop the cluster service on all nodes except the node running Windows 2000 Backup. Then choose between the following two options:

· Select Back up everything on my computer to back up everything on a node. This backup includes the clustering software, cluster administrative software, quorum, and System State.

· Select Only back up the System State data to back up the System State, which includes the quorum. 

· To back up all cluster disks owned by a node, perform the backup from that node.

Note   During backup, Windows 2000 Backup might report the following error message: Completed with Skipped Files, examining the Windows 2000 Backup log, both CLUSDB and CLUSDB.LOG failed to be backed up. Ignore this error. The quorum logs from the cluster quorum drive are successfully backed up.

After backing up the cluster quorum disk on one node, you do not need to back up the quorum on the remaining cluster nodes. You can also back up the clustering software, cluster administrative software, System State data, and other cluster disks on the remaining cluster nodes.

Recommended Backup Deployment

One recommended backup method requires that you never let your database drive (containing the .edb and .stm files) become more than half full. Although this results in unused disk space, it can reduce extended server downtime.

With your database drive half empty, you can perform defragmentation and other maintenance duties on the same logical disk, instead of copying databases over to a maintenance server. For example, performing an offline defragmentation involves making a copy of the database. The copy is defragmented, and then copied over the original, fragmented database files. If you must copy the data back over your network wire from a maintenance server, or even from another logical disk drive, the time it takes to defragment increases. When defragmenting on the same drive, however, copying the database is virtually instantaneous.

When your database drive is half empty, it is easier to restore. Generally, the best recovery strategy is to restore a database by replacing the existing database with the restored version. However, if a backup is unsuccessful, it is best to repair the current database. With this method, a minimum of data is lost. This is why it is recommended that you back up the current database and log files before restoring a database. Given the size of the average database, copying your most current database to another logical disk drive or to another server is likely to add several hours to your downtime. But if you have sufficient local disk space on the same logical drive, you can simply move the current database files to another folder. 

Note   When restoring from tape, your current database is overwritten as soon as the process begins. Therefore, if you do not leave your database drive half empty, you must commit to this extra downtime while the current database files are copied remotely, or there is a risk of a failure in your backup tape, in which case you lose your database. 

Recovering from Disasters

There are times when you need to restore Exchange databases, or even your entire Exchange server. The procedures you use to recover your information depend on the type of disaster that occurs. Use the procedures in the following sections to help you regain the functionality of your Exchange server. 

Levels of Disaster Recovery

There are different types of disasters that might occur. You might need to restore a mailbox that has been deleted or damaged, for example, or you might need to restore one or more databases or storage groups. If a major disaster occurs, you might even need to restore an entire Exchange server, which includes ensuring that Active Directory is still intact, restoring the Exchange 2000 configuration, and restoring all the Exchange databases.

Restoring Mailboxes

You can recover mailboxes in two ways. First, you can reconnect a deleted mailbox to a new user account, which is relatively easy. Second, you can recover a damaged mailbox by restoring a previous backup, which is more difficult. 

For information on restoring a deleted mailbox, restoring a damaged mailbox from backup, and protecting mission-critical mailboxes, see “Mailbox Recovery for Microsoft Exchange 2000 Server” on this Web site.
Restoring One or More Exchange Databases

You can use Windows 2000 Backup to restore damaged databases, storage groups, or your entire Exchange server from backup. If your Exchange server is still functional, this is a relatively simple process. This section describes how to restore Exchange databases to an Exchange 2000 server that is still functional. To restore an entire Exchange 2000 server, including all of your Exchange server databases located on that server, see “Full Server Recoveries” later in this article.

Note   Before restoring from tape, it is helpful to make a copy of existing database files, even if these files are damaged. Until your backup tape is fully restored and verified, do not assume that your database is restored. If the restoration fails, the existing database, even if damaged, might be able to be repaired.

To restore one or more databases, first ensure that Web Storage System is running. In addition, ensure that the databases you want to restore are all dismounted. 

Note   Because Exchange 2000 supports multiple storage groups and databases, you need to dismount only the specific database you want to restore. This allows users access to any other databases in Web Storage System. 
Use Windows 2000 Backup to restore the databases that you want to recover. For step-by-step procedures for recovering databases, see the Exchange 2000 online documentation. 

If you are restoring only a single backup set, select Last Restore Set. This option mounts the Exchange databases after restoration. If you are restoring more than one backup set (for example, one full backup and a differential backup), you should select Last Restore Set only when you restore the final differential backup. 

Note   To restore a database on a different server, the database display name and the storage group display name have to be identical. In addition, the respective organization names and administrative group names on the backup and restore servers must match.

The database and transaction log files from the backup are restored to an extra storage group that is dynamically created for the restore process during restoration. During restoration, the transaction logs are applied to the database in the restore storage group. After recovery, Web Storage System mounts the recovered database into its original storage group.

Important   For important considerations required by the database restoration process, see “Restoring Multiple Databases in a Single Storage Group” below.
Restoring Multiple Databases in a Single Storage Group

You can run only one backup or restoration process on a particular storage group at a time. Multiple simultaneous backup or restoration processes must be run on multiple storage groups. Therefore:

· You can restore only one backed-up database at a time in a given storage group. 

· You can restore backups of multiple storage groups simultaneously.

When restoring multiple databases in the same storage group, first mount the databases you have just restored before proceeding with the next database restoration. For example, databases A, B, and C are in the same storage group and were backed up together. You decide to restore database A, so you mark only database A for restoration. Then, while the database A restoration is still running, you decide to restore database B. Before you can restore database B, however, you must let database A finish restoring, and then you must mount database A. Only at this point can you start restoring database B. 

In this example, you could have restored both databases simultaneously if you had originally marked both database A and database B for restoration. This is because a Restore.env file is created by each restore process. If you had chosen to restore databases A and B together, the Restore.env file would have contained information for both. But when you restore databases serially, the Restore.env file for database B overwrites that of database A. The only way to avoid this is to mount database A and process its Restore.env file before restoring database B.

Full Server Recoveries

A full server recovery involves restoring Exchange 2000 Server or Windows 2000 Server, or both. Because of multiple storage groups and databases in Exchange 2000, the restoration process is more complex. 

When performing a full server recovery, you must first reinstall Microsoft Exchange 2000 Server in Disaster Recovery mode before recovering Exchange data. Disaster Recovery mode retrieves information from Active Directory to correctly reinstall Exchange. 

You must also know the various procedures required for recovering different types of servers. Exchange 2000 servers can be dedicated to specific roles, such as running KMS or SRS. 

Be aware that the mode in which an Exchange server is running might require additional steps for recovery. For example, it requires more steps to recover an Exchange 2000 cluster server than a single Exchange 2000 member server.

The recovery procedures for the following four scenarios are described in the remainder of this article:

· Recovering an Exchange 2000 member server

· Recovering an Exchange 2000 member server running SRS

· Recovering an Exchange 2000 member server running KMS 

· Recovering an Exchange 2000 cluster server

Requirements for Recovering Exchange 2000

Consider the following requirements before attempting to restore an Exchange 2000 server:

· Replacement hardware   If hardware was permanently damaged in the disaster, you must replace it.

· Windows 2000 and Exchange 2000 Installation CDs   This includes any applicable service packs or software updates as outlined in the Windows 2000 and Exchange 2000 Release Notes.
· Full backups of the system drive   This includes any other logical drives where critical applications or data was installed.

· Backups of Exchange databases   Your backups include backups of Web Storage System. You might also need backups of ancillary databases, such as the SRS databases and KMS server databases. 

· Member servers present in Active Directory   If the Exchange server you are restoring is a member server (not a domain controller) in the domain, ensure that Active Directory still contains a server object for the Exchange server being restored. If Active Directory does not contain the required Exchange 2000 server object, server recovery cannot proceed. 

Note   Do not attempt to recover an Exchange 2000 server unless the Exchange object exists in Active Directory.

· Backups of domain controllers   If the Exchange server you are restoring is the only Active Directory domain controller for the domain, you must restore Active Directory prior to restoring Exchange. For information on requirements needed to restore Windows 2000 Active Directory, refer to the Windows 2000 Server Resource Kit.

· Recent Windows 2000 System State data backup   A System State backup is a new type of Windows 2000 backup. Windows 2000 Backup does not back up the system configuration during a file system backup. A System State data backup backs up system configuration information such as the Windows registry and IIS metabase.

Note   If the Exchange 2000 server is also a domain controller (a server running Active Directory), be sure to include backups of Active Directory in the System State data backup. For information on requirements needed to restore Windows 2000 Active Directory, refer to the Windows 2000 Server Resource Kit. 

Important   Steps in the following sections assume your Exchange 2000 server is a member server in a domain and that it is not running Active Directory.
Recovering an Exchange 2000 Member Server

The directory for Exchange 2000 is a component of Windows. If Active Directory is running on a separate domain controller in the domain and it is intact (that is, it survived the disaster), proceed with the steps below.

If Active Directory was running on the same computer as the Exchange 2000 member server, first restore Active Directory before recovering Exchange. For information on restoring Active Directory, refer to the Windows 2000 Server Resource Kit.

In addition to reinstalling Windows 2000 and restoring file system backups, you should also restore the System State data. By restoring the System State data (which includes the Windows registry and IIS metabase), the computer returns to its state at back up. 

Reinstalling Windows 2000

To rebuild Windows 2000:
1. Install Windows 2000 as a stand-alone server. 

2. Install the same version of Windows 2000 that was previously installed. For example, you may have installed Windows 2000 Advanced Server or Windows 2000 Datacenter Server previously. 

3. Install the operating system on the same drive and paths on which it was previously installed. If necessary, configure drives to match the previous logical drive configuration. 

4. Use the same server name as was used for the original Exchange server. 

5. Select all of the same components installed on the original server. 

6. Do not rejoin the domain. Leave the server in a workgroup so that after you install Windows 2000, you can restore the System State data that places the server in the correct domain. 

Important   After reinstalling the version of Windows 2000 Server used in the original installation on this server, reinstall any Windows 2000 service packs or software updates that were previously installed. 

Restoring the System Drive

Restore full backups of the system drive or any other logical drives in which critical application data was installed. 

· Use Windows 2000 Backup to restore file system backups to the rebuilt Windows 2000 server.

Restoring Windows 2000 System State

Restore the Windows 2000 System State data. By restoring the System State data, the rebuilt computer is returned to its original domain with its computer account matching the System ID in Active Directory.

· Use Windows 2000 Backup to restore the System State data. After restoring the System State data, you must restart your server as prompted by Windows 2000 Backup.

Important   After restoring the System State and restarting the server, an error message might appear informing you that one or more services could not be started. This includes services such as Simple Mail Transport Protocol (SMTP) that were running prior to restoring System State data and services that have not yet been reinstalled. These services require that Exchange 2000 be installed. If your full file system restorations did not include the Exchange 2000 installation directory or other critical application data, the error message appears. These services will start after Exchange 2000 is installed in Disaster Recovery mode. 

Run Exchange Setup in Disaster Recovery Mode

Running Setup in Disaster Recovery mode ensures that Exchange 2000 is installed with the most current configuration information available in Active Directory.

To run Setup in Disaster Recover mode:

1. Insert your Microsoft Exchange 2000 CD-ROM in the CD-ROM drive and run Setup.

2. In Exchange Setup Wizard, be sure that every component originally installed on the computer is set to Disaster Recovery. If necessary, manually select the components you installed originally. Microsoft strongly recommends writing down those components that need to be reinstalled, because Setup cannot perform this function.

Important   You must reinstall Exchange 2000 on the same drive and directory on which it was installed on the original server. Also, if you are running Setup from the command prompt, you must use the /disasterrecovery command line switch to have Disaster Recovery as an option.

3. During Disaster Recovery mode, a message informs you that you cannot restore Exchange 2000 unless Active Directory still contains a server object for the server being restored. Verify that the server object exists for the server you are restoring. If the server object does not exist, the recovery process will not succeed.

4. Near the end of the Setup process in Disaster Recovery mode, Setup instructs you to restore your Exchange databases and then restart your server. 

Note   If Setup is complete and you receive a prompt to restart your server before a prompt to restore your Exchange databases, ignore the option to restart your computer. First restore your Exchange databases, and then restart your server.

Recovering Databases

To recover Exchange databases, you must verify that all services that Exchange depends on are running. You must also dismount each of the databases on the server you want to restore. 

To recover your databases:

1. Use Windows 2000 Backup to restore your databases. In Restoring Database Store, in Temporary location for log files and patch files, specify a directory in which to store the log files that is different from the directory in which the original log files exist. Make sure that the location has enough disk space to store the files. If you restore databases or log files to their original location, any existing databases or log files are overwritten.

2. If you are restoring a full backup without any incremental backups, select Last restore set to start log file replay after restoring the database. If you are restoring a backup with incremental backups, do not select this option until you restore the last incremental backup.

3. After restoring your databases, verify that the databases are mounted before restarting your server. After restarting your server, your Exchange 2000 member server should be fully restored, including configuration settings that existed prior to the disaster.

Recovering an Exchange 2000 Member Server Running SRS

Recovering an Exchange 2000 member server that is running SRS involves the same steps as recovering a single member server. However, there are additional steps to recover the SRS database following Disaster Recovery.

Important   After you have recovered an SRS server, be aware of the distinction between starting a service and mounting a database. SRS can run without a database. If SRS is started with no database present, it will expect a restoration to give it back its files.

In addition to the requirements described in “Requirements for Recovering Exchange 2000” earlier in this article, you must also meet the following requirements:

Back up the Exchange 2000 SRS database

Follow the same steps in the “Recovering an Exchange 2000 Member Server” section earlier in this article through restoration of the Exchange databases.  That is, reinstall Windows 2000, restore the system drive, restore the Windows 2000 System State, run Exchange 2000 Server Setup in Disaster Recovery mode, and then restore the Exchange databases. Before you restart your server as described in the last steps of the “Recovering Databases” section earlier in this article, perform these additional steps to ensure recovery of the SRS database from backup. 

Enable and Start SRS Following Disaster Recovery

1. Ensure there are no *.edb, *.log, or *.chk files in the Exchsrvr/srsdata folder. The original database cannot be restored if these files are present.

2. In the Computer Management —console, under Services and Applications, select Services.
3. In the list of properties, right-click Exchange Site Replication Service and click Properties.

4. Under Startup type, click Automatic, and then start the service.

Reset the Password for the Exchange 5.5 Service Account

1. From System Manager, under Administrative Groups, select the administrative group, and then click your site name.

2. Right-click the administrative group, and then click Properties. On the General tab, click Modify, clear the password and confirm password text boxes, and then reenter the password in the password and confirmation password text boxes.

3. Click Apply.

Restore SRS Database

· Use Windows 2000 Backup to perform the steps as described in the “Recovering Databases” section earlier in this article. However, restore the SRS database instead of Exchange databases.

When you have restored the SRS database, the Exchange 2000 member server running SRS recovery is complete. Verify that all the steps described in “Recovering an Exchange 2000 Member Server” earlier in this article have been performed before restarting the system.

Recovering an Exchange 2000 Member Server Running KMS

Recovering an Exchange 2000 member server that is also running KMS requires the same steps involved in recovering a single member server. However, additional steps are required to recover the certificate authority (if the certificate authority was running on the same server as KMS) and the KMS database following Disaster Recovery.

In addition to the requirements described in the “Requirements for Recovering Exchange 2000” in this article, you must also have the following:

· Backup of the Exchange 2000 KMS database

· System State data backup containing the certificate authority if the KMS server was running certificate authority

Follow the same steps in “Recovering an Exchange 2000 Member Server” earlier in this article. That is, reinstall Windows 2000, restore the system drive, restore the Windows 2000 System State data, run Exchange 2000 Server Setup in Disaster Recovery mode, and restore the Exchange databases. 

If the recovered server was the certificate authority in addition to being the Key Management System, you will restore the certificate authority automatically by restoring the System State of the original server. Certificate authority does not need to be checked as a component to install if you are restoring the System State data. 

Also, prior to restarting the server as described in “Recovering Databases” earlier in this article, perform the following additional steps to ensure that the KMS database is restored from backup.

Start KMS Following Disaster Recovery

1. Verify that the KMS data directory (typically \Program Files\Exchsrvr\KMSData) is empty.
2. In the Computer Management console, under Services and Application, click Services.

3. Select Exchange Key Management Service from the list of services, and then click Properties.

4. In Startup Parameters, enter the Key Management password, and then click Start.
Restore the KMS Database

· Use Windows 2000 Backup to perform the steps described in the “Recovering Databases” section earlier in this article. However, restore the KMS database instead of Exchange databases.

When you have restored the KMS database, the Exchange 2000 member server running KMS recovery is complete. Verify that all steps described in “Recovering an Exchange 2000 Member Server” earlier in this article have been performed. Then restart your computer.

Recovering an Exchange 2000 Cluster Server

Clustering provides a mechanism for moving resources between cluster nodes when a disaster occurs. When a single server fails, clustering moves Exchange 2000 resources to another server in the cluster so that services remain available to users. The server that failed can be removed from the cluster and replaced with another server. Exchange resources can then be moved back to this new server to restore load balancing. This section describes the steps to remove a failed server from a cluster, rebuild it, and then rejoin the server to the cluster.

In addition to disasters involving the loss of a single node in a cluster, there are cases in which the cluster-shared disk—or cluster quorum—is lost. This section describes the steps to recovery when the cluster quorum is lost.

Recovering a Single Lost Server in a Cluster

The practice of clustering provides recovery when a server node goes down in a cluster. When a single server in a cluster fails, Exchange resources running on the server are moved to an available node in the cluster. Exchange databases remain intact on shared storage and can be accessed by the Exchange virtual server from another node in the cluster. This is a feature of clustering. It provides reliability when disaster occurs on a single server in the cluster. After resources are moved to an available node in the cluster, follow these procedures to remove the failed node and replace it with a new node.

Evicting the Lost Server Node from the Cluster

To replaced a failed server in a cluster with a new node:

1. Use Cluster Administrator to remove the lost node from the cluster.

2. Use Cluster Administrator to verify for each cluster group and resource that the evicted node no longer appears as a possible or preferred owner.

3. Physically remove the damaged node from the cluster and shared storage.

Note   For more information about Exchange cluster servers, see Exchange 2000 Server Planning & Installation.

Building a New Server Node for the Cluster

The lost node does not need to be rebuilt to replicate the original lost node. An entirely new node can be built (new computer name, new IP, and so forth), and then joined to the cluster. 

To create a new server node:

1. Install Windows 2000 and provide a new computer name during installation. 

2. Join the same domain as before with the same administrative permissions given to the previous Administrator account.

3. Set up this new computer to access the same shared storage as the original node. 

Rejoining the Server Node to the Cluster

· To rejoin the server node to the cluster, set up the cluster service on this newly built server. When asked to join a cluster, specify the cluster you want to join.

Install Exchange on the Server Node and Move Resources Back to the Node

1. Install Exchange 2000 on this newly joined node. You must do this before Exchange resources can be moved back to the newly joined node.

2. Verify that the cluster groups and resources on the other node show the new node as a possible or preferred owner.

3. Move the Exchange resources that originally failed to the new node.

Recovering a Lost Cluster Quorum

To recover from a cluster quorum failure, a cluster quorum backup is needed. In addition to the requirements described in “Requirements for Recovering Exchange 2000” earlier in this article, you must also have a backup of the System State data containing the cluster quorum.

When the cluster quorum is lost on the shared disk, along with Exchange databases, follow these steps:

Restore Cluster Quorum from Backup

The quorum needs to be restored before the cluster service can be restarted on any nodes in the cluster. To restore the quorum:

1. If the signature has changed since backup, use the DumpConfig utility, which is found in the Windows 2000 Server Resource Kit, to restore the signature of the quorum disk. 
2. If Cluster Service is running, stop the service on all cluster nodes. 

3. Use Windows 2000 Backup to restore the System State (containing the contents of the cluster quorum disk). Windows 2000 Backup puts the contents of the cluster quorum disk in subdirectory SystemRoot\Cluster\Cluster_Backup. 

4. After restoration, you are prompted to restart. Instead of restarting, run Clusrest.exe to restore the content of the SystemRoot\Cluster\Cluster_Backup directory to the cluster quorum disk. The Clusrest.exe tool can be found in the Windows 2000 ServerResource Kit.

5. Restart the computer. 

Restore Exchange 2000 databases from Backup

After the quorum has been restored and the nodes in the cluster have been restarted, verify that the shared disk resource can be accessed after the cluster service has started. If the shared disk on which the Exchange databases reside can be accessed, check to see if the .edb, .stm, and log files still exist for the Exchange virtual server storage groups. If they are intact, start your Exchange resources. If the shared drive was lost, to restore your Exchange databases from backup:

1. Start Exchange System Manager and, for databases owned by Exchange virtual servers on the cluster, select the Do not mount at startup check box. This prevents new databases from being created on the shared disk resource when Exchange resources are started.

2. Use Windows 2000 Backup to perform the steps described in “Recover Databases” earlier in this article. Prior to restoring the databases, verify that shared storage on which Exchange databases reside is available and accessible by the cluster node that currently owns the disk resource.

3. Verify that the databases are mounted by using System Manager and check the Event log. Be sure to clear the Do not mount at startup check box for each database that was successfully restored.
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