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Abstract

This document contains information about the Microsoft Operations Manager (MOM) Management Pack for Commerce Server 2006. It includes information about monitoring the status and performance of the various systems within Commerce Server.
Introduction
As part of the Microsoft® Windows Server System™, Microsoft Commerce Server 2006 is an extensible solution that lets organizations quickly deploy commerce-connected portals. Commerce Server 2006 provides a powerful set of capabilities for non-transaction-based sites including user profiling, content targeting, multilanguage support, and advanced business analytics. Commerce Server 2006 features also extend to transaction-based sites that have capabilities for catalog management, order processing, and merchandising. Organizations can take advantage of all or some of the Commerce Server 2006 features depending on their needs.
The Commerce Server 2006 Microsoft Operations Manager (MOM) Pack provides availability, health, and configuration monitoring of Commerce Server services. By monitoring the Commerce Server services that are installed in one or more sites, the Commerce Server MOM Pack highlights issues that cause downtime or poor performance, such as unavailable services, long response times, and security breaches.
The Commerce Server MOM Pack also collects performance analysis and capacity-planning data by tracking application performance and user load.
Follow these steps to display the version number of the MOM Pack that you have on your computer:
1. Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.
2. In the MOM 2005 Administrator Console, expand Management Packs, and then expand Rule Groups.
3. Right-click Microsoft Commerce Server 2006, and then click Properties.
4. In the Rule Group Properties dialog box, on the General tab, the version number appears in the Version box.
To download the Commerce Server MOM Pack, see http://go.microsoft.com/fwlink/?LinkId=43970. 
MOM Pack Monitoring Scenarios
The following table describes how the Commerce Server MOM Pack supports monitoring the Commerce Server services and systems. 
	Service or System
	Commerce Server MOM Pack Features

	Catalog System
	Identify access problems
Report on catalog-related tasks

	Order System
	Identify access problems
Report failures

	Profiles System
	Identify access problems
Report queries that are bad or not valid
Report configuration that is not valid

	Data Warehouse and Analysis
	Identify failed imports
Identify configuration issues

	Marketing System
	Report job success or failure

	Staging System
	Report staging-related tasks
Identify problems with the staging process


Monitoring a Commerce Server 2006 Site
The Commerce Server MOM Pack monitors the Microsoft Commerce Server 2006 services; it does not monitor the Microsoft Commerce Server 2006 site. Use the Microsoft Web Sites and Services MOM Pack for MOM 2005 to monitor a Web application. Use both the Web Sites and Services MOM Pack 2005, and the Commerce Server 2006 MOM Pack to monitor the full functionality of your Web sites.
Download the Web Sites and Services MOM Pack for MOM 2005 from http://go.microsoft.com/fwlink/?linkid=57578. 
MOM Pack Status Definitions
The following table shows the meaning of the monitoring statuses that the Commerce Server 2006 MOM Pack provides.
	Item
	Green
	Yellow
	Red

	Commerce Server
	The performance of Commerce Server is within typical operational values.
	The performance of Commerce Server is starting to decrease. You should take action to correct this.
	The performance of Commerce Server is worse than the threshold for issuing a warning.


The following table shows the meaning of the monitoring states for Commerce Server sites.
	Item
	Green
	Yellow
	Red

	Monitor
	Site is running
	One of the services has a problem with a dependency.
	Site is not running

	Catalog
	A query about the state of the Catalog Web service returns in the allowed time.
	A query about the state of the Catalog Web service takes longer than the allowed time to return, but before the maximum time to return.
-- Or --
The CSHealthMonitor service cannot access the Catalog Web service because the Web service is not configured correctly.
	A query about the state of the Catalog Web service returns after the allowed amount of time.
-- Or --
An error occurred during a request to the Catalog Web service.

	Marketing
	A query about the state of the Marketing Web service returns in the allowed time.
	A query about the state of the Marketing Web service takes longer than the allowed time to return, but before the maximum time to return.
-- Or --
The CSHealthMonitor service cannot access the Marketing Web service because the Web service is not configured correctly.
	A query about the state of the Marketing Web service returns after the allowed amount of time.
-- Or --
An error occurred during a request to the Marketing Web service.

	Orders
	A query about the state of the Orders Web service returns in the allowed time.
	A query about the state of the Orders Web service takes longer than the allowed time to return, but before the maximum time to return.
-- Or --
The CSHealthMonitor service cannot access the Orders Web service because the Web service is not configured correctly.
	A query about the state of the Orders Web service returns after the amount of time.
-- Or --
An error occurred during a request to the Orders Web service.

	Profiles
	A query about the state of the Profiles Web service returns in the allowed time.
	A query about the state of the Profiles Web service takes longer than the allowed time to return, but before the maximum time to return.
-- Or --
The CSHealthMonitor service cannot access the Profiles Web service because the Web service is not configured correctly.
	A query about the state of the Profiles Web service returns after the allowed amount of time.
-- Or --
An error occurred during a request to the Profiles Web service.


	To set the allowed and maximum time values

	5. Click Start, click Run, type Explorer, and then click OK.
6. In Windows Explorer, move to the <drive>:\Program Files\Microsoft Commerce Server 2006 folder.
7. In the Microsoft Commerce Server 2006 folder, open the CSHealthMonitor.exe.config file.
8. In the CSHealthMonitor.exe.config file, update the values for the <YellowDelay> and <RedDelay> tags. Specify the values in milliseconds.
9. Save and close the file.


Tasks the MOM Pack Supports
The following table describes the tasks that you can perform with the Commerce Server MOM Pack.
	Task
	Description

	Start CS Health Monitor
	Start the CSHealthMonitor service to enable or disable state monitoring of the Commerce Server sites.

	Stop CS Health Monitor
	Stop the CSHealthMonitor service.

	Start IIS service
	Start the IIS service

	Stop IIS service
	Stop the IIS service

	Start Direct Mailer service
	Start the Direct Mailer service

	Stop Direct Mailer service
	Stop the Direct Mailer service

	Start Commerce Server management console
	Start the Commerce Server management console


MOM Pack Views
The following table describes the views that the Commerce Server 2006 MOM Pack provides.
	Category
	Views

	Microsoft Commerce Server 2006
	Events
Performance
State

	Microsoft Commerce Server 2006 \ Catalog System
	Events
Performance

	Microsoft Commerce Server 2006 \ Orders System
	Events
Performance

	Microsoft Commerce Server 2006 \ Marketing System
	Events
Performance

	Microsoft Commerce Server 2006 \ Profiles System
	Events
Performance

	Microsoft Commerce Server 2006 \ Staging System
	Events
Performance

	Microsoft Commerce Server 2006 \ Data Warehouse
	Events
Performance


Monitoring with Low Permissions
The Microsoft Commerce Server 2006 MOM Pack for MOM 2005 offers monitoring in a low-privilege configuration scenario. The RunAsUser account for running the CSHealthMonitor service can monitor Commerce Server without other permissions.
Deploying the Commerce Server MOM Pack
You do not have to configure the Commerce Server MOM Pack. However, you must assign the required permissions to the account that you use to run the CSHealthMonitor service. This account must have permissions to access the Catalog, Marketing, Orders, and Profiles Web services.
Upgrading From an Earlier Version of the Commerce Server MOM Pack
The Commerce Server 2006 MOM Pack is incompatible with the Commerce Server 2002 MOM Pack. It installs as a separate MOM Pack. The Commerce Server 2002 MOM Pack runs only on Microsoft Operations Manager 2000, while the Commerce Server 2006 MOM Pack runs only on Microsoft Operations Manager 2005.
Availability of Commerce Server MOM Pack Data
Service discovery is the process of discovering the roles, components, and relationships for the computers that the MOM Pack manages. Each MOM Pack collects service discovery data that is specific to the technology that the MOM Pack supports. Many features of a MOM Pack are unavailable until the MOM Pack collects service discovery data the first time. The MOM Pack has nothing to report until it collects some data.
By default, the Commerce Server MOM Pack collects service discovery data every 60 minutes. Therefore, service discovery data might not appear in the MOM Operator Console until a maximum of 60 minutes after you deploy the MOM Pack. Additionally, the reporting component of the MOM Pack relies on a Data Transformation Services (DTS) task to transfer data from the MOM database to the MOM Reporting database. This DTS task usually runs every night. Taken together, these two facts mean that the Commerce Server MOM Pack does not have the data that it must have to create reports until both the service discovery and the DTS task finish.
Configuring Monitoring Scenarios
You can configure several Commerce Server MOM Pack monitoring scenarios. The following table lists the scenarios that you can configure, and indicates which elements of the scenario you can modify. The table also indicates whether you must configure additional information before you can use the monitoring scenario. Additional sections of this document contain detailed instructions for each of these scenarios.
	Scenario
	Configurable Elements
	Configuration Required?

	Commerce Server site state monitoring
	Modify the CSHealthMonitor.exe.config file to change the frequency of the monitoring.
-- Or --
Specify a new implementation of the state monitoring class.
	Yes

	Performance monitoring
	Modify the sampling period. The sampling period defaults to 15 minutes.
-- Or --
Modify the threshold for warnings. The threshold for warnings defaults to 25.
-- Or --
Modify the threshold for errors. The threshold for errors defaults to 50.
	No

	Event notification
	Modify the format of e-mail messages.
-- Or --
Modify the group who will receive e-mail messages. By default, members of the Operations Manager Administrators group will receive e-mail messages.
	No


After you change the configuration of the MOM Pack, you can commit the configuration changes manually to deploy the changes to the computers that MOM manages. 
	To commit configuration changes

	10. Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.
11. In the MOM 2005 Administrator console, move to MOM Packs.
12. Right-click MOM Packs, and then click Commit Configuration Change.


If you do not commit the configuration changes manually, MOM deploys the changes after the rule change-polling interval passes (five minutes by default) and after the agent configuration interval passes (one minute by default). Both of these intervals may occur at the same time.
	To set the rule change polling interval

	13. Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.
14. In the MOM 2005 Administrator console, in the left pane, expand Microsoft Operations Manager <server name>, expand Administration, right-click Global Settings, and then click Management Server Properties.
15. In the Management Servers Properties dialog box, on the Rule Change Polling tab, in the Rule change poll interval section, change the interval to check for rule changes (specify this value in minutes), and then click OK.


	To set the agent configuration interval

	16. Click Start, point to Programs, point to Microsoft Operations Manager 2005, and then click Administrator Console.
17. In the MOM 2005 Administrator console, in the left pane, expand Microsoft Operations Manager <server name>, expand Administration, right-click Global Settings, and then click Agent Settings.
18. In the Agents Properties dialog box, on the Agent Heartbeat tab, in the Configuration Requests section, change the request configuration interval (specify this value in minutes), and then click OK.


Commerce Server Site State Monitoring
Commerce Server 2006 installs the CSHealthMonitor service by default. However, it starts in the "Manual" state. The CSHealthMonitor service monitors all the Commerce Server sites and you must start it before monitoring can occur. There is a task defined in the Commerce Server MOM Pack that can start (or stop) the CSHealthMonitor service on a computer that is part of the Commerce Server computer group.
The CSHealthMonitor service contains a configuration file that you can edit. By default, the configuration file is stored at C:\Program Files\Commerce Server 2006\CSHealthMonitor.exe.config. The values that you can edit are stored in the CSHealthMonitor section of the configuration file. The following table shows the values that you can edit and store in the configuration file.
	Attribute
	Description
	Default Value

	Catalog/YellowDelay
	Delay (in milliseconds) after which a call to test the state of the Catalog Service will be set to yellow (or red).
	30000

	Catalog/RedDelay
	Delay (ms) after which a call to test the state of the Orders Service will be set to red.
	60000

	Orders/YellowDelay
	Delay (ms) after which a call to test the state of the Orders Service will be set to yellow (or red).
	30000

	Orders/RedDelay
	Delay (ms) after which a call to test the state of the Profile Service will be set to red.
	60000

	Profile/YellowDelay
	Delay (ms) after which a call to test the state of the Profile Service will be set to yellow (or red).
	30000

	Profile/RedDelay
	Delay (ms) after which a call to test the state of the Catalog Service will be set to red.
	60000

	Marketing/YellowDelay
	Delay (ms) after which a call to test the state of the Marketing Service will be set to yellow (or red).
	30000

	Marketing /RedDelay
	Delay (ms) after which a call to test the state of the Marketing Service will be set to red.
	60000

	Monitor /StateMonitor
	The class that implements the calls that perform the calls to the different services. You use the execution time of that function to set a Green, Yellow or Red state color.
	Microsoft.CommerceServer.HealthMonitor.Monitoring.StateMonitor, Microsoft.CommerceServer.HealthMonitor.Monitoring

	Monitor/ MSCSAdminConnection
	The Commerce Server MOM pack uses this value to connect to the MSCS_Admin database. The MSCS_Admin database contains all the information that is required to know all the sites/resources that Commerce Server defines.
	data source=127.0.0.1; Trusted_Connection=yes; Database=MSCS_Admin

	Monitor/ SiteInformationCacheLength
	How frequently the service will refresh the site cache.
	1 hour

	Monitor/CheckStateDelay
	How frequently (ms) MOM checks the state information.
	30000


Performance Monitoring
The performance alerts are all set to generate a yellow warning when the value is greater than 25 and a red warning when the value is greater than 50. You should modify these values to correspond to the running environment. Run performance tests to determine what value is a cause for concern (yellow) and what value requires immediate action (red) for each performance counter.
Configuring Agent Computers to Run in Low-Privilege Scenarios
Monitoring functionality on an agent computer is provided by both the MOM Service (MOMService.exe) and the Action Account. On Windows 2000, the Action Account must be a member of the local administrators group. On Windows Server 2003, you can use an account with low permissions for the agent’s Action Account under certain circumstances.
On Windows Server 2003, the Action Account must have the following minimum permissions:
· Be a member of the Local Users Group.
· Be a member of the Local Performance Monitor Users group.
· Manage auditing and security log permission (SeSecurityPrivilege).
· Allow log on locally permission (SeInteractiveLogonRight).
In a low-permission scenario, you must also give the Action Account the "Manage auditing and security log" permission by using Local or Global Policy.
Technical Reference
This section provides reference information about various settings and options in the Commerce Server 2006 MOM Pack.
Computer Attributes
The Commerce Server 2006 MOM Pack collects the following attributes for computers:
· Commerce Server 2006 – Defines if the computer that is running Microsoft Windows Server 2003 has Commerce Server installed.
Computer Groups
The Commerce Server 2006 MOM Pack includes the following computer groups:
· Microsoft Commerce Server 2006
Scripts
The Commerce Server 2006 MOM Pack includes the Commerce Server Site Service Discovery script. You use this script to discover the presence of the CSHealthMonitor service. The following table shows the associated event rule for this script.
	Location
	Event Rule
	Default Value

	Commerce Server 2006/ State Monitoring
	Commerce Server Site Service Discovery
	 


MOM Pack Rules
The Commerce Server 2006 MOM Pack contains the following rule groups and rules.
Commerce Server Catalog System
This rule group contains all the events related to the Commerce Server Catalog System. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	All inventory and catalog SQL exceptions
	Event
	Yes
	Error

	Any unhandled exception in the Catalog Web service.
	Event
	Yes
	Error

	Full text operation failed.
	Event
	Yes
	Error

	The catalog export process completed.
	Event
	Yes
	Info

	The catalog export process failed
	Event
	Yes
	Error

	The catalog export process started.
	Event
	Yes
	Info

	The catalog import process completed.
	Event
	Yes
	Info

	The catalog import process failed
	Event
	Yes
	Error

	The catalog import process started.
	Event
	Yes
	Info

	The catalog rebuild process completed.
	Event
	Yes
	Info

	The catalog rebuild process failed.
	Event
	Yes
	Error

	The catalog rebuild process started.
	Event
	Yes
	Info

	The catalog schema does not correspond to this version of commerce
	Event
	Yes
	Error

	The inventory export process completed.
	Event
	Yes
	Info

	The inventory export process failed
	Event
	Yes
	Error

	The inventory export process started.
	Event
	Yes
	Info

	The inventory import process completed
	Event
	Yes
	Info

	The inventory import process failed.
	Event
	Yes
	Error

	The inventory import process started.
	Event
	Yes
	Info

	Unable to connect to the catalog database.
	Event
	Yes
	Error

	Unable to connect to the inventory database.
	Event
	Yes
	Error

	Unable to retrieve the resource properties for the inventory resource
	Event
	Yes
	Error

	Unable to retrieve the resource properties for the product catalog resource.
	Event
	Yes
	Error

	Free Text Search Rate
	Performance Measuring 
	Yes
	None

	Free Text Search Time
	Performance Measuring
	Yes
	None

	Missing Instances : Inventory Sku Query time
	Performance Measuring
	Yes
	None

	Catalog Update time
	Performance Measuring
	Yes
	None

	Cache Hits
	Performance Measuring
	Yes
	None

	Missing Instance : Product Query time
	Performance Measuring
	Yes
	None

	Advanced Search Rate
	Performance Measuring
	Yes
	None

	Cache Misses
	Performance Measuring
	Yes
	None

	Missing Instance : Inventory Sku Query Rate
	Performance Measuring
	Yes
	None

	Catalog Update Rate
	Performance Measuring
	Yes
	None

	Inventory Update time
	Performance Measuring
	Yes
	None

	Product details query time
	Performance Measuring
	Yes
	None

	Missing Instance : Inventory Update time
	Performance Measuring
	Yes
	None

	Inventory Update Rate
	Performance Measuring
	Yes
	None

	Missing : Combined Search time
	Performance Measuring
	Yes
	None

	Advanced Search time
	Performance Measuring
	Yes
	None

	Missing : Combined Search Rate
	Performance Threshold
	Yes
	None

	Missing Instance : Inventory Update Rate
	Performance Threshold
	Yes
	None

	Missing Instances : Warnings per second
	Performance Threshold
	Yes
	None

	Product details query Rate
	Performance Threshold
	Yes
	None

	Missing Instances : Executions per second
	Performance Threshold
	Yes
	None

	Inventory Export Rate
	Performance Threshold
	Yes
	None

	Missing Instance : Product Query Rate
	Performance Threshold
	Yes
	None

	Inventory Export Time
	Performance Threshold
	Yes
	None

	Error : Average execution time
	Performance Threshold
	Yes
	None

	Missing Instances : Errors per second
	Performance Threshold
	Yes
	None


Commerce Server Data Warehouse and Analysis
This rule group contains all the events related to the Data Warehouse and analysis. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	Catalog DTS task: Import failed
	Event
	Yes
	Error

	Delete Task : Delete Task Failed
	Event
	Yes
	Info

	Log Import Task:Failed to import logs for site
	Event
	Yes
	Error

	Marketing DTS import failed
	Event
	Yes
	Error

	Prepare Reports DTS task : failed to complete
	Event
	Yes
	Info

	Profile Data Import Task: Execution of task failed.
	Event
	Yes
	Error

	Sync Task :Sync Task failed for site
	Event
	Yes
	Error

	Transaction DTS task :Execution failed
	Event
	Yes
	Error

	UImport: Hits per second
	Performance Measuring
	Yes
	None

	CatImport: Total Products
	Performance Measuring
	Yes
	None

	UPM: DTS Export Errors
	Performance Measuring
	Yes
	None

	UPM: DTS Records Exported/sec
	Performance Measuring
	Yes
	None


Commerce Server Marketing System
This rule group contains all the events related to the Marketing System. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	A failure occurred during a Marketing System campaigns refresh.
	Event
	Yes
	Error

	A mailing list operation failed. Please make sure that the lists used by the operation exist and are available.
	Event
	Yes
	Error

	A mailing list which is involved in the list operation was not available.
	Event
	Yes
	Error

	ADO connection to the Direct Mailer database failed
	Event
	Yes
	Error

	ADO Initialization failed
	Event
	Yes
	Error

	Any unhandled exception in the Marketing Web service.
	Event
	Yes
	Error

	Attempt to connect to the Direct Mailer Database has failed
	Event
	Yes
	Warning

	Attempt to create a Test Direct Mail campaign failed because no Test Mailing List is associated with this Direct Mail.
	Event
	Yes
	Error

	Cannot access service configuration - unknown exception has been raised
	Event
	Yes
	Error

	Cannot access the service configuration information
	Event
	Yes
	Error

	Cannot initialize the service
	Event
	Yes
	Error

	Cannot initialize the service - unknown exception has been raised
	Event
	Yes
	Error

	Cannot start the service: Service Handler is not installed
	Event
	Yes
	Error

	CDO Initialization failed
	Event
	Yes
	Error

	Failed to execute ADO command
	Event
	Yes
	Error

	Job started execution
	Event
	Yes
	Info

	Service has been started
	Event
	Yes
	Info

	Service has been stopped
	Event
	Yes
	Info

	The job has been aborted due to system shutdown request
	Event
	Yes
	Warning

	The job has completed execution
	Event
	Yes
	Info

	The job was aborted because the Direct Mailer database has become unavailable.
	Event
	Yes
	Warning

	The List operation was terminated abruptly before it could complete.
	Event
	Yes
	Error

	The operation was not able to acquire an exclusive lock on the Mailing List.
	Event
	Yes
	Error

	The promo code Import process failed
	Event
	Yes
	Error

	The service was initialized but failed to connect to the database.
	Event
	Yes
	Error

	Unhandled exception in the module. The module execution terminated
	Event
	Yes
	Error

	Job interrupted
	Event
	Yes
	Warning

	Coupon Export Rate
	Performance Measuring
	Yes
	None

	Marketing Lookups Rate
	Performance Measuring
	Yes
	None

	Coupon Import Rate
	Performance Measuring
	Yes
	None

	List Manager jobs running
	Performance Measuring
	Yes
	None

	Marketing Update Rate
	Performance Measuring
	Yes
	None

	List Import Rate
	Performance Measuring
	Yes
	None

	Coupon jobs running
	Performance Measuring
	Yes
	None

	List Export Rate
	Performance Measuring
	Yes
	None

	DML: Direct Mail Errors/sec
	Performance Threshold
	Yes
	None

	DML: Direct Mail jobs running
	Performance Threshold
	Yes
	None

	DML: Mail Messages Sent/sec
	Performance Threshold
	Yes
	None


Commerce Server Orders System
This rule group contains all the events related to the Orders System. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	Any unhandled exception in the Orders Web service.
	Event
	Yes
	Error

	Export of Orders Configuration data failed
	Event
	Yes
	Error

	Failed to Save Purchase Order
	Event
	Yes
	Error

	Failure converting Purchase Order/Basket to Xml
	Event
	Yes
	Error

	Failure executing a pipeline.
	Event
	Yes
	Critical Error

	Import of Orders configuration data Failed
	Event
	Yes
	Error

	Pipeline Error
	Event
	Yes
	Critical Error

	Email notification Commerce Server Order System
* Sends an e-mail when a Critical Error occurs within this rule group.
	Alert
	Yes
	 

	Purchase orders retrieved per second
	Performance Measuring
	Yes
	None

	Baskets retrieved per second
	Performance Measuring
	Yes
	None

	Purchase orders updated per second
	Performance Measuring
	Yes
	None

	Baskets persisted per second
	Performance Threshold
	Yes
	None

	Baskets created per second
	Performance Threshold
	Yes
	None

	Baskets converted to PurchaseOrder per second
	Performance Threshold
	Yes
	None

	PurchaseOrder persisted per second
	Performance Threshold
	Yes
	None


Commerce Server Staging 
This rule group contains all the events related to the Staging System. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	Authentication failure Ensure the account has proper access on local and remote servers
	Event
	Yes
	Error

	Connection to server has been reset This indicates problems with the remote service or network
	Event
	Yes
	Error

	Could not find route. Ensure the route name is correct and that it exists on the target servers
	Event
	Yes
	Error

	Not enough space on the disk
	Event
	Yes
	Error

	Server cannot be found
	Event
	Yes
	Error

	Server is unavailable
	Event
	Yes
	Error

	Site Server Content Deployment service is not running
	Event
	Yes
	Error

	Site Server Content Deployment service shut down successfully
	Event
	Yes
	Info

	Site Server Content Deployment service started successfully
	Event
	Yes
	Info

	The remote network is unreachable
	Event
	Yes
	Error

	Too many active projects No more can be started until others complete
	Event
	Yes
	Error

	Unable to access the project source
	Event
	Yes
	Error

	Unable to connect to the remote server
	Event
	Yes
	Error

	Unable to open a file on the destination server. Check permissions on the project directory and files
	Event
	Yes
	Error

	Files Received/sec
	Performance Measuring
	Yes
	None

	Connections Current
	Performance Measuring
	Yes
	None

	Current Replications Total
	Performance Measuring
	Yes
	None

	Files Sent/sec
	Performance Measuring
	Yes
	None

	Bytes Sent/ sec
	Performance Threshold
	Yes
	None

	Bytes Received/sec
	Performance Threshold
	Yes
	None


Commerce Server State Monitoring
This rule group contains all the events related to state monitoring. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	Catalog Service State
	Event
	Yes
	 

	Commerce Server Site Service Discovery
	Event
	Yes
	 

	Marketing Service State
	Event
	Yes
	 

	Orders Service State
	Event
	Yes
	 

	Profiles Service State
	Event
	Yes
	 

	The CSHealthMonitor is not running
	Event
	Yes
	Error


Commerce Server Profiles System
This rule group contains all the events related to the Profiles System. The following table lists the rules included in this rule group.
	Rule
	Type
	Enabled
	Severity

	Any unhandled exception in the Profiles Web service.
	Event
	Yes
	Error

	Bad connection string has been supplied to Profile Service object.
	Event
	Yes
	Error

	Error in initializing the Encrypt/Decrypt component
	Event
	Yes
	Error

	Error occurred in initializing the memory-pool for password-cache
	Event
	Yes
	Error

	Failed to create performance counter object for site
	Event
	Yes
	Error

	Invalid connection string. Private key index value specified without a Public key.
	Event
	Yes
	Error

	Invalid private key index value or value not specified in the connection string.
	Event
	Yes
	Error

	Invalid profile definition.
	Event
	Yes
	Error

	Invalid value for Encryption Type attribute or attribute not defined
	Event
	Yes
	Error

	Invalid value for Key Index attribute or attribute not defined for profile
	Event
	Yes
	Error

	Profile schema cache profile definitions limit exceeded
	Event
	Yes
	Error

	Profile Service object is not initialized.
	Event
	Yes
	Error

	Ran out of stack space in Profile Service component.
	Event
	Yes
	Error

	The password cache for site is full
	Event
	Yes
	Error

	The profile object cache has become full. Please release dirty entries, and try your operation again.
	Event
	Yes
	Error

	Value for PrivateKey1 not specified. Invalid connection string.
	Event
	Yes
	Error

	Value for PrivateKey2 not specified. Invalid connection string.
	Event
	Yes
	Error

	Value for Public key token not specified in the connection string.
	Event
	Yes
	Error

	UPM: Object Modifies/sec
	Performance Measuring
	Yes
	None

	AuthFilter: Failed Windows-AuthChecks/sec
	Performance Measuring
	Yes
	None

	Error : AuthFilter: WindowsAuth-Cache-Misses/sec
	Performance Measuring
	Yes
	None

	AuthMgr: AuthChecks Succeeded/sec
	Performance Measuring
	Yes
	None

	Error : UPM: Object Reads/sec
	Performance Measuring
	Yes
	None

	UPM: Object Creations/sec
	Performance Measuring
	Yes
	None

	AuthFilter: Successful Windows-AuthChecks/sec
	Performance Measuring
	Yes
	None

	AuthChecks Failed/sec
	Performance Threshold
	Yes
	None


Extending the CSHealthMonitor Service
Commerce Server 2006 installs a CSHealthMonitor service that provides the functionality required to monitor one or more Commerce Server sites. This service takes advantage of the information in the MMC database for Commerce Server so that it can obtain all the required configuration information about the sites, and which resources are available within each site.
After the service finds the information related to the configuration, the service then calls a class that implements the IStateMonitor interface. This topic describes the default implementation of IStateMonitor and gives instructions about how a user can modify state monitoring. 
Commerce Server defines the IStateMonitor interface as:
namespace Microsoft.CommerceServer.HealthMonitor.Monitoring
{
  /// <summary>
  /// The StateMonitor interface
  /// </summary>
  /// <remarks>Implement this interface to monitor the different Commerce Server 2006
  /// services.</remarks>
  public interface IStateMonitor
  {
    /// <summary>
    /// Monitor the Catalog service
    /// </summary>
    /// <param name="context">The Catalog context to use for monitoring</param>
    void CatalogMonitoring(Microsoft.CommerceServer.Catalog.CatalogContext context);
    /// <summary>
    /// Monitor the Orders service
    /// </summary>
    /// <param name="context">The Orders context to use for monitoring</param>
    void OrdersMonitoring(Microsoft.CommerceServer.Orders.OrderManagementContext context);
    /// <summary>
    /// Monitor the Profiles service
    /// </summary>
    /// <param name="context">The Profiles context to use for monitoring</param>
    void ProfilesMonitoring(Microsoft.CommerceServer.Profiles.ProfileManagementContext context);
    /// <summary>
    /// Monitor the Marketing service
    /// </summary>
    /// <param name="context">The Marketing context to use for monitoring</param>
    void MarketingMonitoring(Microsoft.CommerceServer.Marketing.MarketingContext context);
  }
}
The CSHealthMonitor service assumes success when the method finishes. If there is an error, the function must throw an appropriate exception. You can throw one of the following exceptions if an error occurs: 
19. ServiceMonitoringException: This is the base class of all the exceptions that can occur when monitoring a service.
20. CriticalErrorException: Throw this to indicate a critical error.
21. ErrorException: Throw this to indicate an error.
22. SecurityIssueException: Throw this to indicate that a security problem/risk occurred.
23. ServiceUnavailableException: Throw this to indicate that the service to monitor is unavailable.
24. DependencyFailureException: Throw this to indicate that a dependency problem is blocking the service monitor function.
The IStateMonitor interfaces contain four functions that exercise each of the four monitored systems:
· CatalogMonitoring. Call this function when a site has a Catalog System. You provide the CatalogContext as a parameter. This function must make a call that will cause a round trip between the context and the Catalog Web Service.
· OrdersMonitoring. Call this function when a site has an Orders System. You provide the OrderManagementContext as a parameter. This function must make a call that will cause a round trip between the context and the Orders Web Service.
· ProfilesMonitoring. Call this function when a site has an Orders System. Provide the ProfileManagementContext as a parameter. This function must make a call that will cause a round trip between the context and the Profiles Web Service.
· MarketingMonitoring. Call this function when a site has a Marketing System. Provide the MarketingContext as a parameter. This function must make a call that will cause a round trip between the context and the Marketing Web Service.
StateMonitor
The following code shows the default implementation of the IStateMonitor interface:
using System;
using System.Collections.Generic;
using System.Data;
using System.Text;
using System.Xml;
using Microsoft.CommerceServer.Catalog;
using Microsoft.CommerceServer.Orders;
//TODO: Look at the class and method comments of this class (or any class in this 
// namespace. The same rules should apply to CSHealthMonitorService and CSHealthMonitor.
namespace Microsoft.CommerceServer.HealthMonitor.Monitoring
{
  /// <summary>
  /// Implements the default state monitoring functionality.
  /// </summary>
  /// <remarks>This class implements the default implementation of the monitoring functions.
  /// The methods have to be thread safe and should throw an error if there is a problem.
  /// The exceptions understood by the monitoring services are all based on the
  /// <see cref="ServiceMonitoringException"/> class.
  /// </remarks>
  public class StateMonitor : IStateMonitor
  {
    #region IStateMonitor Members
    /// <summary>
    /// Monitor the Catalog Service
    /// </summary>
    /// <param name="context">The Catalog context to use for the query.</param>
    /// <returns>The status of the query</returns>
    /// <remarks>This method querys all the catalogs defined inside 
    /// the Catalog System.</remarks>
    public void CatalogMonitoring(Microsoft.CommerceServer.Catalog.CatalogContext context)
    {
      try
      {
        context.GetCatalogs();
      }
      catch (Exception exception)
      {
        throw new ErrorException(exception);
      }
      catch 
      {
        throw new UnmanagedException();
      }
    }
    /// <summary>
    /// Monitor the Orders system
    /// </summary>
    /// <param name="context">The Orders context to use for the query</param>
    /// <returns>The status of the query</returns>
    /// <remarks>This method does a search on all the basket which were created 
    /// in the future. This should not return any basket, but it will cause a 
    /// round trip to the Orders Web Service.</remarks>
    public void OrdersMonitoring(Microsoft.CommerceServer.Orders.OrderManagementContext context)
    {
      try
      {
        BasketManager basketMgr = context.BasketManager;
        DataSet searchableProps = basketMgr.GetSearchableProperties("en-US");
        SearchClauseFactory clauseFactory = basketMgr.GetSearchClauseFactory(searchableProps, "Basket");
        SearchClause searchClause = clauseFactory.CreateClause(ExplicitComparisonOperator.After, "LastModified", DateTime.Now);
        basketMgr.SearchBaskets(searchClause);
      }
      catch (Exception exception)
      {
        throw new ErrorException(exception);
      }
      catch
      {
        throw new UnmanagedException();
      }
    }
    /// <summary>
    /// Monitors the Profiles System
    /// </summary>
    /// <param name="context">The profile context to use for this query.</param>
    /// <returns>The status of the query</returns>
    /// <remarks>This will get all the site terms. This state query only exercise
    /// the profiles data store. The profile store cannot be called without
    /// the knowledge of a specific profile.</remarks>
    public void ProfilesMonitoring(Microsoft.CommerceServer.Profiles.ProfileManagementContext context)
    {
      try
      {
        context.GetAllSiteTerms();
      }
      catch (Exception exception)
      {
        throw new ErrorException(exception);
      }
      catch 
      {
        throw new UnmanagedException();
      }
    }
    /// <summary>
    /// Monitors the marketing service
    /// </summary>
    /// <param name="context">The Marketing context to use for the query</param>
    /// <returns>The status of the query</returns>
    /// <remarks>This will search for all the customers.</remarks>
    public void MarketingMonitoring(Microsoft.CommerceServer.Marketing.MarketingContext context)
    {
      try
      {
        context.Customers.Search(context.Customers.GetSearchClauseFactory().CreateClause());
      }
      catch (Exception exception)
      {
        throw new ErrorException(exception);
      }
      catch 
      {
        throw new UnmanagedException();
      }
    }
    #endregion
  }
}
Customizing IStateMonitor
You can use a custom implementation of IStateMonitor instead of the default implementation. For you to enable a custom implementation of this interface, you must do the following:
· Create your implementation of IStateMonitor
· Generate a DLL with that implementation
· Copy the custom DLL in the application folder for CSHealthMonitor.exe OR add the custom DLL to the GAC.
· Modify the CSHealthMonitor.exe.config file so that the StateMonitor value now specifies your custom implementation. If you are using the GAC, you must fully qualify the DLL with a version and public token information. Because the class CustomState that implements IStateMonitor resides inside CustomDLL, and that CustomDLL has been registered inside the GAC as version 1.0.0.0 with the b7c773fb104e7562 public key, the configuration file should be edited so that the StateMonitor line looks like the following:
<StateMonitor type="CustomState, CustomDLL, Version=1.0.0.0, Culture=neutral, PublicKeyToken=b7c773fb104e7562" />
· You must then restart the CSHealthMonitor service for the change to take effect.
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