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Overview of the Virtual Machine Manager Management Pack Guide

The Virtual Machine Manager (VMM) Management Pack for Microsoft® Operations Manager 2005 (MOM) enables you to centrally monitor virtual environments managed by multiple VMM servers.

The VMM Management Pack monitors the availability of the VMM service (on the VMM server) and the VMM agents that are deployed on hosts and library servers.
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Note 

To monitor the health of virtual machine hosts and the virtual machines that are deployed on them, use the Microsoft Virtual Server 2005 Management Pack for MOM 2005.

Features

From the MOM Operator console, you can perform the following monitoring tasks for virtual environments managed by VMM:


Centrally monitor availability of each VMM server and the hosts and library servers that it manages by viewing alerts, state, and events.


Receive a notification whenever a Service Unavailable alert is raised.


Start and stop the VMM service and VMM agents.

Default Notification Group

The default notification group for processing rule responses within this Management Pack is Virtualization Administrators. For information about adding operators to this notification group, see “Notification groups” in Help for the MOM Administrator console.

Verifying the Management Pack Version

This guide documents features of version 1.0.2627.0 or later of the VMM Management Pack for MOM 2005. After importing the Management Pack, verify the version to ensure that it is correct.
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To view the version of the installed Management Pack

	1.
In the Administrator console, expand Management Packs and then expand Rule Groups.

2.
Right-click Microsoft SystemCenter Virtual Machine Manager (enabled), and then click Properties.

3.
On the General tab in the Rule Group Properties dialog box, verify the version number displayed in the Version field.


For more information, and to download Microsoft Operations Manager (MOM) Management Packs, see the Management Pack Catalog (http://go.microsoft.com/fwlink/?LinkId=63714).

Document Version

This guide supports version 1.0.2627.0 of the VMM Management Pack, released in September 2007.

Getting the Latest Management Pack and Management Pack Documentation

You can find the Virtual Machine Manager Management Pack for Microsoft Operations Manager 2005 at (http://go.microsoft.com/fwlink/?LinkId=101292).

The latest version of this guide is available at (http://go.microsoft.com/fwlink/?LinkId=101310).

Monitoring Scenarios

The Virtual Machine Manager (VMM) Management Pack supports the monitoring scenarios described in the following table.

	Scenario
	Description

	Monitoring the VMM service
	
Detects whether the VMM service on the VMM server is running.


Detects whether the VMM service on the VMM server has been stopped.

	Monitoring the VMM Agent service
	
Detects whether the VMM Agent service on the managed hosts, on the library servers, and on the VMM server is running.


Detects whether the VMM Agent service on the managed hosts, on the library servers, and on the VMM server has been stopped.


State Monitoring Definitions

The Virtual Server Management Pack provides state monitoring through two roles:


Virtual Machine Manager role   Displays the state of the Virtual Machine Manager (VMM) service on the VMM server. 


Virtual Machine Manager Agent role   Displays state of the VMM Agent service on the managed hosts, and on the library servers, and on the VMM server.

The following table summarizes the health indicators for the state associated with each role monitored by the VMM Management Pack. 

	Role
	Health Indicators

	Virtual Machine Manager 
	
A green state indicates that the VMM service is running.


A red state indicates that the VMM service has been stopped.

	Virtual Machine Manager Agent
	
A green state indicates that the VMM Agent service is running.


A red state indicates that the VMM Agent service has been stopped.


Agentless Monitoring

In an agentless management scenario, MOM does not install software on the computer that you want to manage. Instead, the MOM agent, which runs locally in the MOM Management Server runtime, collects data from the managed computer. The Virtual Machine Manager (VMM) Management Pack for MOM 2005 does not support management of agentless computers. To monitor VMM and VMM Agents by using this Management Pack, you must install a MOM agent on the host operating system of the VMM server and on the managed hosts and library servers.

Monitoring in a Low-Privilege Scenario

Monitoring functionality on an agent-managed computer is provided by both the MOM service (MOMService.exe) and the agent action account. The Virtual Machine Manager Management Pack provides full functionality in a low-privilege scenario, provided that the agent action account has the required rights and permissions. For configuration requirements, see Configuring Agents to Run in Low-Privilege Scenarios.

Tasks

The Virtual Machine Manager (VMM) Management Pack provides the tasks described in the following table.

[image: image3.png]


Note 

To complete these tasks successfully, the agent Action Account must have View and Control permissions in the VMM security settings. Also, the Start Virtual Machine Manager Service and Stop Virtual Machine Manager Service tasks cannot run under a low-privilege account. For these tasks, the Action Account must have administrative rights on the virtual machine host.

	Task
	Description

	Start Virtual Machine Manager Service
	Starts the VMM service on the selected VMM server.

	Stop Virtual Machine Manager Service
	Stops the VMM service on the selected VMM server.

	Start Virtual Machine Manager Agent Service
	Starts the VMM Agent service on the selected VMM server.

	Stop Virtual Machine Manager Agent Service
	Stops the VMM Agent service on the selected VMM server.


Views

The Virtual Machine Manager (VMM) Management Pack for MOM 2005 provides the views described in the following table. 

	View Type
	Description

	Alerts
	The VMM Management Pack will display the following alerts in the Results pane of the MOM 2005 Operator Console. 


Error, Critical Error, and Service Unavailable alerts from VMM Servers.


Warning, Error, Critical Error, and Service Unavailable alerts from VMM Agents. 

In the Operator Console, click Alerts under the navigation pane, and then in the navigation pane, expand All: Alert Views and click Alerts or Service Level Exceptions.

	State
	The VMM Management Pack will display the state for physical computers running the VMM Server service (displayed by the VMM Server role) and the VMM Agent service (displayed by the VMM Agent role). For more information about states associated with these two roles, see State Monitoring Definitions.

In the Operator Console, click State under the navigation pane, and then in the navigation pane, expand All: State Views and click State.

	Events
	View task status events for VMM Servers and VMM Agents. 

In the Operator Console, click Events under the navigation pane, and then in the navigation pane, expand All: Event Views and click Events or Task Status.

	Computers and Groups
	View attributes, rules groups, computer groups, and role detail for computers that have the VMM Server role and the VMM Agent role. 

In the Operator Console, click Computers and Groups under the navigation pane, and then in the navigation pane, expand All: Computers and Groups Views and click Computers and Groups or Computers.


Deploying the Virtual Machine Manager Management Pack

The Virtual Machine Manager Server Management Pack for MOM 2005 provides monitoring with little or no additional configuration after you import the Management Pack and deploy the MOM agent. This section presents an overview of the deployment process.

In This Section


Verifying Prerequisites

Importing the Management Pack

Configuring Monitoring Scenarios

Collecting Service Discovery Data

Configuring Agents to Run in Low-Privilege Scenarios
Verifying Prerequisites

The Virtual Machine Manager (VMM) Management Pack operates as part of Microsoft Operations Manager (MOM) 2005. Therefore, you must have MOM 2005 installed on any computer you want to use as a management console. For information about deploying MOM 2005, see Deploying Operations Manager 2005 (http://go.microsoft.com/fwlink/?LinkId=101300).

The VMM Management Pack for MOM 2005 does not depend on any other Management Packs.

Importing the Management Pack

To deploy the System Center Virtual Machine Manager 2007 Management Pack for Microsoft Operations Manager 2005, complete the following tasks:


Download the System Center Virtual Machine Manager 2007 Management Pack for Microsoft Operations Manager 2005. The management pack is available from the Microsoft TechNet Web site (http://go.microsoft.com/fwlink/?LinkId=101292).


Import the System Center Virtual Machine Manager 2007 Management Pack for Microsoft Operations Manager 2005 onto the MOM Management Server. For instructions on how to import a management pack, see the "Importing Management Packs" topic in the MOM 2005 Deployment Guide (http://go.microsoft.com/fwlink/?LinkId=63720). For information about configuring minimal rights and permissions for the agent action account to provide full functionality of this management pack, see Configuring Agents to Run in Low-Privilege Scenarios.


Install the MOM agent on the VMM server and on all hosts and library servers. The management pack does not support monitoring of agentless computers.


Configure notifications for administrators. If you would like to send an e-mail message or page response for alerts with Critical Error or Service Unavailable severity to administrators managing hosts and virtual machines, add the administrators to the Virtualization Administrators notification group in the MOM Administrator console. For more information, see the “Create Notification Group” topic in the MOM Administrator console Help.

Configuring Monitoring Scenarios

The default settings for the rules, monitors, and thresholds contained in a Management Pack reflect the Management Pack author's definition of a healthy state for the application, service, or hardware device that you are monitoring. These settings provide a starting point for administrators, who can then make customizations by using overrides or by creating additional Management Pack elements such as rules and monitors.

The default settings in the Virtual Machine Manager Management Pack are designed to monitor a typical virtualized environment in a large enterprise IT infrastructure. No changes to the configuration are required to operate the Management Pack effectively.

Collecting Service Discovery Data

Service discovery is the process of collecting computer attributes, surveying software components, and identifying the roles and relationships among managed computers and entities. Each Management Pack collects service discovery data that is specific to the technology that the Management Pack supports. Many features of a Management Pack, such as state monitoring and reporting, are not available until after service discovery data is collected for the first time.

For the Virtual Machine Manager (VMM) Management Pack, service discovery runs a script that discovers information about computers running the Virtual Server service, the virtual machines that the service hosts, and the virtual networks that the service makes available. For each virtual machine host, the script collects information such as the computer name, the size of the physical hard disk, hosted virtual machines, and memory allocation for each virtual machine.

The VMM Management Pack by default collects service discovery data every four hours. Therefore, service discovery data might not appear in the MOM Operator console until up to four hours after the Management Pack is deployed. You can either run the script manually or allow the service discovery rule to run as scheduled.

The VMM Management Pack discovers the following objects:


VMM service


VMM Agent service

Configuring Agents to Run in Low-Privilege Scenarios

Microsoft Operations Manager (MOM) 2005 uses both the MOM service and the MOM agent action account to provide monitoring of agent-managed computers. 

When you install a MOM agent, you must provide credentials for the installation process and credentials for the MOM agent action account. MOM 2005 will use these credentials when it runs tasks from the Operator Console. By default, the MOM agent action account uses the Local System account to access providers and run responses.

In addition, the MOM agent on the Virtual Machine Manager (VMM) server must have the following rights and permissions:


To enable discovery, the MOM agent action account must be able to read the registry.


To enable MOM operators to perform tasks in VMM from the Operator Console, the MOM agent action account must have sufficient permissions to start and stop services on the MOM server.

For more information about security consideration in MOM 2005, see the Microsoft Operations Manager 2005 Security Guide (http://go.microsoft.com/fwlink/?LinkId=101321).

Technical Reference

This section provides information about the computer attributes, computer groups, notification groups, scripts, and rules in the Virtual Machine Manager (VMM) Management Pack.

Computer Attributes in the Virtual Machine Manager Management Pack

Microsoft Virtual Machine Manager Server computer group.   For computers that have Virtual Machine Manager server installed, the Virtual Machine Manager Management Pack collects the following computer attribute:


Microsoft System Center Virtual Machine Manager 2007 Server

Microsoft Virtual Machine Manager Agent computer group.   For computers that have Virtual Machine Manager Agent installed, the Virtual Machine Manager Management Pack collects the following computer attributes:


Microsoft System Center Virtual Machine Manager 2007 Agent

Computer Groups in the Virtual Machine Manager Management Pack

The Virtual Server Management Pack includes the following computer groups:


Microsoft Virtual Machine Manager


Microsoft Virtual Machine Manager Agent

Notification Groups in the Virtual Machine Manager Management Pack

The Virtual Machine Manager Management Pack includes the following notification group:


Virtualization Administrators
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