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Managing Critical Applications and Infrastructure with System Center Essentials 2007
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Executive Summary

In the early days of computing, the use of technology for business purposes was limited to specialized applications and users. Programs used to run independently and were often run on one or a few large systems. Times have changed significantly, and just a few decades later, almost every organization and employee relies on computing resources for meeting its goals. In modern IT environments, the importance placed on certain applications and services often cannot be overstated. Downtime for a single server might result in dozens or hundreds of users being unable to perform their jobs. When running on a publicly accessible network such as the Internet, the effects can be even more dramatic.

When evaluating the importance of an application (or the servers that support it), IT staff must consider the number of individuals who rely upon it. Generally, access by more users raises the importance of a system. IT staff should also factor in the costs of downtime and data loss. This information combined often represents the overall importance of IT infrastructure components. 
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Understanding Critical Applications

In the early days of computing, the use of technology for business purposes was limited to specialized applications and users. Programs used to run independently and were often run on one or a few large systems. Times have changed significantly, and just a few decades later, almost every organization and employee relies on computing resources for meeting its goals. In modern IT environments, the importance placed on certain applications and services often cannot be overstated. Downtime for a single server might result in dozens or hundreds of users being unable to perform their jobs. When running on a publicly accessible network such as the Internet, the effects can be even more dramatic. 

When evaluating the importance of an application (or the servers that support it), IT staff must consider the number of individuals who rely upon it. Generally, access by more users raises the importance of a system. IT staff should also factor in the costs of downtime and data loss. This information combined often represents the overall importance of IT infrastructure components.

Modern IT applications are far more complex than they used to be. It’s not uncommon for a single application to have dependencies on many different areas of the infrastructure, ranging from the physical network to the server operating system to application servers. When a user calls or emails to report a performance problem, there are literally dozens of potential explanations. The goal for IT staff is to prevent as many issues as possible and to quickly isolate and resolve problems when they occur. While these goals might seem overwhelming when done manually, automation can significantly help increase uptime and performance.

The focus of this paper is on ways in which Microsoft System Center Essentials (Essentials) 2007 can be used to manage and troubleshoot common problems related to mission-critical applications. We’ll look at different application and server types, along with examples of typical issues and how to resolve them. 

The Role of System Center Essentials 2007
System Center Essentials (Essentials) 2007 is designed to address common challenges faced by IT staff in midsize businesses. These system administrators are typically “generalists” responsible for performing a broad range of tasks related to ensuring that systems are configured and managed properly in their environments. Specific examples include critical applications operating systems and services, such as those shown in Figure 1.
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Figure 1: An Overview of Common Critical Applications and Services

Understanding Management Packs

The number of different applications and services that are available to IT environments is nearly limitless. It would be impossible for any single product to contain details about every imaginable piece of software (including custom-developed applications), and difficult for a “generalist” IT administrator in a midsize business to be an expert on all these technologies. That’s where the idea of management packs comes in. Essentials 2007 ships with management packs – collections of settings, views, and best practices created by the experts in these technology areas. Each management pack adds application-specific details to the Monitoring view in the management console, which enable you to diagnose, troubleshoot and resolve issues. 

By default, Essentials 2007 installs a core set of management packs focusing on important Windows operating systems, applications and services. These management packs are “tuned” for midsize businesses. Examples include the Windows Server® operating system, Microsoft® Active Directory, Microsoft® SQL Server™, and Microsoft® Exchange Server. The availability of management packs provides numerous benefits to IT staff that are working in mid-sized environments. By taking advantage of the knowledge and experience of experts in each type of critical application, systems administrators benefit from best practices and in-depth expertise. In addition, application developers and support engineers can customize the included management packs or create their own from scratch. 

Throughout this whitepaper, we’ll look at the ways in which management packs installed in Essentials 2007 can be used to monitor, manage, troubleshoot and fix critical applications and services.
Managing Server Operating Systems

If modern IT applications can be seen as being complex structures or buildings, server operating systems form the foundation upon which they’re built. The features of the underlying server OS include all of the capabilities that allow critical applications to run and the computer to communicate on the network. From standard network naming services such as DNS to complete web and application services, platforms such as Windows Server 2003 are a critical portion of the overall IT infrastructure. 

Essentials 2007 provides numerous ways in which standard server-side services and applications can be managed. In addition to the standard options that are available in the Monitoring view, the “Microsoft Windows Server” section provides additional insight into operations. In this section, we’ll look at some common scenarios and how they can be addressed.

Monitoring System Health

IT staff in most medium-sized organizations are responsible for monitoring and managing many different servers. It’s difficult to manually determine the status of each computer, unless there’s a problem. The Health Monitoring section of the “Microsoft Windows Server” management pack provides an overview of all of the managed servers in the environment (see Figure 2). It also provides basic configuration details and clearly highlights any servers that might be experiencing issues.
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Figure 2: Viewing Operating System Health Information for Servers.

Additionally, the Operating System Events section provides the ability to view common sources of problems. For example, the “Services or Drivers Failing to Start” view can quickly identify any processes that might not be running properly. Often, this type of monitoring can help you avoid larger problems that might occur in the future.

Monitoring Alerts

A common practice in many IT environments is to get a quick overview of current issues that might be affecting operations. Alerts are based on rules that define particular conditions that are of interest to administrators. For example, if a particular hard disk volume is nearly full, an alert can be used to notify IT staff of the issue. 

The “Active Alerts” view, located at the top of the Management Console is designed to provide a summary of this information (see Figure 3). The definitions of alert conditions are provided for you and they are grouped based on the severity of the issue (including information, warning, and critical). 
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Figure 3: Viewing a Summary of Active Alerts in the Essentials 2007 console

In addition to providing basic information about the issue, the Alert Details pane provides advice related to probable causes of the issue, as well as suggested methods for resolution. The Health Explorer provides useful technical insight and expertise. This helps systems administrators quickly understand and resolve a problem – an important aspect of managing critical applications and services.

Taking Corrective Actions

When troubleshooting problems on Windows Server 2003 computers, systems administrators might need to take additional actions. The Actions pane includes many of the most common tasks. It allows IT staff to quickly remotely launch the commands on a managed server and then view the results. Examples include running the Chkdsk command (to check for file system corruption), performing a PING (to test for a network response), and launching a Remote Desktop connection. Administrators can save time by easily accessing these features directly from within the Essentials 2007 console.

Deploying Critical Patches

Keeping server operating systems up to date is an important aspect of ensuring that systems remain secure and reliable. While there are methods of manually or automatically installing patches on individual computers, tasks related to verifying that computers are updated can be difficult. Essentials 2007 provides the ability to automatically deploy patches to servers and to verify that the updates have been installed. The Updates section in the management console allows administrators to specify how and when updates should be installed. 

The Essentials 2007 Update Configuration Wizard, quickly walks you through configuration steps to determine which updates should be downloaded and approved for deployment. There is no need to perform tasks like directly configuring Group Policy. Organizations can specify the type of update, the list of products that will be updated, and the schedule for how often updates will be downloaded. Since many companies will want to test updates before deploying them, they have the ability to approve new updates. Essentials 2007 can automatically deploy patches to relevant systems. Most importantly, administrators can verify that patches have been properly deployed by viewing the Deployment Status report (see Figure 4).
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Figure 4: Viewing the Deployment Status of an Update

Managing Active Directory

IT organizations depend on centralized directory services for managing all areas of security throughout their environments. For example, when users first log on to the network, their authentication credentials are processed by Active Directory domain controllers. Other services and applications also rely upon domain-based accounts in order to obtain the security that they need. Since services like Active Directory form the basis of many network operations, it can clearly be considered among one of the most critical applications that IT administrators must maintain. 

When domain services are slow or unavailable, users might not be able to perform their job functions. While Active Directory uses a distributed multi-master database for storing security-related information, the failure of a domain controller could cause service disruptions and slow-downs. In this section, we’ll look at ways in which systems administrators can monitor the health and performance of Active Directory using features in Essentials 2007.

Monitoring Domain Controller State

Windows computers that are configured as Active Directory domain controllers are critical for performing authentication and authorization services throughout the environment. For fault-tolerance and performance reasons, it is common to deploy multiple domain controllers throughout an organization’s network environment. Systems administrators need to monitor whether domain controllers are available and whether they are synchronized with the entire domain database. Possible issues might be related to server configuration problems, network issues, or hardware failures.

Administrators can easily monitor and manage their directory services infrastructure by using the “Microsoft Windows Active Directory” management pack included with Essentials 2007. For example, the “DC Server 2003 State” provides an overview of the health of Windows Server 2003 computers that are configured as Domain Controllers (see Figure 5).
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Figure 5: Monitoring Active Directory Domain Controllers Using Essentials

When common problems are encountered, links are usually available to resolve the issue. In some cases, help files might list corrective actions that should be taken. For example, if a user is reporting that certain Group Policy settings are not being correctly applied, the GPUpdate task can be used to apply the most recent changes without waiting for an automatic update interval. Or, if there are issues with slow logons, the DCDiag and AD General Response Task operations might be able to provide additional troubleshooting details. In other cases, links are provided in alert details to click and fix the problem.
Monitoring Replication Performance

Active Directory replication is the method by which domain controllers remain synchronized with security and configuration information. In distributed environments, factors such as slow and unreliable network links can often lead to delays in replication of security-related information. Common problems include the creation of a new account that is not immediately available on all domain controllers (thereby preventing users from logging into the system). 

The Replication Monitoring folder includes several useful views that can be used to track statistics such as the amount of inter-site replication traffic and replication latency. This data can be instrumental in determining potential infrastructure or configuration issues that are preventing these operations from occurring as intended.

Monitoring Domain Controller Events

The architecture of Active Directory is complex, and there are many different services that must run properly in order to ensure an optimized environment. From an administration standpoint, it’s particularly important to monitor and review Active Directory-related events. The “DC Server 2003 Events” view provides a quick view of issues that might require attention. The items are grouped based on their severity, so administrators can quickly review events of interest.

An important component of monitoring is being able to determine which events are important or might require corrective actions. The “DC Server 2003 Active Alerts” view provides information about events that have exceeded certain limits defined within the Active Directory management pack. This helps systems administrators quickly identify important issues that might otherwise have gone unnoticed.

Using Active Directory Domain Troubleshooting Tools

So far, we have looked at several different ways in which the “Microsoft Windows Active Directory” management pack allows for monitoring many aspects of domain controller operations. Windows-based domain controllers have several utilities that can be launched to obtain more details about a particular area of performance. They can also be used to remotely perform simple administration functions. Some examples that are available within the Actions pane include:
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AD General Response Task: One of the most important aspects of domain controller health is how quickly a user or computer can connect to the domain database. This tool performs a quick test that returns the amount of time it takes to respond to a binding request (see Figure 6). High bind times can indicate potential network performance issues.
Figure 6: Viewing the Results of an AD General Response Task

· DCDIAG: The Domain Controller Diagnostics command-line utility can be used to return details related to the overall health of Active Directory. This is a useful first utility to use when a configuration problem is suspected on a particular server.

· GP Update: Windows Group Policy is a technology that allows for managing user and computer settings throughout your IT environment. This command can be used to manually force a refresh of Group Policy settings on domain controllers after a change has been made.

· LDP Tool Console Task: Systems administrators who are familiar with constructing and executing LDAP-based directory services queries can use this task to launch a query console.

Overall, by providing all of these tools directly within the Actions pane, Essentials 2007 makes it easy to perform on-demand diagnostics on domain controllers. 

Managing Exchange Server

Many organizations seem to have a “natural” monitoring system for messaging services: Whenever an email server or router goes down, everyone calls the IT department immediately. This helps to illustrate the value that messaging systems play in organizations. Without quick access to emails, calendaring, shared workspaces, and other features, productivity can grind to a halt. When data is lost, the problems can be even worse.

Microsoft Exchange Server forms the heart of the communications infrastructure in many organizations. It performs many different functions that all must be managed properly. Therefore, it should come as no surprise that System Center Essentials 2007 includes features for monitoring and managing Exchange. In this section, we’ll look at some useful tasks and operations.

Monitoring Exchange Services

The “Microsoft Exchange Server” management pack adds numerous views to the Monitoring section of the Essentials 2007 management console. The “All Server State” view provides an overview of the status of all managed computers that are running Exchange Server throughout the environment. If there is a problem with messaging communications, systems administrators can check here to identify any obvious issues. Since it’s important for systems administrators to receive alerts regardless of their location, notifications can be sent via e-mail, SMS text, or to pagers. This allows administrators to stay in-touch with important information whether or not they’re actually using the Essentials 2007 management console.

This view monitors the health of numerous services and components of the Exchange Server platform, including the SMTP, POP3 and IMAP4 services, routing, replication, Outlook Web Access (OWA) and the Message Transfer Agent (MTA). If a problem is detected for one of these services, details are presented to the administrator, along with suggestions for resolving the issue.

Monitoring Exchange Performance

In the early days of email, many users considered it amazing that a message could be sent across the Internet in just a matter of minutes. Now, it’s common for users to expect even messages that contain large attachments to arrive within seconds. Fortunately, Essentials 2007 makes it easy to monitor performance statistics related to the most common applications and services. For example, if users are experiencing delays related to messages being sent from outside the organization, the “SMTP Performance Data” view can provide insight into useful performance counters. Possible causes of delays include an overworked server or unreliable Internet connections.

In addition to protocols and transport-related issues, administrators can directly monitor message queues. The “Mail Queues” and “Mail Flow” views provide methods for measuring overall statistics related to communications performance.  Yet another potential performance issue is that of logging on to an Outlook Web Access (OWA) server. Users might complain that the server is running slowly, but the true source of the problem might be their Internet connection. The “OWA Logon Latency” statistics can help administrators determine whether the problem is on the client-side or the server-side. Overall, the ability to quickly monitor the many different components of Exchange Server can save valuable time in troubleshooting problems.

Managing SQL Server 2005

Over time, organizations have become increasingly reliant on their database servers for supporting many different types of applications. Scenarios might include support for an internal Customer Relationship Management (CRM) application. In many cases, organizations also provide important services to partners and customers over the Internet. These mission-critical systems often have high uptime requirements. 

Modern relational database systems are complex pieces of software. In order to meet organizations’ requirements for security, reliability, availability, and performance, there are many different tools and services that must be properly managed. Microsoft SQL Server 2005 includes numerous tools, including the SQL Server Management Studio (for basic administration and for writing queries) and SQL Profiler (for monitoring query activity). In addition, there are dozens of performance-related counters that can be examined. Systems administrators must be able to determine which statistics are important, and to determine acceptable values.

In typical medium-sized organizations, allocating staff to serve as full-time dedicated database administrators (DBAs) is difficult. Often, the primary issue is that organizations do not have the sufficient in-house expertise to optimize and monitor their installations. Even if knowledge is available, the tasks related to monitoring database workloads and queries can be complicated and time-consuming.

Essentials 2007 includes management packs that are designed to help you manage SQL Server 2005 without being an expert. The “Microsoft SQL Server” management pack simplifies administration by providing built-in best practices for monitoring and troubleshooting common problems.

Monitoring Database Engine Health

The SQL Server 2005 database engine is the primary service that is responsible for supporting users and applications. Configuration issues with the service can cause numerous issues throughout a typical IT environment. Systems administrators should closely monitor their servers using the “Database Engine Health” view. As shown in Figure 7, this report can quickly identify any configuration issues.
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Figure 7: Viewing Database Engine State Information and Warnings

Of course, the goal for most administrators will be to quickly resolve any reported issues. In addition to highlighting conditions that require attention, Essentials 2007 provides further details and recommendations for resolving common problems. This information can be particularly useful to novice database administrators who might be unfamiliar with the terms and performance counters that are monitored.

Monitoring Database Size

A common administration issue related to databases is that of monitoring database size.  Often, applications generate more data than was planned for. Increasing database sizes can lead to performance issues (as files are automatically expanded), or even downtime (when physical disk space is no longer available). The “Database Free Space” and “Transaction Log Free Space” reports provide a quick way to monitor important statistics related to space allocation (see Figure 8).
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Figure 8: Monitoring Database Free Space for SQL Server 2005

In addition to viewing statistics related to the databases themselves, systems administrators can quickly run diagnostic commands or perform corrective actions directly from within the Essentials 2007 management console. Compared to the standard process of launching SQL Server Management Studio, creating a new query, and looking up the syntax for the appropriate commands, a single click can achieve the same results in a matter of seconds. 

Monitoring Database Performance

In addition to verifying the proper configuration of mission-critical database servers, an important test of a SQL Server configuration is overall performance. Common problem reports might include slow applications or delays in running jobs such as reports. The “All Performance Data” view provides a list of useful performance counters that can be easily monitored. For example, if users of a CRM application report issues with running reports, statistics for just the relevant database(s) can be selected. Useful information might include the number of current user connections, locking details, and transaction error counts.

Managing Microsoft® Internet Information Services (IIS)

In the early days of the Internet, web servers were relied upon primarily to provide access to static content. Now, organizations rely on web server platforms such as Microsoft Internet Information Services (IIS) and technologies such as ASP.NET for providing access to a broad range of web-based applications. The failure or slowdown of a web server can prevent access to mission-critical applications or web sites. For example, Microsoft Exchange Server includes Outlook Web Access – a web-based front-end for messaging services that is often relied upon by traveling and remote users. Many business applications and intranet sites place a heavy load on web servers, as well. Essentials 2007 provides numerous helpful views for monitoring web services as part of the “Microsoft Windows Internet Information Services” management pack.

Monitoring IIS Web Sites

Microsoft’s IIS is a platform that provides numerous different services. The most obvious is the ability to respond to HTTP requests via the Web service. On server operating systems such as Windows Server 2003, each IIS process can support numerous independent web sites. It’s important for all of these to be available in order to ensure that users can access their applications. 

The “Web Site State” view provides a quick overview of health of various sites across the environment (see Figure 9). It quickly displays the physical path to the web root, as well as useful information about the configuration of each site. While this information could also be collected by manually connecting to each server, this overview makes it easy to manage dozens of sites.
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Figure 9: Viewing Web Site State Information

Monitoring Other IIS Services

In addition to monitoring web sites, Health Monitoring views are available for tracking other services that are provided as part of the IIS platform. These include:

· Application Pools

· File Transfer Protocol (FTP)

· Simple Message Transfer Protocol (SMTP)

· Network News Transfer Protocol (NNTP)

Each health monitor can focus on the service itself, or individual sites or instances of the service. Details include information about availability, potential configuration issues, and alerts. The Tasks in the Actions pane also allow administrators to quickly perform common operations such as collecting diagnostic information or restarting services.

Monitoring IIS Performance

The performance of services provided by IIS can be very visible to users of applications. Even if the underlying infrastructure and application layers are performing well, a slow web server will make the entire experience less-than-ideal. Performance-related views such as “Web Site Performance,” “Processor Performance,” and “Disk Utilization,” can help systems administrators detect load-related issues as quickly as possible (see Figure 10).
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Figure 10: Monitoring IIS-Related Processor Performance

Managing Microsoft® SharePoint Services

One of the most useful features of using computers that can communicate on the network is the ability to collaborate. Whether users are located in the same office or across the world, often all that’s needed is specialized software and services. Windows SharePoint Services and SharePoint Portal Server products allow users to share information using just a Web browser. SharePoint-based Web sites can be made available within an intranet environment or on the Internet. Features are also available that allow for collaborating on Microsoft Office documents.

Monitoring SharePoint Components

The SharePoint Services management pack includes heath and performance monitors that can be used to manage the primary platform services. SharePoint itself also relies upon many different pieces of IT infrastructure. In addition to the base server operating system on which it is running, systems administrators must pay attention to web and database services, as well. By monitoring all of these different components, administrators can quickly troubleshoot issues as they arise. Once again, Essentials 2007 provides this capability without a need for the system administrator to be an expert in these technologies.

Managing Network Devices

While most users take their network connections for granted, IT staff must be aware of the underlying details. Numerous network devices, including routers, switches, firewalls, and content caching devices form the foundation upon which servers and applications rely. In very small environments, manually managing these devices might be possible. But in mid-sized organizations, the number of devices and connections raises the need for automation. Essentials 2007 includes a “Network Device” management pack that can help meet this need. Let’s look at some examples.

Unlike standard desktop and server operating systems (such as the Windows platform), methods for managing network device configurations can vary widely. For some types of devices, the primary administration method might be to access the device using a command-line interface. Options and settings are stored in configuration files, which can be exported for backup purposes. More commonly, network devices include some type of web-based administration capability that makes it easier for network administrators to perform common operations such as creating VLANs or changing firewall rules.

Regardless of the type of administration interface, it is important for IT staff to be able to manage configuration of these devices. The Network Device Monitoring Library Management Pack allows Essentials 2007 to monitor network devices using the Simple Network Management Protocol (SNMP). Figure 11 provides an overview of the classes of devices and networking components that you can manage. Using the Network Devices State view, administrators can get a quick overview of the health and availability of infrastructure components.


Figure 11: Classes of devices that can be monitored using the Network Device Monitoring Library Management Pack

Monitoring Network Status

IT departments often find out about potential network configuration or performance issues when applications or users report delays in performing an action. To minimize downtime and disruption to services, a much better approach is to proactively monitor these devices. Each class of device that is monitored by Essentials 2007 includes several properties. Examples include the speed of a particular network interface, the current status of the interface, and performance statistics. These details are helpful for defining threshold monitors. Common threshold criteria for network interfaces include inbound and outbound statistics for the following:

· Packet Errors: The presence of a high number of packet errors might indicate that there are reliability or configuration issues with other network devices on the environment. A common cause might be a failing network cable.

· Packet Discards: Network packets can be discarded when a particular interface or device is overloaded and cannot keep up with network traffic.

· Utilization: A good measure of the amount of traffic that is being processed by a device is the inbound and outbound utilization of an interface. These statistics are particularly important for low-bandwidth WAN connections. Often, application service issues like replication delays or slow inter-site communications can be traced back to over-burdened WAN connections.

Each of these data points can be used to define acceptable thresholds. The thresholds might be set differently for a T1 WAN interface, for example. If inter-site communications are critical, network administrators might want to be notified whenever the utilization exceeds 75%. Further details can be tracked for Ethernet interfaces. Examples include monitoring for network collisions and MAC transmission-related issues.  Performance rules can also be established for network devices and interfaces. For network devices such as routers and switches, average ping performance is an indicator of latency. Ethernet interfaces can also monitor inbound and outbound utilization based on bandwidth (in KB/sec) and percentage.

In addition to monitoring performance, it’s important to monitor details related to the configuration of network devices and interfaces. Often, configuration issues can lead to reduced performance, network transmission errors, or network-related downtime. Configuration State monitors can track details related to network devices and interfaces. The most important detail is the operational status, which indicates whether the interface is “down” or available. Essentials 2007 compares the actual configuration with the expected one and reports the data using an easy-to-read display that includes three states: Healthy (green), Warning (yellow), or Error (red).

For all these types of monitors, network administrators can specify which devices and interfaces are monitored. For example, some switch ports might have different requirements related to utilization in test vs. production environments. The thresholds for network interface utilization can be varied based on those requirements. Additionally, IT staff can specify the sampling intervals for each of the monitors to achieve a balance between current information and additional network load.

Performing Remote Configuration

In addition to monitoring the network environment, network administrators perform many common tasks. Essentials 2007 provides built-in tasks that allow for testing connections using ping and for connecting to a particular device using Telnet. Although you can perform both of these operations manually from a command line, the ability to target a device and launch it from the Management Console is much more intuitive. Other common configuration tasks include toggling the administrative operational status of the device, setting location and contact information, connecting to a device’s web interface, and performing a Trace Route (tracert) command. 

Visualizing Network Topology

Ideally, all of the computers in a typical network environment would be located on a single, flat network.  Security, manageability, and performance considerations often prevent this however. One of the challenges related to managing large groups of network devices is the difficulty of understanding the overall organization of different areas of the network. Virtual Local Area Networks (VLANs), Wide Area Networks (WANs), firewalls, and routers can all make the configuration more complex. In order to simplify this task, Essentials 2007 provides the ability to quickly view network details. For example, the Network Topology view (shown in Figure 12) provides an overview of the types of network devices that are present in the environment. 

Figure 12: Viewing Network Topology using Essentials 2007
Since all aspects of an IT environment depend heavily upon network connections, key concerns for network devices include availability and performance. In addition to viewing configuration details, performance counters are available for viewing device throughput, the utilization of particular network interfaces, and status information for devices. These views can help administrators proactively detect potential network issues. When problems do occur, the views can also let administrators quickly isolate the likely source of the problem.

Creating Personalized Views

Throughout this paper, we have covered many examples of views that are available in the Monitoring section of the System Center Essentials 2007 management console. While most are clearly organized based on specific products and technologies, systems administrators in IT organizations may have the need to focus on particular areas of performance and monitoring. Essentials 2007 provides ways in which views can be personalized, based on the details of what is interesting.

One important concern for all types of systems administrators is being inundated with too much information. One simple solution to this problem is to determine which details are most important and to provide them in a consolidated view. For example, administrators can create an “Infrastructure Dashboard” view that contains only the most important performance counters and health monitors related to network components. Of course, if more details are needed, they can always drill down into the appropriate management pack features. Figure 13 provides some other examples of useful information to include for various types of IT staff.

Figure 13: Examples of Personalized Views

Overall, the ability to personalize views in Essentials 2007 helps IT staff get the information that they need as quickly and easily as possible.

Importing Additional Management Packs

So far, we have looked at many different management packs that are included with Essentials 2007 and configured for midsize businesses. While this list might cover many of the most common critical applications that are managed by mid-sized IT environments, it is also likely that there are others that are not included by default. Microsoft has provided an online Management Pack Catalog that includes additional management packs that can be downloaded and imported into Essentials 2007. The site can be accessed at http://www.microsoft.com/technet/prodtechnol/mom/catalog/catalog.aspx. The catalog includes a very large collection of management packs created by Microsoft and many different third-party vendors. This resource can help systems administrators collect and use expertise related to a wide range of products that they support.

Summary

The list of services and applications that are generally considered to be mission-critical has increased for all types of organizations over recent years. Systems administrators are tasked with ensuring uptime, performing proactive monitoring and maintenance, and quickly troubleshooting issues. In this paper, we look at ways in which System Center Essentials 2007 can be used to simplify the tasks related to managing important applications and services. 

Specifically, we started by looking at details for managing server operating systems. Then, we examined specific applications and management pack features that can be used to ensure that best practices are followed. The list included Active Directory, Exchange Server, SharePoint Server, SQL Server 2005, Internet Information Services (IIS), as well as the management of network devices. All of these components form the critical infrastructure upon which users throughout the organization rely. By using the many features of System Center Essentials 2007, systems administrators can ensure that they are all being managed properly.
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