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Abstract
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Introduction

SCW determines the minimum functionality required for a server's role or roles, and disables functionality that is not required. Specifically, SCW assists in authoring a security policy that:
· Disables unneeded services.

· Blocks unused ports.

· Allows additional address or security restrictions for ports that are left open.

· Prohibits unnecessary Internet Information Services (IIS) Web extensions, if applicable.

· Reduces protocol exposure to server message block (SMB), LAN Manager, and Lightweight Directory Access Protocol (LDAP).

· Defines a high signal-to-noise audit policy.
SCW guides you through the process of creating, editing, applying, or rolling back a security policy based on the selected roles of the server.

SCW Deployment Overview

Before you deploy SCW to your servers, familiarize yourself with the SCW user interface (UI) and command-line tool, scwcmd.exe. 
Once you are familiar with SCW, perform a test deployment of SCW and SCW policies. Make the test environment as similar as practicable to the production environment but on a smaller scale. Be sure to include the server types and Active Directory organizational unit (OU) structure that are used in your production environment. When you are confident that SCW policy application is working correctly in the lab, you are ready to move to the production environment.

Install Windows Server 2003 SP1 on all servers and then install SCW on each server. If you have to manage many servers, you can perform an unattended installation of Windows Server 2003 SP1 and SCW in one step.

In an Active Directory environment, your next step is to adjust Active Directory OU structure according to server types.

You also need to complete policy prototyping, where you create policies for each type.

Finally, you deploy the policies by using one of the following three ways:

· SCW UI

· scwcmd.exe, or

· Group Policy.

At each step, you will have choices to make, such as 

· what to do on each wizard page

· whether and how to use security templates

· whether to use Group Policy to deploy policies

Planning the SCW Deployment

Safe use of any technology that affects the settings, configuration, or behavior of multiple computers requires planning before deployment. Safe use of SCW includes lab-testing of tools and policies prior to live rollout into a production environment. This and other best practices for SCW are covered in this section.

After a discussion of additional resources that can help you become familiar with SCW, this section includes guidelines for defining exactly which computers support local installation of the SCW executable and the tools included with SCW and which computers are valid targets for policy that you author using SCW.

Review SCW Resources

Additional information about SCW is available from the following sources:

· SCW Quick Start Guide

In addition to this deployment guide, an SCW Quick Start Guide is available.

· SCW Online Help

Each page of SCW contains a link to online help that is specific to that wizard page. You can view the online help file in its entirety from the command line by typing hh scwhelp.chm. There is also a link to the help file on the desktop once SP1 is installed. The help file is available on SP1 regardless of whether SCW itself is installed.

· Scwcmd.exe command-line tool help

After SCW is installed, help for the command line tool can be obtained from the command line by typing scwcmd. This displays the following:

Syntax: scwcmd [ analyze | configure | register | rollback | transform | view ]
Help for each of these six options is obtained by typing scwcmd option_name.
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Note

The scwcmd view command allows the use of a template (.xsl file) to format the display in the SCW viewer. The correct syntax is to have the template first, for example scwcmd view /s:scwpolicy.xsl /x:main.xml. The command-line help that you get by typing scwcmd view incorrectly shows the /x: parameter first.

Review requirements for local installation of SCW

You can install SCW only on computers running Windows Server 2003 with Service Pack 1 (SP1), which includes SCW as an optional Windows component. SCW is not installed by default, but you can install it by clicking Add/Remove Windows Components in Add or Remove Programs in Control Panel. To install SCW, you need to be a member of the Administrators group on the server.

SCW should not be used with Windows Small Business Server 2003.

Determine valid targets for SCW security policy application

The security policies that are created with SCW should only be applied to servers and groups of servers. They should not be applied to client operating systems such as Microsoft® Windows® XP, nor should they be applied to systems running Windows Small Business Server 2003.
Valid targets for SCW policy prototyping

In the context of SCW, “policy prototyping” means using SCW to author security policy for groups of similarly configured computers by targeting SCW at a prototype computer: a model server whose configuration is representative of every computer in the group. Only computers running Windows Server 2003 with SP1 are valid targets for SCW security policy authoring.

When SCW is installed and run locally but targeted at a remote server for authoring policies, it is best for the remote server to also have SCW installed. This is because SCW includes so-called “helper functions” that inspect the computer. If SCW is installed on the remote computer, the locally-run wizard can make these determinations about the remote computer:

· Whether unknown services are listening on a port.

· Whether approved applications are installed.

· The list of named pipes.

· Whether an IPsec policy is applied.

Review SCW Best Practices

This section explains how to get the most out of SCW by following best practices.
· Identify and target similar servers. SCW helps to reduce the attack surface of servers by creating a security policy that is specifically designed for their specific roles. Administrators can simplify policy authoring and distribution by identifying groups of servers that perform the same, or similar, tasks. Here are ways you can do this:

· Author one policy for a group of servers. SCW authors a security policy based on the roles and functions performed by a server. Others servers that perform the same, or very similar, functions can be configured with the same security policy. Administrators can use SCW once to author a security policy, save it, and apply it to all servers that perform the job function. 
A single security policy that contains all desired security settings for a server also simplifies configuration, rollback, and analysis. For simple configuration and rollback, a single security policy for a machine, or set of machines, is much easier to understand and update than a series of policies. The scwcmd analyze command has a /p:policyname parameter that only accepts a single SCW native policy file as a parameter.
· Group similar servers in one organizational unit (OU). Grouping servers by OUs in Active Directory domains facilitates the application of security policy through Group Policy. The SCW transform operation can create an unlinked security-policy containing GPO in Active Directory. To simplify policy distribution, an administrator can group servers that perform similar functions into a single OU, and link the GPO to the OU. 
· Create different policies for different platforms. For services or ports specific to 64-bit computers, create the policies on a 64-bit computer. Then deploy these policies to other 64-bit computers only (not 32-bit computers) to ensure the services are properly identified and configured. 

It is highly recommended that the prototype server from which the security policy will be created resembles the target servers to be configured as closely as possible. Not only are there options in the wizard that are not shown unless the prototype server has those options, the modifications done to services and other items could cause severe interoperability problems unless the prototype resembles the target. The security policy may disable any service that was not present on the prototype server when the policy was created. Any service defined in the security configuration database but not present on the prototype server will be disabled. The configured state of a service that is not present on the prototype and that is not in the security configuration database is configurable in the wizard. For example, if the DCOM Server Process Launcher service is listed in the Security Configuration Database, but is not present on the prototype server, the security policy created from the prototype server will set the DCOM Server Process Launcher state to disabled. When you apply the security policy to other servers, the DCOM Server Process Launcher service will be disabled on those servers. 

· Test new security policies before deployment. 

The settings configured in the new security policies may cause compatibility issues with applications or services. Therefore, thoroughly test new security policies in a test environment before applying the policies to production servers. Virtual machines are particularly well suited for this purpose.
Deploying SCW to multiple servers

Your options for installing Windows Server 2003 SP1 and SCW on multiple servers include:

· Windows Update

· Systems Management Server (SMS) with Service Pack 1 (SP1)

· Unattended installation

Systems Management Server (SMS) with Service Pack 1 (SP1) 

Systems Management Server (SMS) is a full-featured change and configuration management, software deployment, and license-tracking system that is part of the Windows Server System. It is available from Microsoft at an additional cost.

SMS can be used to deploy operating system updates including Windows Server 2003 SP1 and SCW to your servers.

For more information about SMS, see http://www.microsoft.com/windowsserversystem/overview/overview.mspx.
The Group Policy Object Editor and Group Policy Management Console (GPMC) include the ability to assign patches and software updates, but only for Windows Installer packages. SCW is part of Windows Server 2003 SP1 and is not available as a stand-alone Windows Installer package. Therefore you can not deploy SCW itself by using Group Policy.

SCW policies can, however, be deployed by using Group Policy.
Unattended installation of SCW

You can create an answer file that installs Windows Server 2003 SP1 and SCW automatically. To do so, follow these steps:
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To install SCW as part of an unattended installation

1. Before initiating the unattended installation, add the following entry to the [Components] section of Unattend.txt: SCW=On 

To apply an SCW policy during the unattended installation, also carry out the following steps.

2. Create the policy file on a server that already has SCW installed. 

3. Either create a Cmdlines.txt file (or modify the existing one) so that it has a [Commands] section containing the following line: scwcmd configure /p:SCWPolicy.xml 

4. Copy the Cmdlines.txt file and the previously created policy file (SCWPolicy.xml in this case) to the $OEM$ directory. 

For detailed instructions about using unattended installation, see "Automating and Customizing Installations" in the Microsoft Windows Server 2003 Deployment Kit at http://go.microsoft.com/fwlink/?LinkID=4748.

Creating SCW security policy files

Before you can deploy an SCW policy, you need to author it. This section covers using the SCW UI to author a security policy. SCW Security policies are always created from prototype servers of the same type as the servers that will receive the policy.
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To create a security policy

5. Click Start, click Administrative Tools, and then click Security Configuration Wizard.

6. Read the Welcome page and click Next.

7. Select “Create a new security policy” and then click Next.

8. Type the name of the prototype server and then click Next.

9. Wait for the Security Configuration Database to be processed, and then click Next.

10. On the Role-Based Service Configuration page, click Next.

11. On the Select Server Roles page, click Next.

12. On the Select Client Features page, click Next.

13. On the Select Administration and Other Options page, click Next.

14. On the Select Additional Services page, click Next.

15. On the Handling Unspecified Services page, click Next.

16. On the Confirm Service Changes page, click Next.

17. On the Network Security page, click Next.

18. On the Open Ports and Approve Applications page, click Next.

19. On the Confirm Port Configuration page, click Next.

20. On the Registry Settings page, click Next.

21. On the Require SMB Security Signatures page, click Next.

22. On the Require LDAP Signing page, click Next.

23. On the Outbound Authentication Methods page, click Next.

24. On the Outbound Authentication Using Domain Accounts page, click Next.

25. On the Registry Settings Summary page, click Next.

26. On the Audit Policy page, click Next.

27. On the System Audit Policy page, click Next.

28. On the Audit Policy Summary page, click Next.

29. On the Internet Information Services page, click Next.

30. On the Select Web Service Extensions for Dynamic Content page, click Next.

31. On the Select Virtual Directories to Retain page, click Next.

32. On the Prevent Anonymous Users from Accessing Content Files page, click Next.

33. On the IIS Settings Summary page, click Next.

34. On the Save Security Policy page, click Next.

35. On the Security Policy File Name page, type a name for the prototype policy, and then click Next.

Do not name the security policy by using the name of the prototype computer because scwcmd.exe uses computername.xml to save analysis results, and you do not want the security policy to have the same name as the analysis results. That would risk confusion or overwriting.
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Note

The security policy settings that you can configure within SCW overlap with those that can be set by using security templates (.inf files). On the Security Policy File Name page, you can include a security template if you want to add settings that cannot be configured directly from SCW. If you attach a security template, and it contains settings that conflict with some SCW-configured settings, the SCW-configured settings have precedence.

36. On the Completing the Security Configuration Wizard page, click Finish.

The policy will now be created.

Deploying SCW security policy files

Security policy files authored with SCW are created as XML files that are saved by default in %systemdir%\security\msscw\Policies. They can be deployed by using the SCW UI or by using the scwcmd.exe command-line tool included with SCW.
Using the SCW user interface

This method is best suited for a single server. To apply an SCW security policy to multiple servers, use the command-line method or Group Policy instead.
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To apply an SCW security policy to a server

37. Click Start, click Administrative Tools, and then click Security Configuration Wizard.

38. Read the Welcome page and click Next.

39. On the Configuration Action page, select Apply an existing security policy, type in the full path and file name of the policy, and then click Next.

40. On the Select Server page, type in the name of the server to which the policy will be applied and then click Next. On the Apply Security Policy page, click Next. 
41. On the Applying Security Policy page, wait for processing to finish, and then click Next. 
42. On the Completing the Security Configuration Wizard page, click Finish.

Command-line method

To configure multiple servers with a policy, you can use scwcmd configure /p:PolicyFile /i:MachineList at the command prompt, rather than this SCW UI procedure. Type scwcmd configure at the command prompt to learn about the parameters.
Converting of SCW security policy files into Group Policy objects (GPOs)

SCW saves its security policies as XML files, and the scwcmd.exe command-line utility allows you to convert these and save them as GPOs by using the scwcmd transform command. The SCW UI itself does not support GPOs.

· Scwcmd transform creates a new GPO and defines the settings for these Group Policy extensions:

· Security Settings contains service settings, registry values, audit policy and security template settings that were imported into the SCW XML policy. 

· IP Security Policies contains the IPsec configuration that is defined in the SCW policy. 

· Windows Firewall contains Windows Firewall settings that are defined in the SCW policy. 

Any Internet Information Services (IIS) settings that are defined in the SCW policy will be lost during the scwcmd transform operation because Group Policy does not support configuration of IIS settings.
After the GPO is created, the administrator must manually link the GPO to the target organizational unit (OU) by using Active Directory Users and Computers, or by using the Group Policy Management Console (GPMC).
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To save an SCW security policy in native Group Policy format

· At the command prompt, type

scwcmd transform /p:PathAndPolicyFileName /g:GPODisplayName
Here PathAndPolicyFileName is the policy you created earlier with SCW, including its .xml file name extension. GPODisplayName is the name of the Group Policy object (GPO) as it appears in Group Policy Object Editor or in Group Policy Management Console (GPMC).

When the scwcmd transform command is complete, the GPO gets created in Active Directory, but the policy it contains is not applied until the GPO is linked to an organizational unit. For instructions about linking GPOs, see the GPMC Help.

Group Policy and Active Directory

SCW is not a replacement for the security settings available in Group Policy; it is a security tool to supplement Active Directory and its policy infrastructure, and to make the familiar Active Directory tools such as the Active Directory Users and Computers snap-in more useful to you.

Active Directory best practices include using a tool such Active Directory Users and Computers to group computer objects into organizational units (OUs) for convenient administration. This Active Directory best practice helps you deploy SCW policies by using GPOs. You can create an SCW security policy by prototyping a server with the SCW UI, convert it into a GPO using scwcmd.exe, and then you only need to link the GPO to an OU. If all the functionally similar servers are in the OU, they all receive your SCW-authored security policy.

Group Policy Object Editor

The Group Policy Object Editor (GPOE) is the user and computer configuration management tool that is included with Active Directory. Group Policy settings include security settings in the Group Policy Object Editor UI even though security settings are displayed and processed differently from most of the other Group Policy settings. For example, security settings are persistent in the registry, whereas Group Policy administrative templates settings are rewritten whenever policy is refreshed.

GPOE is used to edit all Group Policy objects, including those converted from SCW format. So SCW makes GPOE more useful by supplying GPOs tailored to server types.
Group Policy Management Console

GPMC answered the need for easier analysis, planning, and backup of policy in an Active Directory environment, where multiple GPOs frequently apply to the same system and custom OU arrangements affect inheritance. GPMC is made available as a free download. It supports all enterprise-wide Group Policy tasks with the exception of editing individual GPOs, which is still done with GPOE.

In particular, GPMC is used for linking GPOs to OUs. Linking is the mechanism by which GPOs are applied to the users and computers within the OUs.

If you use GPOE to edit a GPO that includes SCW security policies, be aware that security settings authored manually in GPOE take precedence over the same settings applied using SCW. 

If SCW-authored settings are transformed into a GPO, the decision as to which settings take precedence is determined by ordinary GPO inheritance rules.

Security Templates and Precedence

In addition to using SCW to author security policies, you can also apply security settings by using security templates. security templates are .INF files such as securedc.inf that are located by default in %systemroot%\security\templates\ and you can see the security template settings in GPOE and GPMC in the following location: 

GPO_Name\Computer Configuration\Windows Settings\Security Settings\

The configuration changes that can be made by using the SCW UI without the use of security templates partially overlap the configuration changes available by using security templates alone. Neither set of configuration changes totally includes the other. For example, the SCW UI includes IIS settings that are not included in any security template. Conversely, security templates can include such items as Software Restriction policies, which are not configurable through SCW UI. Some configuration changes, such as IP Security (IPsec) policies, can be set by using the SCW UI, or by attaching a security template to the native SCW policy file (.xml file), or by using both methods. If you use both methods, however, conflicting policy settings are resolved by using the precedence rules explained later in this section.

In addition, the scwcmd.exe command-line tool with its transform option supports the creation of new, unlinked GPOs from SCW policies. This means that there are, in effect, three ways to use security templates:

· If you are familiar with Group Policy, and have used the Group Policy Object Editor (GPOE) and Group Policy Management Console (GPMC), then you are familiar with attaching a security template to a Group Policy object (GPO) by right-clicking Security Settings, clicking Import Policy, and then browsing to the .inf file.
· A second way is to include a security template in an SCW policy from the Security Policy File Name page of SCW by clicking Include Security Templates, and then clicking Add. As with the Group Policy method, you then browse to a .inf file.
· The third way is to attach a template to a .xml policy file (as just described) and then type at the command line scwcmd transform /p:policyfile.xml /g:GPOdisplayname to create a GPO, which you then link using GPMC.
In an environment utilizing Group Policy, SCW, and multiple security templates, use the following guidelines to anticipate the precedence of security settings:

· Security policy applied through Active Directory-based GPOs has higher precedence than security policy applied through SCW policy files (.xml files).

· Precedence among GPOs is unaffected by whether each GPO was created by scwcmd.exe or not: Only the standard Active Directory inheritance rules (in which local, site, domain, and organization unit GPOs are applied in succession) and link order determine precedence for GPOs.

· Security policy set in the SCW UI has higher precedence than conflicting policy set in .inf security templates that are attached to the .xml policy file.

· If multiple security templates are attached to the .xml security template, a template that is listed higher in the Include Security Templates dialog box has precedence over a template that appears lower in the list.

Always test security policy in a lab before deploying it to your live production servers.
Deploying SCW security policy as Group Policy objects

Once you have used scwcmd transform to convert SCW policy into GPOs, those GPOs are no different than any other Active Directory GPOs from the standpoint of GPMC and GPOE.

See the Group Policy and GPMC Help for instructions on linking GPOs.
Rollback considerations

Rolling back SCW policies is not part of routine SCW deployment, but you might face circumstances where you want to roll back an SCW security policy. In those cases, keep the following rollback considerations in mind. 

A best practice facilitating rollback of SCW policies is to put the policy settings for a server type into just one SCW policy file rather than several. 

Rollback can be carried out through the SCW UI, or alternatively through the command-line tool by using the scwcmd rollback command. Type scwcmd rollback to see how the rollback parameter is used.

XML files supporting rollback are created and stored by default in %systemdir%\security\msscw\RollbackFiles. SCW and scwcmd.exe look in that location, so you won’t generally need to do anything with these files yourself. This is just for your information.

If, after you roll back a security policy, some services do not behave as expected, check whether services that were started manually were stopped. If you apply a security policy that disables manually-started services and then roll back this policy, those services might need to be restarted manually.
There are special rollback considerations for Windows Firewall and Internet Information Services (IIS) settings:
Windows Firewall 

Keep in mind that SCW policies affect Windows Firewall and IPsec settings based on server roles, approved applications, and port behavior. If you make changes to Windows Firewall and IPsec outside of SCW, .the system may not behave exactly as you might expect after rolling back SCW policies.
Internet Information Services (IIS)

IIS settings within SCW policies are lost when the .XML policy files are transformed into GPOs. This means that neither the application nor the rollback of IIS settings is supported by GPMC. To apply or roll back IIS settings, you need to use the SCW UI or scwcmd configure at the command line.

You will only see the IIS section of SCW if you have selected the Web Server role on the Select Server Roles page of SCW.
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