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Job Aid 1

Active Directory Branch Office Planning Guide

Abstract
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Introduction

This document is your starting point in gathering the information you need to plan an Active Directory Branch Office implementation. Please fill in as much information as you can. This document follows the Microsoft Solutions Framework (MSF) principles and is very easily transformed into a report. 

Note: This document contains sections that have sample diagrams. Also, some of the tables contain sample data (shown in red). 

VISION/SCOPE 

Evaluate Corporate Business Objectives

	Question
	Detailed Answers
	Completed

	What are your organization’s strategic business objectives?

This information may already be published as part of your organizational mission statement.
	Short Term:

________________________________




________________________________




________________________________




________________________________



________________________________



________________________________

Medium Term:
________________________________




________________________________




________________________________




________________________________



________________________________




________________________________

Long Term:

________________________________




________________________________




________________________________




________________________________




________________________________




________________________________




________________________________
	 FORMCHECKBOX 



 Determine Technology Goals and Objectives

	Question
	Detailed Answer
	Complete

	What are the most important technology goals and objectives for your organization?
	1. _____________________________________________

2. _____________________________________________

3. _____________________________________________

4. _____________________________________________

5. _____________________________________________

6. _____________________________________________

7. _____________________________________________

8. _____________________________________________

9. _____________________________________________

10. _____________________________________________


	 FORMCHECKBOX 



	Is your corporation involved in a telecommuting initiative?
	
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No
	 FORMCHECKBOX 


	If yes, please describe the program.
	
	 FORMCHECKBOX 


	What percentage of office-based employees will access the network from remote locations?
	
 FORMCHECKBOX 

Less than 5%


 FORMCHECKBOX 

Between 5% and 25%


 FORMCHECKBOX 

Between 25% and 75%


 FORMCHECKBOX 

More than 75%
	 FORMCHECKBOX 



 Formulate Preliminary Cost/Benefit Analysis

	Question
	Detailed Answer
	Complete

	What are the costs and how will they trade off against the benefits?


	
	 FORMCHECKBOX 



Determine the Project Scope

	Question
	Detailed Answer
	Complete

	What is the scope of the deployment project?
	
 FORMCHECKBOX 

Global or International


 FORMCHECKBOX 

Multi-Regional


 FORMCHECKBOX 

Single Region


 FORMCHECKBOX 

Single Location


 FORMCHECKBOX 

Other 

​​​​______________________________
	 FORMCHECKBOX 


	Other information to go in here

	
	 FORMCHECKBOX 



Determine Major Milestones

You may have already fixed a date by which you want the project to be completed. If this is the case, then you need to work backwards from that date.

	Question
	Detailed Answer
	Complete

	What are the milestones that you will need to achieve to complete the project on time?
	PROJECT START DATE


____/____/____

Vision/Scope Phase Complete

____/____/____

Planning Phase Complete


____/____/____

Development Phase Complete

____/____/____

Proof-of-Concept Phase Complete

____/____/____

Pilot Phase Complete



____/____/____

Deployment Phase Complete

____/____/____ 

Post-Implementation Review Complete 
____/____/____

PROJECT COMPLETION DATE

____/____/____


	 FORMCHECKBOX 



Secure Executive Project Sponsorship/Funding

No project of this nature will succeed without firm commitment and sponsorship from at least one board-level member of the organization.

	Question
	Detailed Answer
	Complete

	Who is sponsoring this project?
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________

Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	Have we secured funding for this project?
	
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 We’re working on it
	 FORMCHECKBOX 


	What is the budget?
	

_________________
	 FORMCHECKBOX 


	Who is controlling the budget?
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 



Reporting

The following are people you may need to report to or brief on the progress of the project.

	Chief Executive Officer/
Managing Director
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	Operations VP/
Operations Director
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	Chief Information Officer/
IT Director (if not the Executive Sponsor or the Product Manager)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 



Business Decision Makers/Departmental Heads

You may need to approach Departmental Heads for pilot users during the pilot phase.

	Sales VP/ 
Sales Director
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	Marketing VP/
Marketing Director
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	Accounts VP/
Accounts Director
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 



Print as many copies of this page as required.

	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 


	(Enter Business Unit name here)
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________
	 FORMCHECKBOX 



PLANNING

Assemble Project Teams and Define Roles

These roles map to the MSF Roles.

	Role
	Role Description (please define roles)
	Available

	Do we have defined teams and team members that are going to work on the project?
	
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 We’re working on it
	

	Product Manager
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	

	Project Manager/Program Manager
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Infrastructure Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Deployment Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Desktop Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Intranet/Internet Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 



	Browser Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Active Directory/Directory Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Network Manager/Administrator
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Testing/Quality Assurance team 
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	User Education/Training/
Communication
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Logistics Management
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Active Directory Architect


	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 



	Network Analyst 
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Help Desk Manager/
Technical Support Manager
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 


	Development
	Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________

Name:  
____________________________________

Tel:

____________ e-mail:  _________________
	 FORMCHECKBOX 



	Question
	Answer
	


	Have we established Sub-team Roles and Responsibilities? 

(Infrastructure, Security, Server, etc.)
	Sub-team:
__________________________________

Roles:

__________________________________

Responsibilities:_________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

Sub-team:
__________________________________

Roles:

__________________________________

Responsibilities:_________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

Sub-team:
__________________________________

Roles:

__________________________________

Responsibilities:_________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

Sub-team:
__________________________________

Roles:

__________________________________

Responsibilities:_________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________

______________________________________________


	 FORMCHECKBOX 



Detail Current Computing Environment 

Use this section as a reminder of the types and categories of documentation that may be available. Note that there are sections within the remainder of this job aid that will provide some of the information indicated.

	Documentation Type
	Contents
	Examples
	Present?

	Technology 
	Architecture of the directory
	Architecture Requirements

High-level Design Requirements

Server Design

Site Design

Directory Replication

Windows 2000 Domain Design

Name Resolution: DNS

Windows 2000 DHCP Design
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 
 

 FORMCHECKBOX 

 FORMCHECKBOX 


	Deployment and Migration
	How the initial deployment was conducted
	Server Build and Deployment Process
	 FORMCHECKBOX 


	Staffing and Skills
	Support staff information
	Organization Chart for the support organization 

Competency profiles and job descriptions for the following classes of operations personnel: 

 - Development

 - Engineering 

 - Deployment 

 - Operations 

 - Administration 

 - Help Desk 

 - User Education (Documentation)
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


	Project Planning
	Details of the initial planning process for the existing implementation
	Services

Change Management

Functional Specification

Server Release Strategy

Development/Engineering

Testing

Deployment and Retrofit

Deployment Schedule

Site Discovery
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 


	Operational Tools and Processes
	Processes to manage the directory
	Backup and Recovery procedures

Descriptions of regularly scheduled maintenance

Process for the application of OS Service Packs

Status Monitoring produres 

Replication topology

Server Services

Event Logs

Performance Trending

Service Level Agreements

Metrics

Reporting

Incident Tracking

Escalation procedures including:

 - Internal Escalation

 - External Escalation

Remote Operation Capabilities

Network Monitor Agent usage guidelines
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 



Detail Business Organizational Requirements

Business organizational requirements include statements on sales, profitability, funds raised, employee satisfaction, and so forth.

	Business Requirement
	Comments

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Detail Geographic Considerations

Please record your geographical locations and any specific considerations.  You may want to include information on connectivity issues. Duplicate this page as necessary.

	Location
	Considerations

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Detail Key Business Processes

Record information about the various business processes within the organization (such as production, marketing, and sales) that will be affected by the deployment of Windows 2000 Active Directory™ service.

	Process
	Considerations

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Detail Information Architecture/Flow

Use this page to map out a representation of how information flows within your organization. 
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Detail Technology Architecture

Use this page to map out a representation of your technology architecture. 

Detail Server Hardware & Software Inventory

The following configurations are only examples and are not recommendations. You should perform your own analysis of server capacity.

	Make and Model
	Server Function
	Processor
	RAM
	Network Card
	Storage
	Operating System 
	Applications

	Compaq Proliant ML530
	Medium Mailbox
	Dual Xeon 1GHz
	512MB
	2x100Mb 3Com
	36GB RAID5

RAID 1 System/Boot
	Windows 2000 SP1
	Exchange 2000

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Detail Client Hardware & Software Inventory

If you have Systems Management Server or other network management software installed, you should be able to obtain this information from there. 

	Make/Model
	No. 
	Processor
	Memory
	Network Card
	Storage
	OS
	Apps

	Dell Dimension XPS
	200
	Pentium III
	64MB
	10Mb 3COM
	18GB
	Win98
	Office 2000, AutoRoute 98, IE5.5

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Detail Current and Future Information Technology Standards

Complete all of the following information.

	Standard
	Comments

	Mission Critical Servers
	Should all demonstrate 99.99% availability



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Detail Current Administrative/Service Delivery Model

For each process, complete all of the following information.

	Process
	Comments

	Administrative Model


	

	Service Delivery Model


	


Document Current Computing Environment

Current LAN Network Topology

You must examine and document the local area network (LAN) connections within each geographical location. If a graphical representation of the LAN does not already exist, you should create one. Include in this diagram information detailing how the subnets within the facility are connected. The diagram’s complexity will vary depending upon the size of the location. 

The LAN diagram you create should contain the following information:

· The type of network being used at this location, for example: Ethernet or token ring

· Whether there are any established firewalls, and if so, how they are configured

· The speed of the LAN, for example: asynchronous transfer mode (ATM), 10-megabytes (MB), 16-MB, 100-MB, and so on

· The protocols that are being used, for example: IP, IPX/SPX, and so on

· The subnets that are being used within this location

· The subnets that are being defined but not used

· How the subnet is connected, for example: switches, routers, and so on

· Whether local WINS servers are defined for this location, and if so, what the IP addresses are for these servers

· Whether there are local DNS servers defined for this location, and if so, what the IP addresses are for these servers

· Whether there is a static IP addressing scheme used for this location

· The remote access strategy for this location

· Whether users connect to this location or another location for access, if remote access is required

This is a sample Microsoft Visio® 2000 drawing and diagramming software network diagram. Please attach or replace with your current network design.

[image: image5.wmf] 


Current WAN Network Topology

Attach or create a diagram of your organization’s wide area network (WAN), if applicable.
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Also, complete the following table for each WAN link.

	Originating Location 
	Destination Location 
	Speed
	Type
	CIR
	Utilization
	Incoming /Outgoing Bandwidth
	VPN
	Protocols
	IP Info 

	HQ
	UK RHQ
	T1
	Fiber
	1.544 Mbs
	35%
	1.544/1.544 Mbs
	No
	IP
	131.107.2.x

255.255.255.0

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


WAN Administration and Configuration

Complete all of the following information.
	Question
	Detailed Answer

	Who is the primary technical contact for the WAN? Supply the name and phone number. 
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________

	Are there additional contacts in each business unit? Please supply their names as well. 
	Name:  
_______________________________________

Position:
_______________________________________

Tel:

______________  e-mail:  __________________

	What network protocols does your WAN support?
	TCP/IP



 FORMCHECKBOX 

IPX/SPX


 FORMCHECKBOX 

Banyan Vines


 FORMCHECKBOX 

DLC



 FORMCHECKBOX 

X.25



 FORMCHECKBOX 

ATM



 FORMCHECKBOX 

_______________

 FORMCHECKBOX 

_______________

 FORMCHECKBOX 




	Will the supported protocols change in the future? 
	

	If exceptions are made to the standard protocols, how are those decisions made?
	


Network Operating Systems

Microsoft Windows NT®

Complete all of the following information.

	Question
	Answer
	Comments

	Number of Window NT Domains?
	
	

	Number of trusts?
	
	

	Number of groups used to give permissions to users?
	
	

	Who is responsible for giving permissions?
	
	

	Who is responsible for creating Group Policies?
	
	


Other

Complete the following information for any other NOS that coexists with Windows NT.

	Other NOS
	Type and No. of Servers
	Comments

	Novell NetWare
	
	

	Unix and variants
	
	

	Other 
	
	


Windows NT Network Diagram

Create a global diagram of your Windows NT layout, including:

· All domains, including trust relationships

· Whether trusts are one-way or two-way

· When and how each domain is scheduled for migration to Active Directory

· A description of plans for domain consolidation, if any

The domain diagram should show:

· Where the primary domain controllers are located for each domain

· Where the backup domain controllers are located for each domain
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Overview of the Networking and Remote Access Services

DNS Questions

· Is DNS currently deployed internally? If so, under which operating system is DNS running?

· Which version of DNS is running? 

· Which are the primary and secondary DNS servers?

· Has DNS been integrated with Active Directory?

· What are the DNS namespaces that are currently deployed within the organization?

· Are the clients configured to use DNS?

Networking Services

Complete all of the following information.

	Networking Services
	No. of Servers
	Location
	Comments

	DNS


	
	
	

	DHCP


	
	
	

	WINS


	
	
	

	Remote Access


	
	
	

	VPN Solution


	
	
	

	Exchange Server


	
	
	

	Web Server


	
	
	

	Firewall


	
	
	


Technical Support

Complete all of the following information.

	Question
	Answer
	Comments

	Describe the technical support structure for your directory.
	
	

	Please include escalation and problem tracking procedures.
	
	

	Describe the training provided for analysts supporting the current directory.
	
	

	Please include the escalation procedures and any problem tracking procedures.
	
	


User Census

Indicate, by geographic location, the total number of users in your environment. Use the table below as a reference for collecting this information and the table that follows it to input the data. The Business Manager may refer you to an additional resource to provide this information. 
	Business Unit or Division
	Location
	Number of Users
	Comments

	Sales
	North America
	100 Offices with 50 Workers
	

	
	Europe
	100
	

	
	Asia
	100
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Perform Risk Assessment

Complete all of the following information.

	Question
	Answer
	Complete

	Identify mission-critical applications.
	1. _____________________________________________

2. _____________________________________________

3. _____________________________________________

4. _____________________________________________

5. _____________________________________________


	 FORMCHECKBOX 


	Identify the type of applications, for example database, line-of- business, web-based, messaging or mail-enabled, DCOM, and so forth.
	
	 FORMCHECKBOX 



Identify and Analyze Potential Risks

Complete all of the following information.

	Question
	Answer
	Complete

	Record the risk identifiers for the respective risks. The next section provides space for you to analyze each of these risks. 
	1. _____________________________________________

2. _____________________________________________

3. _____________________________________________

4. _____________________________________________

5. _____________________________________________

6. _____________________________________________

7. _____________________________________________

8. _____________________________________________

9. _____________________________________________


	 FORMCHECKBOX 



Detailed Risk Assessment

You should print and complete a copy of this page for each identified risk on the previous page.
	Item
	Answer

	Risk Identifier 
	

	Risk Source
	

	Risk Condition
	

	Risk Consequence
	

	Risk Probability
	________ %

	Risk Impact Classification
	

	Risk Impact
	

	Risk Exposure
	

	Risk Context
	

	Related Risks
	


Backup / Restore

Answer these questions to document existing backup and data restoration capabilities. Please describe the procedures currently in place to backup and restore data contained in your current directory.

	Question
	Answer
	Comments

	How often is the directory backed up? 
	
	

	What backup device and software do you use?
	
	

	How long do you keep your backup data?
	
	

	What backup method  (full, incremental, and so on) do you use?
	
	

	Are users able to access the system during this process?
	
	

	What restoration procedures exist?
	
	

	Where is the documentation of the above?
	
	


Disaster Recovery

Answer these questions to document your disaster recovery procedures.

	Question
	Answer
	Comments

	Do you have offsite data backups?
	 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

	

	Do you have a hot spare server?
	 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

	

	Do you have a plan to recover from a physical disaster, such as a fire or flood?
	 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

	

	Do procedures that ensure system security against intruder attack exist?
	 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No

	


Proactive Support/Preventive Maintenance

Complete the following information to document your support and preventive maintenance tools and procedures.
	Procedure/Tool
	Description

	Please provide any preventive maintenance procedures for each component of the network.


	

	Describe any tools used to detect and repair network problems proactively. 


	


Security Considerations

Describe any special security risks or considerations for your directory environment.
	
	
	Comments

	Identify the security risks that apply to your network: internal and external, physical and non-physical.
	1. _____________________________________________

2. _____________________________________________

3. _____________________________________________

4. _____________________________________________

5. _____________________________________________

6. _____________________________________________

7. _____________________________________________

8. _____________________________________________

9. _____________________________________________

10. _____________________________________________


	

	Assess solutions for identifiable security risks
	
	

	Determine what part of the user community needs to use strong authentication for interactive or remote access login
	
	


Windows NT 4.0 Security Design

Enter details about accounts and their respective group memberships.

	Domain
	Account 
	Group Membership
	Comments

	HQ
	John Smith
	Administrator
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Windows 2000 Security

Enter details about accounts and their respective group memberships.
	Domain
	Account 
	Group Membership
	Comments

	HQ
	John Smith
	Administrator
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Network Security

Use this section to list the various network security components, such as passwords, remote access permissions, VPN, tunneling settings, encryption, and so on.

	Component
	Value
	Comments

	Passwords
	8 characters, mixture of letters and numbers
	Change every 30 days, remembers 6 old passwords.

	RAS Access
	Only to members of External Access Local Group
	Includes sales and management global groups
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