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Abstract

This subject helps you deploy RMS in your organization by providing instructions for setting up a supporting infrastructure, setting up and securing RMS, and guidelines for decommissioning RMS if you need to make changes to the deployment.
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Deploying an RMS system

To deploy Microsoft® Windows® Rights Management Services (RMS), you need to establish an appropriate infrastructure, install and provision RMS on your servers, deploy the RMS client on the desktop computers of your organization, and test and tailor the deployment to meet organizational needs.

This subject helps you deploy RMS in your organization by providing instructions for setting up a supporting infrastructure, setting up and securing RMS, and guidelines for decommissioning RMS if you need to make changes to the deployment.

In this subject

Preparing for an RMS Deployment

Distributing the RMS Client

Setting Up the Supporting Infrastructure for RMS

Setting Up RMS

Deploying RMS Across Forests

Securing the RMS Deployment

Decommissioning RMS
Preparing for an RMS Deployment

Before you deploy RMS, review your system design, test the connectivity, publishing, and licensing of your RMS system in a controlled pilot environment, and then detail how to migrate from your test environment to your enterprise. 

This section covers:


Reviewing Your RMS Design

Setting Up a Test Environment

Migrating a Pilot RMS Deployment to a Production Deployment
Reviewing Your RMS Design

Before you start your deployment, ensure that your RMS plan addresses the following issues:


An RMS-enabled client application has been selected and roll-out plans are in place.


A method for distributing the RMS client has been determined.


A database server is installed and accessible.


An RMS topology, either basic or distributed, has been selected.


Active Directory is installed on domain controllers running Windows 2000 with Service Pack 3 (SP3) or later, and all users have a contact object with an e-mail attribute configured. Windows Server 2003 is installed with the latest updates. Message Queuing, Internet Information Services and ASP.NET version 1.1 are enabled. 
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Note: 

If you plan to install RMS on a 64-bit computer, review "Software Requirements for RMS" in "Planning an RMS Deployment" in this documentation collection for special configuration instructions.


Load-balancing and server failover methods are defined.


DNS registration is configured for the RMS servers.


Backup and recovery plans are in place.


Security considerations as appropriate for your organization are complete.

Setting Up a Test Environment

RMS integrates with your existing Active Directory infrastructure and database servers, such as those running Microsoft SQL Server™ 2000. Because of the critical nature of these supporting components, you should thoroughly test RMS in an isolated test environment before you deploy it in your organization. This requires that you set up separate Active Directory and database server installations in the test environment. 

Start with the most basic configuration of an RMS server in a forest with a database server and a client. After you gain familiarity with RMS, your configuration can grow to closely match the topology that you will deploy in your organization’s production environment, adding multiple forests and external access as necessary. Although your test environment may not include all of the redundancy and multiple site configurations of the organizational deployment plan, it should include at least one server running of each of the supporting components that you need to deploy. 

The following list describes a possible minimal configuration for a test environment that you can use to test a basic configuration for RMS:


A domain controller running Windows 2000 Server with Service Pack 3 (SP3) or later, as well as SQL Server 2000 with SP3a installed. SQL Server hosts RMS logging, configuration, and directory services databases. RMS can be used with either Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) Release A or SQL Server if the database will be on the same server as RMS. If you are going to be using a remote server for database support, SQL Server is required. You can download MSDE 2000 from the Microsoft Web site.
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Note: 

Windows 2000 Server with Service Pack 3 (SP3) is the minimum requirement for the domain controller, but Windows Server 2003 is recommended due to performance enhancements in Active Directory group expansion.

It is recommended that MSDE 2000 be used to support RMS databases only in test environments because MSDE 2000 does not support any network interfaces. In addition, the terms of use for MSDE 2000 specify that you cannot use SQL Server client tools to manipulate a MSDE 2000. With this restriction, you will be unable to view logging information or change data stored in the configuration database.


A root certification server running Windows Server 2003, on which RMS is installed and provisioned. You can add more servers to create a root certification cluster as your testing progresses if desired.


A client computer running Windows XP Professional, RMS client, and an RMS-enabled application. 


User accounts that have e-mail address attributes in Active Directory.

For information about the installation and configuration of a basic RMS infrastructure, as well as how to apply the infrastructure requirements to a production environment, see "" later in this subject.

Migrating a Pilot RMS Deployment to a Production Deployment

Many organizations elect to deploy RMS in a pilot deployment before implementing the technology throughout the organization. The pilot program normally has a limited number of users and the server may be maintained locally by a dedicated administrator instead of being part of a data center that is maintained by an IT group. When the organization implements RMS in the data center for all clients after the pilot is complete, new RMS servers are deployed to support the larger number of possible users. 

However, RMS-protected content is tied to the RMS server that was used to create it, so if a server is removed or replaced, steps must be taken so that content that was encrypted using the pilot RMS servers can be decrypted and licensed using the production RMS servers.

If you have deployed RMS as a pilot program and want to move the RMS server into the production environment of your organization and you also want to maintain the integrity of content that was protected by using the pilot RMS server, you should create a migration plan that will ensure a smooth transition and provide the ability to roll back to the pilot program if necessary to recover data. 

The following steps are provided as an example of some of the items that your migration plan should include; your deployment may have additional requirements.

	Server
	Step
	Notes

	Pilot
	Back up the RMS configuration database.
	This allows you to restore the pilot server if necessary. 

The configuration database includes the RMS private key. 

Make sure you know the private key password.

	Pilot
	If you used a Hardware Security Module (HSM) to protect the RMS private key, back up the configuration of the HSM as directed by its manufacturer.
	You will be restoring the HSM on the new server.

Make sure that you have all of the necessary components to install and configure the HSM available.

	Pilot
	Export the Trusted Publishing Domain file.
	This allows another RMS server to decrypt publishing licenses created by this server and issue use licenses to the protected content.

The trusted publishing domain includes the server licensor certificate, the RMS private key, and any rights policy templates that this server has established.

The trusted publishing domain file is an XML file that is encrypted by a strong password that you specify when you create the file. You must also have this password to import the trusted publishing domain file.

	Pilot
	Export Trusted User Domain.
	This allows another RMS server to grant use licenses to users whose rights account certificates (RACs) were granted by the pilot RMS server.

The trusted user domain is established by importing the server licensor certificate of this server into the other RMS server.

	Production
	Prepare the new server to be the root certification server.
	Make sure that it can access the database server, and that IIS and Message Queuing are installed.

If possible, use the same server name for this server.

	Production
	If you use an HSM install the HSM and restore its configuration from the backup you created on the pilot server.
	Establishes the credentials required to decrypt the RMS private key.

	Production
	Install RMS.
	RMS will verify that all of the prerequisite services are installed and configured correctly.

	Production
	Provision RMS using a new private key. If you are using online enrollment, your server will be enrolled during the provisioning process by using the Internet to connect to the Microsoft Enrollment Service. If you do not have an Internet connection from this server, you need to use offline enrollment.
	If this server name is different than the pilot server name, you can modify the cluster URL setting to be the same URL as the pilot server. 

If you do not, you will need to set up an URL redirection from the previous cluster URL to the new cluster URL to enable users with pre-existing content to get use licenses.

	Production
	If you are using offline enrollment, complete the manual enrollment process for the new RMS server. For more information, see “To Manually Enroll a Root Certification Server” in “Operating an RMS Server” in this documentation collection.
	The RMS server cannot be used until it has been enrolled.

Also, the RMS administration pages cannot be accessed until the server has been enrolled.

	Production
	Import the trusted publishing domain file that you exported in step 3.
	The RMS service account must have read permissions to the location where the file is stored to successfully import the file. 

	Production 
	Re-sign each template that was imported with the trusted publishing domain.
	The templates are signed with the server private key. Because this server has a new private key the templates must be re-signed to be valid. For more information, see “To Re-sign a Rights Policy Template” in “Operating an RMS Server” in this documentation collection.

	Production
	Redistribute the templates to the client computers that took part in the pilot.
	The old templates need to be removed and replaced with the templates signed by this server.

	Production
	Import the trusted user domain file that you exported in step 4.
	Enables old client licensor certificates and RACs to be used.

If user accounts are being moved between forests as part of this migration, note that the accounts must have matching SMTP proxies.


Once you have completed setting up the production server, verify that pilot users can still create and read previously protected mail. You can then add as many RMS servers to the cluster as you need to support the number of users in your organization.

Distributing the RMS Client

Before client computers can participate in the RMS environment, they need to install the RMS SP1 client software, and then activate. The activation process establishes a lockbox and machine certificate for the currently logged on user. Activation is a local process and does not require a network connection. Once activation is successful, the first use of RMS by an enabled application will obtain a user certificate for the user. The RMS client can be installed on each client computer in the organization by using Group Policy, Windows Update, or an administrative script.
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Note: 

Whichever client distribution method is used, the RMS client uses either port 80 or port 443 to communicate with the RMS server. You should make sure that the client computer is able to make outbound requests to the RMS server on those ports.

Using Software Distribution
If your organization distributes software by using Group Policy, you can use this method to distribute the RMS client. If the RMS client is distributed this way, the user does not require administrator privileges and can install the RMS client either by using Add or Remove Programs in Control Panel or by opening RMS-protected content with an RMS-enabled application.

Using Windows Update
Windows Update provides the simplest way to install RMS client on a computer. This method has the advantage of using a mechanism that is familiar to users, but it does not allow you to implement organizational policies, such as checking files for potential viruses, before installing them unless you are using an update management system such as Windows Update Services. Users must have local administrator rights on their computers to install the RMS client by using Windows Update. 

Using Scripted Installation
To have the highest level of control over the process of client installation, you can acquire the software and then validate its integrity at every step of the installation process by running a script. 

For basic information about distributing the RMS client by using Group Policy, see "Deploy RMS Client using Group Policy" later in this subject.

For procedural guidance about RMS client deployment see "How to Deploy the RMS Client" later in this subject.

Setting Up SMS or Group Policy to Support Client Deployment

When you deploy RMS, an RMS-enabled application must be installed on users’ computers for users to protect content and to consume RMS-protected content. 

For an application to be RMS-enabled, it must integrate the RMS client into its operations. The RMS SP1 client is a separately downloaded Windows component from Rights Management Services. However, if you do not want to download the client individually to each client computer in your enterprise, you can use Microsoft Systems Management Server (SMS), Group Policy, or scripts to automate the delivery of the RMS clients to the client computers.

When you use SMS to distribute the RMS client you will need to do the following:


Create a new package definition file. 


Extract the Windows Installer files from the WindowsRightsManagementServicesSP1-KB839178-Client-ENU.exe file. To do this, first save the WindowsRightsManagementServicesSP1-KB839178-Client-ENU.exe file. Do not install it. For this example, assume the file is saved to c:\folder_name. Open a command prompt window and type the following command: 

	c:\folder_name\WindowsRightsManagementServicesSP1-KB839178-Client-ENU.exe /x/t:c:\folder_name


This will extract the MSDrmClient.msi and RMClientBackCompat.msi files from the .exe file and place them in c:\folder_name. 


Use the Windows Installer files for the package definition and source. 


Advertise the availability of the packages over your network. 
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Note: 

Administrative rights are required to install software; your organization’s security policy may require that a system administrator install the RMS client software.

For more information about using SMS to distribute software, see the SMS topics on the Microsoft Web site. 

For more information about deploying client software by using Group Policy, see the topics about Group Policy-based software deployment at the Microsoft Windows Resource Kits Web site. 

How to Deploy the RMS Client

The Rights Management Services (RMS) client must be installed before you can use any RMS features, such as Information Rights Management in Office 2003 and the Rights Management Add-on for Internet Explorer.

Many organizations choose to control the deployment of the client software in their organization. Either SMS or Group Policy can be used to deploy the RMS SP1 client.

Before you begin your deployment, download RMS client from the Download Center of the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=18134). 

Extracting the Installation Files

After you have downloaded the WindowsRightsManagementServicesSP1-KB839178-Client-ENU.exe file, you must extract the Windows Installer files from the executable package. 

You can use the following command line from a command prompt to do this:

WindowsRightsManagementServicesSP1-KB839178-Client-ENU.exe/x<path>
where "<path>" is the target directory where you want to place the extracted files.

Running this command will extract the following files to the target directory you specified:


Bootstrap.exe 

This is a wrapper file that is used by the executable file to install the other files included. It is not used when installing the RMS SP1 client by using SMS or Group Policy.


MSDrmClient.msi

This is the installation file for the RMS SP1 client. This installation will uninstall any previous version of the RMS client on a computer. This program should be installed on client computers first.


RMClientBackCompat.msi

This is the installation file that identifies the new SP1 client to RMS-enabled applications (such as Microsoft Office Professional 2003) that are dependent on the previous version of the RMS client so that the RMS SP1 client can be used instead. This program should be installed on client computers after the MSDrmClient.msi has been successfully installed.
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Note: 

Whichever installation method you choose to implement, you should ensure that both .msi files are successfully installed. If an error occurs that prevents installation of MSDrmClient.msi, RMClientBackCompat.msi should not be installed.  

Deploy RMS Client Using SMS
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To deploy the RMS client by using SMS

	1.
Open the SMS Administrator Console. 

2.
Expand the site database you want to use.

3.
In the left-hand pane, right-click Packages, choose New, and then click Package From Definition.

4.
Create packages from the MSDRMClient.msi and the RMClientBackCompat.msi files. The packages should have the following properties: 

General:


For Command line type the following:

msiexec.exe /q ALLUSERS=2 /m MSIDGHOG /i "<file_name>.msi"
Note   MSIDGHOG is a random value. Replace <file_name> with the name of the Windows Installer file that this package will be installing. 


For Run select the Hidden option.


For After running select the No action required option.


For Category select the Administrative Software option.

Requirements:

For Estimated disk space type 445 KB.


For Maximum allowed run time select Unknown.


Select the This program can run on any platform check box.

Environment:

For Program can run select the Whether or not a user is logged on option.


For Run mode select the Run with administrative rights option.


For Drive mode select the Runs with UNC name option.

Advanced:

Clear the Run another program first check box.


Clear the Suppress program notification check box under When the program is assigned to a computer.


Clear the Disable this program on computers where it is advertised check box.

5.
Set the Access Accounts and Distribution Points as appropriate for your organization.

6.
Create an advertisement to the appropriate collection. It is recommended that you use the Per-system unattended program in an SMS deployment.

7.
Schedule this advertisement according to the needs of your organization.


Deploy RMS Client using Group Policy

You can use the Software Installation and Maintenance feature of Group Policy to deploy the RMS SP1 client on target computers. 

Group Policy is the recommended method for actively managing the deployment of the RMS SP1 clients for organizations who are not already using a corporate update management solution such as Systems Management Server (SMS) 2003 or Windows Update Services (SUS).

When you use Group Policy to distribute a program, you can assign the program to computers. The program is installed when the computer starts and is available to all users who log on to the computer. For more information about Group Policy, see Group Policy Infrastructure. 

This procedure assumes you are using the Group Policy Management Console (GPMC). To download GPMC, see Group Policy Management Console with Service Pack 1 on the Microsoft Web site. 

The following procedure provides a quick guide for administrators unfamiliar with Group Policy–based distribution of software. You can modify these steps as necessary to meet the needs of your organization.
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To deploy the RMS client by using Group Policy

	1.
On a domain controller, open the Active Directory Users and Computers Microsoft Management Console (MMC) snap-in.

2.
Create a new organizational unit (OU) or select an existing OU.

If you created a new OU, add the computers on which you want to install the RMS Client.

3.
Right-click the OU and choose Properties.

4.
Select the Group Policy tab.

5.
Click New to create a new Group Policy object (GPO).

6.
Click Edit to edit the new GPO.

7.
In the console tree, expand Computer Configuration,Software Settings and then select Software installation. 

8.
Right-click in the console pane and then choose New, Package…
9.
Provide a path to the MSDRMclient.msi file on a network shared folder that the client computers can access.

10.
 Click OK to assign the package.

11.
 Repeat steps 5 through 10 to create a GPO that installs the RMClientBackCompat.msi file.
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Note: 

These steps are provided only as guidance for users that are not experienced in using Group Policy. If you are an experienced Group Policy administrator, you can follow your own operational procedures to distribute the MSDrmClient.msi package. In addition, these steps are for a domain controller running Windows Server 2003 — the process and terminology might be different on a Windows 2000 domain.

Setting Up the Supporting Infrastructure for RMS

Deploying RMS requires that you not only install the product components, but that you also set up the server-side and client-side infrastructures to support installing and testing all components. 

You should also identify which pieces of your existing infrastructure need to be modified to support RMS installation and usage. This can be as simple as adding the appropriate accounts, but it can also involve more extensive infrastructure changes, such as integration of databases and Active Directory. 

This section covers:


Setting Up a Basic Infrastructure

Expanding the Basic Infrastructure to Support Clustering
Setting Up a Basic Infrastructure

The manner in which you set up your infrastructure depends on the system requirements for the installation of RMS, as well as best practices for setting up your infrastructure. The basic server-side environment required to support RMS is a domain controller, a database server and an RMS server configured as a root certification server. The following topics provide setup procedures for these components of your infrastructure, as well as supplemental information related to deploying these components.
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Note: 

Deploying RMS requires that the RMS client software has been installed on the client computers that will be used with the RMS server. You can download the RMS client from the Microsoft Web site.

This section covers:


Setting Up a Domain Controller and Database Server

Preparing to Install the Root Certification Server

Creating the RMS Service Account

Setting Up Hardware Encryption Devices
Setting Up a Domain Controller and Database Server

Before you install a root certification server or a licensing server, make sure that you have implemented appropriate domain and database support by using Active Directory and a database server, such as SQL Server 2000 with Service Pack 3 (SP3) or Microsoft® SQL Server 2000 Desktop Engine (MSDE 2000) Release A. Although your production environment may already be running the required components, it’s recommended that you not use your production environment for testing.

The following procedures set up both a domain controller and a database server on a single computer in an isolated network for server-side testing purposes.
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Note: 

In this example, the database server runs on the domain controller. In a production environment, it is generally not recommended that you host other components on a domain controller. Active Directory and the database server are installed on the same computer in this example to enable installation of the complete infrastructure on a minimum number of computers.

If you choose to use MSDE 2000 as your database server, you should be aware that it does not support any network interfaces and that the terms of use for MSDE 2000 specify that you cannot use SQL Server client tools to manipulate an MSDE database. With this restriction you will be unable to view logging information or change data that is stored in the configuration database. Therefore, we recommend that MSDE 2000 only be used to support RMS databases in test environments.

	Infrastructure Component
	Steps to Set up a Domain Controller and Database Server
	Notes for Deployment in a Production Environment

	Operating system
	On a computer that meets the RMS hardware requirements but that is not yet connected to a network, install Windows 2000 Server with SP3 or later or Windows Server 2003. Use the NTFS file system on the partition.
	It is strongly recommended that you always install the latest service pack and updates. Use NTFS-formatted partitions.

	Network connection
	Make a connection to a network that provides Internet connectivity but that is isolated from the production environment.
	The Internet connection should have an appropriate firewall. 

	IP address
	Assign a static IP address to this computer.
	Always use static IP addresses for servers.

	Active Directory
	Log on as a local administrator.
	 

	 
	Click Start, click Run, type dcpromo in the Open box, and then click OK.
	  

	 
	When the Active Directory Installation Wizard starts, go through the wizard to create a new domain in a new forest, and to accept the default options, except for the following options:

Specify the domain name, for example, specify contoso.com.

Let the wizard configure DNS on the computer.

Select Permissions compatible only with Windows 2000 servers if all domain controllers are running Windows 2000 or later.

Provide a strong password for the local administrator.
	If new domains are required to implement RMS, set them up in Active Directory.

Always use strong passwords for all accounts.

	 
	Restart the computer when you are prompted to do so.
	 

	 
	Verify the functional level by opening the Active Directory Users and Computers snap-in, right-clicking the domain name, clicking Properties, and then verifying the setting that is in the Domain operation mode box. If there are no domain controllers that are earlier than Windows 2000 domain controllers, click Change mode to have the domain operate in Native mode.

Note: In Windows Server 2003, the setting Domain operation mode is replaced with Domain functional level.
	For optimum security and manageability, you should not use the Windows 2000 mixed functional level for RMS support.

	User accounts
	Create a domain user account to use as the RMS service account for RMS, such as ContosoRMS@contoso.com. Specify a strong password. Be sure that you specify an e-mail address for the user. If the e-mail address is not specified in Active Directory the user will not be able to get licenses and certificates from RMS.

Note: The RMS service account cannot be the same domain account that was used to install RMS.
	You should create a separate account in Active Directory to be used by the RMS service account. Include an e-mail address. Do not give the account any special permissions.

	SQL Server 2000 
	Log on to the server on which you intend to install the database. If it is the same server as the domain controller, you must log on as a domain administrator. 
	 

	 
	Follow the instructions provided with your database software to install the database server software. 
	 

	 
	Use server best practices to install the database server, such as: 


Provide a name for the database system administrator account and an organization name, for example, Contoso.


Provide a strong system administrator password.


Use integrated Windows authentication methods.
	You should use an integrated Windows Authentication Mode. If you cannot run your database server in this mode, contact your domain administrator and database server administrator to determine what changes may be required in the RMS setup.

	 
	Verify that the database service is stopped.
	 

	 
	Install any software updates for your database server. When you are prompted for a password, use the same password that you specified during installation.
	 

	 
	Restart the computer. Verify that the database service is started. 
	 

	 
	Verify that users accounts have valid e-mail address attributes in Active Directory.
	 

	 
	Ensure that the domain user who will be administering RMS (and provisioning the root certification and licensing servers) has the required database server permissions. If you are using SQL Server as your database server you can add a login identifier for the user who is using the SQL Server Enterprise Manager snap-in. In the snap-in, expand the server and the server group, and then expand the Security item. Click the Logins item, add a new login for the user’s domain account, click the Server Roles tab, and then select the Server Administrators check box. 
	Important: All users and groups who use RMS to acquire licenses and publish content must have an e-mail address configured on their account in the Active Directory Users and Groups MMC snap-in, on the General tab of the user Properties.

	Internet connection

(optional)
	Verify that your browser and server (including any required proxy server configurations), TCP/IP, and LMHOSTS/HOSTS are configured correctly to access the Internet. Test this by going to http://uddi.microsoft.com. If you can open this page, RMS can connect to the Microsoft Enrollment Service. 
	Go to http://uddi.microsoft.com to verify Internet access.

	Software updates
	Download and install the latest updates for the software that is installed on this computer (including the latest Windows updates from www.microsoft.com). 
	Always download and install the latest service updates.


After you follow all of the previous steps, you are ready to do the initial setup (including installing prerequisite software) on the computers that will run RMS.

Preparing to Install the Root Certification Server

In the example test installation, there is only one root certification server. If you want, you can set up additional servers, either as part of a root certification cluster or as a separate licensing server cluster. The infrastructure setup for all such servers is the same, so you will need to perform the procedure that is provided in this topic on each of those servers.

After you install the domain controller and set up the database servers (as covered in the previous section), and then complete the steps in the following table, you will be ready to install RMS.

	Infrastructure Component
	To Prepare the Server for RMS Installation
	Notes for Deployment in a Production Environment

	Operating system
	On a computer that meets the RMS hardware requirements but that is not yet connected to a network, install the Windows Server 2003 operating system and use the NTFS file system for the partition.
	It is strongly recommended that you always install the latest service pack and patches. Use NTFS-formatted partitions.

	Internet connection

(optional)
	Make an Ethernet connection to a network that provides Internet connectivity but that is isolated from the production environment. If you will be using online enrollment to enroll the RMS server as part of the provisioning process, your server must have Internet connectivity. 
	If you are using the on-line enrollment, make sure the Internet connection has an appropriate firewall. 

	IP address
	Assign a static IP address to this computer.
	Always use static IP addresses for servers.

	Join this computer to the domain
	Log on to the computer as a local administrator. Click Start, right-click My Computer, click Properties, click the Computer Name tab, and then click Change.
	Use the same domain for all servers.

	 
	Leave the computer name as it is, click Domain, and then type the name of the domain name, for example, type Contoso.com and then click OK. Provide the user credentials that allow you to join the domain, click OK, and then restart the computer when prompted. After the computer restarts and you are prompted for logon credentials, provide the appropriate domain, user name, and password.
	 

	User and logon
	Right-click My Computer, click Manage, expand Local Users and Groups, click Groups, and then double-click Administrators.

Click Add, specify the name of the user account to be added (such as Michael@contoso.com), and then click OK. Give the user account Administrator privileges. When you are prompted for credentials, provide the appropriate credentials, for example, Contoso\Administrator.

Log on as a domain user with Administrator privileges on the computer.
	Administrator rights are required to add components to this computer. Some installation steps cannot be completed by using the local administrator account. You must have at least one domain user on this server that is an administrator. Also, SQL Server requires System Administrator rights to create new databases.

	Internet connection 

(optional)
	Using an internet browser, go to http://uddi.microsoft.com/ to verify Internet access. On computers that are running Windows Server 2003, the Lmhosts and Hosts files may need to be changed to include the domain controller. 
	Go to http://uddi.microsoft.com to verify Internet access.

	Windows Activation
	You can use the Activation Wizard to activate Windows with Microsoft using an Internet connection or you can contact activate Windows by telephone. For more information about Windows Server 2003 product activation, see Windows Server 2003 Help and Support Center. 
	Windows Server 2003 must be activated within 14 days of installation.

	Software updates
	Make sure to install the latest software updates for the software that is installed on this computer. 
	Install the latest software updates.

	Configure Internet Explorer
	RMS uses a Web interface for administration. Some of the default security settings may prevent pages from rendering correctly. Some pages in the RMS Administration Web site use pop-up windows for some configuration options.
	 


After you finish all of the previous steps on both of the servers, you are ready to install and provision RMS on the servers.

Creating the RMS Service Account

During installation, RMS creates a security group called RMS Service Group on the local computer and grants to it the appropriate permissions on all of the resources that are required for RMS to operate.

When you provision RMS on a server, you specify a user account as the RMS service account. The account that you specify is made a member of the RMS Service Group, and is thereby granted the permissions that are associated with this group. During normal operations, RMS runs under the RMS service account for most purposes.
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Note: 

The RMS service account cannot be the same domain account that was used to install RMS.

For security reasons, it is highly recommended that you create a special user account to use as the RMS service account, and that you use this account for no other purpose. In addition, you should not grant this account any additional permissions.
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Important: 

You should create this special user account before you install and provision RMS.

For more information about the permissions that are granted to the RMS Service Group and the accounts under which RMS runs, see “RMS Security Model” in “RMS Technical Reference” in this documentation collection.

Setting Up Hardware Encryption Devices

RMS can use either the standard Windows cryptographic service providers (CSPs), such as basic and enhanced CSPs, to generate the public and private keys that will be stored in the configuration database and used to protect content. It is recommended that these keys have additional protection applied to them because they are stored in software. To provide higher-level key protection, a hardware-based CSP provided by a hardware security module (HSM) can be used.

If you will be using an HSM to provide additional security for your server keys, install and configure the hardware on the servers before you start the installation of RMS.

Expanding the Basic Infrastructure to Support Clustering

If you are implementing clusters for larger deployments, ensure that your infrastructure is set up to support clustering requirements. The following items should be included in your deployment plans.

DNS Registration

Make sure that any DNS registration that is done to expose the virtual IP address to the extranet also exposes the address to the intranet. 

If DNS registration is not done for the intranet, internal client license requests will fail. If you cannot modify the DNS settings, the hosts table of each server that is in the cluster can be modified to map the cluster URL to the cluster’s virtual IP address. DNS registration needs to be done before the service is provisioned; if you have already provisioned the service, you must remove RMS from the server and then repeat the provisioning process.

Load Balancing

Set up the required hardware and software to enable the deployment of load-balancing servers, the Network Load Balancing service, or hardware load balancing, as appropriate, to distribute the requests across the cluster.

Setting Up RMS

After you complete the infrastructure setup, you are ready to install and provision RMS on each server.

After the RMS installation is finished, the Global Administration page of the administration Web site opens. It lists all Web sites that are on the server, any of which you can use to provision RMS.

This section covers:


FIPS Compliance Issues for RMS

Setting Up Certification and Licensing Services on the First Server

Adding Servers to Support Certification and Licensing
FIPS Compliance Issues for RMS

Rights Management Services (RMS) version 1.0 Service Pack 1 (SP1) is designed to work effectively in organizations that require the use of FIPS-evaluated cryptographic functionality. 

Federal Information Processing Standard 140-1 (FIPS 140-1) and its successor FIPS 140-2 are US Government standards that provide a benchmark for implementing cryptographic software. They specify best practices for implementing crypto algorithms, handling key material and data buffers, and working with the operating system.

RMS can be implemented as part of a FIPS-compliant system to provide a means of protecting confidential data.


The FIPS-evaluated cryptographic service providers restrict the functionality to: TLS_RSA_WITH_3DES_EDE_CBC_SHA. This restriction forces the security channel provider to negotiate only the stronger Transport Layer Security (TLS) 1.0 protocol. It may be necessary to configure Internet Explorer to support TLS, however many third party Web servers do not support TLS. For more information about this issue, see Knowledge Base article 811834 on the Microsoft Web site.

Protect the RMS private key with either of the two Microsoft default cryptographic services providers (CSPs) if you are going to use software-based private key protection. These CSPs have completed the US Government FIPS 140-1 or FIPS 140-2 (as appropriate) evaluation process. Although it is not required, it is advisable for security critical customers to use hardware security modules (such as those of nCipher or IBM) to protect high-level RMS server private keys. If HSMs are used, the appropriate CSP must be selected to use the HSM. This might require a system restart. For more information about this issue, see Knowledge Base article 830690 on the Microsoft Web site.

When you are implementing your RMS system you should make the following selections:


Follow NSA guidelines for FIPS-compliant cryptography in Windows.


Turn on Local Security Policy for FIPS-compliant cryptography.


Deploy RMS SP1 clients and servers in the above environment.


Enable the Transport Layer Security (TLS) protocol in Internet Information Services on your RMS server.


Enable the Transport Layer Security (TLS) protocol in Internet Explorer for your clients.


Enable the SQL Tabular Data Stream (TDS) protocol that is used with the Windows TLS/SSL Security Provider between SQL clients and SQL Server on the database server.


Configure SQL to Require TSL/SSL

Setting Up Certification and Licensing Services on the First Server

To set up RMS in a forest, first install and provision one server. The first server that you deploy is the root certification server. This server provides both certification and licensing support, and can be used as the only server in a single-server configuration, or as the initial server of a root certification cluster.

Roles, Permissions, and Rights Required for Installation and Provisioning Additional RMS Servers

To install RMS, you must log on using an account that has local administrator privileges. In addition, you must be logged on to a domain with a valid domain account to allow Active Directory to authenticate RMS. If you are deploying RMS in an environment where your Active Directory infrastructure uses Windows 2000 native mode, RMS may not be able to read the memberOf attribute on Active Directory objects when Active Directory attempts to expand group membership. To allow RMS to read the memberOf attribute, the RMS service account must be a domain account that is a member of the Pre-Windows 2000-compatible access group that is in your forest. If you have deployed groups with hidden membership you will also need to configure the RMS service account with permissions that enable it to read the hidden membership.
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Note: 

The RMS service account cannot be the same domain account that was used to install RMS.

Installation and Provisioning Processes for the Initial Server

Deploying the RMS server involves two steps. First, the RMS server software must be installed along with all supporting software such as IIS, Message Queuing and ASP.NET. For more information about installation, see "To Install RMS with Service Pack 1" in “Operating an RMS Server” in this documentation collection. 
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Note: 

RMS can also be installed at a command prompt. For more information, see “Command Prompt RMS Installation” in “Operating an RMS Server” in this documentation collection. 

After you install RMS on a server, you must provision RMS to be used on a single Web site that is on the server. When you provision this Web site, many of the settings of the Web site are modified and virtual directories are added. For more information about these changes, see “Internet Information Services Support for RMS” in “RMS Technical Reference” in this documentation collection.

You can use either the default Web site that is in IIS or you can create a new Web site. To provision RMS on a site other than the default Web site, you must create the Web site before you start this provisioning process. If you are using the default Web site for other purposes, you should create a new site for RMS so that the default configuration is maintained for the default Web site.

When you click Windows RMS Administration on the Start menu, the Global Administration page appears. On this page, you can start the provisioning process on a Web site. To provision the first RMS server, you must supply the following information:


Specify the name of the database to be used for the RMS configuration, logging, and directory services databases. 

If your SQL Server instance has a name that is not the same name as the local server name, you must set it up as a remote SQL Server instance, even if everything is installed on a single server.

During provisioning the currently logged on user account must have permission to create databases on the database server.


Specify the account to be used for the RMS service account. For a local configuration, you can use the Local System account, although it is not recommended because of the inherent security issues that are involved with running a service that has Local System privileges. 

For an installation that includes a remote SQL Server instance or more than one RMS server, you must specify a domain account. The domain account that you use must have Active Directory look-up privileges, and it will be used to create the IIS Application Pool under which the Administration console runs. If you are not upgrading or using an existing database, the RMS service account requires database-creation privileges. If you are using existing databases, the account needs read and write permissions for each of the RMS databases. 


Specify the URL to be used to access this Web site. The default value is the name of the site that you are provisioning (such as Default Web site, if you are provisioning a server with a default installation of IIS). You can specify a custom URL to access a different Web site, for example, to support a load-balancing URL or to support both intranet and Internet access. You must verify that the custom URL works and you must add the site name in DNS to ensure that both the Global Administration and Provision pages find the virtual roots. If this URL is for an Internet-enabled deployment, ensure that the new URL is available from both the Internet and the corporate network. 


Select the mechanism to be used to protect the root installation private key that is used for enrollment. The default is to use software-based encryption and store the encrypted private key in the RMS configuration database. If you use the default configuration, you must provide a strong password for encrypting the value that is in the database. 

However, if you have a hardware security module(HSM) installed and configured on the computer, you can also select a cryptographic service provider (CSP) to use with the hardware security module and store the private keys in hardware, such as a smart card. RMS requires a full RSA provider, and only those providers are available in the list of CSPs. Using an HSM to protect the RMS private key is strongly recommended. 

If you use the software-based CSP option to secure the RMS private key with a password, you should secure that password in a safe archive for future reference. You should also store a backup copy of the configuration database with the password. When you do this, you can restore RMS if the SQL database becomes damaged. If you change the password for any reason, make a new backup copy of the configuration database that stores the private key secured with that password, and then place both in the safe archive. For more information about how to back up and restore the configuration database, see “Backing Up and Restoring the System for RMS” in “Planning an RMS Deployment” in this documentation collection.


Specify the name to be used inside the server licensor certificate. By default, this is the name of the server. 


Specify a proxy server (including address and port) to be used to reach the Internet, if appropriate. 


Specify an e-mail address that other RMS administrators can use to contact an administrator if issues arise when that administrator attempts to subenroll a licensing server. After you provision the root installation, you can change the address. 


Select a server licensor certificate revocation method to control who, other than the Microsoft Enrollment Service, can revoke the server licensor certificate of the root installation. To use third-party revocation, you must specify the path and name of the file that contains the public key for that third-party entity. 

If you selected the online enrollment option, when you click Submit on the Provision page (after you configure all appropriate options), RMS generates a key pair and sends the public key to the Microsoft Enrollment Service. (If you receive error messages, do not close the page on which the errors are displayed. After you resolve the errors, open a command prompt window and type IISReset to stop and restart IIS, go back to the previous screen, retype the information on the provisioning screen, and then click Submit again.) The Microsoft Enrollment Service creates a server licensor certificate and returns it to the configuration database within a few minutes. Because this is the first server in the domain on which RMS is installed, this step constitutes the process of enrolling the root certification server. 

If you selected the offline enrollment option, you will enroll the server with the Microsoft Enrollment Service manually after the provisioning process is complete. The enrollment process must be completed before the server can be used. For more information, see “To Manually Enroll a Root Certification Server” in “Operating an RMS Server” in this documentation collection.

After you finish provisioning and enrolling a server, the links that are on the Global Administration page change. The Provision RMS on this site link changes to an Administer RMS on this site link, the Add this server to a cluster link is replaced with a Change RMS service account link, and a Remove RMS from this Web site link is added to the page. 

This initial server establishes the root installation of RMS. The root installation can consist of a single server or a cluster. After you finish the installing and provisioning of the initial server, you can set up additional servers to provide redundancy and load-balancing support for certification and licensing services. 

Once your configuration is complete you must register the service connection point of your root certification cluster in Active Directory to allow RMS-enabled clients to discover the service. For more information, see “Registering the Service Connection Point” in “Operating an RMS Server” in this documentation collection. If the service connection point is not registered, your RMS client will not be able to be used with RMS.
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Important: 

You must completely install and provision RMS on the first server before you start the installation of RMS on any other servers.

RMS supports protection of content to Active Directory groups whose membership spans multiple forests. If your organization does not have multiple forests or groups that span multiple forests, you can optimize the performance of the use license issuance process on your RMS server by modifying the MaxCrossForestCalls cluster policy in the RMS configuration database. 

This policy specifies the maximum number of times a group's membership can cross forest boundaries. The default value is 10. To change that value to 0, use the following SQL command:

update DRMS_ClusterPolicies set PolicyData=0 where PolicyName='MaxCrossForestCalls'
The following topics provide the detailed steps that are required to complete the tasks that are available from the RMS Global Administration page:


For information about how to use the installation wizard to install the initial server, see “To Install RMS with Service Pack 1” in “Operating an RMS Server” in this documentation collection. 


For information about how to provision the initial server, see “To Provision the First Root Certification Server” in “Operating an RMS Server” in this documentation collection. 


For information about how to add servers to the root installation to create a cluster, see “” later in this subject. 

Adding Servers to Support Certification and Licensing

After you install and provision the first server to establish the root installation for RMS, you can set up additional servers to provide extended support for certification and licensing services, such as:


You can add a server as a root certification cluster member to provide additional certification and licensing support. A server that is added to this cluster uses the same configuration and the same databases as the root certification server. 


You can set up a separate licensing server by itself or as a member of a licensing server cluster. It is subenrolled in the root certification cluster and receives its server licensor certificate (SLC) through the certification services of the root certification server. Any client requests for certification services that are made to the licensing server are forwarded to the certification server. The licensing server can issue use licenses and publishing licenses without submitting the request to the root certification server. 

The option that you decide to deploy depends on the size of your organization and how you want to implement redundancy, scaling, load-balancing support, and security. If you are deploying additional RMS servers to meet increasing certification, licensing, and publishing demands, you should deploy RMS servers as part of the root certification cluster so that you can set up redundancy and load balancing across all servers. You can cluster certification servers, and offload processing for licensing and publishing services by subenrolling licensing servers (which may also be clustered for load balancing), but you cannot load balance a subenrolled licensing cluster with a root certification cluster.

The following subjects provide guidance about this task:


Roles, Permissions, and Rights Required for Installation and Provisioning

The Provisioning Processes for Additional Certification and Licensing Servers

Setting Up Clusters and Load Balancing
Roles, Permissions, and Rights Required for Installation and Provisioning

To install and provision additional servers, you need the same roles, permissions, and rights as those that are required for setting up the initial server. In addition, you must also have permission from the root certification server to set up a separate licensing server, which is known as subenrollment. The root certification server is controlled through the DACL of the SubEnrollService.asmx file. Members of the RMS Service Group, including the RMS service account that you specify during provisioning of the root certification server, have permission to perform subenrollment. For more information, see “” earlier in this subject.

The Provisioning Processes for Additional Certification and Licensing Servers

Adding servers to certification and licensing clusters require that the server complete the provisioning process. The provisioning process varies, based on the type of server that you are provisioning. 


If you are provisioning a separate licensing server, specify a configuration database, an RMS service account, a cluster URL, and the private key protection information in the same manner that you specified this information for a root certification server. However, you do not specify a server licensor certificate revocation policy, that policy is controlled by the root certification server. 


If you are provisioning a server as a cluster member, the only information that you need to specify during provisioning is the RMS service account, the configuration database, and the password for private key protection (or use the same CSP and private key as the existing cluster). All servers that are in a cluster share the same server licensor certificate and server key pair. 
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Important: 

Do not start installing RMS on any other servers until you have completed RMS setup on the first server, including both installing and provisioning that server.

After you have installed and provisioned an additional server, it is automatically configured as a cluster member. However, if you have implemented load balancing, you need to configure the load-balancing software to work with the new server

Setting Up Clusters and Load Balancing

RMS is designed to support server clustering. Creating clusters of RMS servers provides greater scalability, reliability, and load balancing of your RMS deployment. 

Creating Clusters
To set up a cluster, start with a root certification server or a licensing server. For the second and subsequent servers that are in each cluster, install RMS on the new server, go to the Global Administration page, and then click Add this server to a cluster to provision the necessary resources and join the server to the root certification cluster or licensing cluster. 

Specify the database name for the cluster that you want to join.

Load Balancing Clusters
RMS does not automatically implement load balancing. You can use hardware or software load balancing, including Network Load Balancing, to balance the load across all RMS servers. 

The following topics provide additional details about this subject:


For more information about the differences between certification and licensing services, see “RMS System Overview” in “RMS Technical Reference” in this documentation collection. 


For more information about how to map server deployments to your organization’s availability and performance requirements, see “Providing Redundancy and Load Balancing” in “Planning an RMS Deployment” in this documentation collection. 


For more information about how to determine the number of servers required to support deployment of RMS in your organization, see “Evaluating Scaling Requirements” in “Planning an RMS Deployment” in this documentation collection. 


For more information about how to implement IT security with your RMS deployment, see “” later in this subject. 


For information about how to install RMS, see “To Install RMS with Service Pack 1” in “Operating an RMS Server” in this documentation collection. 

You can also install RMS from a command prompt. For more information, see “Command Prompt RMS Installation” in “Operating an RMS Server” in this documentation collection.


For information about how to provision a licensing server, see “To Provision a Licensing Server” in “Operating an RMS Server” in this documentation collection. 


For information about how to provision additional servers in a cluster, see “To Add a Server to a Cluster” in “Operating an RMS Server” in this documentation collection. 

Deploying RMS Across Forests

If your organization includes multiple Active Directory forests and you want to enable the use of RMS throughout your organization, make sure that you have configured your network in such a way that RMS will be able to identify and authenticate user accounts and distribution groups that reside in different forests.

RMS uses Active Directory to identify users and distribution groups. When an organization’s Active Directory deployment includes multiple forests, RMS uses contact objects to obtain the identities of users and groups that are part of a different forest than the RMS server. Three things are necessary to accomplish this:

1.
RMS certification servers must exist in the other forest, and contact objects must be defined for each remote group. 

2.
Schema extensions must exist in forests that contain contact objects that allow them to point back to the forests that contain the actual objects.

3.
Attributes in the contact objects must be synced to point back to the forests that contain the actual object.

For example, suppose that groups are defined and managed in one forest and users are defined and managed in another forest. A user wants to assign rights to content that is based on membership in a certain group. In this scenario, RMS_Server_U is the server in the forest that contains the user accounts and RMS_Server_G is the server in the forest that contains the group accounts. A trusted user domain has been established between these two RMS servers. For RMS_Server_U to successfully expand the group membership that is specified in the publishing license across forest boundaries, a contact object must exist in the local Active Directory forest that represents the group that is in the remote forest. RMS can query the attributes of the contact object and discover that this object represents a group that is in a different forest, it can then look for an RMS server in that forest and determine if a trust relationship exists between itself and the other RMS server. When RMS_Server_U queries Active Directory for the group specified in the publishing license, the contact object will identify that the group belongs in another forest. When RMS_Server_U forwards the request to the RMS server listed in the service connection point (SCP) for that domain. The SCP identifies RMS_Server_G as the RMS certification server for the domain. RMS_Server_U will then query RMS_Server_G to obtain the membership for the group.

The attribute that RMS queries for this information is msExchOriginatingForest. This attribute is installed by default in the Active Directory schema if you have Exchange Server 2003 installed in the forest. You must have this attribute in the forest of each Active Directory schema that will be participating in RMS. If you are not using Exchange Server 2003, you can add these schema extensions by downloading the RMS Administration Toolkit. The toolkit contains a schema file and instructions about how to add it to Active Directory.

These attributes must be synchronized so the contact object points to the actual object in the other forests. After the attribute is added to your Active Directory schema, you must configure its value to be the fully qualified domain name (FQDN) of the forest in which the group resides, for example, corp.fabrikam.com.

You can accomplish this by using Microsoft Identity Integration Server (MIIS) 2003 or Identity Integration Feature Pack (IIFP) and the management agent for Active Directory global address list (GAL).

You must enable the local RMS server to have sufficient privileges to search the remote Active Directory and to call the .NET Remoting interfaces that are on the remote RMS installation. 

To support group expansion across forests, the account that is used for the RMS service account in each forest must also have read and execute permissions for Active Directory. RMS automatically grants read access for Active Directory to all authenticated users who have domain credentials. To increase security, you can remove this access from the discretionary access control list (DACL) and replace it with individual service accounts from the different forests. 

Depending on whether Active Directory trust relationships exist between the local and remote forests, the permissions that are required for the RMS service account may be different. The following list identifies the trust models and the permissions that are required:


Two-way trust exists. The local RMS forest trusts and is trusted by the forest where the group originated. The RMS service account for the RMS server that is in each forest can be any valid domain account that is in the forest. Make sure that you add the local RMS service account to the DACL of the \Inetpub\wwwroot\_wmcs\drmRemote folder on all RMS servers that are in the forest from which the group originated. 


One-way trust exists. The local RMS forest trusts the forest where the group originated, but is not trusted by that forest. The RMS service account for all the RMS servers that are in the organization should be from a valid domain account that is in the trusted forest. Add this account to the DACL of the \Inetpub\wwwroot\_wmcs\drmRemote folder on all RMS servers that are in the forest from which the group originated. 


No trust exists. The forests that are in the organization cannot authenticate users and groups from other forests. It is recommended that you not use cross-forest group expansion if the forests involved do not have a trust relationship. However, if it is an operational requirement that you do so, you can enable this scenario by configuring the RMS service account as a valid domain account in both forests, and must using the same user name and password for each. In addition, a local machine account must be created on each RMS front-end server, which also has the exact same user name and password as the domain accounts that are used for the RMS service account in both forests. This will automatically allow the local service sufficient permissions to authenticate to both the remote Active Directory and the remote RMS server. 

Using RMS Trust Policies

When RMS is deployed in an organization with multiple forests, an RMS certification server must be deployed in each forest that hosts user accounts that will be participating in the RMS system. If you want users in different forests to be able to share RMS-protected content, you will need to configure the RMS trust policies so that the certificates and licenses generated by the other RMS server can be trusted. There are two trust policies that can be used with RMS, trusted user domains and trusted publishing domains. Trusted user domains enable an RMS server to trust the rights account certificates (RACs) generated by another RMS certification server and issues use licenses to users with RACs from the other server. Trusted publishing domains enable an RMS server to generate use licenses based on publishing licenses that specify the other licensing server. 

Some options for how you could use trust policies to support multiple forests are as follows:


An RMS certification cluster in each forest with a single licensing cluster shared by all users. The RMS licensing cluster would be configured with a trusted user domain that included all of the RMS certification clusters. The RMS clients would be configured using a registry key to connect to the licensing cluster to obtain use licenses.


An RMS certification and licensing cluster within each forest with a trusted user domain configured on each cluster to trust the RMS servers in the other forests. Each user would use the RMS server in their forest to obtain use licenses and could discover their licensing server through the service connection point in Active Directory.


If the consumers of RMS-protected content are part of a forest that does not have access to the forest from which the content was published, then a trusted publishing domain can be established to enable the content to be licensed and consumed. Trusted publishing domains require that the private key of the RMS server used to publish the content be imported. 

For more information about configuring trust policy, see “Managing Trust and Trust Policy” in the “Operating an RMS Server” section of this documentation collection.

Securing the RMS Deployment

Your RMS server is an asset in your organization that requires the same physical and network security measures as other critical servers in your infrastructure. As part of your deployment you should identify the threats and countermeasures that apply to the RMS server.

RMS is implemented as a Web service, so you can control access to RMS in the same manner as you would other Web services, by using access control lists and secure sockets layer.

Restricting Access to RMS Web Services Using ACLs
You can restrict access to RMS services by using access control lists. Each of the virtual roots created when RMS is provisioned on a Web site has a corresponding folder structure that can be secured. The folder structure is found in <system drive>:\<web_root_folder>\_wmcs, where web_root_folder is the name of the folder that is assigned to the Web site that you provisioned RMS on. Some of the Web services such as the subenrollment service, the mobile device certification service, and the server service certification service are restricted by default and the users or groups that you want to enable to use the service must be explicitly added to the access control list. 

The server service certification service provides rights account certificates (RAC) that can be used to access RMS-protected by services such as Web collaboration services, mail servers, and document management servers to support the extension of an RMS system, such as:


A document collaboration server where users can upload unprotected documents, but downloaded documents will automatically have RMS-protection applied in accordance with the rights-policy for the content type.


A document management system that serves as a general repository and archive of documents, protected and unprotected. The system will be able to index RMS-protected documents for search while still preserving the rights policy defined by the content creator.


Enable the mail server to quickly open RMS-protected content to inspect it for viruses, spam, or as part of a legal requirement or company mail policy. 

Because these scenarios require the server service to be granted permission to access RMS-protected content without explicitly giving the service permission to do so, you should make sure that the ability to get a service RAC is restricted to only the server's in your organization that have been approved for such a function and that are appropriately secured. 

Restricting Access to RMS Web Services Using SSL
It is recommended that you enable SSL and require 128-bit encryption on each of the RMS Web services files. These files have the .asmx file name extension and are located in the Licensing, Certification, and Admin virtual directories. SSL requires that your server have a valid SSL certificate installed for the Web site. If you apply SSL to the top folder of the RMS installation (_wmcs folder) the sub-folders and files will inherit the setting. For more information about the Web services files and virtual directories, see "Internet Information Services" in the "RMS Technical Reference" section of this documentation collection.
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Note: 

If you want to open the Windows RMS Administration Web pages from a browser that is on a remote computer, you must enable SSL. However, even with SSL enabled, you cannot open the Global Administration page from a remote computer. For more information about the remote administration of RMS, see "Using the Administration Home Page" in the "Operating an RMS Server" section of this documentation collection.

Decommissioning RMS

Decommissioning refers to the entire process of removing the RMS server and its associated databases from an organization. This process allows you to remove RMS from your infrastructure without losing access to RMS-protected information. The following are possible reasons that an organization may need to remove an RMS server from their infrastructure:


Migration of a proof-of-concept RMS server from a pilot environment into the production environment.


Simplification of architectural design, by removing and consolidating licensing servers into the root RMS cluster.


Merging of RMS servers (for instance, as a result of a company merger or acquisition) by integrating two RMS infrastructures into one.


Decision to stop using RMS to protect content.

Because an active RMS server is integrated with both a database server and Active Directory and, of course, leaves a whole set of content protected by a key contained in the RMS server, removing RMS from the organization requires more steps than simply removing the program from the server. This section outlines these steps so that you can decommission your RMS server if necessary.

This section covers:


Understanding the Decommissioning Process

Enabling the Decommissioning Service

Setting Virtual Directory Permissions

Removing RMS Protection from Content

Removing the Web Service (Unprovisioning RMS)

Removing RMS Program Files

Alternatives to Decommissioning RMS
Understanding the Decommissioning Process

By using Internet Information Services (IIS), RMS exposes various services that it offers. For example, the certification service enrolls users and their computers, and the licensing service publishes content and provides access to RMS-protected information. An additional service, called the decommissioning service, must be enabled on the RMS server to start the decommissioning process. When the decommissioning service is enabled, all of the other RMS services provided by the server are disabled.

Once the RMS server has been enabled for decommissioning, applications can obtain a content key from the decommissioning service that enables the application to permanently decrypt the RMS protected content.

When the RMS server is operating in decommissioning mode, any user, with or without having had rights to the original RMS-protected content, can obtain a content key and gain full rights to the content. 

Once the content is decrypted, the user should then save the content without RMS protection. You should be aware that to use the decommissioning service, the user must have been enrolled within the RMS infrastructure. A user without an activated RMS client cannot use the decommissioning service to gain access to RMS-protected content. 

Enabling the Decommissioning Service

Decommissioning the RMS system requires the private key used to protect all published information. This private key is stored in the configuration database, encrypted by Data Protection API (DPAPI), and is based on the password that was entered during provisioning. If a hardware security module (HSM) has been used in the RMS–enabled system, the private key would be stored in the HSM instead of the configuration database.  

The first step to remove the RMS system is to decommission the server. Because decommissioning is a licensing function, a subenrolled RMS licensing server can be decommissioned without affecting the RMS certification server or cluster or any other subenrolled RMS licensing server or cluster. Therefore, you need to separately decommission the RMS root certification and licensing servers and any additional licensing servers because each licensing server holds its own private key used to create publishing licenses.

Use the following procedure to enable the decommissioning service:

1.
Open the Windows RMS Administration Web site.

2.
Click Administer RMS and then click Security Settings.

3.
Select the check box Enable decommissioning of the RMS installation.

4.
When a dialog box asks you to confirm the decommissioning process, click OK. 

When you decommission a server, it cannot be restored to a standard RMS configuration. This procedure is irreversible. 

Once you have decommissioned RMS, RMS must be completely removed by using Add or Remove Programs before attempting to install another instance of RMS.

Setting Virtual Directory Permissions

After decommissioning has been enabled, it is available as a service. However, the decommissioning service is an IIS virtual directory with associated access permissions. For users to use the service, you must set permissions on the virtual directory and on the actual file, decommission.asmx. 

By default, Integrated Windows Authentication has been enabled for the virtual directory, but only system and administrator accounts have access to the actual file. When you specify the permissions for the DACL of the decommission.asmx file, you can grant access to a specific group of users trusted to remove the actual RMS-protection or you can enable everyone to access the service. 

Before users can start using the decommissioning service, the user's application needs to be modified so that requests for a use license can be sent to this new decommission pipeline. For Microsoft Office System 2003, this is done by adding a registry entry on the user's computer. If you are using Office 2003, the following procedure can be used to perform this step:

1.
Open Registry Editor.

2.
Navigate to HKEY_CURRENT_USER\Software\Microsoft\Office\11.0\Common\DRM and add a new key named Decommissioning.

3.
Under the Decommissioning key, add the following new String Value entry, replacing your-license-server with the name of your RMS server: 

http://your-license-server/_wmcs/licensing
4.
Then right-click the entry and select Modify to specify the value data to point to the decommissioning service: 

http://your-license-server/_wmcs/decommission
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Note: 

Multiple entries can exist for this key when multiple RMS servers within the organization are in decommissioning mode.

Removing RMS Protection from Content

Decide ahead of time which files need to be recovered, by whom and when, so that any important information will be preserved when the decommissioning process has finished. When RMS protection has been removed from all the necessary RMS-protected files, the server can be removed from the infrastructure. 

The process of removing RMS protection from the content is as follows:

1.
The user should remove all existing use licenses from the computer. This ensures that the RMS client goes to the server to acquire a license to open the content. Use licenses are stored in the %USERPROFILE%\Local Settings\Application Data\Microsoft\DRM folder on the client computer and have an EUL prefix for the file name.

2.
A user with access to the decommissioning server attempts to open an RMS-protected file.

3.
The application connects to the decommissioning server and receives the content key.

4.
The content is decrypted and can be edited, saved, forwarded, or printed. 

5.
The user saves the content without RMS-protection. All users can now open the content without needing to connect to the RMS server.

Removing the Web Service (Unprovisioning RMS)

After the RMS server has been decommissioned and all RMS protection has been removed, the Web service can be removed by using the following steps: 


From the Global Administration page, select Remove RMS from this website.

The next step depends on the type of server being removed, although in all cases RMS will be removed from IIS.


If the server is part of a cluster (and not the last server in the cluster), no additional steps are necessary.


If the server is only a licensing server, then remove the directory services database, but keep the configuration and logging database (those are used by the certification server that is still in service).


If the server is the final RMS server in the organization, keep the configuration and logging database, but remove the service connection point (SCP) within the Active Directory.

Removing RMS Program Files

Once the RMS service has been removed from the Web site, use Add or Remove Programs to remove the RMS program files.

If you no longer require the RMS database files (that is, if there is no likelihood that this particular installation of RMS will need to be recovered), then remove the RMS database files from the database service. If there is a possibility that you may need to restore the RMS server, you should back up the RMS database files before removing them.

This completes the entire process of removing RMS from an IT infrastructure.  

Alternatives to Decommissioning RMS

If you are still planning to use RMS in your organization, but you need to stop using certain RMS servers for any reason, consider using the following alternatives to decommissioning.

Set up a trusted publishing domain
All RMS-protected information is encrypted by the private key of the RMS server. A trusted publishing domain enables you to import the private key of one RMS server onto another RMS server. This gives an RMS server the ability to issue use licenses against publishing licenses that were created by a different RMS server. Once the key has been exported, the server can be unprovisioned and uninstalled.

Set up a super users group
If RMS-protected content cannot be opened because no users have rights to the content, you can grant full control over all RMS-protected content that is published by that server to the super users group. Members of the super users group are granted full owner rights in all use licenses that are issued by the RMS server or cluster on which the super users group is configured. This means that members of this group can decrypt any and all protected content files and remove protection from them. A member of this group can, for example, remove protection from files that have been published by a terminated employee so that a new owner can publish and manage the files.

The super users group does not automatically include any members, even administrators. This group must exist within the Active Directory as a distribution group with an e-mail address attribute of the same value as the group name, in the format "group_name@domain_name.com." The group name must match the e-mail address attribute exactly and is case-sensitive. 
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