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Introduction

One of the biggest benefits Microsoft® Windows® 2000 Server brings to domain name server (DNS) management is an interface that vastly simplifies the challenge of configuring and reconfiguring DNS. 

It also gives you the option of integrating DNS with Active Directory® directory service and RFC 2136–compliant dynamic DNS (DDNS) so that you can propagate host and server updates between Active Directory and DNS without manual configuration.

This has provided a great total-cost-of-ownership (TCO) benefit for enterprise networks. However, ISP network engineers may have concerns about the security implications of Windows 2000 built-in DDNS and Active Directory integration when used to service an ISP environment. Other questions concern whether the default settings in the DNS setup wizard enable unwanted features that stand outside the ISP’s firewall and service external resolution requests.

In reality, it is easy to set up Windows DNS server to deliver the same functionality and security as a conventional, or BIND 8.2-compliant, DNS server. ISP network engineers, who are used to configuring DNS host records manually, will find it easy to manually configure Windows 2000 DNS servers. However, ISPs are also more likely to build complex multi-DNS server systems, in which case you will likely need to change the DNS wizard default settings. 

This paper highlights critical DNS settings for ISPs by describing how to manually configure Windows 2000 DNS servers as standard primary and secondary DNS servers. You can use this configuration for a public Internet-facing DNS system or as an internal system.

Note, this paper is not an introduction to DNS. Much of the basic setup is handled by the DNS wizard, and information on basic setup is covered by many online and print DNS tutorials. So rather than go through how to install or configure basic DNS settings, this paper focuses on key decisions that most often cause problems for ISPs.

Creating the Primary Server

Once you install DNS on a Windows 2000 server, the Microsoft DNS setup wizard gives you a choice between creating Active Directory Integrated DNS, standard primary or standard secondary. Let’s focus on a standard primary DNS server because the default installation contains several settings that can cause problems in an ISP environment.

The following steps and images assume the zone belongs to a fictitious domain called cohoisp.com.

To create the standard primary zone

1. Create a standard primary zone using the standard primary server option in the DNS setup wizard. 
2. Open the DNS snap-in console: on the Start menu, click Programs. Then click Administrative Tools and DNS. 
3. Make sure the node for your DNS server is expanded. Under the node, you will see two folders: Forward Lookup Zones and Reverse Lookup Zones. As shown in the following screenshot, the Reverse Lookup Zones folder is empty, while the Forward Lookup Zones folder contains the domain name and icon–a reference to the domain’s zone file. 
[image: image1.jpg]telp

=@
cohoisp-com

120 Reverse Lookup Zones

j cion_vow || & = | Bl®

oo | Home Tom S
= G conorso.com Sonderdprinry | Running

&' B conoisey





Creating a Reverse Lookup Zone

The DNS setup wizard does not create reverse lookup zones. There are two reasons why it is worthwhile for ISPs to create one. 

4. An increasing number of network services and applications perform reverse lookups as a trivial security check on hosts that are trying to connect.
5. Troubleshooting DNS problems is much easier if you use the Windows 2000 nslookup tool, but nslookup must reverse resolve whichever DNS server you are using. To reverse resolve means the tool must be able to get the DNS server name from the IP address that you give to the tool; otherwise nslookup fails, claiming that it cannot find a DNS server. You must have a reverse lookup zone that includes, at a minimum, the names of the DNS servers.

To create a reverse lookup zone
6. In the DNS snap-in tool, right-click the Reverse Lookup Zones folder and click New Zone. This starts the Zone wizard, which enables you to create a zone.

7. Choose Standard Primary in the Zone wizard. Unlike the wizard for creating the original standard primary zone, the Zone wizard recognizes that you right-clicked the Reverse Lookups Zone folder and offers you a Reverse Lookup Zone page. 
8. On the Reverse Lookup Zone page, type the IP address of the network for this zone. (You also have the option to name the zone file.)

9. The wizard creates a name for the zone file by reversing the network portion of the subnet IP address and adding in-addr.arpa. Make a note of this name if you plan to create a secondary DNS server for this domain. You will need it while setting up the secondary server.
10. The wizard then prompts you to create a new zone. Use the default new zone file suggested by the wizard, but bear in mind that you can use an existing zone file if you are replicating a DNS zone created on a different machine.
11. This completes creating the reverse lookup zone. The Reverse Lookup Zones folder should contain a subnet icon whose name is the reversed IP address of the network plus the extension .in-addr.arpa. 

When you add host records to the forward lookup zone, Windows 2000 automatically adds pointer (PTR) records to the reverse lookup zone.

Creating a PTR Record for the DNS Server

However, the PTR record for the DNS server is not automatically created. You must create this record manually. 
To create the PTR record for the DNS server

12. Right-click the Reverse Lookup Zone folder and click New Pointer. 
13. In the Host IP number textbox, type the host portion of the DNS server’s IP address. Note that the reverse lookup zone already has the network portion.

14. In the Host name textbox, type the Fully Qualified Host Name (FQHN) of this DNS server and click OK.

Configuring Primary Zone Properties

You must also configure several properties of the primary zone. Use the DNS snap-in console to do so.

Add the FQDN

To configure the primary zone properties, you must first provide the DNS server with the fully qualified domain name of the server that it is running on. Fully qualified domain name are sometimes called fully qualified host name.
To add the FQDN:
15. Right-click the domain container in the Forward Lookup Zones folder and click Properties.

16. On the Start of Authority (SOA) tab, type the FQDN of this DNS server in the Name of Primary Server textbox. 

17. Click OK.
Check that DDNS is Turned Off

At this point in the process of setting up your system, many DNS manuals recommend that you go to the General tab and make sure that Dynamic DNS (DDNS) is turned on by ensuring that the Allow Dynamic Updates checkbox is selected. ISPs should not turn on Dynamic DNS in the primary server if it is used as a DNS server on the Internet. If you enable DDNS, any Internet-connected Windows 2000 or Windows XP computer could create a host record by changing its network settings to use your domain name or your customers' domain name and rebooting, or by typing the following command line prompt.
ipconfig /registerdns

If you ensure that DDNS is turned off, as it is by default, then you have overcome the single biggest fear that ISPs have of using Windows 2000 DNS server on publicly visible systems.

If this server is serving internal customers only, or if this server is a corporate DNS server on a private network, you probably will want to turn on DDNS. In that case, go to the General tab in the Properties dialog box, and select Yes in the Allow dynamic updates? dropdown box.

Allow Zone Transfers to Selected Secondary Servers

In its current state, the DNS server will not transfer its zone information to other machines. This is a good default for security, but a secondary DNS server must have access to the zone information. 
To enable zone transfers to a secondary DNS server

18. On the Zone Transfers tab, select the Only to the following servers radio button.

19. Type the IP address for the secondary DNS server in the IP address text box and click Add.

This completes creation of the standard primary DNS server.

Creating the Secondary Server

Setting the Secondary DNS Client to Query Itself

The first critical step in configuring a secondary DNS server is to set the DNS client in the TCP/IP stack to use the DNS server’s own IP address. Put another way, you must set this server’s operating system to use the DNS server that it hosts as its own DNS server. The reason is simple: a secondary DNS server is a backup machine that is promoted if the primary server fails. Therefore its network stack should rely on its own server rather than a DNS server that could have failed at a time when the secondary DNS server is called on to support network clients. This applies even if this is an internal DNS server that you plan to use as the preferred DNS server for some clients, a decision you might make to load balance DNS requests.
Creating Standard Secondary Zone Files

After installing DNS services on the secondary server, start the DNS snap-in console and create the standard secondary zone files.

To create the standard secondary zone file

20. Right-click the Forward Lookup Zones folder under the secondary server folder, and click New Zone.

21. The Zone wizard asks for the zone name. Type the same name as the zone name you supplied when creating the standard primary forward lookup zone. 
22. The wizard then asks for the IP address of the server from which you want to copy the zone. Type the IP address of the primary DNS server. Click Next, and Finish.

Creating a Reverse Lookup Zone

Go through the same procedure you used for the primary DNS server to create a reverse lookup zone. The only difference for the secondary server is that the wizard will request the IP address of the primary DNS server. It also asks for the in-addr.arpa name of the reverse lookup zone; this is the name you noted during creation of the standard primary reverse lookup zone. If you give a different name, the zone transfer will fail, and the secondary server reverse lookup zone container is marked as disabled.

Note that the secondary server will request primary server zone files immediately after you complete each configuration step above, so the disabled flag is an immediate indication of whether the configuration worked.

Security Dictates Choice of Host Records

Once you finish this configuration, the secondary DNS server is ready for you to manually enter host records. Which host records you enter depends on what you want to make available to whom. 
The DNS server configuration outlined above is secure and suitable for external DNS servers that resolve public Internet requests for the host IP addresses of an ISP’s servers. When used in that scenario, the only host records you should add are records for servers that are also visible and accessible to the public Internet. Typically, those are Web and mail servers and, possibly, application servers.

Let’s examine two common configuration choices that can cause problems for DNS systems, regardless of whether the DNS server is externally or internally visible. These are not errors; they are merely less obvious implications of making certain configuration decisions in some environments.
Troubleshooting Inappropriate Root Server Configuration

The first problem shows up as a DNS system that is able to resolve requests for the ISP’s servers that originate within the ISP’s network, but the DNS server is unable to resolve requests for IP addresses of servers outside of the network. 
There are several reasons for this type of resolution failure, especially in an ISP environment, but the most likely cause is that the DNS server is set up as a root server; that is, it considers itself as the domain name server of last resort for all name resolution queries within the ISP network. 

In practice, this problem is most commonly seen in DNS servers that were installed and configured while isolated from a network, or in DNS servers that were originally configured as a root server for a single customer’s LAN.

That’s a good configuration for office scenarios, where users do not have Internet access or have access only through a proxy server. To speed configuration for this common scenario, in some circumstances the DNS installation wizard contains the option Make this server a root server? If a DNS server partially resolves requests, it is likely that the installer answered Yes to this question in the wizard.

You can check the root server status using the DNS Server manager in Administrative Tools. Use the tool to navigate to the DNS server and examine the Forward Lookup Zone. If there is a zone called “.” your DNS server is set up as a root DNS server. 

To resolve this issue, simply delete the “.” zone by right-clicking it and clicking Delete. The DNS server will then only resolve requests for zones that have been set up in the Forward Lookup Zone.

You can also delete the zone—and do other DNS work—at the command line using the dnscmd.exe tool, located in the Support\tools folder of the Windows 2000 Server installation CD. You don’t need to install the tool; simply copy it to the system path and type the following at the command prompt:

dnscmd /ZoneDelete .

Making this change will enable customers to resolve external domain names. The DNS server now searches for non-local DNS names in the real root DNS servers for any names that are not already resolved and cached.

Troubleshooting Whether Active Directory Found a Dynamic DNS Server
A less-common DNS issue occurs when installing an Active Directory Integrated DNS server whose primary DNS server does not support DDNS, typically a set of standard primary and secondary servers configured as described earlier.

The problem occurs when the Active Directory installation wizard checks for the DNS server for its own domain. The wizard finds the non-DDNS DNS server but, on discovering that the DNS server will not accept dynamic updates, reports to the installer that it cannot find a DNS server. The wizard then recommends that it install a DNS server on itself. Having done so, the Active Directory wizard does not update Active Directory to show that there are now two DNS servers for this domain and that the one that accepts dynamic updates is the DNS server running on the Active Directory host itself.

Instead the Active Directory installation wizard tries to write Active Directory information to the non-DDNS server, which promptly rejects the updates and causes the newly-installed Active Directory/DNS server to write ID 5773 errors to the Event Log. ID 5773 errors prompt you to manually add host and server records to the non-DDNS server.

There are several ways to check for this issue; it is also easy to fix. Obviously, ID 5773 errors are a giveaway. Also, the Active Directory and DNS server Forward Lookup Zones will show only one or two records instead of the four DC-related records that should be in a properly working Active Directory/DNS server combination. Even if you don’t carry out these checks, the problem will likely reveal itself when client computers cannot log in to the new Active Directory domain. 

However, using failed logins as an indicator can be misleading. For example, the problem may show up when you install a second domain controller, in which case error messages show up on the second domain controller – when the Active Directory wizard reports that it can find the domain but the Event Log reports that the domain cannot be found.

To resolve this issue, open the TCP/IP settings in the Active Directory server’s Network Connections and set the server’s DNS server to the IP address of the server itself. Then reboot or restart the NetLogon service.

If you see this error after recently setting up a standalone Windows 2000 server to handle DNS as a standard primary DNS server, make sure you have turned on Dynamic DNS. Open the Properties dialog box for the appropriate domain container, and click the General tab. Select Yes for Allow dynamic updates?, as described earlier. Set the IP address of this DNS server as the DNS server setting in the Active Directory server’s TCP/IP properties.
Summary

Windows 2000 DNS server is as secure as traditional DNS servers; you do not need to be concerned that the DNS setup wizard will default to creating insecure DNS installations. 

Management of Windows DNS security boils down to knowing when to use Active Directory Integrated and when to use standard primary and secondary modes. This is an easy decision: use standard DNS configuration on external DNS servers and use Active Directory Integrated mode for internal DNS servers—if you plan to use Active Directory for customer authentication and access.

Common Windows DNS Misconceptions and Their Answers
Q. Will using Windows 2000’s built-in DNS server allow any host to register in my DNS zones?

A. No. Clients can only register in DNS if Dynamic DNS is turned on or if the client successfully logs on to a domain in which the DNS server is configured as an Active Directory Integrated DNS server. Dynamic DNS is turned off by default so external hosts cannot by default register themselves in DNS. External hosts are unable to log in to Active Directory unless permitted to do so through having a machine account created by an Administrator in the domain. In short, controlling DDNS is the secret to securing external DNS servers. 

Q. Will Active Directory Integrated DNS servers transfer zone lists to hostile servers?

A. No. Zone transfers on Active Directory Integrated DNS servers are only allowed to machines that have successfully logged on to the domain, only to pre-specified machines and other domain controllers in the domain.

Q. Will standard primary and secondary DNS servers transfer zone lists to hostile servers?

A. No. You can turn zone transfers on, off, or allow them only to specific machines that are identified by their IP address.

Q. Is Windows 2000 DNS server compliant with the various DNS RFCs?

A. Yes and no. If you run Windows DNS server in standard primary or standard secondary mode, it is fully RFC-compliant. If you run Windows DNS server in Active Directory Integrated mode, you will add functionality that is not defined in DNS RFCs. But that functionality is an addition to recognized DNS functionality; it does not make your DNS servers any less capable.
Five Common Misconfiguration Errors

23. Check that DDNS is turned off in external servers.
24. Check that the DNS client of servers running DNS server are configured to refer to themselves as their preferred DNS server.
25. Check that you have created a PTR (reverse lookup) record for primary DNS servers.
26. Check that DNS servers are not set up as root servers.
27. Where converting BIND 8.2–compliant DNS to Active Directory Integrated, check that DDNS is turned on before installing Active Directory.
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