
Secure, Controlled, and Efficient Internet Access with Microsoft Internet Security and Acceleration Server 2006
Abstract

In today’s highly competitive environment, it is critical to enable secure and controlled outbound access to the Internet, balancing the need to facilitate employee productivity with the need to protect the internal network from external threats. To help organizations understand the considerations for providing such outbound Internet access, Microsoft commissioned an independent third-party consultant, Value Prism Consulting, to research and report on the business and technology framework available for ensuring that the right infrastructure is in place to support secure outbound access to the Internet.  This paper presents a summary of what can be described as a “Web Access Gateway,” which builds on top of the foundation of what was known as a forward proxy server.  The paper includes key examples of Web Access Gateway capabilities and usefulness, as well as an overview of Microsoft® Internet Security and Acceleration (ISA) Server 2006. This will provide the reader with an understanding of the overall value and benefits associated with implementing secure and controlled Internet access, and the importance of enabling employee productivity while protecting the internal network infrastructure from external threats. 
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Executive Summary

Business today is highly dependent on easy and secure access to the Internet, as employees often need to access and consume Web content as a normal part of their jobs. Whether the employees are accessing a business partner’s extranet site, researching a potential customer or vendor, or simply browsing general Web content, they need to have fast and secure access to the Internet at all times. 
Fast and secure Web access can be difficult to achieve for the enterprise.  Because Internet connections are expensive, businesses often will share a single connection among several employees and business groups. When too many employees share the same connection, bandwidth gets consumed quickly, negatively affecting the ability to access Web content and degrading the overall end-user experience.  Additionally, access to non-business-related Web sites eats away at precious bandwidth, especially as employees visit audio- and video-intensive sites from their work computers. For example, it is common for companies to see a significant spike in Internet bandwidth consumption during the lunch hour, as employees visit sites that stream music or video content. A number of these sites (some unknowingly, especially less-mainstream sites) can be a threat vector for malware and spyware. End users can unwittingly download content from these sites, bring malware into the corporate network, and place the entire environment at risk.  
To enhance productivity by accelerating access to approved Web sites while also protecting the network from Internet-based threats, many companies have implemented what is known as a Web Access Gateway, sometimes also referred to as a Secure Web Gateway.  The Web Access Gateway’s roots stem from the traditional forward proxy server, which means that end users inside the corporate network must pass through the proxy before going “forward” to the Internet. The Web Access Gateway not only controls outbound access to the Internet but also can accelerate information access by caching certain frequently accessed Web content, thus reducing the use of the external Internet connection.  Outbound Internet access also can be limited to only those approved Web sites that employees need to visit to perform their work. A Web Access Gateway can be configured to scan application-layer traffic and the Web to ensure that they it are safe from certain threats.
Microsoft® Internet Security and Acceleration (ISA) Server 2006 is a proven, leading Web Access Gateway. Microsoft® Internet Security and Acceleration (ISA) Server 2006 applies leading technology to help customers achieve efficient, controlled, and protected access to the Internet, at a fraction of the cost of many competing solutions. ISA Server also integrates with other leading network security and management technologies to provide comprehensive solutions for secure Internet connectivity.  By deploying ISA Server as the gateway to the Internet, an organization will benefit from the most cost-effective technology available for helping maximize employee productivity while protecting the corporate network from external threats. 
Fast, Secure Internet Access via a Web Access Gateway
Why should I worry about the Internet?
According to the 2007 Microsoft Security Intelligence Report, 129.5 million pieces of potentially unwanted software were detected in the second half of 2007, which is 66.7 percent greater than in the first half of the year.
  This should cause concern for IT professionals, as it signifies the considerable and growing risks for an Internet-connected business environment.  Cheaper and ubiquitous availability of bandwidth means that businesses are more connected than ever, which increases the surface area of attack and the overall speed at which threats can propagate across an environment. The introduction of a threat into a corporate network can result in significant adverse effects, such as:
· Reducing employees’ productivity by causing applications/data to perform slowly, become unavailable, and/or turn out to be inaccurate

· Providing unauthorized access to sensitive/restricted/private information

· Causing network outages

· Requiring repair, reinstallation, or replacement of server or desktop software or hardware

These threats are propagated either through directed attacks or, more often, by unaware users who stumble upon malware or spyware in their everyday Internet activities.  The object may be introduced by a user who simply clicks a link on a Web site or in an e-mail that automatically downloads and opens the object—sometimes even multiple pop-up warnings are not sufficient to avoid the attack.  Because of this ease of introduction, IT professionals must implement security processes and technologies that safeguard the organization from various Internet-based threats, while at the same time facilitate business productivity.
Web Access Gateway speeds access to content, helps protect against threats
A Web Access Gateway can serve as a primary defense against threats to the corporate network.  This server technology enables a number of security features, all geared toward protecting the resources, data, and applications on the internal corporate network. 
The first responsibility of a Web Access Gateway is to protect the corporate network from Internet-based threats.  Employees may unknowingly access or receive multiple forms of malicious software (malware or spyware) in their daily use of the Internet. The Web Access Gateway can scan traffic traversing the network to make sure that it conforms to the organization’s security policies (e.g., block certain peer-to-peer applications, scripting, etc.).  If it identifies traffic that is not allowed or does not conform to network security policy, the Web Access Gateway can filter or block that traffic before it enters the network. 
Another capability of a Web Access Gateway is ensuring that users can only access approved Web sites based on IT-defined policy.  Browsing the Internet for non-work-related content negatively affects productivity, consumes valuable bandwidth, and increases the probability that malware from unknown or un-trusted sites will be introduced into the network.  Historically, organizations have created a list of unauthorized Web sites, to which the Web Access Gateway would refuse a connection when requested by the user.  However, now the number of sites that are potentially harmful or irrelevant to the business is far greater than the number of business-valuable and authorized sites.  It is therefore much easier for the organization to allow access to authorized sites than to deny access to unauthorized sites.  By limiting employees’ access to only those Web sites and applications that are expressly authorized by the organization (or by blocking specific Web sites and applications), the organization reduces unnecessary Web browsing and helps maintain business productivity.
Related to increasing employee productivity is enhancing the user’s experience by accelerating access to Web content.  The Web Access Gateway can speed up delivery by caching Web content and delivering the content from the cache to the user.  Simply stated, cached content is stored  in a location inside the corporate network, so rather than retrieving that content from the Web site every time a request is made, the content is served directly from the local cache.  This not only accelerates access to the content since it is closer to the end user, but it also saves valuable WAN bandwidth.  Richard Hicks, Information Security Engineer for a large financial institution, provided this example:  “For a community of about 45,000 employees, everybody downloads the Google graphic.”  The strain on the firm’s Internet bandwidth can be partially alleviated by storing objects locally and using the cache to serve those objects to the users who request them.
ISA Server 2006 Role in Secure Internet Access
ISA Server 2006 is a Web Access Gateway
ISA Server 2006 is the Web Access Gateway of choice for thousands of organizations that need to enable fast, secure access to the Internet for their employees. ISA Server 2006 provides a more compelling set of benefits and overall ROI than competing solutions. According to Hicks, “ISA [Server 2006] was definitely the best solution on paper because it met all of our business requirements.  There was not one that it did not meet.  The kicker was the fact that in our performance tests, Microsoft ISA [Server 2006] outperformed [the competition].”
ISA Server product features include:
Application-layer filtering (ALF) across multiple protocols:  ALF is a more “intelligent” form of filtering than standard, or “stateful,” packet filtering, because it inspects the content of the traffic, not just certain header information. This is useful in preventing directed attacks on the network and ensuring that the organization’s private information is not released outside of the corporate network.
Access controls:  ISA Server 2006 has an extremely powerful and flexible rule-set engine for allowing/denying access to Web sites and other Internet objects. An organization’s IT security team can control access by using a combination of any of the following criteria:
· Per-Site:  A restrictive Web access policy will allow access only to specifically listed Web sites, whereas a more open policy will allow access to all Web sites except those that are explicitly denied.

· Per-Group:  Certain groups within an organization have different Web site access needs/restrictions, and their access can be configured accordingly.

· Content Type:  Many firms do not want their employees to access or download specific types of content available on the Internet.  ISA Server 2006 can easily be configured to block access to those content types, such as audio files, video files, certain application types, and macros and scripts.

· Time of Day:  ISA Server 2006 can be configured to allow/deny access based on the time of the day, day of the week, etc. to ensure that network bandwidth is maximized during peak-usage times and, perhaps, to provide employees with broader Internet access at certain times, such as during lunch or after hours.
Wendy Lou, an IT consultant in Security Engineering for a major airline, comments on the access controls in ISA Server 2006: “ISA [Server 2006] integrates with our Active Directory® service very well.  If we had used another kind of product like a firewall, we would probably just have the source IP.  We wouldn’t be able to control access by user.  We might be controlling access by subnet or IP, which would not work very well.”
Content caching and compression:  ISA Server 2006 allows content to be cached both in memory and on disk on the server in order to quickly return content to users without clogging the organization’s external bandwidth. This cache is rules-based, so certain types of content may be denied valuable cache space if they are not mission-critical.  Also, for those requests that require an external connection, ISA Server 2006 can compress the messages in order to conserve bandwidth and service those requests more quickly.
Deployment and management efficiency: ISA Server 2006 is very easy to get up and running; a firm can have managed and secure Internet access within a few hours.  ISA Server 2006 can come packaged as an appliance or as software that can be installed on an organization’s server.  Commenting on his experience with the installation and management of ISA Server 2006, Hicks says, “Installation and configuration actually is very straightforward and very simple.  I can’t recommend it enough to people.  It’s a fantastic product, very intuitive.  From bare metal hardware to operating firewall is very short.”  Lou agrees: “Since 2002, a single person has managed our entire company’s Internet access.  And that’s not even a full-time job. With ISA [Server 2006], I don’t even remember the last time I got paged.”  ISA Server 2006 integrates directly with a Microsoft-based infrastructure—including Active Directory.  It also integrates very well with non-Microsoft products due to its support of standard protocols and components.
Logging and reporting:  In order to better accommodate users’ Internet access needs, IT professionals need to have information on usage patterns, including peak usage times and often-visited and high-relevance Web sites.  ISA Server 2006 logs detailed information to track Internet usage by employees.  Organizations can use that information to generate reports that will help them determine how best to configure ISA Server 2006 to meet the needs of their business.
Partnerships and interoperability: A significant, yet often overlooked, benefit of ISA Server 2006 is its ease of integration with other Microsoft and third-party software and hardware.  ISA Server 2006 is part of a family of business security products (including Microsoft Intelligent Application Gateway 2007, Microsoft Forefront™ Security for Exchange Server, Microsoft Forefront Security for SharePoint®, and Microsoft Forefront Client Security) that are designed to protect the overall organization from threats such as viruses and other malicious software. Software vendors such as Websense, Secure Computing, and NetIQ provide special-purpose modules that enhance ISA Server 2006 deployment in a specific manner.  For hardware deployment, ISA Server 2006 can be implemented on general server hardware. In a more complete, “out-of-the-box” hardware solution, partners such as Celestix Networks provide ISA Server 2006 on preconfigured appliances, often with additional software included. The combination of software and hardware partners that support ISA Server 2006 is unparalleled in the Web Access Gateway community.
For more information on ISA Server 2006 partners, please visit: www.microsoft.com/isaserver/partners
ISA Firewall Client: Microsoft also offers the ISA Firewall Client, which integrates with ISA Server 2006 to provide the organization even further protection for its technology assets.  Benefits of implementing ISA Firewall Client include:
· Strong user- and group-based authentication

· Automated recording of user and application information in log files 

· Enhanced support for network applications, including complex protocols requiring secondary connections 

· Proxy DNS support for firewall client machines 

· Transparent network routing infrastructure for the firewall client machine

High-Level ISA Server 2006 Solution Architecture
Figure 1 shows a typical ISA Server 2006 implementation; in fact, this is the architecture used when Microsoft deploys ISA Server 2006 internally to enable secure and controlled outbound access to the Internet.  Details on the Microsoft implementation include:

Deployment statistics:  A single ISA Server 2006 array with 10 servers supports 30,000 clients and 40 billion Web requests and transfers 41 terabytes of data on a monthly basis.

External clients:  Packets originating from Denial of Service and Distributed Denial of Service attacks are closely monitored and rejected by ISA Server 2006.
External Web site:  Requests for Internet content by internal clients are inspected by ISA Server 2006 to prevent malicious attacks entering via HTTP and HTTPS.
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DMZ – ISA Server 2006 Cache Array Routing Protocol (CARP) array:  With an ISA Server 2006 array using Cache Array Routing Protocol (CARP), requests for cached content by internal clients are load-balanced across array members using CARP.

Configuration storage servers:  Firewall policies are stored in configuration storage servers (CSS).  Each ISA Server 2006 array is associated with a CSS from which it receives policies.  Policy changes at Redmond Hub propagate to CSS machines at other hubs worldwide and will get applied to their associated ISA Servers.

Internal clients:  External Web site pages are cached on ISA Server, providing internal clients with faster response times.  ISA Firewall Client installed on managed machines provides user access control for protocols other than HTTP, HTTPS, and FTP.
For more information on the ISA Server 2006 deployment at Microsoft, please take a look at the following case study:   http://www.microsoft.com/isaserver/msitcasestudy.swf
ISA Server 2006 Value Proposition
Cost of Ownership
Equally important to the features that are provided by ISA Server is its cost.  When compared with its major competitors, ISA Server is consistently the most cost-effective Web Access Gateway solution.  At a list price of U.S.$1,500 for Standard Edition and $6,000 for Enterprise Edition, ISA Server represents an attractive investment, especially when compared to competing solutions, some of which cost upward of $50,000 per appliance.  
Other Cost Factors

When reviewing the total cost of a Web Access Gateway solution, other important factors must be considered, such as:
Add-on components:  Many competitors initially deliver a “vanilla” solution, then, as the customer matures and its requirements grow, the competitor will sell additional components, or “modules,” to meet those needs.  With ISA Server 2006, the customer receives the entire solution with the initial license.  As the requirements grow, the customer can configure the existing ISA Server 2006 to meet most needs—no extra components necessary.  It is important to note that, with ISA Server 2006, customers also can choose to purchase separate third-party highly specialized solutions that extend the ISA Server 2006 security and management scenarios.  A list of partners that integrate with ISA Server 2006 can be found at http://www.microsoft.com/isaserver/partners. 
Deployment and management:  As described previously, deployment and management of ISA Server 2006 is quite straightforward, thus freeing up IT security resources to work on other things. ISA Server 2006 does not require deep security specialization to configure, deploy, and maintain. Also, its integration with other Microsoft infrastructure technologies, such as Active Directory, helps organizations make the most of their existing infrastructure investments and further reduces complexity and ongoing maintenance overhead.  According to Mark Gandy, Enterprise Security Architect for a large industrial company, “It’s [ISA Server 2006] integrated with my operational support structure.  I don’t need specialists.  It’s not one other thing that I have to train for.  My knowledge of the Windows Server® operating system goes a long way toward simplifying my total cost of ownership.”
Because ISA Server 2006 can be deployed on general-purpose server hardware, total cost of ownership can be lowered by installing the software onto existing hardware. As the usage of ISA Server 2006 grows within the organization, those servers can be upgraded easily without negatively affecting performance or reducing functionality.  Or, if the organization prefers a prebuilt appliance, it can purchase an ISA Server 2006 appliance from one of a number of OEM hardware partners and easily install it within the network infrastructure. These deployment options provide a high level of flexibility and help keep costs down. 
World-class support infrastructure:  When an organization purchases ISA Server 2006 and associated customer support, it receives a leading solution backed by a leading technology company. The organization can use a full spectrum of support options, from self-service support in the vast library of resources available on Microsoft TechNet to personalized, real-time support from Microsoft Customer Service and Support. Microsoft consistently receives top marks for its customer satisfaction; organizations can be confident that any issues that they may run into will be resolved quickly, which ultimately helps keep costs down.  Microsoft TechNet can be found at: http://technet.microsoft.com/en-us/default.aspx.
Conclusion

Secure, controlled outbound access to the Internet has become an essential business requirement. In the quickly evolving environment of pervasive Internet connectivity, businesses must balance protecting the internal network from Internet-based threats with maximizing end-user productivity.
A Web Access Gateway should be implemented to enable efficient Internet access and simultaneously minimize exposure to external threats. The Web Access Gateway is the “traffic cop” of the infrastructure, inspecting content, allowing only that which it deems safe to enter, and directing valid requests to the locations where they can most efficiently be served.

Microsoft Internet Security and Acceleration Server 2006 represents a best-of-breed Web Access Gateway, with easy-to-manage configuration and a compelling price/performance ratio. As evidenced by deployment inside some of the largest companies in the world (including Microsoft), ISA Server 2006 is the flexible, proven solution for secure Internet access.  For more information on ISA Server 2006, please visit http://www.microsoft.com/isaserver/default.mspx.
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