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Introduction and Background

This document outlines virtual private network (VPN) site-to-site interoperability solutions for Microsoft Internet Security and Acceleration (ISA) Server 2004. Specifically, testing on Internet Protocol security (IPSec) tunnel mode (TM) connections is described. Site-to-site VPN is a common method to connect remote offices and business partners over the public Internet, and is becoming an important feature in the following scenarios:

· Branch offices of large organizations that would like to deploy ISA Server.

· Medium-sized organizations that would like to deploy ISA Server in the central office with less expensive third-party VPN solutions in branch offices.

· Connection to an Extranet.

ISA Server combines firewall and VPN functionality within a single server product, and includes new site-to-site functionality based on IPSec tunnel mode protocol.  
This document provides step-by-step instructions for the configuration of IPSec tunnels between the ISA Server computer and other industry leading IPSec compatible gateways including Cisco, CheckPoint, NetScreen, Sonicwall, and Linksys. The instructions for each gateway have been described in separate sections, allowing you to focus on the specific gateways to be configured as the IPSec tunnel peer with the ISA Server computer. Detailed statistics of the interoperability performance between the ISA Server computer and the individual gateways can be found at the end of this document in Appendix A.

Each scenario is addressed with a preshared secret solution and a certificate solution.

The exact versions or models of the third-party gateways are as follows:

· Cisco Concentrator (Version 3.5.2, Cisco VPN 3005 Concentrator)

· Checkpoint VPN-1 NG (Feature Pack 3, Microsoft Windows 2000 Server Service Pack 4)

· NetScreen (Firmware version 4.0.0R9.0, NetScreen-25)

· Linksys (Firmware version 1.40.4, BEFVP41)

· Sonicwall (Firmware version 6.4.2.0, PRO 200)

The setup, configuration, and testing was performed based on the recommendations of the Virtual Private Networking Consortium (www.vpnc.org).

Note: This document assumes that you have an existing knowledge of IPSec terminology and technology. Explanations of IPSec concepts are not provided. For more general information, see the ISA Server product Help, or the document Site to Site VPN in ISA Server 2004 (http://go.microsoft.com/fwlink?linkid=20746).

Network Configuration

The interoperability scenarios detailed in this document use the following network configuration. 
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The resources are identified as follows:

Microsoft ISA Server 2004 build 4.0.1872.0 on Windows Server™ 2003 Service Pack 1 (SP1) Beta 

a. Cisco VPN 3005 Concentrator version 3.5.2

b. Checkpoint VPN-1 NG FP3 on Windows 2000 Server SP4

c. NetScreen 25 firmware 4.0.R9.0

d. Sonicwall PRO 200 firmware 6.4.2.0

e. Linksys BEFVP41 firmware 1.4.0.4

Windows Server 2003 SP1 Beta with Certificate Authority, Internet Information Services (IIS), and SCEP as 10.4.5.10

f. Windows XP

g. Cisco 2621 series router simulating the Internet and enforcing access control lists (ACLs) allowing only IKE and ESP traffic to verify IPSec tunnels

h. Cisco 2924XL Switch

Configuring ISA Server 2004

This section contains an overview of configuring ISA Server preshared secrets, a checklist for configuring preshared secrets, walk-throughs with procedures for configuring preshared secrets and certificates, and troubleshooting information.

ISA Server Configuration: Preshared Secret Overview

The following IPSec settings will be used in this section of this configuration document.

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared Secret Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

ISA Server Configuration: Preshared Secret Checklist

Use the following checklist for preshared secrets.

	______
	Install and configure the third-party device

	______
	Determine remote gateway external IP address

	______
	Determine remote networks IP address and netmask protected by the remote gateway

	______
	Set preshared secret

	______
	Configure VPN site-to-site network

	______
	Modify IPSec settings

	______
	Configure access rule

	______
	Configure network rule

	______
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Microsoft website (www.microsoft.com). 

ISA Server Configuration Walk-through Procedure 1:  Configuring the Preshared Secret Solution 

This topic describes in detail the process to configure the ISA Server computer to successfully establish a site-to-site IPSec tunnel using a third-party gateway with the settings specified in ISA Server Configuration: Preshared Secret Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of ISA Server, and only the parameters directly related to the scenarios are described in detail.
We recommend that you apply your changes after each step.

Configure VPN Site-to-Site Network 

Use the following steps to configure a VPN site-to-site network.

1. Launch the ISA Server Management Console from the Start menu.

2. In the ISA Server Management Console, right-click Networks from the left menu and select New Network to start the New Network Wizard. Provide the name Internal_BL for the network, and then click Next.
Select VPN Site-to-Site Network, and then click Next.
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i. Select IP Security protocol (IPSec) tunnel mode, and then click Next.
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j. On the Connection settings page, enter 22.23.24.2 as the remote gateway’s external IP address and select 14.15.16.17 (External) as the Local VPN gateway IP address from the drop-down list. Click Next.
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k. On the IPSec Authentication page, select Use pre-shared key for authentication as the authentication and enter Cool-Dude! as the preshared key, and then click Next.
l. On the Network Addresses page, click Add.
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m. Enter 172.23.9.0 as the Start Address of the third-party gateway’s protected network.

n. Enter 172.23.9.255 as the End Address of the third-party gateway’s protected network.
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o. Review the configuration of the VPN Site-to-Site Network and click Finish to create the VPN Site-to-Site Network.
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The new VPN Site-to-Site Network will appear under the Network tab in the Network screen.

Modify IPSec Settings 

Use the following steps to modify the IPSec settings.

In the ISA Server Management Console, select Virtual Private Networks (VPN) from the left menu, select Remote Sites, and double-click Internal_BL to display the properties page for the Remote Site VPN.
Note: This VPN entry was created at the time the VPN Site-to-Site Network was created. You cannot create a Remote Site VPN using the Virtual Private Networks screen. These can only be created through the New Network Wizard.

3. In the Internal_BL Properties window, select the Connection tab to display the VPN site properties pertaining to the remote gateway, the local gateway, and the IPSec settings. Click IPSec Settings.
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4. Modify the Phase I Settings:

· Change the Encryption algorithm to 3DES.

· Change the Integrity algorithm to SH1.

· Change the Diffie-Hellman group to Group 2 (1024 bit).

· Enter 28800 as the number of seconds under Authenticate and generate a new key every.
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5. Select the Phase II tab to modify the Phase II settings:

· Change the Encryption algorithm to 3DES.

· Change the Integrity algorithm to SH1.

· Select Generate a new key every.

· Enter 3600 in the space provided for the number of seconds under Generate a new key every.

· Select Use Perfect Forward Secrecy (PFS).

· Change the Diffie-Hellman group to Group 2 (1024 bit).
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Configure Access Rule

Use the following steps to configure an access rule.

In the ISA Server Management Console, right-click Firewall Policy from the left menu and select New Access Rule to start the New Access Rule Wizard. Provide a name for the rule, such as Site-to-site access, and then click Next.
On the Rule Action page, select Allow, and then click Next.
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On the Protocols page, select All outbound traffic, and then click Next.
Note: In this example All outbound traffic is selected, and the access rule will apply to all protocols. For a more secure configuration, an alternate method should be selected that will either define the protocols and ports the access rule will apply to or will allow all protocols and ports expect for the ones you specifically deny in the access rule.
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On the Access Rule Sources page, click Add to open the Add Network Entities dialog box.
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Under Networks select Internal_BL as the source network, and click Add to add the network.
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The selected networks are displayed. Click Next.
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Under New Access Rule Wizard, on the Access Rule Destination page, click Add to open the Add Network Entities dialog box.
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Under Networks select Internal as the destination network, and click Add to add the network.
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The selected networks are displayed. Click Next.
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On the User Sets page, leave the default All Users, and then click Next.
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Review the configuration of the access rule and click Finish to create the access rule.
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Repeat the procedure to create an access rule with the following settings:

· Action: Allow
· Traffic: All Outbound Protocols
· Source: Internal
· Destination: Internal_BL
The new access rules will appear under the Firewall Policy screen.

Note: ISA Server processes the access rules in order and will stop processing after an attempted communication attempt has satisfied all the defined parameters.
Configure Network Rule

A network rule that defines a route for the communication between the Internal network and the Internal_BL network is required to ensure this communication does not use network address translation (NAT), which will cause the VPN to fail.

In the ISA Server Management Console, right-click Networks from the left menu and select New Network Rule to start the New Network Rule Wizard.  

6. Enter Site-to-Site VPN Route as the Network Rule name, and then click Next.

[image: image22.jpg][New Network Rule Wizard

Welcome to the New Network
Rule Wizard

This wizard helps you creste a new Network ule. Network.
iules determine how 54 Server passes alfc between
retuorks.

Network ule name:

SitetaSie VPN Rote

To continue, cick Next

< =





7. On the Network Traffic Sources page, click Add to open the Add Network Entities dialog box.

8. Under Networks, select Internal_BL as the source network.

9. Select Add to add the selected network.
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10. On the Network Traffic Destinations page, click Add to open the Add Network Entities dialog box.

11. Under Networks, select Internal as the destination network.

12. Select Add to add the selected network.

13. On the Network Relationship page, select Route.

14. Review the configuration of the network rule and click Finish to create the network rule.
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The newly created network rules will appear under the Network Rules tab in the Network screen. Right-click the new network rule and select Move up. Continue until the created network rule is above all network rules that have NAT as the network relation.

15. In the ISA Server details pane, click Apply to apply the changes you made.

Note: ISA Server processes the network rules in order and will stop processing after an attempted communication has satisfied all the defined parameters.
16. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

ISA Server: Configuring the Certificate Solution 

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Certificate Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

ISA Server: Certificate Checklist

Use the following checklist for certificates.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Determine the certification authority to use to create local certificate

	
	Install certificates

	
	Configure VPN site-to-site network

	
	Modify IPSec settings

	
	Configure access rule

	
	Configure network rule

	
	Test IPSec tunnel


ISA Server Configuration Walk-through Procedure 2: Configuring the Certificate Solution
This topic describes in detail the process to configure the ISA Server computer to successfully establish a site-to-site IPSec tunnel with third-party gateways using the settings specified in ISA Server: Configuring the Certificate Solution. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Microsoft ISA Server, and only the parameters directly related to the scenarios are described in detail.
We recommend that you apply your changes after each step.

Install Certificates

Use the following steps to install certificates.

Create an identity certificate from a certification authority (CA).

17. Copy the CA’s certificate revocation list (CRL), and the identity certificate from the Certificate Authority to the local machine.

18. After all the certificates have been imported:

· Launch the Microsoft Management Console (MMC).

· Select Add/Remove Snap-in to add the certificate snap-in.

[image: image25.jpg]B Bl Acion Vew Favortes Window el | =18] x|
- ew Ctrkn

open ko i

Save. s

Save as. ‘There are no items to show in this view.

Options.

L IPsectionior.msc
2CHWINDOWS, . {compman.msc
3CHWINDOWS, . jcertsry.msc
4 Cilprogram Fis),..\msisa.msc

Et

(Ads o remaves indvidual snep-ns.





[image: image26.jpg]Avalabl Standalon Srapins:

== T =

oo oo o Coporion
Mok o

BoCaiicaontiinei e J

B Corponm S o Cororion

5 Compaarognent i Cororion

(i o Cororion

G beroomens i oty v

i e ——

EDiwivsnt i e i Coporson

Bevnionn o Cororsion

Fhesciin

e e T

e s R e

Add Close





19. Select Computer account.
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20. Select Local computer to manage. 
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21. Import the CA, CRL, and the identity certificate using the Microsoft Certificate Import Wizard by right-clicking the following certificate stores and selecting Import:
· Trusted root Certification Authorities for the CA

· Trusted Root Certification Authorities for the CRL

· Personal for the identity certificate

Configure VPN Site-to-Site Network

Use the following steps to configure a VPN site-to-site network.

Launch the ISA Server Management Console from the Start menu.

22. In the ISA Server Management Console, right-click Networks from the left menu and select New Network. 

23. The New Network Wizard will be launched. Enter Internal_BL as the Network name.
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24. Select VPN Site-To-Site Network.
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25. Select IP Security protocol (IPSec) tunnel mode.
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26. In the New Network Wizard, on the Connection Settings page:
· Enter 22.23.24.2 as the Remote VPN gateway IP address.

· Select 14.15.16.17 (External) as the Local VPN gateway IP address from the drop-down list.
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27. In the New Network Wizard, on the IPSec Authentication page:

· Select Use a certificate from this certificate authority (CA).

· Select Browse.
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28. Select the appropriate certificate for authentication. For this configuration document, the certificate issued to Testlab will be used.
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29. Under the New Network Wizard, on the Network Addresses page, select Add.
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30. Enter 172.23.9.0 as the Starting address of third-party gateway’s protected network.

31. Enter 172.23.9.255 as the Ending address of the third-party gateway’s protected network.
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32. Review the configuration of the VPN site-to-site network and select Finish to create the VPN site-to-site network.
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The created VPN site-to-site network will appear under the Network tab in the Network screen.

Modify IPSec Settings

Use the following steps to modify IPSec settings.

In the ISA Server Management Console, select Virtual Private Networks (VPN) from the left menu of the management console. In the details pane, select Remote Sites.
33. Double-click Internal_BL to display the properties page for the remote site VPN.

Note: This VPN entry was created at the time the VPN site-to-site network was created. You cannot create a remote site VPN using the Virtual Private Networks screen. This can only be created through the New Network Wizard.

34. In the Internal_BL Properties window, select the Connection tab to display the VPN site properties pertaining to the remote gateway, the local gateway, and the IPSec settings. Select IPSec Settings.
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35. Modify the Phase I settings:

· Change the Encryption algorithm to 3DES.

· Change the Integrity algorithm to SH1.

· Change the Diffie-Hellman group to Group 2 (1024 bit).

· Enter 28800 as the number of seconds under Authenticate and generate a new key every.
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36. Select the Phase II tab to modify the Phase II settings:
· Change the Encryption algorithm to 3DES.

· Change the Integrity algorithm to SH1.

· Select Generate a new key every.

· Enter 3600 in the space provided for the number of seconds under Generate a new key every.

· Select Use Perfect Forward Secrecy (PFS).

· Change the Diffie-Hellman group to Group 2 (1024 bit).
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Configure Access Rule

Use the following steps to configure an access rule.

In the ISA Server Management Console, right-click Firewall Policy from the left menu and select New Access Rule.

37. In the New Access Rule Wizard, on the Rule Action page, select Allow.
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38. Under New Access Rule Wizard, on the Protocols page,
· Select the method that the rule will apply to individual protocols from the drop-down list.
Note: In this configuration example, All outbound protocols will be selected. The access rule will apply to all protocols. For a more secure configuration, an alternate method should be selected that will either define the protocols and ports the access rule will apply to or will define which protocols and ports the access rule will not apply to, by specifying exceptions.

· If another method is chosen other than All outbound protocols, select Add to select the individual protocol and ports.
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39. Under New Access Rule Wizard, on the Access Rule Sources page, select Add to open the Add Network Entities dialog box.
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40. Under Networks select Internal_BL as the source network.

41. Select Add to add the network.
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All selected networks will be displayed.

[image: image48.jpg][New Access Rule Wizard

Access Rule Sources
This ule will apply o alfc originsting fom the sources specled n this page.

This ule applies o alfc from these sources:

i Intemal BL Add

Edit

Remove

ik

Bk =





42. Under New Access Rule Wizard, on the Access Rule Destination page, select Add to open the Add Network Entities dialog box.
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43. Under Networks select Internal as the destination network.

44. Select Add to add the network.
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All selected networks will be displayed.
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45. On the User Sets page, you can select what this access rule will apply to. Leave the default as All Users.
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46. Review the configuration of the access rule and select Finish to create the access rule.
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47. Repeat the steps to create an access rule with the following settings:

· Action: Allow

· Traffic: All Outbound Protocols

· Source: Internal

· Destination: Internal_BL

The created access rules will appear under the Firewall Policy screen.

Note: ISA Server processes the access rules in order and will stop processing after a communication attempt has satisfied all the defined parameters.

Configure Network Rule

A network rule that defines a route for the communication between the Internal network and the Internal_BL network is required to ensure this communication does not use network address translation (NAT),which will cause the VPN to fail. Use the following steps to configure a network rule.

In the ISA Server Management Console, right-click Networks from the left menu and select New Network Rule.

48. The New Network Rule Wizard will be launched. Enter Site-to-Site VPN Route as the Network Rule name.
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49. Under New Network Rule Wizard, on the Network Traffic Source page, select Add to open the Add Network Entities dialog box.
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50. Under Networks select Internal_BL as the source network.

51. Select Add to add the selected network.
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All selected networks will be displayed.
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52. Under New Network Rule Wizard, on the Network Traffic Destination page, repeat step 4, selecting Internal. 
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53. Under New Access Rule Wizard, on the Network Rules page, select Route. 
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54. Review the configuration of the network rule and select Finish to create the network rule.
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55. The newly created network rules will appear under the Network Rules tab in the Networks screen. Right-click the created network rule and select Move up.

Note: ISA Server processes the access rules in order and will stop processing after an attempted communication has satisfied all the defined parameters.

56. Continue until the created network rule is above all network rules that have NAT as the network relation.

57. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting ISA Server

The following section contains troubleshooting tips. For additional troubleshooting information, refer to the Microsoft Knowledge Base articles on the Microsoft website (www.microsoft.com).

Configuration

Review the configuration for accuracy:

· Local IP settings

· Remote IP settings

· IPSec Phase 1 settings

· IPSec Phase 2 settings

The IPSec properties may be viewed by right-clicking the Remote VPN definition and selecting IPSec summary.
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Logs

Review the log files for any errors:

· The default ISA Server logs are accessed through the ISA Server Management Console by selecting Monitoring.

· IKE Debugging can be enabled by modifying the following registry key:

(HKLM\SYSTEM\CurrentControlSet\Services\PolicyAgent\Oakley\EnableLogging (DWORD) ==1)

or by using the command line:
netsh ipsec 

Modifying these will create the log file:  %systemroot5\debug\Oakley.log

· IPSec information can also be found using the ipsecmon snap-in for the Microsoft Management Console (MMC).

Cisco Concentrator

This topic describes how to configure Cisco Concentrator to work in a VPN site-to-site solution with ISA Server.

Cisco Concentrator: Preshared Secret Configuration Overview

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared Secret

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Preshared Secret Checklist

Use the following checklist for preshared secrets.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Set preshared secrets

	
	Configure network list

	
	Configure IKE proposal

	
	Configure LAN-to-LAN connection

	
	Modify security association

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Cisco website (www.cisco.com). 

Cisco Concentrator Configuration Walk-through Procedure 1: Configuring the Preshared Secret Solution

This topic describes in detail the process to configure the Cisco Concentrator 3000 series VPN device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Cisco Concentrator: Preshared Secret Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Cisco Concentrator, and only the parameters directly related to the scenarios are described in detail.

We recommend that you apply your changes after each step.

Create a Network List 

Use the following steps to create a network list.

Browse to the Web based VPN 3000 Concentrator Series Manager and log on.
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58. From the left menu navigate to and select Network Lists by expanding the Configuration, Policy Management, and Traffic Management menus.
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59. Select Add to display the screen to create the network list.
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60. In the Add Network Lists screen:

· Enter ISAServer-Remote as the network List Name.
· Enter 10.4.5.0/0.0.0.255 and 10.5.6.0/0.0.0.255 as the unique networks and corresponding wildcard masks, one per line, using the format: n.n.n.n/n.n.n.n for the network list.

Note: The Wildcard mask is the reverse of a subnet in which the 1s in bit positions are to ignore and the 0s in bit positions are to match.
61. After all the networks have been defined, select Add to create the network list.

Configure IKE Proposal

Use the following steps to configure the IKE proposal.

From the left menu navigate to and select IKE Proposals by expanding the Configuration, System, Tunnel Protocols, and IPSec menus.
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62. Select Add to display the screen to create the IKE proposal.

63. In the Add IKE Proposal screen:

· Enter IKE-3DES-SHA as the IKE Proposal Name.

· Select Preshared Keys as the Authentication Mode from the drop-down list.

· Select SHA/HMAC-160 as the Authentication Algorithm from the drop-down list.

· Select 3DES-168 as the Encryption Algorithm from the drop-down list.

· Select Group 2 (1024-bits) as the Diffie-Hellman Group from the drop-down list.

· Select Time as the Lifetime Measurement from the drop-down list.

· Enter 28800 as the Time Lifetime.

Note: Even though the Data Lifetime field is displayed, the value will have no effect on the IPSec tunnel unless Data is selected as the Lifetime Measurement.
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64. In the IKE Proposals screen:

· Highlight the created IKE proposal.

· Select Activate to move the created IKE proposal from the Inactive Proposals column to the Active Proposals column.

[image: image67.jpg]rosoft Internet Explorer

=18 x|

| ok - 5 - @ ) 4| Quesch Clravorkes (ristory | Bhe S

[aress [ nipsifi72.25.9 2fscess i

=] P |Junks B0 Eoic

Elinksys E]netsarsen

. b VPN 3000

Concentrator Series Manager
EiConfiquration

[ictortaces
Gsvsten

Servers

addhess Menaement
Tunneling Profocels

onfiguration | System | Tunneli

[Configuration | System | Tunn

Add, delete, prioritze, and configare IKE Proposals.

| Proposels
L—uaT Transparency
P Routing

‘parameters

ianscenent Protocols Active
uents Proposals

CiscovPNClient-3DES-MD5

IKE-3DES-MDS5
oad Belencing
{—HUser Management IKE-3DES-MD5-DH1
IKE-DES-MDS5

L mpolcy Management
IKE-3DES-MD5-DH?

IKE-3DES-MD5-RSA
CiscoVPNClient-3DES-MD5-DHS
CiscoVPNClientAES128-SHA
IKE-AES126-5HA

-EiMonitoring

Cisco Srsteus

T

rotocols | IPSec|

Actions

<CAdivate

Deactivate >>
Move Up
Move Down
Add
Modify

Copy

Delete

Main | Help | Support | Logout

dmin

= 0|
Save Neededfq]

Select an Inactive Proposal and click Activate to make it Active, or click Modify, Copy or Delete as appropriate.
Select an Active Proposal and click Deactivate to make it Inactive, or click Move Up or Move Down to change is priority.
Click Add or Copy to add a new Inactive Proposal. IKE Proposals are used by Secusity Associations to specify IKE

Tnactive
Proposals

IKE-3DES-MDE-RSA-DHT
IKE-DES-MD5-DH?
CiscoVPNClient-3IDES-MDE-RSA
CiscoVPNClient-3IDES-SHADSA
CiscoVPNClient-3DES-MD5-RSA-DHS
CiscoVPNClient-3DES-SHADSA-DHS
CiscoVPNClientAES256-SHA
IKE-AES256-SHA

&1 Proposais

[ [5 (@ mtemet.




After the newly created IKE proposal has been activated, it will appear at the bottom of the column, which will not be the default IKE proposal.
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65. Optional. To make the activated IKE proposal the default IKE proposal: 

· Highlight the activated IKE proposal.

· Select Move Up until the activated IKE proposal appears at the top of the column.
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Configure LAN-to-LAN Connection

Use the following steps to configure a LAN-to-LAN connection.

From the left menu navigate to and select LAN-to-LAN by expanding the Configuration, System, Tunnel Protocols, and IPSec menus.
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66. Select Add to display the screen to create the LAN-to-LAN connection.

67. In the Add a new IPSec LAN-to-LAN connection screen:

· Enter Site-to-Site as the LAN-to-LAN connection Name.
· Select Ethernet 2 (Public) (22.23.24.2) as the Interface from the drop-down list. The selected interface is the interface of the Cisco VPN Concentrator that will be the IPSec tunnel endpoint.

· Enter 14.15.16.17 as the Peer, which is the external IP address of the remote gateway participating in the IPSec tunnel

· Select None (Use Preshared Keys) as the Digital Certificate from the drop-down list.

· Enter Cool-Dude! as the Preshared Key.

· Select ESP/SHA/HMAC-160 as the Authentication from the drop-down list.

· Select 3DES-168 as the Encryption from the drop-down list.

· Select IKE-3DES-SHA as the IKE Proposal from the drop-down list.

· Select Use IP Address/Wildcard-mask below as the network list from the drop-down list under Local Network.

· Enter 172.23.9.0 as the IP Address.

· Enter 0.0.0.255 as the Wildcard Mask.

Note: When configuring an IPSec tunnel with more than one network as the local or remote network, a network list must be used. If only one network is either the local or remote network, it can be defined on this screen.
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68. Select ISAServer-Remote as the network list from the drop-down list under Remote Network.

69. Review the changes that have been made to the Cisco VPN Concentrator which include:

· Authentication server

· Group

· Security association

· Filter rules

Note: These modifications may need to be further modified to successfully establish the IPSec tunnel or to enhance the security of the IPSec tunnel by limiting the allowed protocols, limiting the allowed ports, limiting the allowed hosts, and enhancing the key exchange mechanisms.
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Modify Security Association

Use the following steps to modify the security association.

From the left menu navigate to and select SAs by expanding the Configuration, Policy Management, and Traffic Management menus.

70. In the Security Association screen:

· Highlight the newly configured security association L2L: Site-to-Site.

· Select Modify.
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71. In the Modify a configured Security Association screen:

· Review the currently selected parameters to ensure the accuracy.

· Select Group 2 (1024-bit) for Perfect Forward Secrecy from the drop-down list.
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72. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Cisco Concentrator: Certificate Configuration Overview

This section outlines the IPSec settings and the specific settings required for this device to perform certificate authentication.

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Certificate Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Certificate Checklist

Use the following checklist for certificates.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Determine certification authority to use

	
	Configure network list

	
	Configure local certificate

	
	Configure IKE proposal

	
	Configure LAN-to-LAN connection

	
	Modify security association

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Cisco website (www.cisco.com). 

Cisco Concentrator Configuration Walk-through Procedure 2:  Configuring the Certificate Solution

This topic describes in detail the process to configure the Cisco Concentrator 3000 series virtual private network (VPN) device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Cisco Concentrator: Certificate Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Cisco Concentrator, and only the parameters directly related to the scenarios are described in detail.

We recommend that you apply your changes after each step.

Configure Network List 

Use the following steps to configure the network list.

Browse to the Web-based VPN 3000 Concentrator Manager and log on.
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73. From the left menu, navigate to and select Network Lists by expanding the Configuration, Policy Management, and Traffic Management menus.
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74. Select Add to display the screen to create the network list.
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75. In the Add Network Lists screen:

· Enter ISAServer-Remote as the network List Name.

· Enter 10.4.5.0/0.0.0.255  and 10.5.6.0/0.0.0.255 as the unique networks and corresponding wildcard masks, one per line, using the format: n.n.n.n/n.n.n.n for the network list.

Note: The Wildcard mask is the reverse of a subnet in which the 1s in bit positions are to ignore and the 0s in bit positions are to match.

76. After all the networks have been defined, select Add to create the network list.

Certificate Configuration

Use the following steps to configure the certificate.

From the left menu, navigate to and select Certificate Management by expanding the Administration menu.
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77. Select Click here to install a CA certificate.
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78. Select SCEP (Simple Certificate Enrollment Protocol).

79. In the SCEP screen:

· Enter http://14.15.16.17/certsrv/mscep/mscep.dll as the URL of the Certificate Server supporting SCEP.

· Enter a CA Descriptor (not necessary in this scenario).
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80. Select Click here to enroll with a Certificate Authority.
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81. Select Identity certificate.
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82. Select Enroll via SCEP at Testlab.
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83. In the SCEP:
· Enter Cisco as the Common Name (CN).
· Enter TestLab as the Organizational Unit (OU).

· Enter Fabrikam as the Organization (O).

· Enter Timonium as the Locality (L).

· Enter MD as the State/Providence (SP).

· Enter US as the Country (C).

· Enter test@fabrikam.com as the Subject Alternative Name (E-Mail Address).

· Select RSA 1024 bits as the Key Size from the drop-down list.
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The Certificate Request will automatically enroll and transfer the created certificate to the Cisco Concentrator.

Configure IKE Proposal

Use the following steps to configure the IKE proposal.

From the left menu, navigate to and select IKE Proposals by expanding the Configuration, System, Tunnel Protocols, and IPSec menus.
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84. Select Add to display the screen to create the IKE proposal.

85. In the Add IKE Proposal screen:

· Enter IKE-3DES-SHA-RSA as the IKE Proposal Name.

· Select RSA Digital Certificate as the Authentication Mode from the drop-down list.

· Select SHA/HMAC-160 as the Authentication Algorithm from the drop-down list.

· Select 3DES-168 as the Encryption Algorithm from the drop-down list.

· Select Group 2 (1024-bits) as the Diffie-Hellman Group from the drop-down list.

· Select Time as the Lifetime Measurement from the drop-down list.

· Enter 28800 as the Time Lifetime.

Note: Even though the Data Lifetime field is displayed, the value will have no effect on the IPSec tunnel unless Data is selected as the Lifetime Measurement.
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86. In the IKE Proposals screen:

· Highlight the created IKE proposal.

· Select Activate to move the created IKE Proposal from the Inactive Proposals column to the Active Proposals column.
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After the newly created IKE proposal has been activated, it will appear at the bottom of the column, which will not be the default IKE proposal.
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87. Optional. To make the activated IKE proposal the default IKE proposal:

· Highlight the activated IKE proposal.

· Select Move Up until the activated IKE proposal appears at the top of the column.
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Configure LAN-to-LAN Connection

Use the following steps to configure a LAN-to-LAN connection.

From the left menu, navigate to and select LAN-to-LAN by expanding the Configuration, System, Tunnel Protocols, and IPSec menus.
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88. Select Add to display the screen to create the LAN-to-LAN connection.

89. In the Add a New IPSec LAN-to-LAN Connection screen:

· .Enter Site-to-Site as the LAN-to-LAN connection Name.

· Select Ethernet 2 (Public) (22.23.24.2) as the Interface from the drop-down list. The selected interface is the interface of the Cisco VPN Concentrator that will be the IPSec tunnel endpoint.

· Enter 14.15.16.17 as the Peer, which is the external IP address of the remote gateway participating in the IPSec tunnel.

· Select cisco as the Digital Certificate form the drop-down list.

· Select ESP/SHA/HMAC-160 as the Authentication from the drop-down list.

· Select 3DES-168 as the Encryption from the drop-down list.

· Select IKE-3DES-SHA-RSA as the IKE Proposal from the drop-down list.

· Select Use IP Address/Wildcard-mask below as the network list from the drop-down list under Local Network.

· Enter 172.23.9.0 as the IP Address.

· Enter 0.0.0.255 as the Wildcard Mask.

Note: When configuring an IPSec tunnel with more than one network as the local or remote network, a network list must be used. If only one network is either the local or remote network, it can be defined on this screen.
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90. Select ISAServer-Remote as the network list from the drop-down list under Remote Network.

91. Review the changes that have been made to the Cisco VPN Concentrator, which include:

· Authentication Server

· Group

· Security Association

· Filter Rules

Note: These modifications may need to be further modified to successfully establish the IPSec tunnel or to enhance the security of the IPSec tunnel by limiting the allowed protocols, limiting the allowed ports, limiting the allowed hosts, and enhancing the key exchange mechanisms.
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Modify Security Association

Use the following steps to modify security association.

From the left menu, navigate to and select SAs by expanding the Configuration, Policy Management, and Traffic Management menus.

92. In the Security Association screen:

· Highlight the newly configured IPSec SA: L2L: Site-to-Site.

· Select Modify.
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93. In the Modify a Configured Security Association screen:

· Review the currently selected parameters to ensure the accuracy.

· Select Group 2 (1024-bit) for Perfect Forward Secrecy from the drop-down list.
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Time Lifetime [28800 Specify the fime lfstime in seconds

IKE Parameters

IKE Peer [1415.16.17 Specify the IKE Peer for a LAN-to-LAN IPSec connection.
Negotiation Mode [Main - Select the TKE Negotiation mode to use.

Digital Certificate [cisco < Select the Digital Certificate to use.

®
Certificate Transmission . i:‘e";;;i‘:i:‘!;:‘f:l"y Choose how to send the digital certificate to the IKE peer.

IKE Proposal [IKE-3DES-SHARSA =] Select the IKE Proposal to use as IKE initiator.
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94. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting the Cisco Concentrator Solution

The following section contains troubleshooting tips. This section contains information found at www.vpnc.org in the Cisco-3000.pdf. For additional troubleshooting information, refer to the Cisco Knowledge Base articles on the Cisco website (www.cisco.com).

IP Addressing

Be sure that the IP addresses and subnet masks you have configured accurately represent your network.

Local and Remote Network Addresses

When you configure a LAN-to-LAN connection:

· Do not confuse the local network with the remote network.

· In the IPSec | LAN-to-LAN | Add screen be sure to enter network addresses, and not host addresses, in the Local Network IP Address and Remote Network IP Address fields.

· In the IPSec | LAN-to-LAN | Add screen be sure to enter wildcard masks, and not subnet masks, in the Local Network IP Address and Remote Network IP Address fields. A wildcard mask is the reverse of a subnet mask: it has ones in bit positions to ignore, and zeros in bit positions to match. For example, a subnet mask of 255.255.255.0 converts to a wildcard mask of 0.0.0.255.

Testing Internet Connectivity

Use ping from the public (WAN) interface of the origin gateway to the public interface of the destination gateway to test whether there is a problem on the Internet. In the Concentrator Manager drop-down table of contents, click Administration, and then click Ping. The Ping screen appears.

Enter the IP address of the public interface for the destination gateway and click Ping. The VPN Concentrator returns a Success message if it can contact the IP address you entered. If it cannot, it displays an error screen.

Testing SA Connectivity

Ping from the private (inside) interface of the origin gateway to the inside interface of the destination gateway to test whether there is a problem setting up the SAs. Do this from a PC behind the private interface of the VPN Concentrator.

Mismatches of Preshared Keys

It is easy to mistype a preshared key at one end or the other of a LAN-to-LAN connection. If you are sure your IP addresses are correct, but are unsuccessful in bringing up a tunnel, make sure the preshared keys on either side of the connection match exactly. Entries are case-sensitive.

Mismatches of Parameters for IPSec SAs

If you cannot ping from the private interface of the local gateway to the private interface of the destination or remote gateway, there is likely a problem with the security associations. Check that the values for all parameters for the SA on the local network match those values on the remote network exactly.

Configuring Event Classes

You can configure specific event classes and severities for special handling. For troubleshooting a LAN-to-LAN IPSec connection, add the following event classes, all severities (1-13), to have the Manager send these events to the log or to the console. Use the following steps to configure event classes.

In the Concentrator Manager drop-down table of contents, click Configuration, click System, click Events, and then click Classes. The screen of that names appears.
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95. Click Add. The Configuration | System | Events | Classes | Add screen appears.
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96. In the Class Name field, from the drop-down list, choose IKE.

97. In the Severity to Log field, from the drop-down list, choose 1-13. The Manager now sends all IKE events to the log. You can set the severity level to a lower range if you want a less verbose log.

98. In the Severity to Console field, from the drop-down list, choose 1-13. The Manager now sends all IKE events to the console.

99. If you are using a syslog server, set the Severity to Syslog field to 1-13.

100. Repeat the steps for the following event classes.

	Event class
	Description

	Auth (AUTH)

Auth Debug (AUTH DEBG)

Auth Decode (AUTHDECODE)
	Authentication issues

	IKE (IKE)

IKE Decode (IKEDECODE)

IKE Debug (IKEDBG)
	Phase One IPSec negotiations

	IPSec (IPSEC) – Issues in Phase Two IPSec negotiations

IPSec Decode (IPSECDECODE 

IPSec DeBug (IPSECDBG)
	Phase Two IPSec negotiations


Viewing the Event Log

There are several ways to view events. The following section describes one useful way to study logged events.

To view the event log, in the Concentrator Manager drop-down table of contents, click Administration, click Monitoring, and then click Filterable Event Log. The screen of that name appears.
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101. You can scroll through events on this screen, or you can click Get Log to scroll through all the log events on one page.

102. Read closely. The log gives detailed information about IPSec Phase 1 and Phase 2negotiations, and the status of SAs.

CheckPoint NG

This topic describes how to configure Checkpoint NG to work in a virtual private network (VPN) site-to-site solution with ISA Server.

Checkpoint: Preshared Secret Configuration Overview

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared secret

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Preshared Secret Checklist

Use the following checklist for preshared secrets.

	
	Install and configure the Sonicwall device

	
	Determine remote gateway external IP address

	
	Determine remote networks IP address and netmask protected by the remote gateway

	
	Set preshared secret

	
	Configure new policy

	
	Configure network and group objects

	
	Modify CheckPoint object

	
	Configure VPN peer gateway

	
	Configure encryption rule

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the CheckPoint website (www.checkpoint.com). 

Checkpoint Configuration Walk-through Procedure 1: Configuring the Preshared Secret Solution

This topic describes in detail the process to configure the CheckPoint NG FP3 to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Checkpoint: Preshared Secret Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of CheckPoint NG FP3, and only the parameters directly related to the scenarios are described in detail.

If the CheckPoint Firewall is loaded onto a Windows-based operating system, the registry key \\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Tcpip\ Parameters requires a change from a value of 0 to a value of 1 to allow for the proper routing of encrypted communications through the IPSec tunnel.
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Configure New Policy

Use the following steps to configure new policy.

Log on to the CheckPoint Management Server using the CheckPoint Smart Dashboard.
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103. Choose Global Properties from the Policy menu. On this page:

· Select VPN-1 Pro from the left menu.

· Select Traditional or Simplified mode per new Security Policy.

[image: image103.wmf]
104. Choose New from the File menu. On this page:

· Enter a name in New Policy Package Name.

· Select Security and Address Translation.

· Select Traditional mode.
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Configure Network and Group Objects

Use the following steps to configure network and group objects.

From the left menu of the CheckPoint Smart Dashboard, right-click Networks and select New. On the General tab:

· Enter Internal_AL as the Name of the network.

· Enter 10.5.6.0 as the Network Address.

· Enter 255.255.255.0 as the Net Mask.
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105. Repeat the steps. On the General tab:

· Enter Internal_CL as the Name of the network.

· Enter 10.4.5.0 as the Network Address.

· Enter 255.255.255.0 as the Net Mask.
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106. From the left menu of the CheckPoint Smart Dashboard, right-click Groups and select new simplified. On this page:

· Enter ISAServer-Remote as the Name of the network.

· Highlight Internal_AL.

· Select Add to move Internal_AL from Not in Group into In Group.

· Highlight Internal_BL.

· Select Add  to move Internal_BL from Not in Group into In Group.

Modify CheckPoint Object

Use the following steps to modify the checkpoint object.

From the left menu of the CheckPoint Smart Dashboard, expand the Check Point menu and double-click the checkpoint object to display the Check Point Gateway – checkpoint properties screen.
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107. Select Topology from the left menu:

· Review the Topology settings for accuracy.

· Review the VPN Domain settings to ensure that All IP Addresses behind Gateway based on Topology information is selected.

108. Select VPN from the left menu, and then select Traditional mode configuration.
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109. In the Traditional mode IKE properties screen:

· Select 3DES.

· Select SHA1.

· Select Pre-Shared Secret.

· Select Edit Secrets.
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110. In the Shared Secret screen:

· Highlight ISAServer.

· Select Edit.

· Enter Cool-Dude! in Enter secret.

· Select Set.

111. Select Advanced in the Traditional mode IKE properties screen.

112. In the Traditional mode advanced IKE properties screen:

· Select Group 2 (1024 bit).
· Enter 480 in Renegotiate IKE (phase 1) Security Associations every.
· Enter 3600 in Renegotiate IPSec (IKE phase 2) Security associations every.
Configure VPN Peer Gateway

Use the following steps to configure the VPN peer gateway.

From the left menu of the CheckPoint Smart Dashboard, right-click Interoperable Device and select new. On this screen:

· Enter ISAServer as the Name of the interoperable device.

· Enter 14.15.16.17 as IP Address of the interoperable device.

113. Select Topology from the left menu. On this screen:

· Select Manually defined under VPN Domain
· Select ISAServer-Remote from the drop-down list.
114. Select VPN from the left menu, and then select Traditional mode configuration.
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115. In the Traditional mode IKE properties screen:

· Select 3DES.

· Select SHA1.

· Select Pre-Shared Secret.

· Select Edit Secrets.
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116. In the Shared Secret screen:

· Highlight checkpoint.

· Select Edit.

· Verify Cool-Dude! is the shared secret.
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117. Select Advanced in the Traditional mode IKE properties screen.

118. On the Traditional mode advanced IKE properties screen:

· Check Group 2 (1024 bit).
· Enter 480 in Renegotiate IKE (phase 1) Security Associations every.
· Enter 3600 in Renegotiate IPSec (IKE phase 2) Security associations every.
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Configure Encryption Rule

Use the following steps to configure an encryption rule.

Choose Add Rule -->  Top from the Rules menu.

119. In the new rule:
· Select ISAServer-Remote for the Source.
· Select Internal_BL for the Destination.
· Select Encrypt as the Action.
· Select Log as the Track.
120. Choose Add Rule -->  Top from the Rules menu.

121. In the new rule:

· Select Internal_BL for the Source.
· Select ISAServer-Remote for the Destination.
· Select Encrypt as the Action.
· Select Log as the Track.
122. Right-click Encrypt under Action for rule number 1. On the General tab:

· Highlight IKE.

· Select Edit.
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123. Right-click Encrypt under Action for rule number 1. On the General tab:

· Select 3DES as the Encryption Algorithm from the drop-down list.

· Select SHA1 as the Data Integrity from the drop-down list.

· Select Use Perfect Forward Secrecy.

· Select Group 2 (1024 bit) as the Use DH Group from the drop-down list.
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124. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Checkpoint: Certificate Configuration Overview

This section outlines the IPSec settings and the specific settings required for this device to perform Certificate Authentication.

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Certificate Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Certificate Checklist

Use the following checklist for certificates.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Determine certification authority to use to create the local certificate

	
	Configure new policy

	
	Configure network and group objects

	
	Configure certification authority

	
	Modify CheckPoint object

	
	Configure VPN gateway peer

	
	Configure encryption rule

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the CheckPoint website (www.checkpoint.com). 

Checkpoint Walk-through Procedure 2: Configuring the Certificate Solution

This topic describes in detail the process to configure the CheckPoint NG FP3 to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Checkpoint: Certificate Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of CheckPoint NG FP3, and only the parameters directly related to the scenarios are described in detail.

If the CheckPoint Firewall is loaded onto a Windows-based operating system, the registry key \\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\Tcpip\ Parameters requires the change from a value of 0 to a value of 1 to allow for the proper routing of encrypted communications through the IPSec tunnel.
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Configure New Policy

Use the following steps to configure new policy.

Log on to the CheckPoint Management Server using the CheckPoint Smart Dashboard.
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125. Choose Global Properties from the Policy menu. On this screen:

· Select VPN-1 Pro from the left menu.

· Select Traditional or Simplified mode per new Security Policy.

[image: image118.wmf]
126. Choose new from the File menu. On this screen:

· Enter a name in New Policy Package Name.
· Select Security and Address Translation.
· Select Traditional mode.
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Configure Network and Group Objects 

Use the following steps to configure network and group objects.

From the left menu of the CheckPoint Smart Dashboard, right-click Networks and select new. On the General tab:

· Enter Internal_AL as the Name of the network.

· Enter 10.5.6.0 as the Network Address.

· Enter 255.255.255.0 as the Net Mask.
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127. Repeat the steps:

· Enter Internal_CL as the Name of the network.

· Enter 10.4.5.0 as the Network Address.

· Enter 255.255.255.0 as the Net Mask.
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128. From the left menu of the CheckPoint Smart Dashboard, right-click Groups and select new simplified. On this screen:

· Enter ISAServer-Remote as the Name of the network.

· Highlight Internal_AL.

· Select Add to move Internal_AL from Not in Group into In Group.

· Highlight Internal_BL.

· Select Add to move Internal_BL from Not in Group into In Group.

Configure Certificate Authority

Use the following steps to configure a certificate authority.

Copy the Certificate Authority’s certification authority (CA) and certificate revocation list (CRL) from the Certificate Authority to the local machine.

129. From the left menu of the CheckPoint Smart Dashboard, select the Servers and OPSEC Applications tab, right-click the Certificate Authority menu and select new.

130.  On the General tab:

· Enter fabrikam-test-w2k4 as the Name.
· Select OPSEC PKI for the Certificate Authority from the drop-down list.

131. Select the OPSEC PKI tab in the Certificate Authority Properties screen. On this tab:

· Select Get and browse to the location on the local machine of a saved certificate from the Certificate Authority used in this effort.
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132. Select the Advanced tab in the Certificate Authority Properties screen. On this tab:

· Select Fetch new CRL when expires.
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Modify CheckPoint Object

Use the following procedure to modify the checkpoint object.

From the left menu of the CheckPoint Smart Dashboard, expand the Check Point menu and double-click the checkpoint object to display the Check Point Gateway – checkpoint properties screen.
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133. Select Topology from the left menu. On this screen:

· Review the Topology settings for accuracy.

· Review the VPN Domain settings to ensure the All IP Addresses behind Gateway based on Topology information is selected.

134. Select VPN from the left menu, and then select Add under Certificate List.
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135. In the Certificate Properties screen:

· Enter CheckPoint as the Certificate Nickname.

· Select fabrikam-test-w2k3-Testlab as the Certificate Authority.

· Select Generate.
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136. In the Generate Certificate Request screen, enter the DN to be used for the certificate.

Note: CheckPoint will not accept the DN definition for Local using L or the definition for State using S.

137. A screen will be displayed. The contents of the screen is the certificate request, which was highlighted, copied, and then pasted into a document that was transferred to the Certificate Authority for enrollment and creation of the certificate pair.
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138. After the Certificate has been copied, paste the certificate onto the local machine, select Get from the Certificate Properties window, and browse to the saved certificate on the local machine.

139. Select VPN from the left menu.

140. Select Traditional mode configuration.

141. In the Traditional mode IKE properties screen:

· Select 3DES.

· Select SHA1.

· Select Public Key Signatures.
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142. In the Allow certificates screen:

· Select The gateway must use a certificate issued by this Certificate Authority.

· Select fabrikam-test-w2k3 from the drop-down list.

143. Select Advanced in the Traditional mode IKE properties screen.

144. In the Traditional mode advanced IKE properties screen:

· Select Group 2 (1024 bit).

· Enter 480 in Renegotiate IKE (phase 1) Security associations every.

· Enter 3600 in Renegotiate IPSec (IKE phase 2) Security associations every.

Configure VPN Peer Gateway

Use the following steps to configure the VPN peer gateway.

From the left menu of the CheckPoint Smart Dashboard, right-click Interoperable Device and select new.

145. On this screen:

· Enter ISAServer as the Name of the interoperable device.

· Enter 14.15.16.17 as the IP Address of the interoperable device.

146. Select Topology from the left menu. On this screen:

· Select Manually defined under VPN Domain.

· Select ISAServer-Remote from the drop-down list.
147. Select VPN from the left menu, and then select Traditional mode configuration.
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148. In the Traditional mode IKE properties screen:

· Select 3DES.

· Select SHA1.

· Select Public Key Signatures.

· Select Specify.
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149. In the Allow certificates screen:

· Select The gateway must use a certificate issued by this Certificate Authority.

· Select fabrikam-test-w2k3 from the drop-down list.

150. Select Advanced in the Traditional mode IKE properties screen.

151. In the Traditional mode advanced IKE properties screen:

· Select Group 2 (1024 bit).

· Enter 480 in Renegotiate IKE (phase 1) Security associations every.

· Enter 3600 in Renegotiate IPSec (IKE phase 2) Security associations every.
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Configure Encryption Rule

Use the following steps to configure an encryption rule.

Choose Add Rule -->  Top from the Rules menu.

152. In the new rule:

· Select ISAServer-Remote for the Source.

· Select Internal_BL for the Destination.

· Select Encrypt as the Action.

· Select Log as the Track.

153. Choose Add Rule -->  Top from the Rules menu.

154. In the new rule:

· Select Internal_BL for the Source.

· Select ISAServer-Remote for the Destination.

· Select Encrypt as the Action.

· Select Log as the Track.

155. Right-click Encrypt under Action for rule number one.
156. Highlight IKE and select Edit.
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157. Right-click Encrypt under Action for rule number one.

158. On this screen:

· Select 3DES as the Encryption Algorithm from the drop-down list.

· Select SHA1 as the Data Integrity from the drop-down list.

· Select Use Perfect Forward Secrecy.

· Select Group 2 (1024 bit) as the Use DH Group from the drop-down list.
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159. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting the Checkpoint Solution

The following section contains troubleshooting tips. For additional troubleshooting information, refer to the CheckPoint Knowledge Base articles on the CheckPoint website (www.checkpoint.com).
Configuration

Review the configuration for accuracy:

· Local IP settings

· Remote IP settings

· IPSec Phase 1 settings

· IPSec Phase 2 settings

· Rule set

Logs

Review the log files for any errors:

· Default CheckPoint logs viewed through the SmartView Tracker

· IKE Debug

This feature can be enabled by typing debug ikeon.
All IKE debug information will be logged to the $FWDIR/ike.elg file.

NetScreen

This topic describes how to configure NetScreen to work in a VPN site-to-site solution with ISA Server.

NetScreen: Preshared Secret Configuration Overview

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared Secret

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Preshared Secret Checklist

Use the following checklist for preshared secrets.

	
	Install and configure the Sonicwall device

	
	Determine remote gateway external IP address

	
	Determine remote networks IP address and netmask protected by the remote gateway

	
	Set preshared secret

	
	Configure VPN peer

	
	Configure IKE

	
	Configure network definitions

	
	Configure encryption policies

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the NetScreen website (www.netscreen.com). 

NetScreen Configuration Walk-through Procedure 1: Configuring the Preshared Secret Solution

This topic describes in detail the process to configure the NetScreen device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in NetScreen: Preshared Secret Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of NetScreen, and only the parameters directly related to the scenarios are described in detail.

We recommend that you apply your changes after each step.

Configure the VPN Peer Gateway

Use the following steps to configure the VPN peer gateway.

Browse to the Web-based NetScreen Administrator Tool and log on.
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160. From the left menu, navigate to Gateway. Expand VPNs, expand AutoKey Advanced, and then select New.
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161. In the Edit Gateway screen:

· Enter ISAServer as the Gateway Name.

· Enter 14.15.16.17 as the IP Address.

· Enter Cool-Dude! as the Preshared Key.

· Select Advanced.

162. In the Advanced Edit Gateway screen:

· Select Custom.

· Select pre-g2-3des-sha as the Phase 1 Proposal from the drop-down list.

Configure IKE

Use the following steps to configure IKE.

From the left menu, navigate to AutoKey IKE. Expand VPNs, expand AutoKey IKE, and select then select New.
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163. In the Edit AutoKey IKE screen:

· Enter Site-to-Site as the Gateway Name.

· Select Predefined for the Remote Gateway.

· Select ISAServer as the Remote Gateway from the drop-down list.

· Select Advanced.

164. In the Advanced Edit AutoKey IKE screen:

· Select Custom.

· Select g2-esp-3des-sha as the Phase 2 Proposal from the drop-down list.

[image: image137.jpg]n Tools (ns25) - Microsoft Internet Explorer =18 x|

| ook - > - @ @) @] oew [lrovortes Grisory | e &
| acress [ begifi72.299.20p eni"e 1,1 =] oo |Junks @losn Elsonc Slinkers Elnetsaeen

VPNs > AutoKey IKE > Edi 2]

NETSCREEN' 5
Scalable Seceiry Soiet

Security Level
NS25

Predefined C Standard C Compatible C Basic
User Defined & Custom

Phase 2 Proposal
[g2-esp-3des-sha =] [none =l

[rone =] [rone =

Replay Pratection [~
Transport Mode I~ (For L2TP-over-IPSec only)

Bind to & None

€ Tunnel Interface none 7/
€ Tunnel Zone UntrustTun v

Proxy-ID I

Local 1P / Netmask [0.0.0.0 /
Remote IP / Netmask [0.0.0.0 /

service [ANY -

VBN Group|None v, weight |1

VPN Monitor [

Source Interface [defaull ~ -

Rekey [

&Eloome [T @ et




Configure Network Definitions

Use the following steps to configure network definitions.

From the left menu, select List by expanding the Objects and Addresses menus.

165. Select New.
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166. In the Addresses Configuration screen:

· Enter Internal_AL as the Address Name.

· Enter 10.5.6.0 /24 as the IP/Netmask.

· Select Untrust as the Zone from the drop-down list.
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167. In the Addresses Configuration screen:

· Enter Internal_BL as the Address Name.

· Enter 172.23.9.0 /24 as the IP/Netmask.

· Select Trust as the Zone from the drop-down list.
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168. In the Addresses Configuration screen:

· Enter Internal_CL as the Address Name.

· Enter 10.4.5.0 /24 as the IP/Netmask.

· Select Untrust as the Zone from the drop-down list.
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Configure Encryption Policies

Use the following steps to configure encryption policies.

169. From the left menu, select Policies.

170. Select Untrusted as From from the drop-down list.

171. Select Trusted as To from the drop-down list.

172. Select New.
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173. In the Policies (From Untrust to Trust) screen:

· Enter Site-to-Site-Policy_AL/BL as the Name (optional).

· Select Interal_AL as the Source Address.

· Select Internal_BL as the Destination Address.

· Select Tunnel as the Action from the drop-down list.

· Select Site-to-Site as the VPN Tunnel from the drop-down list.

· Select Modify matching bidirectional VPN policy.

· Select Position at Top.
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174. In the Policies (From Untrust to Trust) screen:

· Enter Site-to-Site-Policy_CL/BL as the Name (optional).

· Select Interal_CL as the Source Address.

· Select Internal_BL as the Destination Address.

· Select Tunnel as the Action from the drop-down list.

· Select Site-to-Site as the VPN Tunnel from the drop-down list.

· Select Modify matching bidirectional VPN policy.

· Select Position at Top.

[image: image145.jpg]n Tools (ns25) - Microsoft Internet Explorer

=81

| ok - 5 - @ ) 4| Quesch Clravorkes (ristory | Bhe S
| dvess [ tegiif172.20:.2itop e, 1,1 <] P |Junks B0 Elsorc Elinkeys Enetscreen
Policies (From Untrust To Trust) ns25 ]

NETSCREEN'
Scalable Seceiry Soiet

Name (optional) [Site-to-Site-Palicy_CL/BL

Source Address

© New Address A
& Address Baok |Internal CL <

C New Address /A
@ Address Baok |Intemal_BL -

service [ANY
Action [Tunnel 7|
Tunnel ypy [Site-to-Site 7|

' Modify matching bidirectional VPN policy

L27P [None =/

Position at Top

Destination Address

ok | Cancel Advanced

e [T @ et




[image: image146.jpg]icrosoft Internet Explorer =18l
e
| woack -+ 5 - @ [ A | Qoearch GaFavories Brisoy | B S

[dress [ tepufi172.255.21t0p hemi*e, 1,1 =] @6 [Junks Elcsco Elsonc Elinkeys E]Metsereen

jes (From All zones Ta All zones)

S List [20 *]per page

= From [Allzones =] To [Allzones 7] &6 New

NETSCREEN'

From Trust To Untrust, total policy: 2

ID  Source | Destination  Service  Action Options Configure Enable = Move
3 |Internal BL |Internal CL | ANY <@ Edit |Clone |Remave I o -
0 |Internal BL |Intemnal_AL | ANY <& Edit |Clone |Remave ~ -

From Untrust To Trust, total policy: 2

1ID| Source | Destination | Service | Action Options Configure Enable | Move
2 |Internal CL |Internal BL | ANY <& Edit |Clone |Remave I o -
1 |Internal_AL |Internal BL |ANY <& Edit |Clone |Remave ~ -

[ [ mtemet.




175. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

NetScreen: Certificate Configuration Overview

This section outlines the IPSec settings and the specific settings required for this device to perform Certificate Authentication.

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Certificate Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Certificate Checklist

Use the following checklist for certificates.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Determine certificate authority to use to create local certificate

	
	Configure certificate

	
	Configure VPN peer

	
	Configure IKE

	
	Configure network definitions

	
	Configure encryption policies

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the NetScreen website (www.netscreen.com). 

NetScreen Configuration Walk-through Procedure 2:  Configuring the Certificate Solution

This topic describes in detail the process to configure the NetScreen device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in NetScreen: Certificate Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of NetScreen, and only the parameters directly related to the scenarios are described in detail.

We recommend that you apply your changes after each step.

Configure Certificates

Use the following steps to configure certificates.

Copy the Certificate Authority’s certification authority (CA) and certificate revocation list (CRL) from the Certificate Authority to the local machine.

176. Browse to the Web-based NetScreen Administrator Tool and log on.
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177. From the left menu, expand the Objects menu and select Certificates.
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178. In the Certificate screen:

· Select Cert as Load.

· Enter the local path to the CA copied from the Certificate Authority.

· Select Load.
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179. In the Certificate screen:

· Select Cert as Load.

· Enter the local path to the copied CRL from the Certificate Authority.

· Select Load.
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180. In the Certificate screen, select New.
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181. In the Cert New Request screen:

· Enter ns25 as the Name.
· Enter TestLab as the Unit/Department.
· Enter Fabrikam as the Organization.
· Enter Timonium as the Country/Locality.
· Enter md as the State.
· Enter us as the Country.
· Enter 22.23.24.2 as the IP Address.
· Enter ns25. as the FQDN.
· Select RSA as the Key Pair Information.
· Select 1024 as the length of the new key pair from the drop-down list.
182. In the Cert Request screen:

· Select Write to file.

· Save the Certificate Request to a file on the local computer.

· Transfer the new Certificate Request to the Certificate Authority for enrollment and creation of the new certificate pair. 
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183. In the Certificate screen:

· Select Cert as Load.

· Enter the local path to the newly created certificate pair copied from the Certificate Authority.

· Select Load.
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Configure the VPN Peer Gateway

Use the following steps to configure the VPN peer gateway.

From the left menu, expand VPNs, expand AutoKey Advanced, select Gateway, and then select New.
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184. In the Edit Gateway screen:

· Enter ISAServer as the Gateway Name.

· Enter 14.15.16.17 as the IP Address.

· Enter Cool-Dude! as the Preshared Key.

· Select Advanced.

185. In the Advanced Edit Gateway screen:

· Select Custom as the User Defined Security Level.

· Select rsa-g2-3des-sha as the Phase 1 Proposal from the drop-down list.

· Select CN=ns25, CN=ns25, CN=rsa-key, CN= as the Local Cert from the drop-down list. (Optional)

· Select CN=Testlab as the Peer CA from the drop-down list. (Optional)
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Configure IKE

Use the following steps to configure IKE.

186. From the left menu, expand VPNs, select AutoKey IKE, and then select New.
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187. In the Edit AutoKey IKE screen:

· Enter Site-to-Site as the VPN Name.

· Select Predefined for the Remote Gateway.

· Select ISA Server as the Remote Gateway from the drop-down list.

· Select Advanced.
188. In the Advanced Edit AutoKey IKE screen:

· Select Custom.

· Select g2-esp-3des-sha as the Phase 2 Proposal from the drop-down list.
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Configure Network Definitions

Use the following steps to configure network definitions.

189. From the left menu, expand Objects, expand Addresses, select List, and then click New.
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190. In the Addresses Configuration screen:

· Enter Internal_AL as the Address Name.

· Enter 10.5.6.0/24 as the IP/Netmask.

· Select Untrust as the Zone from the drop-down list.
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191. In the Addresses Configuration screen:

· Enter Internal_BL as the Address Name.
· Enter 172.23.9.0 /24 as the IP/Netmask.
· Select Trust as the Zone from the drop-down list.
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192. In the Addresses Configuration screen:

· Enter Internal_CL as the Address Name.

· Enter 10.4.5.0 /24 as the IP/Netmask.

· Select Untrust as the Zone from the drop-down list.
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Configure Encryption Policies

Use the following steps to configure encryption policies.

From the left menu, select Policies.

Select Untrusted as From from the drop-down list.

Select Trusted as To from the drop-down list.

193. Select New.
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194. In the Policies (From Untrust to Trust) screen:

· Enter Site-to-Site-Policy_AL/BL as the Name (Optional).

· Select Internal_AL as the Source Address.

· Select Internal_BL as the Destination Address.

· Select Tunnel as the Action from the drop-down list.

· Select Site-to-Site as the VPN Tunnel from the drop-down list.

· Select Modify matching bidirectional VPN policy.

· Select Position at Top.
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195. In the Policies (From Untrust to Trust) screen:

· Enter Site-to-Site-Policy_CL/BL as the Name (Optional).

· Select Interal_CL as the Source Address.

· Select Internal_BL as the Destination Address.

· Select Tunnel as the Action from the drop-down list.

· Select Site-to-Site as the VPN Tunnel from the drop-down list.

· Check Modify matching bidirectional VPN policy.

· Check Position at Top.
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196. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting the NetScreen Scenario

The following section contains troubleshooting tips. For additional troubleshooting information, refer to the NetScreen Knowledge Base articles on the NetScreen website (www.juniper.net/netscreen_com.html).

Configuration

Review the configuration for accuracy:

· Local IP settings

· Remote IP settings

· IPSec Phase 1 settings

· IPSec Phase 2 settings

· Rule set

Logs

Review the Log files for any errors:

· The default NetScreen logs can be viewed through the NetScreen Administrator Tool by selecting Monitor from the left menu.

· The default NetScreen logs can be sent to a log server using syslog.

· IKE Debug can be used for error review.

This feature can only be used with the command line through a serial or Telnet connection.

After access is established, type the following commands:

· clear dbuf. Clears the buffer of any log entries.

· set console dbug. Sets any debug logging to be sent to the buffer. 

· debug ike detail. Enables IKE debugging.

· undebug all. Disables all debugging.

· get dbuf stream. Displays any entries in the buffer to the terminal.

Sonicwall

This topic describes how to configure Sonicwall to work in a VPN site-to-site solution with ISA Server.

Sonicwall: Preshared Secret Configuration Overview

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared Secret

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Preshared Secret Checklist

Use the following checklist for preshared secrets.

	
	Install and configure the Sonicwall device

	
	Determine remote gateway external IP address

	
	Determine remote networks IP address and netmask protected by the remote gateway

	
	Set preshared secret

	
	Configure VPN

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Sonicwall website (www.sonicwall.com). 

Sonicwall Walk-through Procedure 1: Configuring the Preshared Secret Solution

This topic describes in detail the process to configure the Sonicwall device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Sonicwall: Preshared Secret Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Sonicwall, and only the parameters directly related to the scenarios are described in detail.

Configure VPN

Use these steps to configure VPN.

Browse to the Web-based Sonicwall Manager and log on.
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197. Select VPN from the left menu.

198. Select Enable VPN.
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199. Select the Configure tab in the VPN screen. On this tab:

· Select –Add New SA- as the Security Association from the drop-down list.

· Select IKE using Preshared Secret as the IPSec Keying Mode from the drop-down list.

· Enter 14.15.16.17 as the IPSec Gateway Name.

· Select Main Mode as the Exchange from the drop-down list..

· Select Group 2 as the Phase 1 DH Group from the drop-down list.

· Enter 28800 as the SA Life time (secs).

· Select 3DES & SHA1 as the Phase 1 Encryption/Authentication from the drop-down list.

· Select Strong Encryption and Authentication (ESP 3DES HMAC SHA1) as the Phase 1 Encryption/Authentication from the drop-down list.

· Enter Cool-Dude! as the Shared Secret.
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200. Select Specify Destination Networks Below.

201. Select Add a New Network.
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202. In the VPN Destination Network screen:

· Enter 10.4.5.0 as the Network:

· Enter 255.255.255.0 as the Subnet mask.
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203. Select Add a New Network and in the VPN Destination Network screen:

· Enter 10.5.6.0 as the Network.

· Enter 255.255.255.0 as the Subnet mask.
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204. In the Configure tab of the VPN screen, select Advanced Settings.
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205. In the VPN Advanced Settings screen:

· Select Enable Perfect Forward Secrecy.

· Select Group 2 as the Phase 2 DH Group from the drop-down list.

· Select LAN as the VPN Termination.
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206. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Sonicwall: Certificate Configuration Overview

This section outlines the IPSec settings and the specific settings required for this device to perform Certificate Authentication.

The following IPSec settings will be used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Certificate Authentication

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Certificate Checklist

Use the following checklist for certificates.

	
	Install and configure Cisco Concentrator 3005 VPN Concentrator

	
	Determine remote gateway external IP address

	
	Determine remote networks protected by the remote gateway

	
	Determine Certificate Authority to use to create local certificate

	
	Configure certificate

	
	Configure VPN

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Sonicwall website (www.sonicwall.com). 

Sonicwall Walk-through Procedure 2: Configuring the Certificate Solution

This topic describes in detail the process to configure the Sonicwall device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Sonicwall: Certificate Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Sonicwall, and only the parameters directly related to the scenarios are described in detail.

We recommend that you apply your changes after each step.

Configure Certificates

Use the following steps to configure certificates.

Copy the Certificate Authority’s certification authority (CA) and certificate revocation list (CRL) from the Certificate Authority to the local machine.

207. Browse to the Web-based Sonicwall Manager and log on.
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208. Select VPN from the left menu and select the CA Certificates tab. On this tab:

· Select -Add New CA Certificate- from the Certificates from the drop-down list.

· Enter the local path to the CA copied in the Certificate Authority.

· Select Import.
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209. In the VPN CA Certificates screen:

· Enter the local path to the CRL copied from the Certificate Authority.

· Select Import.
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210. Select the Local Certificates tab in the VPN screen. On this tab:

· Select -Add New Local Certificate- in Certificates from the drop-down list.

· Enter Sonicwall as the Certificate Name.

· Select Country from the drop-down list and enter US in the corresponding space.

· Select State from the drop-down list and enter MD in the corresponding space.

· Select Locality, City, County from the drop-down list and enter Timonium in the corresponding space.

· Select Company or Organization from the drop-down list and enter Fabrikam in the corresponding space.

· Select Department from the drop-down list and enter TestLab in the corresponding space.

· Select Email Address from the drop-down list and enter test@fabrikam.com in the corresponding space.

· Select Common Name from the drop-down list and enter Sonicwall in the corresponding space.

Note:  As these values are entered, the Subject Distinguished Name field is automatically populated.

211. Select 1024 bits as the Subject Key Size from the drop-down list.

212. Select Generate.

213. Select Export to export the certificate request to a file on the local machine and transfer the new certificate request to the Certificate Authority for enrollment and creation of the new certificate pair.
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214. In the Local Certificates screen:

· Select Sonicwall in Certificates from the drop-down list.

· Enter the local path to the newly created certificate pair copied from the Certificate Authority in Import Signed Certificate.

· Select Import Certificate.

Configure VPN

Use the following steps to configure VPN.

Select VPN from the left menu, and then select Enable VPN.
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215. Select the Configure tab in the VPN screen. On this tab:

· Select -Add New SA- as the Security Association from the drop-down list.

· Select IKE using 3rd Party Certificates as the IPSEc Keying Mode from the drop-down list.

· Enter 14.15.16.17 as the IPSec Gateway Name.

· Select Main Mode as the Exchange from the drop-down list.

· Select Group 2 as the Phase 1DH Group from the drop-down list.

· Enter 28800 as the SA Life time (secs)
· Select 3DES & SHA1 as the Phase 1 Encryption/Authentication from the drop-down list.

· Select Strong Encryption and Authentication (ESP 3DES HMAC SHA1) as the Phase 1 Encryption/Authentication from the drop-down list.

· Enter /C=US/ST=MD/L=Timonium/O=Fabrikam/OU=TestLab/CN=isaserver/Email=test@fabrikam.com as Distinguished Name for the Peer Certificate’s ID.

Note: The syntax for this field must be in the form of /C=??/ST=??/L=?? … and must be the full DN of the Peer Certificate.

216. Select Specify destination networks below.

217. Select Add New Network.
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218. In the VPN Destination Network screen:

· Enter 10.4.5.0 as the Network.
· Enter 255.255.255.0 as the Subnet mask.
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219. Select Add a New Network, and in the VPN Destination Network screen:

· Enter 10.5.6.0 as the Network.

· Enter 255.255.255.0 as the Subnet mask.
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220. In the Configure tab of the VPN screen select Advanced Settings.
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221. In the VPN Advanced Settings screen:

· Select Enable Perfect Forward Secrecy.

· Select Group 2 as the Phase 2 DH Group from the drop-down list.

· Select LAN in VPN Terminated at.
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222. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting the Sonicwall Scenario

The following section contains troubleshooting tips. For additional troubleshooting, refer to the Sonicwall Knowledge Base articles on the Sonicwall website (www.sonicwall.com). For troubleshooting information, check the:

· Default Sonicwall logs can be viewed through the Web-based Sonicwall Manager by selecting Log from the left menu. 

· Default Sonicwall logs can be sent to a log server using syslog.

Linksys

This topic describes how to configure Linksys to work in a VPN site-to-site solution with ISA Server.

Linksys: Preshared Secret Configuration Overview

The following IPSec settings are used in this section of this configuration document:

· Phase I 

· Main mode

· 3DES

· SHA-1

· MODP Group 2 (1024 bits) for DH

· SA lifetime of 28,800 seconds

· Preshared Secret

· Phase II

· 3DES

· SHA-1

· PFS & MODP Group 2 (1024 bits) for DH  

· SA lifetime of 3600 seconds

· ESP tunnel mode

Preshared Secret Checklist

Use the following checklist for preshared secrets.

	
	Install and configure the Sonicwall device

	
	Determine remote gateway External IP address

	
	Determine remote networks IP address and netmask protected by the remote gateway

	
	Set preshared secret

	
	Configure VPN

	
	Test IPSec tunnel


For installation and configuration information and documentation, refer to the documents found on the Linksys website (www.linksys.com). 

Linksys Walk-through Procedure 1: Configuring the Preshared Secret Solution

This topic describes in detail the process to configure the Linksys device to successfully establish a site-to-site IPSec tunnel with the ISA Server computer using the settings specified in Linksys: Preshared Secret Configuration Overview. This section includes tips that can be used to improve the functionality of the IPSec tunnel, performance of the device, or the security of the device.

Note: The step-by-step instructions in the following sections assume that you have a working knowledge of Linksys, and only the parameters directly related to the scenarios are described in detail.

Configure VPN

Use the following steps to configure VPN.

Browse to the Web-based VPN Concentrator Manager and log on.

[image: image191.jpg]ft Intern

| He Edt vew Favortes Toos tep

EBack - D @ & Qewch Garavortes Frimory | BN B B B
Ackiess [ ] htpif1172.23.3 4lndex e =] @0 [|unks Zlcisc0 Elsonic Elinksys Enetsereen

) Linik

e i s v | o )

This tab contains all of the Router's basic setup functions, Most users will
be able to use the Router's default settings without making any changes.

p If you require help during configuration, piease refer to the User Guide.
Click the help button for additional information

inksys (Required by zame 15P5)

(Required by some 15Ps)

1.40.4, Nov 21 2002
[(GMT-05:00) Easter Time(USA & Canade)

Device IP Address)

2552552550 =] (Subnet Mask)

Static P =] Select the type of Intemet connection you wish to use
Specify WAN P Address 22 23 |4

Subnet Mask:

Default Gateway Address: [22

-
255
1‘

DS(Reauired) M
—
—

Apply | Cancel | Help |
& oone T




223. Select VPN from the top menu. On this screen:

· Select Tunnel 1 from the drop-down list.

· Select Enable for This Tunnel.

· Enter Site-to-Site_CL as the Tunnel Name.

· Select Subnet from the drop-down list and enter 172.23.9.0 for the IP and 255.255.255.0 as the subnet mask for the Local Secure Group.

· Select Subnet from the drop-down list and enter 10.4.5.0 for the IP and 255.255.255.0 as the subnet mask for the Remote Secure Group.

· Select IP Addr and enter 14.15.16.17 as the IP of the Remote Security Gateway.

· Select 3DES as the Encryption
· Select SHA as the Authentication.

· Select Auto (IKE) as the Key Management
· Select PFS (Perfect Forward Security)
· Enter Cool-Dude! as the Preshared Key.

· Enter 3600 as the Key Lifetime.

· Select Advanced.
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224. In the Advanced Settings screen:

· Select Main Mode as the Operation Mode.

· Select 3DES as the Encryption for Proposal 1 from the drop-down list.

· Select SHA as the Authentication for Proposal 1 from the drop-down list.

· Select 1024-bit as the Group for Proposal 1 from the drop-down list.

· Enter 28800 as the Key Lifetime for Proposal 1.
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225. Select 1024-bit as the Group for Proposal 2 for PFS from the drop-down list.

226. Enter 3600 as the Key Lifetime for Proposal 1.
227. Select Apply.
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228. Select VPN from the top menu. On this screen:

· Select Tunnel 2 from the drop-down list.

· Select Enable for This Tunnel.

· Enter Site-to-Site_AL as the Tunnel Name.

· Select Subnet from the drop-down list and enter 172.23.9.0 for the IP and 255.255.255.0 as the subnet mask for the Local Secure Group.

· Select Subnet from the drop-down list and enter 10.5.6.0 for the IP and 255.255.255.0 as the subnet mask for the Remote Secure Group.

· Select IP Addr and enter 14.15.16.17 for the IP of the Remote Security Gateway.

· Select 3DES as the Encryption.

· Select SHA as the Authentication.

· Select Auto (IKE) for the Key Management.

· Select PFS (Perfect Forward Security).

· Enter Cool-Dude! as the Preshared Key.

· Enter 3600 as the Key Lifetime.

· Select Advanced.
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229. In the Advanced Settings screen:

· Select Main Mode as the Operation Mode.

· Select 3DES as the Encryption for Proposal 1 from the drop-down list.

· Select SHA as the Authentication for Proposal 1 from the drop-down list.

· Select 1024-bit as the Group for Proposal 1 from the drop-down list.

· Enter 28800 as the Key Lifetime for Proposal 1.
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230. Select 1024-bit as the Group for Proposal 2 for PFS from the drop-down list.

231. Enter 3600 as the Key Lifetime for Proposal 1.
232. Select Apply.
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233. Test the IPSec tunnel after the third-party gateway peer has been configured by sending icmp traffic to the remote internal network through the IPSec tunnel using the ping utility.

Troubleshooting the Linksys Solution

The following section contains troubleshooting tips. For additional troubleshooting information, refer to the Linksys Knowledge Base articles on the Linksys website (www.linksys.com).

Configuration

Review the configuration for accuracy:

· Local IP settings

· Remote IP settings

· IPSec Phase 1 settings

· IPSec Phase 2 settings

Logs

Review the log files for any errors:

· Review the system log by selecting the Log tab.

· Review the VPN log by selecting View Log from the VPN screen.

Appendix A: Selected Interoperability Test Results

As ISA Server 2004 proceeded through its rigorous testing process, performance data was obtained. Selected data is shown in the following sections. Note that this data was collected based on the test environment configuration detailed in this document.

Robustness Testing

Robustness testing was performed as follows:

· A robustness matrix was used to document the results.

· The tool TTCP was used to generate data sent through the VPN tunnel.

· The tool TTCP was used to generate data sent unencrypted between the two workstations.

· The amounts of data sent were:

· 100.00 megabytes (MB)

· 500.00 MB

· 1.00 gigabytes (GB)

· The transit times and average bandwidth usage numbers were calculated using built-in transit and bandwidth measurement tools in TTCP and verified through the use of built-in Microsoft Windows network monitoring tools on the workstations.

· Packet loss was calculated through tools in TTCP, the default firewall logs, and through the use of built-in Microsoft Windows network monitoring tools.

· For simultaneous connections, the internal networks were modified to be unique on all the third-party gateways. A VPN site-to-site tunnel was configured on the ISA Server 2004 device corresponding to each third-party gateway and protected unique network.

ISA Server 2004 Initiating the Connection

The following table compares the third-party gateway connections.

	 
	ISA Server 2004 Initiating Connection 
	Third-Party Gateway Connection

	 
	ISA Server 2004 Gateway
	Cisco
	Checkpoint
	NetScreen
	Linksys*
	Sonic

	Tunnel Parameters


	 
	 
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Preshared Secret authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.

	Data Transfer using TTCP (see bullet point above)
	
	
	100 MB

43.00 Mbps
44.30 Mbps
44.88 Mbps
Ave:        44.06 Mbps
500 MB

45.31 Mbps
44.98 Mbps
46.01 Mbps
Ave:      44.43 Mbps
1 GB

45.34 Mbps
45.68 Mbps
45.74 Mbps
Ave:       45.57 Mbps
	100 MB

22.96 Mbps
22.92 Mbps
23.03 Mbps
Ave:   22.97 Mbps
500 MB

22.70 Mbps
22.79 Mbps
22.68 Mbps
Ave:   22.72 Mbps
1 GB

22.54 Mbps
22.74 Mbps
22.75 Mbps
Ave:   22.68 Mbps
	100 MB

4.58 Mbps
4.59 Mbps
4.57 Mbps
Ave:     4.58 Mbps
500 MB

4.60 Mbps
4.58 Mbps
4.60 Mbps
Ave:     4.60 Mbps
1 GB

4.58 Mbps
4.58 Mbps
4.59 Mbps
Ave:     4.58 Mbps
	100 MB

17.56 Mbps
17.57 Mbps
17.49 Mbps
Ave:    17.54 Mbps
500 MB

17.55 Mbps
17.55 Mbps
17.54 Mbps
Ave:    17.55 Mbps
1 GB

17.57 Mbps
17.56 Mbps
17.51 Mbps
Ave:     17.55 Mbps

	Connection Issues or Problems
	
	The maximum supported VPN bandwidth is 4 Mbps.
	N/A
	N/A
	The WAN interface of the Linksys device will only support 10 Mbps.
	The maximum supported VPN bandwidth is 25 Mbps.


Third-Party Gateway Initiating the Connection

	 
	Third-Party Gateway Initiating the Connection
	ISA Server 2004 Connection

	 
	Cisco
	Checkpoint
	NetScreen
	Linksys
	Sonic
	ISA Server 2004 Gateway

	Tunnel Parameters
	
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Preshared Secret authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	 

	Data Transfer using TTCP
	
	100 MB:

34.61 Mbps
36.16 Mbps
36.46 Mbps
Ave:     35.74 Mbps
500 MB

37.28 Mbps
36.91 Mbps
37.63 Mbps
Ave:     37.27 Mbps
1 GB

37.31 Mbps
37.74 Mbps
37.21 Mbps
Ave:     37.42 Mbps
	100 MB:

21.30 Mbps
21.50 Mbps
21.54 Mbps
Ave:   21.45 Mbps
500 MB

21.49 Mbps
21.38 Mbps
21.47 Mbps
Ave:   21.45 Mbps
1 GB

21.42 Mbps
21.44 Mbps
21.49 Mbps
Ave:   21.45 Mbps
	100 MB

5.31 Mbps
5.33 Mbps
5.33 Mbps
Ave:     5.32 Mbps
500 MB

5.32 Mbps
5.34 Mbps
5.33 Mbps
Ave:     5.33 Mbps
1 GB

5.33 Mbps
5.33 Mbps
5.34 Mbps
Ave:     5.33 Mbps
	100 MB

17.45 Mbps
22.92 Mbps
23.03 Mbps
Ave:   22.97 Mbps
500 MB

22.70 Mbps
22.79 Mbps
22.68 Mbps
Ave:   22.72 Mbps
1 GB

22.54 Mbps
22.74 Mbps
22.75 Mbps
Ave:   22.68 Mbps
	

	Connection Issues or Problems
	The maximum supported VPN bandwidth is 4 Mbps.
	N/A
	The maximum supported VPN bandwidth is 25 Mbps.
	The WAN interface of the Linksys device will only support 10 Mbps.
	The maximum supported VPN bandwidth is 25 Mbps.
	


Performance Testing:

The performance testing was performed as follows:

· A performance matrix was used to document the results that follow.

· The tool TTCP was used to generate data sent through the VPN tunnel.

· The amounts of data sent were:

· 50.00 MB

· 20.02 MB

· 10.01 MB

· The transit times and average bandwidth usages numbers were calculated using built-in transit and bandwidth measurement tools in TTCP and verified through the use of built-in Microsoft Windows network monitoring tools on the workstations.

· For the High Bandwidth tests (>100 Mbps), the lab setup was not modified from the previous test

· For the Medium Bandwidth tests (>10 Mbps), the lab was modified by replacing the Enforcer device with a Cisco 2600 series router. The router’s interfaces were set to 10 Mbps Full-Duplex and configured to allow UDP port 500 and ESP traffic.

· For the Low Bandwidth tests (>1.5 Mbps), the lab was modified by using the rate-limit command on the Cisco router. The interfaces were configured to only allow a maximum of 1.5 Mbps.

· For the Simultaneous Low Bandwidth connections, the router was left in place using the rate-limit command to allow a maximum of 1.5 Mbps. The internal networks were modified to be unique on all the third-party gateways. A VPN site-to-site tunnel was configured on the ISA Server 2004 device corresponding to each third-party gateway and protected unique network.

ISA Server 2004 Initiating the Connection

	 
	ISA Server 2004 Initiating Connection 
	Third-Party Gateway Connection

	 
	ISA Server 2004 Gateway
	Cisco
	Checkpoint
	NetScreen
	Linksys
	Sonic

	Tunnel Parameters


	 
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Preshared Secret authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.

	Low bandwidth Test < 1.5 Mbps 
	 
	10 MB

Ave: 

58.59 s @

1.37 Mbps
20 MB

Ave:

113.95 s @

1.41 Mbps
50 MB

281.69 s @

1.42 Mbps
	10 MB

Ave: 

72.54 s @

1.11 Mbps
20 MB

Ave:

159.51 s @

1.01 Mbps
50 MB

377.36 s @

1.06 Mbps
	10 MB

Ave: 

69.01 s @

1.16 Mbps
20 MB

Ave:

139.89 s @

1.14 Mbps
50 MB

347.83 s @

1.15 Mbps
	10 MB

Ave: 

74.38 s @

1.08 Mbps
20 MB

Ave:

137.99 s @

1.16 Mbps
50 MB

347.11 s @

1.15 Mbps
	10 MB

Ave: 

65.33 s @

1.23 Mbps
20 MB

Ave:

124.75 s @

1.28 Mbps
50 MB

310.08 s @

1.29 Mbps

	Medium Bandwidth Test < 10 Mbps
	 
	
	10 MB

Ave: 

9.83 s @

8.14 Mbps
20 MB

Ave:

17.96 s @

8.92 Mbps
50 MB

44.51 s @

8.99 Mbps
	10 MB

Ave: 

10.33 s @

7.75 Mbps
20 MB

Ave:

18.73 s @

8.55 Mbps
50 MB

47.96 s @

8.35 Mbps
	10 MB

Ave: 

17.45 s @

4.58 Mbps
20 MB

Ave:

34.88 s @

4.59 Mbps
50 MB

87.28 s @

4.58 Mbps
	10 MB

Ave: 

9.98 s @

8.02 Mbps
20 MB

Ave:

18.79 s @

8.52 Mbps
50 MB

46.41 s @

8.62 Mbps

	High Bandwidth Test < 100 Mbps
	 
	
	10 MB

Ave: 

1.81 s @

44.21 Mbps
20 MB

Ave:

3.62 s @

44.25 Mbps
50 MB

9.02 s @

44.36 Mbps
	10 MB

Ave: 

3.49 s @

22.91 Mbps
20 MB

Ave:

6.97 s @

22.96 Mbps
50 MB

17.45 s @

22.92 Mbps
	N/A
	10 MB

Ave: 

4.62 s @

17.32 Mbps
20 MB

Ave:

9.12 s @

17.55 Mbps
50 MB

22.83 s @

17.51 Mbps

	Connection Issues or Problems
	
	The maximum supported VPN bandwidth is 4 Mbps.
	N/A
	N/A
	The WAN interface of the Linksys device will only support 10 Mbps.
	The maximum supported VPN bandwidth is 25 Mbps.


Third-Party Gateway Initiating the Connection

	 
	Third-Party Gateway Initiating the Connection
	ISA Server 2004 Connection 

	 
	Cisco
	Checkpoint
	NetScreen
	Linksys
	Sonic
	ISA Server 2004 Gateway

	Tunnel Parameters
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Preshared Secret authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	Phase 1:

Main Mode

3DES

SHA-1

MODP Group2 for DH

SA Life of 28,800 Sec

Certificate based authentication

Phase 2:

3DES

SHA-1

PFS & MODP Group 2 for DH

SA Life of 3600 Sec.
	 

	Low bandwidth Test < 1.5 Mbps
	10 MB

Ave: 

59.27 s @

1.35 Mbps
20 MB

Ave:

115.95 s @

1.38 Mbps
50 MB

284.14 s @

1.41 Mbps
	10 MB

Ave: 

68.58 s @

1.17 Mbps
20 MB

Ave:

133.60 s @

1.20 Mbps
50 MB

128.03 s @

1.22 Mbps
	10 MB

Ave: 

67.09 s @

1.19 Mbps
20 MB

Ave:

136.01 s @

1.18 Mbps
50 MB

324.96 s @

1.23 Mbps
	10 MB

Ave: 

69.85 s @

1.15 Mbps
20 MB

Ave:

135.09 s @

1.19 Mbps
50 MB

330.58 s @

1.21 Mbps
	10 MB

Ave: 

68.27 s @

1.17 Mbps
20 MB

Ave:

133.94 s @

1.20 Mbps
50 MB

129.93 s @

1.21 Mbps
	 

	Medium Bandwidth Test < 10 Mbps
	 
	10 MB

Ave: 

9.75 s @

8.21 Mbps
20 MB

Ave:

19.28 s @

8.31 Mbps
50 MB

47.58 s @

8.38 Mbps
	10 MB

Ave: 

9.34 s @

8.51 Mbps
20 MB

Ave:

19.11 s @

8.38 Mbps
50 MB

47.22 s @

8.46 Mbps
	10 MB

Ave: 

15.01 s @

5.33 Mbps
20 MB

Ave:

30.07 s @

5.33 Mbps
50 MB

75.05 s @

5.33 Mbps
	10 MB

Ave: 

9.72 s @

8.22 Mbps
20 MB

Ave:

19.24 s @

8.32 Mbps
50 MB

48.29 s @

8.28 Mbps
	 

	High Bandwidth Test < 100 Mbps
	
	10 MB

Ave: 

2.12 s @

37.79 Mbps
20 MB

Ave:

4.23 s @

37.83 Mbps
50 MB

10.58 s @

37.81 Mbps
	10 MB

Ave: 

3.75 s @

21.35 Mbps
20 MB

Ave:

7.47 s @

21.46 Mbps
50 MB

18.66 s @

21.45 Mbps
	Not applicable
	10 MB

Ave: 

3.52 s @

22.78 Mbps
20 MB

Ave:

6.99 s @

22.93 Mbps
50 MB

17.55 s @

22.81 Mbps
	 

	Connection Issues or Problems
	The maximum supported VPN bandwidth is 4 Mbps.
	N/A
	N/A
	The WAN interface of the Linksys device will only support 10 Mbps.
	The maximum supported VPN bandwidth is 25 Mbps.
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