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By employing trustworthy messaging technologies, Microsoft has been able to help safeguard the confidentiality of key business-sensitive data sent by internal corporate e-mail users, thereby providing the highest level of business agility without sacrificing the integrity or confidentiality of its business-sensitive data.[image: image2.png]icrosoft® IT
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The privacy and security of confidential data and intellectual property is vital to an enterprise. If an e-mail system does not let enterprise users control who can see messages after they are sent, it limits the enterprise's ability to conduct business with agility and efficiency. Unfortunately, many businesses today unnecessarily restrict the use of e-mail systems to transmit their confidential data, because they lack an understanding of the technologies involved. Other businesses simply do not comprehend the issue of electronic data privacy and security. They unnecessarily expose their confidential data to people or organizations that were never intended to have such access.

Microsoft, like any other business that creates valuable intellectual property in a highly competitive marketplace, needed the ability to provide security for—and help safeguard the privacy of—its messaging traffic. The Microsoft Information Technology (Microsoft IT) group implemented the trustworthy messaging solution to accomplish this goal. 

Expectations of Privacy

Imagine that a corporate executive sends a confidential message and supporting documentation through e-mail to the chief executive officer (CEO) about a significant change in business objectives. The sender expects that only the CEO will see the message and the attached documents. The CEO, as the recipient, expects the message and its attached documents to be confidential and not tampered with.

Basic e-mail technology cannot adequately address these expectations. Furthermore, the CEO might forward the confidential message to another individual, who might print the message and leave it at the printer, inadvertently exposing the message to unintended people who might take it to the media or a competing business. It is also possible that the message and the attached documents will be intercepted in transit and altered before the CEO receives them. The attached document files might be copied, printed, or forwarded to others without the knowledge of either the sender or the recipient.

These scenarios, although certainly uncommon, are genuine possibilities. However, if a business stops using e-mail to transmit confidential business messages and documents, the business loses its competitive agility. A more logical approach is to develop a system that offers more protection to e-mail users, such as the trustworthy messaging solution that Microsoft IT implemented.

Trustworthy Messaging

As a part of the Trustworthy Computing initiative that Bill Gates outlined, Microsoft IT used the technologies available in Microsoft® Windows Server™ 2003, Microsoft Exchange Server 2003, and Microsoft Office Professional Edition 2003 to create a trustworthy messaging environment. Now, all Microsoft employees have access to tools that help secure, and permissions that help safeguard, the confidentiality of online business communications. Trustworthy messaging offers the ability to use both Secure Multipurpose Internet Mail Extensions (S/MIME) and Microsoft Windows® Rights Management Services (RMS) technologies as necessary to meet the security and privacy needs of e-mail users.

The trustworthy messaging solution provides many valuable services to Microsoft: 

· A sender can sign an e-mail message by using S/MIME digital signatures, which help provide the recipient with confidence in the data integrity of the message content. The signature helps ensure that a message is not tampered with after it is signed.

· By using rights management, the sender can apply permissions to both e-mail messages and documents created through the Office Professional Edition 2003 applications Microsoft Office Word 2003, Microsoft Office Excel 2003, Microsoft Office Outlook® 2003, and Microsoft Office PowerPoint® 2003. These permissions can restrict the recipient’s ability to read, copy, forward, save, and print protected content, based on the recipient’s identity. 

· A sender can enforce a level of confidentiality with the e-mail message content by applying S/MIME encryption. This safeguard helps prevent unauthorized recipients from accessing the content by requiring the recipient to possess the private key needed to decrypt the message. 

To enable the use of all of the technology features that comprise trustworthy messaging, Microsoft IT required all client users, both senders and recipients, to use Office Professional Edition 2003. Microsoft IT also needed Windows Server 2003 and an RMS infrastructure on the corporate network to support the trustworthy messaging initiative. Exchange Server 2003 provided S/MIME services for Microsoft Outlook Web Access.

Business Advantages

Two major business advantages of the trustworthy messaging solution were clearly identified by Microsoft IT after its deployment: enhanced protection of intellectual property and greater sharing of sensitive information.

Enhanced Protection of Intellectual Property

The ability to limit access to intellectual property within e-mail helps safeguard corporate assets. Only authorized users can decrypt and access permission-protected messages and documents. Unauthorized users cannot access encrypted content at all, whereas the document management abilities of authorized users are limited to whatever permission settings were granted.

Greater Sharing of Sensitive Information

Trustworthy messaging reduces the risk of unintentional exposure of confidential materials. The e-mail users' confidence, derived from that reduction of risk, enables them to take greater advantage of e-mail services for sharing business information. E-mail users make better, faster decisions, improving business agility.

Trustworthy Messaging Technology Overview

The two primary technologies that Microsoft IT used to create the trustworthy messaging environment are S/MIME and RMS.

S/MIME

S/MIME is a security-oriented superset of Multipurpose Internet Mail Extensions (MIME), an industry-standard protocol widely used on the Internet. MIME permits data, such as video, audio, and computer files, to be transmitted by e-mail over the Internet in binary format rather than in ASCII format. S/MIME adds public key encryption and support for digital signatures to MIME. Although support for S/MIME technology was available in earlier versions of Microsoft messaging products, Outlook 2003, in conjunction with Windows Server 2003 Public Key Infrastructure (PKI) and the Active Directory® directory service of Windows Server 2003, makes S/MIME even easier to use.

S/MIME provides two integral services: digital signatures and encryption. Microsoft IT took full advantage of these capabilities by building on its existing Windows Server 2003 PKI to offer S/MIME technology. 

Digital Signatures

Typically, digitally signed e-mail messages enable trusted communications between individuals or companies by certifying that the contents of signed messages have not been altered or compromised in any way. Through cryptographic processes, message hashes are created at the time of the signing and again at the time the signature is validated. These hashes validate the integrity of the original signature and validate that the message contents have not been altered since the message was signed. Any changes to the signed message would cause the signature to no longer be valid.

As a secondary benefit, digital signatures can also provide some level of assurance of the source of the message. This kind of assurance requires explicit trust in the certificate used to sign the message, the protection of its associated keys, and the method in which the certificate was obtained.

Message Encryption

The ability to encrypt e-mail contents, including any attached files, helps enable confidential electronic communications between a sender and recipient. The recipient must possess the correct private key to gain access to the encrypted message contents. This kind of security-enhanced communication is essential for many kinds of business communication. Examples include financial or legal communiqués, product release planning, hacker response, strategic business planning, and other sensitive communications.

Microsoft IT's Implementation of S/MIME

Microsoft IT’s implementation of S/MIME uses the PKI that Windows Server 2003, Enterprise Edition, provides. This infrastructure provides both digital signatures and encryption certificates. For more information about how Microsoft IT set up its own internal PKI, refer to the IT Showcase white paper Deploying PKI Inside Microsoft at http://www.microsoft.com/
technet/itsolutions/msit/security/deppkiin.mspx. 

To help protect the private keys of the S/MIME certificates, Microsoft IT requires all S/MIME signature and encryption certificates to be located on a user's personal smart card and to be protected with a personal identification number (PIN). All Microsoft employees are issued smart cards, which serve multiple uses, such as photographic identification badges, radio frequency identification (RFID) security keys for building access, storage for and protection of authentication certificates for network logons, and storage and protection of the users' S/MIME certificates and private keys. 

This use of smart cards also serves to increase the mobile use of S/MIME for Microsoft employees. Because Microsoft employees always have their smart cards with them during the workday, they can use any computer capable of using their smart cards to send and receive S/MIME-protected e-mail.

For more information about smart card infrastructure, deployment, and security tools at Microsoft, refer to the IT Showcase white paper Smart Card Deployment at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/security/smartcrd.mspx. For more information about how Microsoft IT uses two-factor authentication for its remote network access process, refer to the IT Showcase white paper Security Enhancements for Remote Access at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/security/
rasecwp.mspx.

RMS

RMS is a Microsoft .NET–connected Web service that Windows Server 2003 provides. By using RMS, an end user can assign a series of permissions to an object—either an Outlook 2003 e-mail message or a document created by a program, such as Word 2003, that supports RMS. The permissions can restrict how the object is used and who can use it. An end user can set different permissions for individuals or groups, based on the user accounts in Windows Server 2003 Active Directory. These permissions can grant or deny recipients permission to read, save, copy, modify, print, and forward protected objects. Access permissions can also be set to expire after a finite period. As a result of using RMS permissions, the end user sender can help prevent the inappropriate sharing of content long after it has been sent.

The contents of the RMS-protected file use 128-bit encryption to help prevent unauthorized access to the file’s data. Although both RMS and S/MIME use encryption to provide data protection, thereby restricting who has initial access to messages and attachments, RMS takes this protection a step further by enforcing what recipients can do with the content after they receive it. 

RMS permissions are associated directly with the object file, not its container. Unlike permissions from a file system such as the NTFS file system, files that use RMS protection remain protected whether they are stored on a Microsoft Windows SharePoint® Services Web site, a file server share, an e-mail attachment, or a floppy disk. The permissions are not affected if the protected file is sent through the corporate firewall. 

Licenses

For a recipient to access the data that RMS helps protect, he or she needs a digital license from the Windows Server 2003–based RMS server. There are two types of licenses: publishing and use. A publishing license is a single license for each document; it is created when a document (or an e-mail message) originally receives protection. In the case of Office Professional Edition 2003, the client generates a publishing license without contacting the RMS server. The RMS server generates a use license at the time a permitted recipient accesses a document that has RMS protection. This occurs for every protected document accessed by each permitted recipient. Outlook 2003 automatically obtains use licenses for RMS-protected e-mail messages during its synchronization process.

RMS identifies the user through the Simple Mail Transfer Protocol (SMTP) e-mail address assigned to the user's Active Directory account, and it compares this address with the list of permissions associated with the protected content. If the specified user has been granted user rights, RMS issues a use license. A trusted application can then use that license to decrypt the content. The trusted application then enforces the specific usage restrictions assigned to the recipient. 
Permissions are applied to objects hierarchically. For example, imagine that a Word 2003 document file is attached to an Outlook 2003 e-mail message. If permissions are not applied to the attached document but are applied to the e-mail message, the attached document inherits the e-mail permissions. If RMS permissions are applied to the attached document, e-mail permissions do not change the document permissions. 

Note: The preceding example assumes that the document was created in Office Professional Edition 2003.

Any program that produces document file objects can be written to take advantage of RMS services. Office Professional Edition 2003 is the first set of programs designed with RMS as an integral feature. RMS is the server-based portion of rights management. The application of rights management technology to help safeguard sensitive enterprise content is called Information Rights Management (IRM).

Note: Although Office Professional Edition 2003 is the only version of Office 2003 Editions that can create IRM-protected content, other versions of Office 2003 Editions support IRM permissions applied to content from within Office Professional Edition 2003 programs.

One of the more useful features in Office Professional Edition 2003 is that IRM supports the use of preconfigured, default, permission-setting policy templates. These templates enable enterprises to use their own terminology in defining standardized sets of rights to help safeguard documents. 

Microsoft IT's Implementation of RMS

Microsoft IT’s implementation of RMS required the addition of three dedicated RMS servers, one pair of Microsoft SQL Server™ 2000 servers (set up as a warm fail-over cluster), and three hardware security modules used for license creation with the RMS servers. Microsoft IT did not require any additional headcount to manage these resources. The total expenditure of hardware to implement RMS within Microsoft IT was approximately U.S. $56,000. For more information about Microsoft IT's infrastructure and deployment of RMS, refer to the IT Showcase white paper Deploying Windows Rights Management Services at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/infowork/deprmswp.mspx. 

Feature Comparison Between S/MIME and IRM

The following table compares the properties and features that distinguish S/MIME digital signing, S/MIME encryption, and IRM.

Table 1. Comparing Microsoft IT’s implementation of S/MIME signing, S/MIME encryption, and IRM.

	Feature
	S/MIME signing
	S/MIME encryption
	IRM

	Authenticates the recipient 
	No
	No
	Yes

	Capable of using a smart card for key storage
	Yes
	Yes
	No

	Can encrypt content
	No
	Yes
	Yes

	Protects against content tampering
	Yes *
	No **
	Yes

	Offers content expiration
	No
	No
	Yes

	Controls content reading, forwarding, saving, modifying, or printing by recipient
	No
	No
	Yes

	Differentiates permissions by recipient
	No
	No
	Yes


* S/MIME digital signatures do not prevent content tampering, but do indicate to the recipient if tampering was done after the signature was applied.

** S/MIME encryption helps prevent unauthorized access to encrypted data, but it does not prevent tampering of the encrypted information.

Microsoft IT recommends the use of IRM for the protection of business-sensitive content intended as "Microsoft internal only" sent internally in e-mail. For all encrypted e-mail sent externally, Microsoft IT recommends the use of S/MIME encryption. In cases of sending confidential business-critical (the most sensitive) content in e-mail, Microsoft IT policy requires the use of S/MIME signing and encryption, regardless of whether the content is sent to internal or external recipients.

Protection of Message Integrity

This section and the next two main sections discuss three common business communications scenarios in Microsoft IT. These scenarios illustrate how Microsoft IT has resolved problems by employing the technologies of trustworthy messaging. The scenarios build on one another, each adding complexity to the circumstances and requirements of the previous one.

The Release Management (RM) team of Microsoft IT’s Corporate Infrastructure Services (CIS) group manages official corporate communications to internal recipients who must be kept informed of incident alerts and virus situations that occur on the Microsoft corporate network. The RM team often communicates on behalf of the chief information officer (CIO) and the chief information security officer (CISO) at Microsoft. The RM team typically sends its messages from a single e-mail alias that represents the team in official correspondence.

In the first scenario, the RM team needed to send e-mail, regarding important data-center policy changes, to owners of internal servers. The RM team recognized that the information was very important to the recipients and wanted everyone receiving the e-mail announcement to be confident in the accuracy and integrity of the information. Unfortunately, with basic e-mail technology, a hacker could intercept the sender's message while in transit, alter the contents of the original message, and retransmit the altered message to the recipients. Knowing this tampering is a possibility—even if the likelihood of it happening is remote and the technical challenges required are formidable—reduces recipients' confidence in the integrity of typical e-mail.

Using S/MIME to Sign the Message

The solution to the problem in the first scenario was to use S/MIME to digitally sign the message before it was sent. Before the RM team could send a signed message, the RM team set up a digital certificate for the Active Directory account associated with the team’s e-mail alias. This certificate, acquired from the certification authority (CA) service of Microsoft IT’s Windows Server 2003 PKI, enabled the single team member responsible for transmitting team communications to digitally sign the message from the RM team's alias. 

The team member who sent the e-mail message clicked the Digitally Sign button in the Outlook message window to apply the signature. When the message was ready, the team member clicked Send.

Exchange identified the alias’s Digital ID Name (derived from its association with the team member's Windows authentication account in Active Directory) and Outlook determines which certificate to use for the signature, prompting the display of the Insert Smart Card dialog box. After the team member inserted the card, a text box appeared for the team member to type the alias’s smart card PIN. If the team member entered the PIN correctly, the signature was applied and the message was sent. If the PIN did not match, the application of the signature failed and the message was not sent. In the latter case, the team member was given another opportunity to either reenter the PIN or click the Digitally Sign button again to remove the digital signature before sending the message. 

Microsoft benefited from the RM team’s use of a digital signature with its messages. Digitally signing the message in the first scenario helped validate that the message had not been tampered with after the signature was applied. This measure significantly increased the recipients’ confidence in the integrity of the contents of the message.

Using S/MIME Digital Signatures with Outlook Web Access

Outlook Web Access, a feature of Exchange Server 2003, provides a means for computers not on the Microsoft corporate network, and thus without access to the Microsoft corporate Active Directory directory service (such as employees' home computers), to use the S/MIME service that Microsoft IT provides. A downloadable S/MIME ActiveX® control for Microsoft Internet Explorer helps enable Microsoft employees on these computers, when accessing such services as Outlook Web Access, to trust the content integrity of S/MIME-signed e-mail messages. 

Note: To send digitally signed e-mail messages from a home computer, the Microsoft corporate user must first install the Microsoft IT–provided smart card software tools. The user must also install a compatible smart card reader, which enables the computer to access the S/MIME digital signature certificate loaded on the smart card.

Protection of Message Content

In a second scenario, the RM team needed to send business-critical status reports created in Office Professional Edition 2003 as e-mail attachments, providing updates about ongoing, real-time incident responses to users. The RM team recognized the business-sensitive nature of these documents.

During the incident management and disaster recovery phases of work, the RM team needed to strictly control who saw the contents of these documents and what the recipients did with the documents. Affected server owners needed full-control permissions to manage the status report documents, whereas other recipients needed read-only permissions to the documents. 

Because the status reports contained time-sensitive data, the RM team also needed to set status reports to expire on a preset dates as new status reports were issued. Furthermore, to be agile in quickly changing situations, the team needed to reserve the right to change the access permissions assigned to documents, even after the documents were sent.

As in the first scenario, recipients' confidence that the content of the messages had not been tampered with was very important. The RM team achieved this goal by using S/MIME digital signatures. However, S/MIME digital signatures neither protected the message content from unintended recipients nor restricted the types of access that users were granted to its contents. The RM team needed the ability to do all of the following: 

· Apply granular restrictions to individual users for reading, saving, printing, copying, or forwarding e-mail messages and documents

· Set document access to expire at a preset time

· Configure the permissions to be dynamically changeable after a message was sent

Using IRM to Apply Rights Management Policies

The RM team accomplished all of the new goals by employing IRM. By using such source programs as Word 2003, Excel 2003, and PowerPoint 2003 from Office Professional Edition 2003, a document owner had the choice of applying general IRM permissions to any document for all recipients, or customizing IRM permissions by assigning unique combinations of permissions to specific individuals or groups.

Note: IRM permissions can be applied only to the entire document.

Alternatively, e-mail senders had the option of using Outlook 2003 to apply IRM permissions to the message and any unprotected Office 2003 attachments that might be included. By default, Outlook 2003 applies read-only access permissions (unless customized permission policies are developed for Outlook beforehand). Attachments without IRM permissions inherited the read access permissions of the e-mail message. Attachments with IRM permissions retained those existing permissions.

Note: S/MIME features and IRM permissions can be applied independently or in conjunction with one another.

When an RM team member needed to separately customize the permissions of a document to be attached to an e-mail message, the team member clicked the Permission toolbar button from within one of the Office Professional Edition 2003 applications (Word 2003, Excel 2003, or PowerPoint 2003). The Permission dialog box then appeared. 

In the Permission dialog box, the team member could have assigned either read-only or change permissions to all users or to specific individuals. In this case, however, the RM team member needed greater control. The team member used the More Options button to enter each server owner’s user account name, and then assigned Full Control permissions. Then, the team member assigned read-only access to the user account names of the CIS management personnel who needed to stay informed. The permissions for all users were set to expire in two days. The team member listed the RM team's e-mail alias as the contact for users to request greater permissions. Lastly, the team member enabled the feature that required a new use license every time the document was accessed. This feature enabled permissions to be dynamically changed even after the document was sent in e-mail. This way, the RM team had the option to further restrict or loosen control on one or more users at any time.

Note: Requiring a new use license each time a document is accessed requires online connectivity to the RMS server, thereby preventing offline access to the document.

The team member created an e-mail message in Outlook and attached the IRM-protected documents. The team member clicked the Digitally Sign toolbar button in the message window and this time also clicked the Permission button. 

By applying separate permissions to the e-mail message, the team member knew that only those to whom the message was originally sent had read access permissions to the contents, which included the attached status report documents. When everything was ready, the team member clicked Send.

As in the first scenario, the message was identified as being digitally signed. After the team member entered the smart card PIN to gain access to the digital signature certificate, the message was signed. With IRM enabled, Windows Server 2003 RMS was also engaged. Account user names associated with permissions were verified through Active Directory, and publishing licenses were created on the client for each protected document.

When one of the recipients attempted to open the e-mail message, Outlook displayed a message that it was contacting the Microsoft licensing server for the IRM-protected e-mail message. RMS identified the recipient who had requested the use license for the e-mail message, the use license was sent over the network to the recipient's computer, and the e-mail message was decrypted. 

The recipient then saw that Office Professional Edition 2003 documents were attached. When the recipient attempted to open an attached document, IRM enforced the policy of getting a new use license for each instance of opening the document. The recipient needed to have an active network connection at that time, so that Outlook was able to access the RMS server. 

Notes: The recipient user did not require an active connection to the Microsoft corporate network to be able to retrieve IRM licenses. However, a Secure Hypertext Transfer Protocol (HTTPS) connection to the Internet, using a proxy connection through Internet Security Accelerator (ISA) Server 2004, was required to gain access to the IRM licensing server.

If the IRM permissions are not set to require a new license every time the protected content is accessed, the locally cached version of the IRM license negates the need for any sort of network connectivity.

RMS identified the recipient who was requesting the use license for the document and compared that information to the document’s protection status. RMS also checked whether the expiration date, if set, had passed. Following RMS authorization, an IRM use license was granted and the document was opened with appropriate permissions activated.

Microsoft benefited from the RM team’s use of IRM with status report messages in several ways. IRM offered a highly granular level of access control to Office Professional Edition 2003 documents. IRM helped protect the contents of the messages from unintended users through the use of encryption, limited the time that recipients were able to access the documents, and allowed the permissions to be dynamically changed after the e-mail message was sent. The ability to dynamically change permissions helped the RM team be responsive to changing business needs.

Recipient Requirements

Recipients must have network access to the RMS server at least on the first occasion that they access IRM-protected content. Office Professional Edition 2003 documents protected through IRM are encrypted and cannot be accessed without the appropriate use license. IRM can be configured to require one use license for the life of the document, to turn off access on a certain date so that the document expires, or to require a new use license every time the document is accessed. In the last case, users are required to be online and have access to the RMS server to get a new use license, which prevents offline access of documents that use these permissions.

Default IRM Permission Templates

Office Professional Edition 2003 supports the use of administrator-built IRM permission templates for preconfiguring the most common permission settings. Even with the use of templates, the user can apply customized permissions to meet the specific needs of a situation. Microsoft IT provides six preconfigured IRM templates that Microsoft employees can use specifically for creating restricted Outlook 2003 e-mail messages, depending on the requirements of the scenario in which restrictions are needed. The user accesses these templates by clicking Permission on the File menu in the window of an unsent message. Clicking a specified Permission menu command applies that IRM template's restrictions to the e-mail message. The choices provided are:

· Do Not Forward

· Do Not Reply All

· Microsoft Confidential

· Microsoft Confidential Read Only

· Microsoft FTE Confidential

· Microsoft FTE Confidential Read Only

RMS Visibility Outside the Firewall

Recipients outside the corporate firewall can still access IRM-protected content, depending on how the RMS infrastructure was implemented. An RMS server may be located in a perimeter network (also known as a DMZ, demilitarized zone, and screened subnet) between firewalls, enabling external corporate users to receive the use licenses needed. However, in this circumstance, users must successfully enter their Windows authentication credentials before they can receive a use license.

SSL for Extranet E-Mail Access

If IRM-protected content is accessed through a corporate firewall, whether or not Outlook Web Access or RPC over HTTP is used, the delivered use licenses are transported through a Secure Sockets Layer (SSL) tunnel. This precaution helps ensure the security of the data that is passed through public networks.

Note: Microsoft IT requires SSL tunnels to always be used with Outlook Web Access and RPC over HTTP, regardless of whether the content is IRM protected or not.

Using Rights Management with Outlook Web Access

As with S/MIME, the ability of the recipient to access IRM-protected e-mail messages and documents depends on the recipient’s ability to access and use digital licenses. 

Rights Management Add-on for Internet Explorer

Outlook Web Access users can get read-only access to IRM-protected e-mail messages and documents after they install Rights Management Add-on for Internet Explorer (RMA), a downloadable IRM client viewer ActiveX control. RMA does not allow editing of protected content, even when the recipient received that permission. RMA requires the client computer to have access to the corporate RMS server for the use license exchange (which is available through an HTTPS-based Internet connection).

Note: A user must have sufficient permissions (such as administrator rights on computers running Windows XP Professional) to install ActiveX controls on the computer on which he or she is running Outlook Web Access. These permissions are typically not available on a computer configured for public use.

Outlook messages can always be viewed using RMA, but files created in the Office Professional Edition 2003 applications Word 2003, Excel 2003, and PowerPoint 2003 must specify that RMA can be used to view the files. The recipient does this by selecting the Allow users with earlier versions of Office to read with browsers supporting Information Rights Management check box in the More Options section of the Permissions dialog box when applying IRM permissions in Word 2003, Excel 2003, and PowerPoint 2003.

Before using RMA, the Outlook Web Access user must install it. The Outlook Web Access user must have sufficient permissions (such as administrator rights on computers running Windows XP Professional) for installation on the computer. An Outlook Web Access user can enable any computer on which he or she has permissions to install software to view IRM-protected e-mail messages and attached documents by using RMA. 

Limits on Creating IRM-Protected Content

Although Outlook Web Access users have the ability to view IRM-protected content by using RMA, the only way to create IRM-protected content is from programs within Office Professional Edition 2003, such as Word 2003, Excel 2003, PowerPoint 2003, and Outlook 2003. After other programs are designed to use RMS services, these programs can also enable the creation of IRM-protected data.

Using Rights Management with Mobile Devices

There are no downloadable IRM client viewers, such as RMA, available at this time for users who want to access IRM-protected e-mail and documents on mobile devices. In addition, neither Microsoft Pocket Word nor Microsoft Pocket Excel supports accessing documents that use IRM permissions. 

Protection of Message Confidentiality

In a third scenario, the RM team needed to send a confidential e-mail message about important policy information and new proposed service offerings to its internal client base. The message included documents that contained highly sensitive business information, such as data about beta versions and prototypes of unannounced Microsoft products. 

The RM team knew that after typical e-mail messages were sent, they might be vulnerable to interception either while in transit or from within a recipient's e-mail account. The authentication that RMS uses to issue use licenses is based on the recipient’s Windows authentication. If an authorized recipient temporarily steps away from a logged-on computer, anyone else can step in and use the existing authentication to access IRM-protected content. The RM team needed a stronger method of protecting the confidentiality of the message content.

Of course, the requirements of the earlier scenarios were still valid needs: trusting the integrity of the message content and customizing access permissions to e-mail and documents created through Office Professional Edition 2003. The RM team achieved those goals by using S/MIME signing and IRM, as described in the first two scenarios. However, neither S/MIME signing nor IRM adequately assured the RM team of the confidentiality of the message content. 

Using S/MIME to Encrypt the Message

To help assure the RM team of the confidentiality of the message content, the RM team employed S/MIME encryption, in addition to using S/MIME signing and IRM. Using the S/MIME encryption digital certificate on the smart card, an RM team member encrypted the message and its attached document files. This encryption required each recipient to supply the S/MIME private key stored on his or her smart card before the message was decrypted.

Note: IRM, S/MIME signing, and S/MIME encryption can be applied independently or in conjunction with one another.

If a digital certificate associated with the RM team's alias was not already set up on the team member's computer, the team member needed to enroll for a certificate before proceeding any further with S/MIME encryption.

In preparing the e-mail message, the team member clicked both the Digitally Sign and Permission toolbar buttons in the Outlook message window, and then also clicked a button called Encrypt Message to apply S/MIME encryption. When the message was ready, the team member clicked Send.

Outlook recognized the encryption request and, going through Exchange, searched Active Directory for each recipient’s public S/MIME encryption key. If Active Directory determined that a recipient either had no valid digital certificate for such use or had no user account, Outlook displayed an Encryption Problems dialog box. This dialog box enabled the team member to remove the encryption option, send the message anyway with the possibility that the recipient might not be able to read it, or cancel sending the message. To decrypt and read the message, each recipient needed to access the certificate and corresponding private key to the public key, used by the sender to encrypt the message.

Since the message was to be signed, as well as encrypted, the RM team member needed access to the private key on his or her smart card and was prompted to insert the card into the reader and then enter the PIN. After the RM team member entered the correct smart card PIN to access the digital signature key, the message was encrypted, the digital signature was applied, and the message was sent.

Note: If the message did not use a digital signature in addition to the encryption feature, the sender was not prompted to enter the smart card PIN.

When a recipient attempted to open the signed, IRM-protected, and encrypted message, Exchange identified the recipient’s Digital ID Name, derived from the recipient’s Windows authentication account in Active Directory. Outlook then displayed the Insert Smart Card dialog box. After the recipient inserted the smart card, a text box appeared for the recipient to type his or her smart card PIN. If the recipient entered the PIN correctly, the e-mail message was first decrypted and then opened. If the PIN did not match, the message was not decrypted. 

After the PIN was verified, Outlook displayed a message that it was contacting the Microsoft licensing server for the IRM-protected e-mail message. When the e-mail use license was granted, and the recipient attempted to open an attached document, IRM enforced the policy of getting a new IRM use license for each instance of opening a protected document. RMS authorized the document access request, and an appropriate IRM use license was sent over the network to the recipient's computer. Finally, the document opened with appropriate permissions activated.

Microsoft benefited from the RM team’s use of S/MIME encryption. Because of S/MIME encryption’s private key requirement for decryption, only recipients who had the appropriate digital certificates on their smart cards and knew the correct PINs had the ability to open the encrypted messages. If unintended recipients intercepted the encrypted messages, the messages were not readable.

Using S/MIME Encryption with Outlook Web Access

As with S/MIME signing, using S/MIME encryption and decryption on a non-company computer is available by means of Outlook Web Access. The same downloadable S/MIME ActiveX control for Internet Explorer enables Microsoft employees to access S/MIME-encrypted as well as digitally sign e-mail messages on their home computers over an Outlook Web Access connection. This requires the user to first install the Microsoft IT-provided smart card software tools and a compatible smart card reader, which enables the computer to access the S/MIME encryption certificate loaded on the smart card.

Using S/MIME Encryption with Mobile Devices

The operating system on a mobile device, such as a Pocket PC or a Smartphone, cannot natively accept and use digital certificates in its default configuration. Therefore, for mobile devices that enable the user to access e-mail, S/MIME-encrypted e-mail messages cannot be read or sent. However, third-party solutions can enable Pocket PCs to accept and use certificates so that they can send and receive digitally signed e-mail. For more information about the solutions available in the Microsoft Windows Mobile™ Solutions Partner Program, visit http://www.microsoft.com/windowsmobile/partners/logon/login.aspx. 

Conclusion

By offering trustworthy messaging solutions to Microsoft corporate e-mail users, Microsoft IT provided Microsoft with the following benefits:

1. E-mail senders can use S/MIME signing to help identify the tampering of the messages after the digital signature was applied. 

2. E-mail senders can apply rights-management permissions to maintain a high degree of control over which individuals can access e-mail content and what level of access those users are entitled to receive. 

3. E-mail senders can use public key-based S/MIME encryption to enforce a measure of content confidentiality by requiring the recipient to present a corresponding private key. 

By using the improved levels of access control and content safeguards that are available with trustworthy messaging, e-mail users can confidently restrict business-sensitive information to those who need to know. This protection enables Microsoft employees to safely use the corporate e-mail system for these exchanges of information, ensuring the highest possible level of business agility.

For More Information

For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information over the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/itshowcase
http://www.microsoft.com/technet/itshowcase
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Situation


Microsoft needed to use e-mail for transmitting business-sensitive data but was concerned about security, data integrity, and data privacy. 


Solution


Microsoft IT deployed its trustworthy messaging solution, offering both senders and recipients three levels of protection for their data. These solutions were based on S/MIME and rights management policies.


Benefits


Recipients can identify message tampering after the sender applies a digital signature.


Senders can restrict access to content by applying granular permissions to one or more recipients.


Senders can help protect the confidentiality of their messages by encrypting messages, which then require a private key for decryption.


Products & Technologies 


Windows Server 2003


Exchange Server 2003


Office Professional Edition 2003


S/MIME


Windows RMS 


Windows-based PKI and CA
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