[image: image2.jpg]e
Windows Server System





[image: image1.jpg]Microsoft® Solution for
Windows=-based Hosting version 30




[image: image3.jpg]



Centralized Management Component Overview
White Paper

Published: November 2003
For the latest information about the Microsoft Solution for Windows-based Hosting, 
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Abstract: This white paper provides an overview of the features, benefits, and design recommendations associated with the Centralized Management component of the 
Microsoft Solution for Windows-based Hosting. Leveraging Microsoft Active Directory® Services to implement centralized management provides a powerful and cost-effective method for managing policies for users and servers. It also enables the extension of 
access permissions to external reseller and customer users, all while enforcing strict 
security standards. By simplifying operational processes, the Centralized Management component helps reduce costs.
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Introduction
Managing servers, users, accounts, and security policies is critical to the overall success of your organization. Performing these tasks locally on each server, however, is inefficient and leads to higher operating costs. In addition, inconsistent local management may introduce errors and lead to increased support calls.
A centralized management infrastructure enables you to create and manage server and user privileges, authentication, and security within your hosting environment far more efficiently than a local management implementation.
What Is Centralized Management?

The Centralized Management component of the Microsoft Solution for Windows-based Hosting utilizes Microsoft Active Directory services to give you the tools and best practices to centrally manage users, accounts, servers, group policies, and services while acting as the central authority for network security.
By centrally managing servers, your systems administrators maintain internal user accounts and security policies in a single central location, applying policies to hundreds of servers simultaneously rather than on each server. Centralized management also facilitates delegation of access privileges to users outside your organization, such as resellers and customers. Utilizing the Centralized Management component as a part of your hosting solution helps to reduce operational and support costs, improve security, and lower risk through consistent policy application. In addition, Centralized Management gives you the opportunity to offer value-added management services to your customers.
You should consider deploying the Centralized Management component in the following situations:
· Your hosting solution has many servers and your administrators manage these servers with local user accounts and with no overall change and configuration control.

· Your organization anticipates growth and needs to better manage the servers to reduce cost, improve consistency, and reduce the effort of maintaining the platform.

· Your administrators use primarily manual processes to provision and configure the systems and services.

· Your organization is seeking a centralized approach to monitor, manage, and reduce cost and effort of operations.

Active Directory: The Heart of Centralized Management
Active Directory is the heart of the Centralized Management component. Incorporating Active Directory in your deployment provides a centralized solution for managing servers and users. For server management, Active Directory provides a single point of management for all user accounts and associated rights for your staff, along with many required security lockdown processes. For user management, Active Directory provides a centralized, yet secure way to extend access rights to users outside of your organization.

By centralizing server and user management, hosting organizations improve staff efficiency and reduce operating costs. Active Directory provides a variety of functions that enhance centralized management.
· Centralized internal and external user accounts — Active Directory provides an efficient way to store and manage your internal user accounts. In addition, Active Directory provides centralized storage and management of your external user accounts, such as resellers, clients, and other entities with whom you have a business relationship. This reduces support costs and improves customer support response.
· Centralized policy management — Through Active Directory you can centralize the definition, management, and deployment of security policies that secure each server in the solution in a manner appropriate to the roles that the server plays.
· Centralized security model — Active Directory provides a security model and implementation that defines roles for the external accounts together with restricted rights associated with these roles. Active Directory is also a solution for locking down various critical objects in the environment to ensure that the security model cannot be violated.

· Delegated administration — Through self-provisioning and management applications, Active Directory can reduce management costs for hosted solutions. Delegated administration means that third-party administrators can access and manage user accounts independently and reliably.
Simplified Deployment Features
In addition to the power and efficiency of Active Directory, the Centralized Management component includes features and best practices that simplify deployment, thus reducing administrative costs.
· Rapid deployment — The Centralized Management solution offers automated configuration tools and detailed deployment information to help you plan your deployment.

· Migration tools — The solution offers tools and deployment steps that help you migrate both servers and users from a non-Active Directory environment to a centrally managed Active Directory environment. For example, you can use the Migratetocm.wsf script to transfer existing users into an Active Directory organizational unit (OU)–based infrastructure. Before you can migrate users using this tool you need to have configured Microsoft Provisioning System (MPS), a feature of Service Provisioning.
· Security templates — The solution provides a set of security configuration templates to enable baseline security for the various server types deployed in your hosting platform. Group Policy templates facilitate flexible and rapid deployment of policies to multiple servers simultaneously.
Benefits of Centralized Management

The Centralized Management component allows you to create and manage server and user privileges, authentication, and security within your hosting environment far more efficiently than managing them locally on each server. Without a way to manage servers globally, providers must manually install software, perform updates, manage users, and perform many other manual maintenance tasks. Service providers have consistently shown the centralized management model dramatically reduces operational complexity, improves security, and lowers risk through consistent policy application.
Server Management Benefits
The Centralized Management component delivers a number of significant server management benefits by providing a single point for all staff user accounts, associated rights, and security processes.
· Simple model — A powerful, yet simple model for managing user accounts and associated rights for the service provider staff eliminates the confusion that exists when each server maintains accounts and passwords locally.
· Cost efficiencies — Using a single, central model for managing the service provider accounts provides operational cost efficiencies.
· One set of tools — Because you define all accounts and rights in a single, central location using Active Directory, you can use one set of tools to manage the solution. The centralized management solution provides internal tools that directly access and manage Active Directory.

· Single design and data store — A single design and data store for server management means that you can use simple operational processes for managing critical tasks across large numbers of servers. Administrators can accomplish activities such as backup, restore, disaster recovery, global system monitoring, and administration far more efficiently.
· Global security policy — Your organization can also realize operational benefits through defining and managing a global security policy, including security lockdown processes. The security policy is clear and simple, as opposed to the inevitable confusion that occurs when each server has its own security details.

· Automatic deployment of security policies — Centralized security permits you to deploy security policies globally from a central source to each server. Centralized deployment of security policies minimizes the disadvantages associated with manually applying security lockdown.

· Efficiencies in security — Your organization realizes cost efficiencies and reduces operational tasks because any additions or changes to the overall security policies are implemented only once in a centralized location.

User Management Benefits

Centralizing the management of external users, including service provider users, resellers, and hosted customers, offers similar benefits.
· A single design and data store — A single design and store for user management means that you can use simple operational processes to support external access to servers providing client services.

· Efficient and secure performance of tasks — The security design and the delegated administration model provides the basis for offering services to resellers and reseller customers. These services enable them to perform tasks efficiently based on a tiered security access model for user accounts.
· Reduced cost and operational load — Service providers reduce costs and operational load because external users can perform tasks that would otherwise require service provider resources.

Active Directory Architecture and Design
The recommended architecture and design of Active Directory for centralized server and user management is relatively straightforward. For server management, you need to consider physical server redundancy and the basic design of the Active Directory hierarchy. For user management, you need to consider the design of Active Directory for management of user accounts for resellers and customers.
Server Management Design Overview
Server redundancy is paramount due to the critical nature of the services supporting Centralized Management. Thus, the reference architecture states that you must dedicate at least two servers as Active Directory domain controllers. The inherent replication services in Active Directory will ensure that the two servers stay synchronized with each other. The use of two servers also distributes the service load, helping to ensure service availability.
Active Directory organizes users and network resources hierarchically. This basic design of Active Directory, including forests, domains, and sites, should be as simple as possible. Therefore, the Microsoft Solution for Windows-based Hosting uses a recommended configuration of a single shared domain and shared forest. This recommended configuration is generally sufficient to meet the majority of hosting requirements. Although this basic Active Directory configuration is appropriate for most hosting environments, you need to consider a number of fundamental issues for your unique situation.
User Management Design Overview
Because Active Directory provides a hierarchical structure for account credentials, administrators can easily delegate and manage the various access rights and roles. By centralizing the storage and management of account credentials, you can streamline operations and lower costs. The plan and design for centralized user account management must support central management of user accounts for resellers and customers.

You can delegate administration support of the centrally maintained accounts according to role-based access rights. For example, you can delegate permissions to reseller administrators to perform tasks that would otherwise require your support resources, such as changing passwords. Centralized Management supports six levels of delegation.
You can easily migrate users from a non-Active Directory environment to a centrally managed Active Directory environment using scripts. The Microsoft Provisioning System (MPS), a feature of the Service Provisioning component, is necessary to use the Migratetocm.wsf script. Microsoft Provisioning Framework (MPF) must be on the computer on which you run Migratetocm.wsf.

Active Directory provides “single logon” capability for your customers and resellers. With single logon, a customer or reseller can use the same centrally maintained account to log on to multiple servers under their control, reducing the number of accounts that are maintained and the number of passwords a user must remember.
Active Directory Design Elements

The Centralized Management component includes the following recommended Active Directory design elements.
· Single domain—The Microsoft Solution for Windows-based Hosting reference architecture recommends a single domain. This minimizes hardware requirements because each domain adds a minimum of two servers on top of the initial two servers. Equally as important, a single domain design is simple and straightforward. It is always best to implement whichever design meets the requirements on the directory in the simplest manner. Multi-domain scenarios are most likely when you must maintain an existing Active Directory domain. Furthermore, dedicated forest root domains are common in enterprise scenarios where additional flexibility is required, especially in security.
· Single site—The Windows-based Hosting reference architecture recommends a single Active Directory site. This is based on the assumption that most deployments of the Windows-based Hosting architecture will be located in large, highly available data centers. The primary purpose of an Active Directory site is to be able to control Active Directory replication across wide area network (WAN) boundaries. However, a multi-site configuration could be easily accommodated if you intend to implement a distributed infrastructure, perhaps in a situation where available network bandwidth to a single site is constrained.

· Shared and dedicated Web hosting—The Active Directory configuration will easily support authentication, delegation, and management for both shared and dedicated Web hosting. In the Windows-based Hosting architecture, dedicated Web hosting is implemented on a single or set of Web servers that are dedicated to a single customer.

· Organizational Unit (OU) hierarchy—The Windows-based Hosting OU design has two core goals for users and servers. The essential goal for the design of an OU structure that Active Directory users inhabit is the secure support of a delegated administration model. The OU design for hosting users is a hierarchical design that provides this delegated administration support. The OU design for servers supports a hierarchical security policy model through the application of security policy templates at various levels in the hierarchy.
Centralized Management through Group Policy

Active Directory reduces redundant tasks and increases accuracy by letting you manage groups of objects, as opposed to individual objects. Group Policy allows you to define configurations and rapidly enforce states across groups of users and servers. Group Policy is the primary tool for defining and controlling how programs, network resources, and the operating system behave for users and servers in an organization. With Group Policy, you create and implement policy in Active Directory, and thereafter the policy automatically propagates throughout the data center.
The Group Policy settings that you create such as security settings and system configuration are contained in Group Policy Objects (GPOs). Once you determine the settings for your environment, they automatically apply to all new servers. Although most settings will remain constant, it is easy to make changes when the need arises. A common use of GPOs in a hosted environment involves enforcing administrative roles such as call center staff, help desk staff, or developer support staff. These are typically user-based policies implemented through application of GPOs using security group filters, and sometimes combined with the application of policy through Active Directory sites.
Centralized Management System Requirements

Because the Active Directory database is the repository of user and application attributes, security settings, and access control, properly planning how to deploy Active Directory is crucial to the availability, scalability, and reliability of your Windows-based Hosting platform.
Hardware Requirements

The Centralized Management solution requires at least two Active Directory servers to maintain fault tolerance. The Active Directory servers will keep each other synchronized so that at any time either server can become the single source of all directory information in your network. Environments with multiple sites and domains will increase the number of servers.
Every Active Directory forest has at least one global catalog server. Global catalog servers contain a subset of the attributes of all objects in every domain in the forest to facilitate Universal Principal Name (UPN) logons and directory searches. The first domain controller you build is automatically a global catalog.

DNS Namespace Requirements

Active Directory requires a properly configured and functioning internal Domain Name System (DNS). The internal DNS, which can also run on one or both of the Active Directory servers, provides name resolution and service location for the computers inside the network. The best way to achieve this is to run DNS in Active Directory-integrated mode and allow registrations to be made automatically. By splitting the internal DNS service from the external DNS service used by the Internet and your customers, you greatly increase the reliability and security of the internal DNS.
Network Requirements

The domain controllers do not need direct Internet access. All services using the directory service for authentication or authorization need access to the service, while the domain controllers need access to all domain member servers to deploy group policy.
Servers hosting core Active Directory services should be located on the internal network and should be protected from the perimeter network and the Internet by using firewalls. All access that has not been configured on an as-needed basis should be automatically blocked. This will require careful planning and documentation, as various services require certain types of access to Active Directory.

If your organization has more than one physical site, other network considerations come into play. In particular, you may need multiple Active Directory sites to ensure that critical Active Directory services are available in each physical site. In this case, you must configure the network and firewalls to provide secure channels for Active Directory replication.

Is Centralized Management Right for 
Your Organization?

The Microsoft Solution for Windows-based Hosting is a modular solution architecture that enables service providers to deploy only the technologies they need. Service providers must maintain a competitive advantage by offering services on a stable, scalable infrastructure while keeping their costs low to maximize profitability. Deploying the Centralized Management component is a proven way to maintain centralized control over servers and users. Although you may deploy the Centralized Management component in a variety of situations, it is commonly implemented in the following hosting scenarios:
· Discount dedicated hosting—Low-cost dedicated service providers can benefit from the Centralized Management component by keeping costs at a minimum through centrally managed servers. These providers typically offer Web servers or data servers that are not managed by the provider and are dedicated to the customer.
· Managed dedicated hosting—These providers offer Web servers or data servers that are updated and maintained by the provider and are dedicated to the customer. The consistency and efficiency of Centralized Management can benefit these providers because they typically retain administrative control over each server, and are often bound by service level agreements.
· Shared Web hosting—Service providers offering shared Web hosting should consider Centralized Management. Providers typically offer shared Web servers or data servers that are updated and maintained by the provider and are not dedicated to the customer. Active Directory can help maintain control over servers, giving customers appropriate access to the server.

· Application hosting—Independent software vendors (ISV) or application service providers (ASP) can benefit from Centralized Management. These providers offer subscription access to proprietary payroll, financial, Helpdesk, or other hosted applications to the customer, requiring centralized control over servers.
Conclusion
The Microsoft Solution for Windows-based hosting offers service providers a packaged set 
of tested software tools and scripts with supported architecture guidelines. Each modular component of the solution is designed to help you deliver reliable hosting services with reduced operating costs, increased customer satisfaction, and increased profit margins. 
The Centralized Management component enables you to create and manage server and 
user privileges, authentication, and security within your hosting environment far more efficiently than a local management implementation.
For more information on the Centralized Management component of the Microsoft 
Solution for Windows-based Hosting, including an overview and case studies, visit www.microsoft.com/hosting. For detailed information on Active Directory, visit www.microsoft.com/windowsserver2003/technologies/directory/activedirectory.
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