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Microsoft’s Security Vision and Strategy: Executive Summary

Creating a secure computing ecosystem is a top priority for Microsoft Corp., for the IT industry and for customers. As an industry leader, Microsoft believes it has a responsibility to offer a vision, framework and road map for taking secure computing to the next level. We see the potential for security technology to move beyond its current defensive capabilities to become an enabler of a world where interconnected networks, devices, products and services are appropriately secure and can deliver even richer information, entertainment and connected computing experiences. 

Microsoft cannot deliver on this promise alone. Security is an industrywide responsibility, challenge and opportunity. We invite the computing industry to work together to realize the potential of a secure, interconnected world by striving to do the following:

· Achieve trust and accountability in network access and action, so users can safely access the network and have confidence that they are communicating how and with whom they intend.

· Make secure engineering an industrywide responsibility, enabling developers with common APIs, tools, services and training to write more secure code.

· Provide simple management and control for end users, IT professionals and developers, which enable users to control whom they share their information with and who shares information with them.

· Provide fundamental security and safety in platforms, to ensure that computers, devices and the information on them are safe.

This white paper discusses a framework and Microsoft’s product road map for helping deliver on these aspirations. For more information, see “Building Security From the Ground up: Microsoft’s Long-Term Strategic Plan for Security Architecture.”

Software: the Heart of Computing

In just three decades, the software that runs personal computers and digital devices has transformed the way people work, communicate and enjoy their free time. It has led to productivity increases and new innovations across every sector of the economy — from retail and manufacturing to services and government. Goods, services and information are exchanged, bought and sold via global networks at speeds unimaginable even a decade ago. And as the knowledge economy stimulates economic growth and fosters a new generation of information workers, greater prosperity and increased comfort with technology has led to an explosion of online services and devices used by millions of people every day — from Boston to Beijing, in Hyderabad and Haifa. 

As rapid and dramatic as these changes have been, the future holds even greater promise. We’ve only begun to tap the potential of software to help people realize their personal aspirations, to enable businesses to compete with agility in the global economy, and to help governments foster social and economic progress in local communities worldwide. 

But to fully realize these possibilities, we must address a major challenge: As computers and the Internet have become more ubiquitous and valuable tools in business and in our personal lives, they also have become targets for malevolent hackers infecting unprotected PCs with viruses, spreading spyware, distributing spam and launching malicious attacks, and for identity thieves trying to trick consumers into revealing valuable personal information.

Four years ago, Microsoft Chairman and Chief Software Architect Bill Gates signaled a dramatic shift in Microsoft’s mission and strategy to address this threat, declaring that ensuring a trustworthy computing ecosystem was a top priority for Microsoft.

Today, this commitment is stronger than ever. Microsoft has changed the way it develops software, putting trustworthy computing at the center of its engineering practices and incorporating security and privacy checkpoints throughout the product life cycle. To protect against evolving security threats, we’re building technologies that provide layered defenses against malware, spam, spyware and phishing attacks. We’ve made important strides in providing easy-to-use services and tools that enable customers to configure their systems correctly and keep them up to date. 

In collaboration with government agencies and industry partners, we promote broad awareness and education about security best practices. We work with law enforcement and government policymakers to strengthen penalties for cyber-criminals. And we collaborate across the industry to combat security threats. Yet much work remains to create a sustainable foundation of trust in computing.

The Evolving Threat Environment

An important resource in this effort is Microsoft’s unique and expansive intelligence on the evolving threat landscape:

· Two billion executions of the Microsoft® Malicious Software Removal Tool 

· Spam filters, e-mail authentication mechanisms, reputation services and heuristics that filter out more than 3.4 billion spam messages a day before they reach 230 million Hotmail® customers

· Three billion pieces of feedback from the Microsoft Online Crash Analysis tool 

· Reports of suspicious Web sites submitted by many of the 20 million users of Microsoft’s anti-spyware technology

· Hundreds of thousands of client interactions every year through Microsoft’s product support services

With this information, Microsoft is able to not only respond more quickly and effectively to the evolving threat environment, but also to design long-term security strategies that anticipate future trends.

For example, four or five years ago, security threats came in the form of e-mail worms, remote unauthenticated attacks and denial of service attacks. Microsoft countered with advances in malware protection that led to a dramatic reduction in such attacks, and more safeguards are on the way.

Partly in response to the effectiveness of these efforts, cyber-criminals turned to identity theft, phishing scams and other forms of social engineering. Microsoft has aggressively battled these challenges with innovations in anti-spyware and anti-phishing technologies, e-mail authentication, sender safe lists, and reputation systems. 

Cyber-criminals are now trying to exploit new varieties of social engineering, botnets and rootkits are growing vectors of attack, and hackers are more quickly taking advantage of software vulnerabilities and infecting computers before users have a chance to install released security updates.

Microsoft is aggressively countering each of these threats through a combination of technology innovation, industry and government collaboration, and user awareness and education. 

Establishing Trust in an Interconnected World

As an industry leader, Microsoft believes it has an additional responsibility to offer a vision, framework and road map for taking secure computing to the next level. We see the potential for security technology to move beyond its current defensive capabilities to become an enabler of a world where interconnected networks, devices, products and services are appropriately secure and can deliver even richer information, entertainment and connected computing experiences. 

In simple terms, our vision is to establish trust in computing to realize the full potential of an interconnected world.

Microsoft cannot deliver on this promise alone. Security is an industrywide responsibility, challenge and opportunity. We invite the computing industry to work together to realize the potential of a secure, interconnected world by striving to do the following:

· Achieve trust and accountability in network access and action, so users can safely access the network and have confidence that they are communicating how and with whom they intend.

· Make secure engineering an industrywide responsibility, enabling developers with common APIs, tools, services and training to write more secure code.

· Provide simple management and control for end users, IT professionals and developers, which enable users to control whom they share their information with and who shares information with them.

· Provide fundamental security and safety in platforms, to ensure that computers, devices and the information on them are safe.

Elements of a Secure Computing Ecosystem

More specifically, Microsoft and the industry can begin to deliver on these aspirations by aligning platforms, applications, security-related products, services and strategies within a framework that embraces the following four elements:

· Trust Ecosystem. This is a digital ecosystem in which people, organizations, device-makers and code authors can be properly identified and held accountable for their actions, while still protecting the privacy of end users.
· Engineering for security. This is an industrywide effort to improve security by establishing, publishing and sharing best practices, security diagnostic tools and security-specific testing methods.

· Simplicity. Security management can be dramatically simplified for consumers, IT professionals and developers through a combination of industry standards, common development tools and unified practices across platforms, products and services.

· A fundamentally secure platform. Industry efforts and collaboration are intended to achieve the four key elements of a fundamentally secure platform: protection technologies that enable isolation, trust-based multifactor authentication, policy-based access control, and unified auditing across applications.
A Trust Ecosystem

Trust is crucial to enabling and sustaining a healthy computing ecosystem. Yet millions of network interactions are occurring every day where people have limited or no information about the identity or trustworthiness of the individuals, devices and software code on the other end of the connection. This is leading to a serious breakdown in trust, as people are tricked into divulging private information, and their systems continue to be infected with viruses, worms, spyware and other potentially unwanted software.

To protect customers and ensure the long-term success of the computing ecosystem, it’s important for the industry to embrace a framework in which people, devices and code can be properly identified and held accountable for their actions. (Accountability can be as simple as a loss of reputation or expulsion from a group, or as severe as a conviction for a criminal act.)

There are three elements required to enable strong identities that are trustworthy and accountable:

· Identity services to ascertain and verify the identity of people, organizations, devices and code, much as a passport, photo ID and birth certificate does in the physical world.

· Reputation services that reflect the trustworthiness and accountability of people, devices and code — comparable to credit bureaus.

· Indirection services to allow for anonymity when identities still need to be verified, but privacy still needs to be maintained.

To make this possible, Microsoft and other industry leaders are working together on an Identity Metasystem—an open standards system that will allow users and organizations to exchange identity information in a safer and more consistent manner across the Internet. Microsoft is investing in a number of areas to support the Identity Metasystem and the broader elements of the Trust Ecosystem. These include the following code, devices, people and organizations.

Code

Active Directory: For IT organizations, Microsoft is adding new capabilities to Active Directory® that will enable business and organizations to federate identities in a trusted ecosystem. Active Directory Federation Services (AFDS), available today with Windows Server™ 2003 R2, is the first step toward enabling organizations to connect in this way. 
In the next version of Windows Server (code-named “Longhorn”), a unified infrastructure for identity and access through Active Directory will vastly simplify deployment, provide a consistent policy and access control model, and deliver a common management experience. This new Active Directory will help organizations realize the power of identity by bringing together the identity and access services of Windows Server 2003 R2 and new services for building and managing connected systems — aligning them around a unified architecture, policy model, developer model and management experience. Customers and partners will begin to see these new capabilities in Beta 2 of Windows Server “Longhorn,” which is expected in second quarter of 2006. 

Following the release of Windows Server “Longhorn,” Active Directory will deliver the next generation of federation protocols, including support for InfoCards. (There is more information about InfoCards below.)

64-bit kernel protection: Kernel-mode drivers that extend or replace kernel services through undocumented means (such as hooking the system service tables) can interfere with other software and affect the stability of the operating system. Windows Vista™ and subsequent versions of Windows® operating systems will protect against changes to system structures and, if a modification or unauthorized patch is detected in the kernel space, will generate a bug check and shut down the system. In addition, kernel-mode modules such as kernel services and device drivers will require a digital signature. This will help limit the spread of malicious software by identifying the publisher and by requiring code to comply with certain policies to ensure integrity.

SpyNet: SpyNet is a voluntary community of people who use Microsoft’s anti-spyware technology, Windows Defender, and play a key role in identifying suspicious programs that should be classified as spyware. This information is used by Microsoft to help keep Windows Defender current with periodic signature updates.

Devices

Microsoft Network Access Protection (NAP): The Network Access Protection (NAP) client in Windows Vista will help protect against malicious network attacks by allowing an organization to establish requirements for client health status — such as software update state and up-to-date virus scanner signatures — and checking those requirements when the client connects to the network. If a client machine does not meet the health requirements, it will not be allowed on the network until it does. NAP can be configured so that clients not meeting the health requirements are directed to a separate quarantine area (or quarantine server), where the user is given the opportunity to remedy the situation. (Note: NAP will require functionality and support from the Windows Server “Longhorn” operating system, which includes the NAP server components.)
Internet protocol security (IPsec): Building on technologies in Windows Server 2003, Windows XP and Windows 2000, a server and domain isolation solution based on IPsec and Active Directory enables IT professionals to dynamically segment a Windows environment into more secure, isolated logical networks based on policy rather than topology. Server and domain isolation reduces the risk of network security threats, helps safeguard sensitive data, and extends the value of existing investments by minimizing the need for potentially disruptive changes to network topology, or costly hardware or software upgrades. In addition, IPsec support in the NAP platform in Windows Vista and Windows Serve “Longhorn” will provide additional protection from malicious software by enabling organizations to limit network access of noncompliant computers.
People

InfoCard: A new user experience available with Windows Vista and supported on Windows XP and Windows Internet Explorer 7, InfoCard simplifies and improves the safety of accessing resources and sharing personal information on the Internet. It puts end users in control of how they store their identity information and helps alleviate identity-related problems such as phishing. Built using the industry standard WS-* Web services protocols, InfoCard will facilitate interoperability between systems used to manage online identities.
InfoCard will provide a common way for people to do the following:

· Manage their digital identities, similar to how we use wallets or purses to hold physical identity cards 

· Know when to use which digital identity, much like a sticker on the window of a store says which credit cards they accept for payment

· Increase the assurance that the party asking for your digital identity is who they say they are, similar to presenting your bank account number and driver’s license to a bank teller
Plug and Play for Smartcards: Smart cards and other two-factor authentication devices are becoming increasingly important for secure network authentication. To facilitate their widespread deployment and adoption, Microsoft is working on Plug and Play for Smart Cards. Combined with Microsoft’s new smart card architecture (based on the Microsoft Base Smart Card Cryptographic Service Provider and pluggable card modules), end users will benefit from an easy and seamless setup experience, independent hardware vendors who pass the Designed for Windows logo certification process will benefit from distribution of their smart card software modules through Windows Update, and IT professionals will benefit from wider use of two-factor authentication devices. Microsoft’s innovations in this area will be available in the Windows Server “Longhorn.” wave.

Certificate Lifecycle Manager (CLM): A new policy and workflow driven system, CLM helps organizations more efficiently deploy, manage and maintain a certificate-based infrastructure that strengthens security through strong, multifactor authentication. It also significantly lowers costs by streamlining the provisioning, configuration and management of digital certificates and smart cards. (Customers and partners can self-nominate themselves for the recently-released Beta 1 by visiting http://www.connect.microsoft.com. Another beta will be released in the second half of 2006, and the final product is expected to be released to market in the first half of 2007.)

Organizations

High Assurance SSL Certificates: Microsoft is also working with the industry on a new standard for stronger identification of secure sites such as banking sites. These sites can be secured with High Assurance SSL Certificates, also known as Enhanced Validation, which will help protect consumers from identity theft. Windows Internet Explorer 7 will highlight these validated sites with a green-shaded address bar and will display the name of the business and the entity that identified them very prominently.

Microsoft Phishing Filter: The Microsoft Phishing Filter helps users browse more safely by advising them about suspicious or known phishing Web sites. The filter works by analyzing Web site content for known characteristics of phishing techniques, and by using a global network of data sources to assess whether a Web site should be trusted. Since phishing sites can appear quickly and collect large amounts of user data in a short time, filter data is updated several times an hour. The Microsoft Phishing Filter is available today as a free add-in to the MSN® Search Toolbar, is included in the beta versions of Windows Vista and Windows Internet Explorer 7 for Windows XP, and will be included as a feature in the final release of Windows Vista.

Anti-spam: Building on the success of Microsoft’s anti-spam technologies, including the significant benefits associated with the deployment and adoption of the Sender ID Framework, Microsoft is encouraging domain administrators and hosting companies to publish their Sender ID records to help differentiate legitimate e-mail from suspicious or junk e-mail. Today, 80 percent of all marketing materials sent by Fortune 100 companies have a Sender ID record, and 30 percent of all e-mail inbound to Hotmail servers has a Sender ID record. The goal is for more than half of all incoming Hotmail e-mail to have a Sender ID record by the end of 2006. Meanwhile, to further combat spam, Outlook® “12” will give users the ability to attach an “electronic stamp” in the form of a computational proof (an algorithmic hash generated on the client and sent in the header of the message). Hotmail, Exchange, Outlook and Outlook Express clients will all have the ability to check the validity of this proof, and will factor this into the overall spam weighting of e-mail. The algorithmic hash is unnoticeable to the casual user, but uneconomical for spammers to generate. Microsoft is currently testing this in beta versions of Office “12.”

Engineering for Security

Just as people expect that the cars they drive and the airplanes the fly in are designed and built to the highest safety standards, they have a right to expect that security is at the core of the way software is designed and developed.

Yet, today software engineers are not consistently trained in secure design and coding practices, nor is there much transparency around the application of secure development practices that exist today.

As an industry, we have a responsibility and an opportunity to work together to create a design and development culture that embraces and shares best practices and enables ongoing, communitywide learning. This means several things:

· Secure by design, writing software that is secure by design and reinforced through threat modeling, code inspection and penetration testing 

· Secure by default, developing code that is secure by default, where unused features are turned off by default and the concept of “least privilege” is incorporated to provide only as much user access to system resources as is necessary to get tasks done

· Secure by deployment, assuring secure deployment with clear, prescriptive guidance and security tools that minimize misconfigurations and provide more effective enterprise management capabilities

· Culture of security, incorporating a security focus at the earliest stages of architecture and development, and ensuring that security remains a priority throughout.

Over the last few years, Microsoft has established strong internal security design and development processes to improve how engineering groups design secure products. The Microsoft Security Development Lifecycle (SDL) ensures that software and solutions are built from the ground up to reduce security risk. 

By implementing a rigorous process of secure design, coding, testing, review and response, Microsoft has significantly reduced the number and severity of security-related design and coding defects in its products. These advances minimize the operating system’s attack surface area, which in turn improves system and application integrity and helps organizations more securely manage and isolate their networks.

Microsoft provides detailed guidance on the SDL for independent software developers and the worldwide security community, including training programs, regional workshops, ongoing communications, and books to enable others to improve the security of their products. 

Microsoft also has developed a series of tools capable of finding certain types of code flaws, particularly buffer overflows. In Visual Studio®, for example, developers and partners can now utilize PREfast, a static source code analysis tool that detects certain classes of errors not easily found by typical compilers. Incorporating PREfast into the development process helps to improve overall driver quality and reliability, enables clean integration with the build process, reduces development time, and streamlines code review. FxCop scans managed code applications for defects. The /GS option helps prevent malicious code from taking advantage of buffer overruns in applications, and Safe CRT Libraries adds buffer checks to functions known to be vulnerable to attack.

Simplicity

Security is far too complicated. End users need security that just works, not the hodgepodge of complicated security offerings and conflicting security guidance they get today. IT professionals need to spend less time and money setting up and managing enterprise security, and complying with legal requirements, reporting and auditing. Developers need better tools, interfaces and guidance to write secure applications, Web services and platforms.

To meet these needs, the industry needs a common security user model and language so policies can be expressed uniformly across heterogeneous products, services and platforms. In addition, end users, IT professionals and developers need the following:

· End users need a single, unified experience that gives visibility to their system, combined with intelligent defaults and controls, thus reducing the number of times they are asked to make a decision of trust, and giving context for making an informed decision when they are asked to do so.

· IT professionals need consistency, integrated management tools that provide visibility across heterogeneous systems and services and allow them to perform common tasks such as compliance reporting, updating and policy management.

· Developers need safer API abstractions, type-safe programming tools and clear guidance on best practices for implementing security in their applications, and should make use of platform infrastructure to reduce work and drive consistency in user experience.

Microsoft is striving to deliver a single, consistent user model and language around security that will simplify and ensure uniformity throughout the customer and developer experience. Microsoft also is working on run-time platform mechanisms that make it simple for Microsoft and third-party products and services to support regulatory compliance, forensics and analytics. And Microsoft’s developer platform is focused on simplifying the process for writing secure applications. For example, Microsoft is making it possible for developers to write applications that automatically use APIs and components specified by security architectural guidelines. In addition, Microsoft is working to provide mechanisms that automatically associate feature specifications, design documents, and code with appropriate security interfaces and components.

For end users, security that provides visibility, context and control:

Windows Security Center: Windows Security Center helps make PCs more secure by alerting users when their security software is not up to date, or when security settings have potential weaknesses that need to be corrected. Building on the Virus Protection, Firewall and Automatic Updates monitoring and settings capabilities in Windows XP SP2, Windows Vista Security Center will monitor anti-spyware software (Windows Defender and third-party anti-spyware technologies), and notify users when such protection is not up to date. It also will display the status of Internet Explorer and User Account Control (UAC) settings and indicate when the browser is not in a secure state or UAC is disabled. 

Windows OneCare Live: Windows OneCare™ Live is an automatic and self-updating PC care service to help customers easily protect and maintain their PCs. Hundreds of thousands of people have tested Windows OneCare Live since the beta was launched in November 2005, and Microsoft has continually added features — such as backup for external hard drives — based on their feedback.
Broadly available as a paid subscription service in June 2006, Windows OneCare Live will include the following features:

· Protection Plus includes anti-virus and firewall protection and automatic updates, as well as anti-spyware functionality powered by Windows Defender.

· Performance Plus delivers regular PC tune-ups to help maintain computer performance and reliability.

· Backup and Restore delivers easy-to-use backup and restore functionality for applications and data.

· Help and Support provides effective help and service support at no additional charge via e-mail, phone or chat with PC care experts at Microsoft.

For IT professionals, simplified enterprise security through consistent and integrated management of heterogeneous systems:

Windows Server Update Services: Windows Server Update Services (WSUS) is a patch and update component of Windows Server that offers a quick and effective way to help customers become more secure. WSUS downloads updates from Windows Update and allows administrators to test and automatically deploy updates to Microsoft software in their IT environments. (WSUS initially supports Windows 2000, Windows Server 2003, Windows XP, Office XP, Office 2003, SQL Server™ 2000, Microsoft Data Engine (MSDE) 2000 and Exchange 2003, and will support additional Microsoft software over time.)
Microsoft Client Protection:

Microsoft Client Protection is a new security product that helps protect business desktops, laptops and servers from spyware and rootkits, viruses and other kinds of attacks. An early beta version, including spyware protection, central management and reporting, recently shipped to a limited number of customers. Based on their evaluation and feedback, subsequent beta releases will offer a broader set of product features, including virus protection. A public beta is planned for the third quarter of 2006 and will offer customers the following:

· Unified protection. Spyware and virus protection is based on the same technology used in Windows Defender and the Microsoft Windows Malicious Software Removal Tool. 
· Informed control. Central management has insightful, prioritized reports and alerts that help focus precious resources on the right security issues. 
· Integration. Microsoft Client Protection integrates with the IT infrastructure already in place, such as Active Directory and existing software distribution systems. This flexibility helps reduce deployment time and maximize value.

Microsoft Client Protection is targeted for release to manufacturing by the end of 2006.

For developers, making it easier to write secure code with common APIs, tools and services:

As noted above, Microsoft provides detailed guidance, including training programs, workshops and books on the Security Development Lifecycle, online and instructor-led courses, clinics and labs for developers, and tools such as Visual Studio PREfast, which helps improve overall driver quality and reliability, enables clean integration with build process, reduces development time, and streamlines code review.

Fundamentally Secure Platforms

To realize the potential of an interconnected world, platforms must be fundamentally secure. This means is the following:

· Protection technologies that enable isolation. Platforms must move beyond the limited effectiveness of network-level isolation to a stronger and more effective defense of platform-embedded isolation that protects systems and networks from malicious code. This will enhance network isolation by making it less permissive, restrict the access of applications to only the resources they need, limit services to a prescribed set of actions, and create contained environments to run untrusted code.

· Trust-based multifactor authentication. Platforms must enable the appropriate authentication level for a user based on the action and the value of the information accessed. And they must enable reputation services across the system to make critical decisions such as whether to deny access to people or execute specific code and Web sites based on their reputation.

· Policy-based access control. Easier management of access control is based on the roles that users have in an organization.

· Unified auditing across applications. Integrated audit systems will enable a unified view of auditing across heterogeneous platforms, products and services, significantly reducing the burden and increasing the capabilities of IT professionals.

Microsoft’s commitment to these fundamental platform advances includes protections against malware and intrusions, enabling secure access to information, and protecting data from unauthorized viewing:

Protection Against Malware and Intrusions

Internet Explorer Protected Mode: Available only with Windows Vista, Internet Explorer Protected Mode enables a robust Internet browsing experience while helping prevent hackers from taking over the browser and executing code through the use of administrator rights. It helps protect users from malicious downloads by restricting the ability to write to any local machine zone resources other than temporary Internet files. In Protected Mode, Windows Internet Explorer 7 cannot modify user or system files and settings. All communications occur through a broker process that mediates between Internet Explorer and the operating system. The broker process is initiated only when the user clicks on the Internet Explorer menus and screens. Any scripted actions or automatic processes will be prevented from downloading data or affecting the system. Internet Explorer Protected Mode also offers tabbed browsing security protection by opening new windows — rather than new tabs — for content contained outside the current security zone.

Windows Defender: Windows Defender (previously known as Windows AntiSpyware) helps protect users by blocking spyware before it is downloaded, as well as regularly scanning a computer’s hard drive and offering to remove any spyware or other potentially unwanted software that it finds. It also provides always-on protection that monitors key system locations, watching for changes that signal the presence of spyware, and checking any files opened against a constantly updated database of known spyware.

Windows Defender will be included in Windows Vista, and also will be available as a free stand-alone download for customers using Windows 2000, Windows XP and Windows Server 2003 who validate their software through the Windows Genuine Advantage program.

Windows Defender Beta 2 is now available to users of Windows XP SP2, Windows 2000 SP4 and Windows Server 2003 SP1. This release includes enhanced features that reflect ongoing input from more than 25 million active users, and from Microsoft’s growing understanding of the spyware landscape. Enhancements in Windows Defender Beta 2 include these:

· Improved detection and removal. Based on a new engine, Windows Defender is able to better detect and remove more threats posed by spyware and other potentially unwanted software. Real-time protection has also been enhanced to better monitor key points in the operating system for changes. 

· A redesigned and simplified user interface. Incorporating feedback from customers, the user interface has been redesigned to make common tasks easier. The warning system adapts alert levels to the severity of a threat so that it is less intrusive overall, but still ensures the user does not miss the most urgent alerts. 
· Protection for all users. Windows Defender is now implemented as a service and can be run by all users on a computer with or without administrative privileges. This ensures that all users on a computer are protected by Windows Defender. 
· Support for 64-bit platforms, accessibility and localization. Windows Defender Beta 2 also adds support for accessibility and 64-bit platforms. Microsoft also plans to release localized German and Japanese versions of Windows Defender Beta 2 within four to six weeks of availability of the English versions.
Windows Service Hardening: The personal firewall in Windows Vista is closely integrated with a new platform initiative called Windows Service Hardening, which helps prevent critical Windows services from being used for potentially malicious activity in the file system, registry or network. If the firewall detects abnormal behavior as defined by the Windows Service Hardening network rules, the firewall will attempt to block it. In addition, services can be limited to writing only to specific areas of the file system or registry based on Access Control Lists (ACLs). This will help prevent a compromised service from changing important configuration settings in the file system or registry, or infecting other computers on the network. For example, the Remote Procedure Call (RPC) service can be restricted from replacing system files or modifying the registry.

Enabling Secure Access to Information

User Account Control (UAC): UAC minimizes exposure to, and the impact of, malware by requiring all users to run applications and tasks with a standard user account, and limiting administrator-level access only for authorized processes. It also allows desktops to more easily be locked down, which prevents unauthorized applications from installing and inadvertent user changes to system settings that can increase help desk call volume.

Pervasive Kerberos: Building on the industry-standard Kerberos user authentication and encryption protocol built into Windows XP and Windows Server 2000 and 2003, Kerberos will be pervasive in Windows Vista, making Microsoft platforms and applications fundamentally more secure and interoperable.

Simplified logon architecture: The re-architected Winlogon in Windows Vista and Windows Server “Longhorn” allows independent software vendors and organizations to implement their own authentication methods, such as biometrics or tokens, by writing credential providers. This credential provider model is much simpler than Graphical Identification and Authorization (GINA) replacement, and multiple providers will be able to function side by side.

Protecting Data From Unauthorized Viewing

BitLocker Drive Encryption (NGSCB
-based): BitLocker Drive Encryption (previously known as full-volume encryption) is a hardware-enabled data protection feature that addresses growing concerns about corporate and customer data being accessed from lost or stolen machines. By encrypting the entire Windows system volume, unauthorized users are prevented from breaking Windows file and system protection to access data. This helps organizations comply with data privacy regulations and reduces equipment-repurposing concerns. The feature is simple to deploy and use, and enables easy recovery.

Encrypted File System (EFS) smart card key storage: EFS is useful for user-level file and folder encryption. For example, if two users are sharing a machine, EFS can be used to encrypt the data of each user so it is not available to others. Windows Vista enhances an administrator’s ability to manage EFS on the network by allowing storage of EFS keys on smart cards.

Rights Management Services (RMS) client: Windows Vista includes an integrated RMS client that helps safeguard digital information through persistent usage policies and saves extra deployment costs. RMS integration with the new XPS document format, also included in Windows Vista, will allow any documents that can be saved as XPS to be rights-protected.

Conclusion: A Shared Responsibility

Although the challenges involved in creating a secure computing ecosystem are numerous, the rewards are many. Consumers will benefit from the expanding choices of software, hardware and online services. Businesses will continue to embrace technology as a vital tool for productivity, insight, commerce and communications. New opportunities will emerge for software and hardware companies, especially those that embrace the elements of a secure computing ecosystem:

· A Trust Ecosystem through accountable identities

· Engineering for security

· Simplicity

· A fundamentally secure platform
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� NGSCB: Next Generation Secure Computing Base
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