Microsoft Windows Defender Beta 2 

Page 3

Microsoft Windows Defender Beta 2 
Fact Sheet

February 2006

Microsoft Corp. this month announced the availability of Microsoft® Windows® Defender Beta 2 for Windows XP, Windows 2000 and Windows Server™ 2003 customers. Windows Defender (formerly known as Windows AntiSpyware) helps protect customers against spyware and other potentially unwanted software and will be integrated into the upcoming Windows Vista™ operating system. Windows Defender helps prevent slow PC performance, pop-up ads and unwanted changes to Internet settings caused by spyware as well as unauthorized use of private information. Microsoft is also reiterating that Windows Defender is available at no additional cost to Windows customers.

The release showcases exciting new features of Windows Defender, including improved real-time protection, a streamlined user interface and support for 64-bit platforms. Having reached the Beta 2 milestone, Microsoft is inviting partners and customers worldwide, in addition to its 25 million active beta users, to broadly test and evaluate the software. Beta 2 includes several enhancements and new functionality that reflect ongoing input from customers, as well as Microsoft’s growing understanding of the spyware landscape. 

The major features of Windows Defender Beta 2 are these: 

· Improved detection and removal. Based on a new anti-spyware engine, Windows Defender can detect and remove more threats posed by spyware and other potentially unwanted software than before. Real-time protection, which helps keep unwanted software from being installed, has also been enhanced to better monitor key points in the operating system for changes. These features enable customers to stay productive by helping prevent pop-ups and performance degradation caused by spyware.

· A redesigned and simplified user interface. The Windows Defender user interface has been redesigned to make common tasks such as scanning and removal easier. Its warning system adjusts alerts according to the severity of a threat and gives recommendations about how to help secure a computer. The new dashboard screen, which shows status and relevant information at a glance, gives customers control over the software on their PCs while minimizing unneeded interruptions. 

· Protection for all users. Windows Defender is implemented as a service and can now be run by all computer users with or without administrative privileges. This ensures that all computer users are protected by Windows Defender. 

· Definition updates delivered through Automatic Updates. Windows Defender receives signatures in a manner familiar to customers through the Automatic Updates mechanism. Provided by Microsoft analysts, these periodic updates help keep customers protected from the latest security threats and are available at no additional charge for Windows customers. 

· Support for 64-bit platforms, accessibility and localization. Windows Defender Beta 2 adds support for accessibility and 64-bit platforms. Microsoft plans to release German and Japanese localized versions of Windows Defender Beta 2 within four to six weeks of the availability of the English version.

Additional benefits of Windows Defender Beta 2 include these: 

· Voting network statistics. When unknown spyware is detected, Windows Defender will show how other customers participating in the opt-in network voted to handle that spyware (e.g., 80 percent of customers blocked the unknown spyware) so users are provided with information to help them decide what to do even before Microsoft analysts evaluate the spyware. In addition, users can choose from two levels of voting network participation, simple or advanced, when they submit 
potential spyware to Microsoft.

· Improved system explorers. Windows Defender shows startup programs, running applications, network-connected applications and Windows Sockets service providers with classifications for all those listed programs, and has the ability to disable or remove those programs within the same pane.

· One-button on-demand scanning with QuickScan, a feature in Windows Defender. A single click scans the user’s computer for the most prevalent threats from spyware and other potentially unwanted software. It is optimized to complete a scan quickly. 

· Integration with Internet Explorer. When Windows Defender is used with Internet Explorer 6 or Internet Explorer 7 on Windows XP SP2 or Windows Server 2003 SP1, it will scan downloads to help prevent inadvertent malicious spyware and other potentially unwanted software from downloading on a user’s computer. 

· Engine enhancements. Windows Defender allows users to scan Microsoft Outlook® Express attachments as well as a significant number of archive formats.

· Improved usability. Auto-hiding system tray icons, multiple threat aggregation and browserlike navigation improve usability. The system tray icons appear only when needed, while navigation is completed using the familiar back, forward and home concept. Multiple threats are combined into one alert, allowing users to use their PC with minimal interruption.

· Automatic cleaning. By setting default actions to be taken for a given threat level, Windows Defender can automatically clean spyware and other potentially unwanted software from a computer without user interaction during a nightly scan, enabling customers to maintain a more safe and secure computer with less effort.
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