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Executive Summary
The deployment of Microsoft® Windows® XP Professional at Microsoft involved more than 80,000 desktop installations and the successful testing of more than 200 commercial and internal line-of-business (LOB) applications with 50 standard hardware configurations. The project was a success in large part because of the careful planning that went into the deployment. No detail was overlooked; the Microsoft Information Technology (Microsoft IT) group considered resources, scheduling, dependencies on the Windows XP development schedule, and Microsoft computer infrastructure and business applications when it scoped the project. This paper details the internal deployment of Windows XP at Microsoft.

Microsoft IT plays a strategic role as the larger enterprise for early adoption (testing and deploying Microsoft software before customer release). For the Windows XP internal release, Microsoft IT established the following goals by which to measure the success of the deployment: 

· Improvement of its own Helpdesk support infrastructure through increased reliance on self-help methods
· A positive upgrade experience for users

· Extensive testing of the product by internal application developers and the general user community 

The benefits of the migration were impressive considering the global reach of the project. For example, the Helpdesk service improved by using features in Windows XP to remotely administer problem computers. Users upgraded to Windows XP and installed applications on their own by using Microsoft Systems Management Server (SMS), Microsoft IntelliMirror®, and intranet support pages, further reducing Helpdesk costs compared to previous rollouts. Microsoft increased its overall operating system security with Windows XP Professional by using updated technologies for remote access, wireless networks, Internet Connection Firewall for home users, and Connection Manager.

This paper is written for enterprise-level business decision makers, IT architects, and operations staff evaluating and preparing for a Windows XP Professional upgrade from Microsoft Windows 2000. Much of the information also applies to enterprise customers planning to upgrade to Windows XP Professional from Microsoft Windows NT® version 4.0, Windows 95, Windows 98, Windows Millennium Edition (Windows Me), or other operating systems. There were tasks in the Microsoft deployment plan that other organizations may never encounter, such as repeated installations of an operating system within a nine-month time span. This paper is intended to provide general information on a Windows XP deployment; it should not be interpreted as a step-by-step guide. 

Note: For security reasons, this paper uses representative forest, domain, and internal resource and organization names for illustration instead of using real resource names. 

Introduction

At Microsoft, updating hardware and software is a priority. Departments replace up to 33 percent of employee computers each year so that each employee receives a new computer every three years. Because many employees choose to retain their old computers, the Microsoft IT group manages more than 150,000 computers of 3,000 different make and model numbers within Microsoft. This range of hardware, along with the varied desktop configurations, provides an excellent testing ground for new software. 

Minimizing problems that might occur during deployment of new desktop operating systems in this environment, however, requires careful planning and close cooperation between the product development team and Microsoft IT, the team responsible for deployment. 

This white paper describes the deployment of Windows XP into the production environment at Microsoft. Two white papers, Deploying Windows XP Part I: Planning and Deploying Windows XP Part II: Implementing, served as a foundation for this paper and are available at http://www.microsoft.com/fwindowsxp. 

Note: Microsoft created two different versions of Windows XP: Professional and Home. Professional, designed for the business user, is a superset of the features offered in Home with additional business-oriented features that clearly make it the better choice for enterprise deployments. Microsoft deployed only the Professional version of Windows XP in its internal deployments. Any reference made to Windows XP in this document refers only to Windows XP Professional.

The following components were of primary focus in the deployment, and are discussed in more detail in this paper:  

· Windows Messenger 

· Remote Assistance  

· Remote Desktop 

· IntelliMirror  

· Connection Manager

· Internet Connection Firewall  

· Wireless local area network (WLAN)  

· Windows Product Activation 
Business Requirements

As with all beta software deployments at Microsoft, Microsoft IT began its work with extensive planning and careful consideration of business requirements and product capabilities. For example, Microsoft IT carefully defined the deployment goals and project scope to ensure that the deployment would satisfy Microsoft business requirements for new software products. These requirements include:

· Increased reliability

· Increased security

· Lower support costs

· Greater support for mobile users

Increased Reliability

Because Microsoft employees have administrator access to their computers, a large number of calls to the Helpdesk result from users installing software and hardware drivers that cause problems. Tracking down, identifying, and removing these drivers has been a time-consuming process for each call. Windows XP Professional includes a driver-signing program, whereby drivers created for and adhering to the Windows XP guidelines are digitally signed. Any driver that is not signed causes Windows XP to display a message alerting the user that continuing with the driver installation may cause problems. Microsoft IT can also use Group Policy to prevent the installation of unsigned drivers. 

In addition, a feature of Windows XP Professional, called System Restore, enables a user to roll back the operating system to a previous state. The user can then be productive without calling the Helpdesk.

Increased Security

Network security is the top issue that IT professionals are addressing today, and Windows XP with Service Pack 2 (SP2) includes the most current security features available in a desktop operating system.

After the Windows 2000 deployment was complete, Microsoft IT piloted and deployed a wireless network with the 802.11b protocol throughout the company. The entire campus of the Microsoft corporate headquarters in Redmond, Washington, is wireless enabled, and employees enjoy the flexibility of roaming from building to building for meetings with their laptop computers. However, Microsoft IT determined that static Wired Equivalent Privacy (WEP)–based security was not robust enough to meet its security requirements. To increase the level of security in wireless networking, Microsoft IT worked with the product development team to test, pilot, and deploy the 802.1X wireless protocol support that is available in Windows XP. The wireless networking features also include automatic detection when users roam from one wireless network to another and automatic reconfiguration of the connection as appropriate.

Support for the 802.1X wireless protocol improves security by dynamically reassigning new WEP keys at short intervals, and by limiting network access on link-layer network connection to those connections that possess both a domain user certificate and a domain computer certificate.
Furthermore, Internet Connection Firewall (called Windows Firewall in SP2) is a component of employee computers that are directly connected to the Internet from home or other mobile locations. This component prevents incoming Internet traffic from corrupting employee computers, thus improving the security of the corporate network.

Lower Support Costs

Features such as Remote Desktop and Remote Assistance, along with an extensively redesigned Help system built directly into the operating system, can significantly reduce help desk calls about Windows XP.

Remote Assistance enables help desk staff to take temporary take control of desktop computers to accelerate problem resolution. Help desk staff can navigate quickly through troubleshooting procedures that previously required employees to work through multiple dialog boxes. Not only does this expedite the troubleshooting process, it enables support staff to verify other computer settings that may be indirectly related to the problem. 

For example, Remote Assistance enables a help desk technician to assist a user who is having trouble connecting to a printer. Instead of answering information-gathering questions, following step-by-step troubleshooting procedures to determine the scope and cause of the problem, and finally implementing the instructions for problem resolution, the user simply contacts the help desk, which initiates a Remote Assistance session. If the user allows, the support staff member can temporarily take control of the user's desktop computer, quickly run any needed diagnostics, and then make the necessary repairs.

Remote Desktop, built on Terminal Services, enables Microsoft employees to run programs or access data on their office desktop computers remotely from other computers running Windows XP Professional. Microsoft IT used Terminal Services in Windows 2000 extensively for administration of remote servers, which saved significant amounts of time because it did not require the technician to physically visit a server to resolve most issues. Employees now enjoy the same ability to access their Windows XP Professional–based computers from other Windows XP Professional–based computers anywhere on the corporate network, or even from home. 
IntelliMirror management technologies are built into the Microsoft Windows XP operating system and designed to increase availability and reduce the overall cost of supporting users of Windows XP. IntelliMirror offers three key management features: User Data Management, User Settings Management, and Software Installation and Maintenance. In the Windows XP deployment, Microsoft IT extended its previous use of IntelliMirror by emphasizing the software installation feature company wide.

Greater Support for Mobile Users
Support for 802.11b wireless networking in Windows XP Professional allows employees to roam from building to building for meetings with their wireless laptops.  
Microsoft IT has been using and customizing Connection Manager since the inception of that technology. The client dialer and connection management software were available in previous versions of Windows and were updated and enhanced with Windows XP. 

Organizational Structure

As of this writing, Microsoft IT consists of roughly 2,400 people worldwide, including full-time employees, contractors, and interns. Microsoft IT is responsible for managing, on an around-the-clock basis, roughly 55,000 users, more than 150,000 desktop computers, and thousands of servers that span 450 sites in 62 countries or regions.

Like other global enterprises, Microsoft is organized into functional groups, including those that run the IT utility and those responsible for human resources, finance, legal, and other business processes. The main IT groups that were involved in the Microsoft IT Windows XP Professional deployment include: 

· Global Operations. Provides corporate computing and communication infrastructure services. Global Operations designs, implements, and supports IT solutions to meet enterprise requirements of Microsoft data communications around the globe. These requirements include the Microsoft corporate network and Internet presence. Global Operations manages the corporate data centers and works with Microsoft business units in application design, development, and support.

· Client Services. Provides enterprise-wide Helpdesk services, handles IT communications, and manages global client technologies, such as hardware, software, desktop management, self-help, and automation.

· Information Security. Includes several groups that provide both physical and information security services.

· Regional IT (RegIT). For users located outside the Puget Sound area of western Washington, RegIT manages IT-to-business relationships, owns infrastructure program management, partners with Global Operations to provide infrastructure operations and regional service management, and manages IT activities on mergers, acquisitions, and divestitures. 

· Business Unit IT groups (BUITs). Manage internally developed LOB applications. BUIT application owners were primarily involved in software compatibility application testing for the Windows XP deployment.

Deployment Team Structure

The program manager is the general project manager who works with operations team members. Program managers have a detailed understanding of the product, and their role is to deliver the deployment within project and business constraints. They identify areas for improvement in the product and in the production environment, estimate the impact of such problems on the project, identify how the functionality of the product is affected, and develop and enact resolution plans. 

Infrastructure engineers and operations analysts provide the knowledge and capability to operate the computing platforms and draw application configuration plans based on practical experience from the test and pilot stages of the deployment. Their job is to deliver the infrastructure design. They provide expertise in the existing infrastructure design, capabilities, and configuration. 

Helpdesk team members provide understanding of the internal user mindset and working habits, and they perform any needed monitoring and client-side troubleshooting. Their role is to provide internal support of desktop computers. 

In addition to these hands-on teams, for all major deployments, Microsoft IT formulates a steering committee to ensure that the program has high-level visibility across the entire organization. The committee assists Microsoft IT in defining specific goals for both the beta and release candidate (RC) testing phases and the production deployment, including planning the staffing for the project.

In addition, the deployment team for Windows XP included members from other areas, such as the Windows development team and Microsoft Product Support Services. Because Microsoft IT usually deploys very early in the product cycle, before product documentation is complete, User Documentation groups are also involved as observers in various stages of the deployment. 

Microsoft IT identified one person from each functional IT organization who was responsible for managing the activities associated with the deployment in his or her organization. Employees in Microsoft IT become part of the Windows XP project team when they were assigned work specific to the deployment. 

Team Model

For design and planning issues with deployment, Microsoft IT followed the Microsoft Solutions Framework (MSF) team model, a flexible, interrelated series of models that help guide an organization through assembling the resources, people, and techniques needed to bring technology infrastructure in line with business objectives. For operations issues, Microsoft IT followed the Microsoft Operations Framework (MOF) model, which offers best-practice guidelines for IT service management based on a set of consistent quality goals. These guidelines are gathered from the evolution of the MSF, Microsoft Consulting Services’ practices, Microsoft IT, Microsoft Information Technology Infrastructure Library (ITIL), and Microsoft business partners. Essentially, the MOF model offers a set of successful organizational frameworks for processes such as software deployment, development, and other IT operations.

Virtual teaming is a common way of working at Microsoft, and this is especially true of technology deployments. Virtual teams consist of people from across Microsoft who communicate with each other largely through e-mail and other collaborative technologies, such as Microsoft Windows SharePoint® Services and Microsoft Office SharePoint Portal Server.

Previous Lessons

To guide the Windows XP Professional deployment, Microsoft IT started with an examination of the lessons learned in the Windows 2000 Professional deployment, including the following.

Identify Dependencies

Most core technologies of Windows 2000 depend on the availability of other base technologies. For example, in the Windows 2000 deployment, the pilot testing for printers in the Active Directory® directory service and IntelliMirror management technologies depended on Active Directory being in place. Microsoft IT identified dependencies between the products so that it could create deployment milestones and prioritize testing activities. These activities helped Microsoft IT plan its staffing needs and reduce the number of people required to complete the deployment. For Windows XP, Microsoft IT prepared detailed dependency charts to guide the phased deployment. An example is the Remote Desktop feature, which relies on both parties using Windows XP on the desktop. Helpdesk technicians could not test this feature at a significant scale until late in the deployment project, near Release to Manufacture (RTM), when sufficient numbers of employees had installed Windows XP on their primary desktop computers.    

Use a Test Environment 

Performing tests in a lab environment mitigated some of the risks associated with deploying beta software. In particular, it reduced the potential for disruption caused by incompatibility between Windows 2000 and the applications that Microsoft employees typically run on their computers. The test environment also proved to be valuable for learning how to upgrade and how to perform trial runs.

Manage Assets Carefully

Planning for a company-wide software deployment always requires Microsoft IT to evaluate some of its business processes to determine how to make best use of new technology. This was especially true for Windows 2000 Professional when Active Directory enabled better asset management of hardware devices, such as printers, copiers, and fax machines. Changing business processes, however, often requires accurate and up-to-date asset management. In moving forward with Windows XP, Microsoft IT prepared the schedule to accommodate another extensive audit. Moreover, the group now maintains careful documentation to keep asset information current.
Plan Site Definitions

As is the case with most aspects of deployment, planning site definitions requires thorough coordination of work across disparate groups. For site definitions, network and systems people must collaborate to make sure that sufficient bandwidth for the available transport matches the replication needs. The Windows 2000 deployment triggered a reexamination of site definitions, because in Active Directory, network connectivity defines sites. A site can span geographic locations (such as three different countries) and/or domains. For Windows XP deployment, Microsoft IT conducted another reexamination of site definitions and boundaries to assure maximum, efficient use of network bandwidth.

Deployment Scope and Objectives
Deploying new technology is a core competency and a top priority of Microsoft IT. Although some aspects of the management process resemble standard projects, the risks associated with deployment of a new desktop operating system require a more rigorous project management methodology. As the Windows 2000 deployment illustrated, managing an enterprise-class software deployment requires careful up-front planning. The Microsoft IT team needed to have a realistic schedule, well-defined goals, a thorough understanding of product dependencies, and the staffing resources to manage and implement the deployment. 

To account for all major interdependencies, the Windows XP project plan included a master schedule to document and track all activities that might affect the multiple beta deployments. 

Microsoft IT initiated a project plan by clearly identifying specific phases of the deployment process and developing a functional outline detailing the scope of the project, the people or groups affected, and the time frame involved. The scope defined the features of Windows XP Professional that would be deployed to meet business objectives and overall goals. 

Scope

Only certain resources (people, hardware, and software) can be included in a Microsoft IT–led program. Most of the features deployed to meet business objectives and overall goals can be met through resources available to Microsoft IT and the Windows product development team. Microsoft IT worked with the product development team to establish shared goals, which served as an informal contract between the groups.

Overall, the scope amounted to a virtual deployment team composed of Microsoft IT staff, Windows product team members, vendors, up to 150,000 computers worldwide, and all LOB applications running on Windows 2000. The project time frame was from October 2000 to October 2001.

Desktop Computers

Microsoft IT provides a computing environment in which employees and on-site contractors are required to run the company standard for an operating system. Before the release of Windows XP Professional, that standard was Windows 2000 or Windows 2000 Service Pack 1 (SP1). Exceptions occur only when there are legitimate business reasons for doing otherwise. One justifiable exception is the Games division, where there is a legitimate business reason for running Windows 98 or Windows Me for testing purposes.

Microsoft IT set as a target the deployment of Windows XP on 50 percent of the primary desktop computers in the Microsoft environment. 

Localized Deployment

Microsoft IT deployed fully localized versions of Windows XP throughout the world in 22 different languages, and it deployed localized versions of applications, such as Microsoft Office XP, throughout Microsoft based on commercial product release schedules. In most product development cases, with exception of German and Japanese, foreign language releases lag the English version. 

Business Unit IT groups

The BUITs, which report to appropriate line-of-business organizations, develop and maintain most of the LOB applications. To support the client goals, BUITs needed to support the program by testing their applications on Windows XP. The BUITs are always in various states of development, and it was difficult to gain 100 percent support and resources to test their applications for this program. The primary approach was therefore to solicit testing volunteers.  

Goals

Because of its dual responsibility to provide both IT deployment and support services and to provide test feedback to product development, Microsoft IT set multiple goals for the deployment:

· Use Microsoft as a prerelease enterprise test environment for Windows XP Professional to identify and resolve critical bugs prior to customer release.

· Provide feedback to the product development on enterprise features and functional deficiencies for inclusion in the final product. 

· Improve the IT environment through the implementation of new features, where appropriate.

Shared Goals

Shared goals represent the agreement between product development and Microsoft IT on the critical deployment expectations. The critical targets established for the Windows XP deployment were as follows:

Client deployments. The End-User Services department at Microsoft tracked and reported, on a biweekly basis, the number of client desktop computers upgraded to Windows XP. The following table illustrates deployment milestones and results.

Table 1: Goals and Results for Windows XP Deployments
	Deployment
	Beta 1

Oct. 2000
	Beta 2

Mar. 2001
	RC1

Jun. 2001
	RC2

Jul. 2001
	RTM

Aug. 2001
	Launch

Oct. 2001

	Goals
	5,200
	30,000
	30,000
	50,000
	50,000
	70,000

	Results
	18,934
	37,600
	44,766
	54,629
	58,643
	82,325


Software. Eight software products and three Windows components constitute the standard desktop platform for Microsoft. Microsoft IT and the product development team agreed that each release of the following products needed to be tested to ensure compatibility with Windows XP:

· Microsoft Office

· Microsoft Visio®

· Microsoft Project

· Microsoft Internet Explorer

· Connection Manager (for remote access/virtual private network [VPN] management)

· Windows Messenger (integrated Microsoft Exchange version)

· Microsoft Data Access Components (MDAC)

· SMS client 

· A third-party antivirus tool

· A third-party file compression tool

· A third-party Portable Document Format (PDF) reader

Hardware. There are more than 50 standard computer configurations deployed within Microsoft. Given that Windows XP was to be installed on the existing set of computers globally, it was critical to test Windows XP on a significant number of these configurations. Microsoft IT set the benchmark at successful deployment on 80 percent of the existing desktop configurations.

Top 30 deployed LOB applications. Of the roughly 500 production applications, Microsoft IT designated 30 to be tested at each milestone. The 30 applications represented those that were most widely deployed and those that provided a good cross section of possible application problems. 
Client LOB applications. In addition to testing the applications found on every desktop computer, any beta deployment at Microsoft must include interoperability testing on internal LOB applications. BUITs typically develop these applications. BUITs report to appropriate separate business unit organizations (such as Finance, Human Resources, Sales, and Marketing), as opposed to working directly under Microsoft IT.

Microsoft IT solicited all Microsoft LOB applications to determine whether testing was necessary, and it established a test list of more than 200 LOB applications. Microsoft IT set a goal of 90 percent of these applications functioning during Beta 2.  

Feature Pilots 

Members of the product development team and Microsoft IT met and reviewed the new features of Windows XP and made a determination for each feature as to whether Microsoft IT would:

· Test Only. Limited to a Microsoft IT lab environment, with no user impact.

· Pilot. Limited deployment in a confined production environment. 

· Deploy. Broad deployment across the entire Microsoft IT–managed environment and inclusion as a standard service offering.

· Not pilot or deploy.
A feature-by-feature review comprehensively evaluated the overall improvement that the upgrade provided before and after lab testing.

Timeline and Phasing

At the outset of the beta deployment of Windows XP Professional, Microsoft IT selected 50 of the more commonly used desktop computer configurations to form a lab environment for compatibility testing. The lab environment served as a critical test bed to test the interoperability between the beta of Windows XP and the top 30 applications that employees routinely used to perform their day-to-day job functions. The interoperability testing gave Microsoft IT enough confidence to move forward with a wider beta deployment.

When Microsoft IT was satisfied with the results of the lab testing, the pilot of the Beta 1 release within Microsoft began. Microsoft IT set specific targets for each phased release, from beta through RCs to RTM, and the Microsoft IT End-User Services team tracked the number of desktop computers running Windows XP and generated biweekly reports. 

Activities during the Beta 1 deployment were limited to the English version of Windows XP. For all subsequent pre-RTM deployments, activities were limited to English, German, and Japanese product versions.

Two factors were responsible for the rapid deployment to so many computers in the company. First, Microsoft IT made the beta available to various development communities so that it could develop applications and test the interoperability of future products with Windows XP. Second, the client services department within Microsoft IT sent out an internal e-mail communiqué that informed employees of the new release and gave instructions on how to obtain the latest version. The communiqué also mentioned new product capabilities that would enhance the user experience and improve productivity, in addition to known interoperability issues with certain third-party software (such as antivirus software) and hardware (such as laptop docking stations).

Current Environment
Before designing a desktop environment built around Windows XP, Microsoft IT reviewed the existing network operating system contingencies, infrastructure, and implications related to network and application standards—including current and future plans, user types (such as roaming, mobile, remote, task based, and knowledge based), software standards, hardware standards, support issues, and security policy.

System Requirements 

All the computers involved in an upgrade must be capable of supporting the installation. The following table shows the minimum and recommended hardware requirements for installing Windows XP Professional. All production computers at Microsoft met or exceeded the recommended requirements. 

Table 2. Windows XP Professional Hardware Requirements
	Minimum requirements
	Recommended requirements

	Intel Pentium (or compatible) 233-megahertz (MHz) or higher processor
	Intel Pentium II (or compatible) 300-MHz or higher processor.

	64 megabytes (MB) of random access memory (RAM)
	128 MB of RAM

	2-gigabyte (GB) hard disk with 650 MB of free disk space (additional disk space required if installing over a network)
	2 GB of free hard disk space

	VGA-compatible or higher display adapter
	Super VGA (SVGA) display adapter and Plug and Play monitor

	Keyboard, mouse, or other pointing device
	Keyboard, mouse, or other pointing device

	CD-ROM or DVD-ROM drive (required for CD installations)
	CD-ROM or DVD-ROM drive, 12x or faster

	Network adapter for network installation
	Network adapter


Note: Windows XP Professional supports both single and dual CPU systems.

System BIOS 

For installation of Windows XP Professional to be successful, computers must have the latest available basic input/output system (BIOS) version that is compatible with Windows XP Professional. When necessary, Microsoft IT updated each BIOS from the given computer manufacturer. This issue, which Microsoft IT identified during project planning, was prevalent with computers that did not have Advanced Configuration and Power Interface functionality. 

Hardware Compatibility

For the upgrade at Microsoft, Microsoft IT mitigated most hardware compatibility issues because Microsoft refers to the Windows Catalog prior to adopting systems. Microsoft IT identified and publicized any incompatibilities through the following methods:

· Microsoft IT Web page

· Helpdesk Knowledge Base articles documenting issues and resolutions

· E-mail messages that described known issues

· Helpdesk newsletter

Application Compatibility

In addition to testing the applications found on every desktop computer, Microsoft IT conducted interoperability testing on internal LOB applications, which the BUITs typically develop. 

Note: Application compatibility testing requirements are more rigorous with Windows XP Service Pack 2. For more information about deploying and testing Service Pack 2, see http://www.microsoft.com/technet/itsolutions/msit/deploy/winxpsp2tcs.mspx
To support Windows XP deployment goals, each of the BUITs tested its applications' interoperability with Windows XP. Testing is sometimes challenging for the BUITs because their applications are in continuous states of development, and applications that are localized for specific languages require additional time to run specialized tests. To help the BUITs and other application development teams carry out their testing activities, Microsoft IT established a program to support early technology adopters. 
Early beta test results were much better for Windows XP testing than for Windows 2000 testing at the same point in the deployment timeline. In part, this was because of the establishment of a better working relationship between the product development group and the BUITs. A contact person from product development worked directly with Microsoft IT to coordinate the resolution of implementation issues—one of the lessons learned from the Windows 2000 deployment. 

Helpdesk and Support

A simple help desk phone service is neither practical nor cost-effective in an organization of such size and technical complexity as Microsoft. Therefore, Microsoft IT has slowly been moving the company to a self-help support model. The objective is to cut help desk costs while at the same time improving service. Specifically, the self-help model aims to reduce the number of calls the Microsoft Helpdesk receives by giving users another place to go for answers to support questions. 

Because Microsoft employees are technically sophisticated and because they have a wide range of technical requirements, Microsoft IT uses a variety of self-help tools, including network server–based solutions, intranet-based applications, e-mail, and phone-tree systems. The system of tools constantly evolves as technology and employee needs change. 

For example, years ago, users could access network folders containing Helpdesk information in Microsoft Word and Microsoft Excel documents. Although the information was available, it wasn't necessarily accessible. Now, users can access much of the information through the Microsoft IT Web site—a more intuitive system to navigate. 

The site is layered so that users can easily navigate from the Microsoft IT home page by following links to pages that other groups maintain. For example, the Helpdesk page notifies users about current issues, advises them on what sorts of problems to report, and provides Helpdesk news, updates, and links to other pages. The Microsoft Exchange Information and Support page links to pages with rollout information about the latest version of the messaging system and the Microsoft Outlook® messaging and collaboration client, and addresses any current Exchange usage issues. The Microsoft Exchange Server Status page informs users which servers are being upgraded or taken offline for other maintenance. The Web page from the Specialized Support and Implementation group provides information about beta products and rollouts. 

In addition to providing information on the Web and through the network, Microsoft IT and the Helpdesk use e-mail to announce beta product rollouts, server upgrades, and network server problems, with links to intranet pages for more information. Using e-mail push technology enables Microsoft IT to reach a large audience quickly and efficiently. To keep the message succinct and actionable, Microsoft IT always provides hyperlinks to detailed reference material, rather than including all of the material in e-mail. 

Recognizing that some users will always return to the system to which they are most accustomed—calling the Helpdesk—Microsoft has also implemented a sophisticated Interactive Voice Routing (IVR) system. When a user calls the Helpdesk, the IVR system does not merely route the user's calls to the appropriate technician; it also pushes information by using introductory messages so that users calling the Helpdesk hear announcements that explain current problems and direct them to appropriate sources of information.
Desktop Design
Microsoft IT chose to design desktop computer configurations that are easy to support, secure and manage.
Preferred Desktop Computer Configuration
As part of the beta rollout, Microsoft IT established a standardized desktop configuration, making it easier to install, update, manage, support, and replace computers running Windows XP Professional. When users have standardized configuration settings, software, hardware, and preferences, it is easier to deploy operating system upgrades, application upgrades, and configuration changes that can be guaranteed to work on all computers. 

As mentioned in the introduction of this paper, most Microsoft users manage their own desktop computers. Microsoft purchases computers that are included in the Windows Catalog to reduce hardware complications. There are, however, three cases of Windows-based managed desktop computers within the Microsoft network. They are the building receptionist computers, conference room computers, and building lobby kiosks. 

Microsoft IT encountered few serious problems when deploying Windows XP outside the lab environment. The following are examples of risks that Microsoft IT identified during early deployment planning sessions: 

Software Distribution

Windows Installer is a base service of the Windows operating system that installs, repairs, and removes applications. The Windows Installer technology uses a Windows Installer package to manage the state of the application. It also allows applications and management tools to interact with Windows Installer to install or remove additional features of applications after initial installation. Some Microsoft IT LOB applications did not use Windows Installer and thus could not take advantage of application management until they updated their applications by either repackaging the applications as Windows Installer packages or by creating a Zero Administration Windows application package (a .zap file) for existing applications. A .zap file is the simplest method of making applications available to users through Group Policy. A .zap file is a text file that contains the network path to the installation program for an application, a description of the application that will appear in Add or Remove Programs in Control Panel, and the file extensions that should automatically install the application. 

For example, Acrobat.zap contains the following information.
[Application]

FriendlyName = "Adobe Acrobat Reader 4.0"

SetupCommand = setup.exe

DisplayVersion = 4.0

[Ext]

PDF = 

A .zap file can be used only to publish an application for installation manually through Add or Remove Programs, or automatically through document activation. Both installation methods require the user to complete the application setup process, but they save the user the drudgery of locating the installation files on the network.

Group Policy

The Microsoft IT group uses Group Policy settings for account policies, folder redirection, security settings applications, publishing, audit and event log settings, desktop settings (for specific business units), logon script, and Outlook security settings. Microsoft IT applies most of the Group Policy settings at the domain level, and the Group Policy objects are stored in Active Directory, with most of them linked to only one place in the domain. Microsoft IT applies additional Group Policy settings sparingly because of the widespread impact that policies at the domain level have.
Desktop Management 

Microsoft IT relied on lessons learned from previous deployments in planning how it would use Active Directory network management tools, such as IntelliMirror management technologies and Group Policy, for the Windows XP rollout. Although Active Directory is not required to deploy or maintain Windows XP, Active Directory and Group Policy enable administrators to: 

· Prevent users from installing applications that are not required for their jobs.

· Make new or updated software available to users without visiting users' workstations. 

· Customize desktop features or prevent users from making changes to their desktop settings. 

· Refresh policy settings from the server without requiring users to log off or restart their computers.

Because Active Directory has been in place at Microsoft since the Windows 2000 rollout, Microsoft IT has used the following features to manage computer and user settings:

· Offline Files and Folders. Microsoft IT administrators can make files on a network server available to a local computer even when the computer is disconnected from the server. This allows users without constant network access, such as remote and mobile users, to continue working on their files. Users can also have their files synchronized with the network copies when they reconnect.

· Software Installation and Maintenance. Administrators can assign or publish software to users according to their job needs. Windows Installer enables administrators to centrally manage software installation and to repair installations. In general, Microsoft publishes rather than assigns software to desktop and laptop computers, allowing the technically knowledgeable user population to install approved software as needed.
· Folder Redirection. Administrators can redirect certain folders, such as My Documents, from the user's desktop computer to a server. This feature offers improved protection for user data by ensuring that local data is copied to a network share, providing a central location for Microsoft IT–managed backups.

Security

Microsoft uses Kerberos as its primary security protocol within the Windows 2000 domains. Windows XP Professional clients use NTLM to authenticate to servers running Windows NT 4.0 and to access resources within a Windows NT domain. Computers running Windows XP Professional that are not joined to a domain also use NTLM for authentication. 

Because the Microsoft corporate network uses Active Directory, Microsoft IT uses Group Policy settings to manage logon security; for example, by restricting access to computers and logging off users after a specified time. 

Windows XP Professional also includes encryption technologies, such as the Encrypting File System (EFS) and public key technology, to protect confidential data on disk and across networks. 

Remote User Security

In recent yeas, Microsoft has become aware of the security risk that remotely connected unmanaged and unsecured computers present to its network security. These remote computers can present a risk to overall network security at least as much as computers inside the corporate network do.

Unsecured computers are computers running earlier versions of operating systems, like Windows 9x, or other operating systems, like Apple Macintosh, that lack a fundamental security infrastructure. These operating systems do not provide necessary security features, such as access controls (for example, file permissions), network security features of Internet Protocol security (IPsec) (for example, network encryption), and firewalls, which block undesired communication from another computer.  

For additional information about security for remote users, see Security Enhancements for Remote Access at Microsoft at http://www.microsoft.com/technet/itsolutions/msit/security/rasecwp.mspx. 

Prior to the availability of Windows XP, no feasible technology existed to manage and securely configure remote users without an extensive and costly development effort. Windows XP, fortunately, provides several key security enhancements critical to securing the remote user, including:

· Internet Connection Firewall (called Windows Firewall in Windows XP SP2)

· Enhanced EFS for protection of confidential data

· More robust and secure IPsec implementation 

· Tighter default file permissions

In addition to the security that Windows XP provides, the following are required for remote access to the Microsoft corporate network through VPN:

· Smart cards. Smart cards provide two-factor authentication (the card and the personal identification number [PIN]) similar to a bank cash card.
· Connection Manager. The Connection Manager application delivers security settings and logon scripts instead of Group Policy. A custom server-side remote access extension enforces its use among remote users. The security settings and logon scripts that Connection Manager delivers provide Microsoft IT the ability to manage remote devices.

· Security logon script. The multiple-stage script does the following:

· Stage 1. Checks for antivirus software.
· Stage 2. Requires Connection Manager in order to connect to the corporate network.  

· Stage 3. Turns on Internet Connection Firewall (called Windows Firewall in SP2) and enables IPsec on the remote computer.
· Stage 4. Uses a patch management tool to deliver automatic security updates. 

Client Administration and Configuration

At Microsoft, employees benefit from the ability to install and configure their computers as they see fit to do their jobs. Allowing users to administer their own computers is well suited to the high-technology industry, where most users are technically savvy. The Microsoft IT use of Application Publishing for all supported software applications simplifies this practice. Microsoft IT sees this practice as a potential reducer of support costs. However, self-administration may not be a good management approach in industries where users are less technical or less concerned with their computer configurations. In those industries, support costs could be much higher without IT-managed desktop computers. 

The following sections describe some of the positives and negatives that Microsoft IT evaluated on this issue. 
Multilingual Options 

Because the Windows XP deployment was a worldwide program, Microsoft IT had to consider support for releases of the software in specific languages. According to data collated in January 2001, localized languages were used on 12 percent of the computers on the corporate network; individual country/region analysis indicates that the percentage of use for a localized language was higher in a particular regions. 

Microsoft IT opted not to deploy the Multilingual User Interface Pack (MUI), a feature that enables users to change language settings of the English version of Windows XP according to their preferences, because the depth of localization did not meet the business language needs of its users.  

Foreign language releases, with the exception of German and Japanese, lag the English version. Microsoft IT therefore deployed German and Japanese releases of Windows XP Professional during the pre-RTM phases of Windows XP deployment. Users installed these versions of Windows XP from local Microsoft IT–supported network software distribution points where German and Japanese are most frequently used (Redmond, Bad Homburg, Berlin, Hamburg, Munich, Neuss, Vienna, Zurich, Tokyo, and Singapore). 

Microsoft IT planned to distribute localized language versions of Windows XP Professional after the beta deployment based on the languages most widely used across Microsoft. These include Arabic, Brazilian, Chinese Simplified, Chinese Traditional, Czech, Danish, Dutch, Finnish, French, German, Greek, Hebrew, Hungarian, Italian, Japanese, Korean, Norwegian, Polish, Portuguese, Russian, Spanish, and Swedish. 

Accessibility Options

Windows XP Professional includes features and options that improve accessibility for people with disabilities. Microsoft IT used Group Policy and set user profiles to make sure that accessibility features are available to any users who require them. Individual users can also use the Accessibility Wizard or individual Control Panel items to set options for vision, mobility, hearing, and learning disabilities.

Applications to Install 

Microsoft IT used Active Directory and the Software Installation and Maintenance feature of IntelliMirror to make applications available to users. Standard applications, such as those listed in the "Deployment Scope and Objectives" section earlier in this paper, were assigned to users and installed automatically. Microsoft IT published other applications for use as needed. Publishing an application makes the application available through Add or Remove Programs in Control Panel. 

Windows Product Activation 

During the installation phase, Microsoft IT tested a new capability of Windows XP (and Microsoft Windows Server™ 2003) called Windows Product Activation. Windows Product Activation has been integrated into the network operating systems to manage software piracy by requiring each Windows XP Professional installation to be activated by means of product key management. Each unique installation has a unique product key. 

There are two different kinds of Windows XP media—Single License Activation media and Volume License media. Volume License keys bypass all activation activity. With Volume License Media, a single key is used to bypass Windows XP activation throughout the entire organization. This is intended to make Windows Product Activation virtually transparent to organizations that are planning to deploy Windows XP. 

Although most organizations will use the Volume License media because current activation automation requires a direct Internet connection to the Microsoft clearinghouse and is therefore unacceptable to many organizations, Microsoft IT deployed Windows XP by using Single License Activation media with release candidates and the final version. Microsoft realized that some enterprise customers will want to prevent the misuse of the product key and will opt to use Single License Activation because the installation ID is limited to a single computer. With that in mind, Microsoft IT agreed to use a single-license deployment method to validate the deployment capability as well as its maintainability. 

Deployment
Unlike many enterprises, most Microsoft employees are responsible for upgrading their own desktop computers and have full administrative rights to their desktop computers. Employees choose what software they need, and Application Publishing through Active Directory makes software installation easy. This method is the most flexible for its users, especially because Microsoft IT deploys so many versions of software—for example, deploying Windows XP to the desktop computer more than five times (including beta, RC, and RTM versions).

Microsoft IT used common installation methods over the deployment, but it carried out different methods at different times in different quantities. For example, at RTM, the end of the deployment project, Microsoft IT achieved a majority of installations through the self-service Microsoft IT Web site. Earlier in the deployment, when the software was still under development, fewer new and Remote Installation Services (RIS) installations were made.  

Sixty-seven percent of the upgrades completed at the time of manufacture were server-based user installations, 27 percent were scripted user installations, and 6 percent were split between installing by using a CD and having a Helpdesk technician do it.  

Worldwide Distribution

The deployment of Windows XP Professional involved software distribution servers that exist in 65 countries/regions. The program required coordination of activities between each of these geographic regions. Specific releases, such as the German and Japanese versions of Windows XP Professional, required local support, because few IT employees located in the United States can develop user documentation in either German or Japanese.

Microsoft IT placed network software distribution servers at strategic wide area network (WAN) locations to support the geographically dispersed Microsoft workforce. Microsoft IT distributed English, German, and Japanese product versions of Windows XP to an appropriate server. Microsoft IT created master CDs, reserved space on the servers, and then initiated data distribution processes.

Publicity

The program used two effective strategies to publicize the deployment and increase adoption rates: 

· General announcements. As beta versions of Windows XP became available, the communications organization within Microsoft IT sent out an internal e-mail communiqué that informed employees of the release and instructed them on how to obtain the latest version. The communiqué also mentioned new product capabilities enhancing the user experience and improving productivity, in addition to known interoperability issues with certain third-party software (such as antivirus software) and hardware (such as laptop docking stations). 

· Executive directives. In the event that voluntary product adoption goals were not being met, Microsoft IT reported adoption rates by organization to senior executives so that the executives could follow up personally to encourage early adoption.  

Tools
Windows XP Professional can be installed on client computers in various ways. The choice of installation method depends on several factors, including:

· Whether the users are upgrading from an existing operating system or performing clean installations. 

· The number of computers in the deployment.
· Whether users can install the operating system themselves, or whether to perform unattended installations.
· The amount of required customization.
· The types and configuration of hardware available.
· Whether the installation uses Active Directory. 

The following table summarizes considerations for each method. 

Table 3: Deployment Considerations Per Method

	Method and requirements
	Microsoft IT Web site
	Bootable CD-ROM
	Unattended installation
	SysPrep
	RIS
	SMS
	Add or Remove Programs

	Upgrade or clean installation
	Upgrade only
	Upgrade or clean installation
	Upgrade or clean installation
	Clean installation only
	Clean installation only
	Upgrade only
	Upgrade only

	Required hardware 
	Network connectivity
	CD-ROM drive 
	A network startup disk if using a remote distribution share
	Similar hardware configurations for all desktop computers
	Pre-Boot Execution Environment (PXE)
	A fast connection to the SMS site
	Network connectivity

	Required Windows 2000 Server?
	Yes
	No
	No
	No
	Yes and Active Directory
	Yes and SMS 
	Yes and Active Directory

	User interaction requirements
	Some user interaction
	Minimal for upgrades; more for clean installation
	Minimal
	Minimal if using SysPrep.inf file
	Minimal
	Minimal
	Minimal


Note: PXE-enabled network cards enable a computer to load a network bootstrap program from a network server before the local operating system is loaded from the computer’s hard disk.

Deploying Windows XP Professional from a server running Windows 2000 requires special instructions. For details, see Customer Support Services Knowledge Base article Q304314, “How to Deploy Windows XP Images from Windows 2000 RIS Servers.”
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To upgrade by using the Web tool, each Microsoft user visited the internal Microsoft IT Web site and selected his or her region, site, and language from the available options. The tool created a batch file from the information and posted it back to the Web site, where the user ran the file to install. Windows XP Professional was then installed with no further user intervention. The following figure shows this process.

Figure 1: Web page installation process flow

Bootable CD-ROM
To ensure adequate testing of single-license product key activation, Microsoft IT also used CDs with individual product keys on a limited basis as a deployment methodology. CDs accounted for 3 percent of client installations. At one stage of beta, Microsoft IT distributed them to all building receptionists who, in turn, distributed them to individuals with offices in the building that requested them.

Boot Disk

For a clean installation, users could choose from a network boot disk or RIS. To install by using a network boot disk, users first selected a supported network interface card and created the boot disk. The following figure shows the simple flow for this process.
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Figure 2: Network boot disk installation process flow

Remote Installation Services

RIS is well suited to perform clean installations on new computers or computers that already have an operating system installed. At Microsoft, users simply pressed the F12 key during system startup to deploy Windows XP to their desktop computers. RIS executes a Windows XP installation routine, which then performs appropriate automatic detection of hardware devices. RIS is used within Microsoft to carry out roughly 2,000 new installations each month. Primary users of RIS are software testers who frequently remove and redeploy network operating systems for testing purposes. 

A typical RIS image contains configuration information that users would otherwise have to apply individually to their computers. An installation from a RIS image allows new desktop computers to connect immediately to the network. It increases installation efficiency. During planning, Microsoft IT assessed the following to determine implementation:

· Should Riprepped images be used?

· Can scripting be integrated for enhanced installation options?

· How should RIS be enabled to work across multiple routers?

· Are all corporate routers updated to support RIS?

RIS was a two-step process that users initiated from the Microsoft IT Windows XP intranet site. 

1. The first step was optional. The File and Settings Transfer Wizard helped individuals to easily transfer personal files and settings from their previous operating system to Windows XP. 

2. Next, employees read a set of instructions that included the details about RIS on the intranet site and preparing for the startup actions. People upgrading through RIS pressed the F12 key, and then they responded to a few setup questions that personalized the installation.

Systems Management Server Version 2.0

Microsoft IT used SMS packaging to deploy Windows XP Professional to targeted qualified computers (based on minimum technical requirements and excluding test computers). In addition, Microsoft IT used SMS package advertisements—which described known issues and pointed users to a Web site for more information—to notify employees of an automated Windows XP installation to their desktop computers. Advertisements were sent in three phases. The phased approach enabled Microsoft IT to mitigate the impact to Helpdesk and network traffic. When users received the notification, they had the option to accept, reject, or postpone the installation. Microsoft IT did not mandate installations; it only advertised the program upon user logon. Microsoft IT also used SMS for targeting specific hardware configurations to ensure adequate test coverage of hardware-specific device drivers. This was a powerful tool during the piloting of Windows XP.

Microsoft IT used SMS packaging to:

· Build the SMS program. The SMS program directed installation from the closest network software distribution server.
· Build the computer collection. A SQL query within the collection restricted deployments to technically qualified computers. Those computers excluded include:
· Computers with insufficient RAM, hard disk space, and processor speed
· Computers running nonqualifying builds of Windows XP
· Build the advertisement. This tied the SMS program, collection, and deployment schedule together.

Application Publishing—Add or Remove Programs in Control Panel

Application Publishing is an easy way to upgrade to Windows XP Professional, but it was limited to large network sites at Microsoft. If the Application Publishing service was available at a user’s location, the user could upgrade by selecting Windows XP in the list of applications in the Add or Remove Programs item in Control Panel. 

In Redmond, dynamic Distributed File System (DFS), which makes files distributed across multiple servers appear to users as if they reside in one place on the network, handled routing. Globally, where DFS was not in place, Microsoft IT used a custom script to do the following:

· Verify that users were local computer administrators, which was required to run the upgrade.

· Verify that 1.2 GB of hard disk space existed for temporary files.

· Cause Add or Remove Programs to run a script.

· Ping regional distribution servers described in .inf files.

· Route users to the closest distribution server based on server mappings in a separate file.

Feature Pilots
Tracking the performance of new features was of particular importance in the beta deployment. For Windows XP, Microsoft IT carefully tracked the use of Windows Messenger, Remote Assistance, IntelliMirror, Internet Connection Firewall, WLAN, and Zero Configuration.
Windows Messenger

Windows XP includes an instant messaging client called Windows Messenger. Besides providing features that many people rely on with the Exchange Instant Messaging Service, including text messaging, file transfer, and basic voice calls, Windows Messenger includes video and enhanced audio support. Most people at Microsoft had been using Instant Messaging and Microsoft MSN® Messenger, or the combination of both, since the introduction of those technologies. To ensure seamless migration from both messaging clients, Microsoft IT created test scenarios for each of the Windows XP installation methods that it was using for the deployment. The difficulty lay in simulating the diverse client configurations used throughout the company. The basic scenarios used were as follows:

· A clean installation of Windows XP from the Microsoft IT Web site to ensure that the Windows Messenger client could be used against in-place Exchange Instant Messaging servers.

· An upgrade from Windows 2000 where the Instant Messaging client (version 3.5) was already installed, configured, and working.

· An upgraded operating system where no Instant Messaging client had been installed.

Previous Instant Messaging configurations were migrated without problem. New Windows Messenger client installations moved forward in the same manner. 

Microsoft IT published instructions on how to initiate video and audio calls, including screen shots, on its Web site. The Web site also noted how to purchase new, Helpdesk-supported audio and video peripheral devices. 

Remote Assistance

Microsoft IT began piloting Remote Assistance with the Helpdesk because that organization contained a prime set of daily users of Microsoft NetMeeting®, the predecessor to Remote Assistance. Remote Assistance not only made it easier and faster for Helpdesk technicians to resolve desktop issues, but also reduced the frequency of dispatching on-site Helpdesk technicians, which is of the most costly Helpdesk services.

Helpdesk callers can take advantage of Remote Assistance if the following requirements are met:

· The novice user's computer and the expert user's computer must be members of the same domain, or members of trusted domains.

· Both computers must have Windows XP installed.

· If the novice user’s computer is running Windows XP SP2, the user must initiate the Remote Assistance session.

IntelliMirror

The foundation for IntelliMirror is Group Policy, which enables directory-based change and configuration management of Windows 2000–based networks. Administrators use Group Policy to specify policy settings for groups of computers and users.

There are three cases of Windows-based managed desktop computers within the Microsoft network. IntelliMirror was a key feature for supporting these managed computers:

· Receptionists. No Add or Remove Programs capability management through Group Policy.

· Multiple-user conference rooms. Add or Remove Programs capability and assigned application management through Group Policy.

· Virtual Desktop computers (Kiosks). Managed through local policy—no domain membership.  

Microsoft IT continued to expand its services by having users' data follow them by redirecting the My Documents folder to managed servers on the network. As people moved from building to building, they were able to log on to any computer connected to the network and open the same files they used and saved on their office-based computers. Over 25 percent of Microsoft uses My Documents folder redirection. A limited pilot within the services included managing My Documents folder redirection with mobile computers that used Windows EFS. 

Coupling this solution with Microsoft IT–supported Connection Manager helped create a more secure corporate network that supports a remote and mobile workforce.

Internet Connection Firewall

Internet Connection Firewall (called Windows Firewall in Windows XP SP2) monitors connections and traffic that originate from inside the firewall (the user's computer) to use in determining what traffic should be allowed from the external network (the Internet). Traffic originating from the external network is not allowed through the firewall by default. This setting can be changed to suit user needs. Microsoft IT used Group Policy to turn on this feature for the thousands of home-based computers that use the Internet to connect remotely to the Microsoft corporate network through a VPN connection. Additionally, Microsoft has begun using Windows XP–based smart cards on remote computers to enhance remote security.
Wireless LAN
Microsoft IT operates a WLAN that uses 802.11b for the underlying transport, The WLAN relies on 802.1X, a standard that supports port-based network access control, which significantly improves wireless and Ethernet security.
The 802.1X protocol enhances the security of 802.11b by blocking any network activity until a user is successfully authenticated. In the 802.1X solution, client network access is controlled by the access point based on authentication of the user, the computer account, or by the domain—primarily by means of Active Directory. The authentication process is secured through standard Public Key Infrastructure (PKI) protocols available in Windows XP and Windows 2000 Server. Both client users and client computers negotiate authentication against Remote Authentication Dial-In User Service (RADIUS)—or in the case of the internal Microsoft deployment, Internet Authentication Server (IAS), which is the Microsoft implementation of the RADIUS standard. RADIUS or IAS proxies authentication requests to Active Directory and the certification authority.
In an 802.1X-based WLAN, Wired Equivalent Privacy (WEP) keys are dynamic. They are changed with each new connection session, when roaming occurs between access points, or at preset time intervals. The dynamic time interval for WEP keys is necessary because too long an interval gives a potential hacker time to crack the WEP key encryption and gain access to the network, whereas too short an interval requires more frequent 802.1X authentication, placing a heavier load on the RADIUS server and Active Directory. Network administrators should reduce the interval time as much as possible without exposing the network to potential attack. The following diagram shows the infrastructure for the Microsoft WLAN. 
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Figure 3. Microsoft WLAN

Zero Configuration
Windows XP has been designed to connect easily to available wireless networks. Settings for specific networks can be saved and automatically used the next time that the user or device authenticates with an available wireless network. Microsoft IT configured wireless computers to select and authenticate with the corporate WLAN in preference to other available networks. 

Lessons Learned

By thoroughly evaluating and deploying Windows XP at Microsoft, Microsoft IT learned several valuable lessons that can be applied in most other Windows XP deployment plans. Microsoft IT learned many of these lessons during actual deployment and learned some as outcomes of the deployment. Use these as they apply to a given network environment:
· Minimize deployment schedules by using automated tools such as SMS or self-installation methods instead of a legion of roaming technicians that visit every computer. Automated tools are best for environments where desktop computers are heavily managed with Group Policy settings. An accurate computer inventory is valuable during the week prior to deploying through SMS. Verify site health prior to operating system deployment to ensure that environment issues do not affect package distribution.

· Direct LOB application developers to test Windows XP compatibility. By testing, they can identify, understand, and resolve technical issues faster than understanding compatibility reports that other departments create.

· Build and test LOB suites. LOB support teams should be responsible for testing multiple desktop applications configured as they are within the scope of users of the application. This testing allows departments to evaluate performance as it relates to their computing needs. Departments will then be more capable of determining future needs for hardware and IT services. 

· During pilots, test as many possible hardware and software configurations with a diverse set of users. This practice ensures the widest degree of installation success. Pilots should reflect the complete diversity of the computing environment.
· Review Group Policy settings to address feature-related and security-related changes between Windows versions. There are very few compatibility issues between Windows 2000 Professional and Windows XP to prevent an enterprise from running both at the same time until all compatible computers can be upgraded to Windows XP.
· Upgrade all Windows-based users to Windows XP. This will simplify support needs, ensure that all employees are capable of maximal IT services (such as WLAN access), and enhance network security. 

· Script activation process. If using Single License Activation media, script the activation to make the installation process as seamless as desired. 

· Maintain central intranet Web site daily. If upgrades are Web based, make sure that the intranet site is also the clearinghouse for all installation or upgrade information. Users should be able to access all installation or upgrade information (such as step-by-step instructions, prerequisites, help desk information, known issues with any peripherals, FAQ, and contacts) through the intranet site. . 

· Locate software distribution servers near users. If your organization is geographically dispersed, use matching geographically dispersed network software distribution servers. Wide area networking is expensive, and deploying Windows XP from a single, central location can consume a large amount of bandwidth in this scenario. Microsoft repeatedly distributed Windows XP bits to 153 global locations, taking seven days for each repetition during off-peak hours to prevent WAN consumption. Conversely, identify the break point where it is more cost effective to distribute CDs to small regional offices versus installing a network software distribution server (which may not exist prior to Windows XP deployment). 

· Emphasize training for users and help desk technicians. By providing users with guidance on new features and technicians with clear support escalation paths, Microsoft IT prepared for the Windows XP deployment. Formal training was effective for preparing the Helpdesk. Intranet self-help materials, including multimedia presentations, were very effective for the general population. 

· Build Windows Update technology into the long-term desktop management strategy at the start of Windows XP deployment planning. 

· Promote the use of Remote Desktop by way of specific feature promotion and education through online techniques, such as animation and video presentations on Web pages. 

· Build Remote Assistance into the help desk strategy and use it for any desktop support issue where it is useful. Remote Assistance dramatically improves help desk service offerings, and it can be used on more than operating system support incidents to reduce incident durations and miscommunications. 

· Employ Firewall features. Limit the use of Internet Connection Firewall to computers running Windows XP SP1 or earlier that remotely connect to the network through the Internet. With Windows XP SP2, enforce the use of Windows Firewall at all times with Group Policy.

Benefits and Conclusion

With more than 80,000 Windows XP installations completed within the Microsoft corporate network and successful completion of testing more than 200 LOB applications and 50 standard hardware configurations, Microsoft IT management signed off on its portion of the shared goal with the Windows XP development team.

Microsoft IT accomplished the following goals in the Windows XP upgrade.  

Increased Security

Microsoft IT directed mobile and remote users who were running Windows XP SP1 or earlier versions to enable Internet Connection Firewall any time they were connected directly to the Internet. This added a line of protection in situations when malicious viruses were released through the Internet. The WLAN improved the level of security for mobile users. The custom remote access interface in Connection Manager allowed increased management and security for the previously unmanaged population of remote users.

For all users at Microsoft running Windows XP SP2 or later, a Microsoft IT Group Policy setting enables Windows Firewall.

Lower Support Costs

The Helpdesk had planned for a 10 percent increase in setup-related calls for the deployment. Excluding setup-only help requests, the calls per user for Windows XP support were smaller than the steady-state calls for Windows 2000. 

During telephone support instances, Remote Assistance improved on previous technologies with a simpler interface for allowing remote user connections. That translated to more users allowing Helpdesk technicians to solve problems in a mutually satisfying and efficient manner.

Meanwhile, many Microsoft employees started using Windows Messaging in peer support cases. With such a large technical community, peer support is an everyday way of life at Microsoft. Many people customize their operating system and Windows desktop and use additional peripheral hardware, such as CD burners and multimedia input devices. Windows Messaging made the peer support network that much more effective.

Employees used IntelliMirror to maintain files for safe and simple server-side data storage, including Microsoft IT–managed tape backup. This sort of service empowers users to install software upgrades confidently as often as Microsoft does inside its network without causing extraordinary help desk costs. Other organizations get the same benefit without necessarily testing the system as often. Microsoft employees are also able to locate and install programs faster and with reduced support from Microsoft IT by using IntelliMirror to publish the Windows XP Professional installation to Add or Remove Programs.

Greater Support for Mobile Users 

· Laptop users. The updated wireless functionality in Windows XP set the stage to upgrade the entire Microsoft campus to 802.1X, which enhanced network security and enabled users to make connections to multiple WLANs, such as those in airports and markets. 

· Remote users. Microsoft IT distributed Connection Manager during Windows XP setup with preconfigured VPN and dial-up connection information. Users had a no-mistake method of tunneling to the Microsoft corporate network through the Internet. 

· Users of lobby kiosks. Even users without laptop computers are mobile users of Windows XP. With Remote Desktop in place in every building, employees are able to access their stationary office computers. They can access anything on their Windows XP Professional–based computers from any building lobby, as well as from most employees’ secondary computers running Windows XP.

For More Information

For information about deploying Windows XP SP2, see: http://www.microsoft.com/technet/itsolutions/msit/deploy/winxpsp2tcs.mspx.
To view the Windows XP page on the Microsoft Web site, please visit: http://www.microsoft.com/windowsxp 


For further information about Microsoft IT’s Windows 2000 deployments, see:
Preparing for the Global Deployment of Windows 2000 Technologies: Strategic Pilot Testing at Microsoft
http://www.microsoft.com/technet/prodtechnol/windows2000serv/case/win2kdep.mspx
To review the MOF Executive Overview, please visit: 
http://www.microsoft.com/mof
For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information via the World Wide Web, go to:
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Appendix: Example of Windows XP Support Intranet Help Page
Need help? With Windows XP, Help and Support Center is there when you need it!

To open Help and Support Services, Click Start, and then click Help and Support.
You can have multiple instances of Help and Support Services. For example, if a Helpdesk technician is working with you through Remote Assistance to help resolve your technical problem, you may open a separate instance of Help and Support Services to retrieve information about your computer through My Computer Information.

Support Tools Available

Take advantage of the breadth of support tools available in Windows XP by browsing a list of support tools from the Help and Support Center menu, including System Restore, Remote Assistance, My Computer Information, OEM-specific tools, Windows Update, Accessibility Options, and others.

Incident Submission

· You can work online with a Microsoft support technician through the Help Center. 

· From Help and Support, click Get Support, and then click Get Help from Microsoft.
Remote Assistance
Invite Helpdesk to view your desktop remotely to provide technical support. The Helpdesk technician will then accept the invitation and will chat with you and view your desktop through Remote Assistance. You may also provide the Helpdesk technician with permissions to get full control of your computer for any complex steps that need to be performed. In addition, you have the ability to conduct file transfers with the Helpdesk technician.

To invite someone to help you, click Start, click Help and Support, click Remote Assistance, and then click Invite someone to help you.
To provide permission, click Start, click Control Panel, double-click System, click the Remote tab, and select Allow Remote Assistance. 

If you have tried the Windows XP support features listed previously and require additional technical assistance, see the following resources: 

· See the Windows XP Frequently Asked Questions and Known Issues.

· See the Windows XP Release Notes file.

· Search answers and the latest support solutions in the Helpdesk Knowledge Base.

· View the list of common Windows XP Solution Builder and Knowledge Base articles.

· Contact the Helpdesk or create a Helpdesk service request to get support and to submit bugs.
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5. If upgrading from Windows NT 4.0 or Windows 2000, Windows XP is installed with no user intervention.


If upgrading from Windows 98 or Windows Me, the installation process stops twice; first to ask for the Administrator password and then for the user to enter network credentials to join the computer to the domain.
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