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Abstract

This document can help you implement the Domain Name System (DNS) GlobalNames Zone feature on Microsoft® Windows Server™ 2008. The GlobalNames Zone is a new feature that provides single-label name resolution for large enterprise networks that do not deploy WINS and where using DNS name suffixes to provide single-label name resolution is not practical. 
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Introduction
Summary
Today, numerous Microsoft customers deploy WINS technology and servers in their environment. WINS is an alternative name resolution protocol to DNS. It is an older service that uses NetBIOS over TCP/IP (NetBT). WINS and NetBT do not support IPv6 protocols and both are entering legacy mode for Longhorn. 

To help customers migrate to DNS for all name resolution the DNS Server role in Windows Server 2008 supports a special GlobalNames Zone (GNZ) feature. Some customers in particular require the ability to have the static, global records with single-label names that WINS currently provides. These single-label names typically refer to records for important, well-known and widely-used servers for the company, servers that are already assigned static IP addresses and are currently managed by IT-administrators using WINS. GNZ is designed to enable the resolution of these single-label, static, global names for servers using DNS. 

GNZ is intended to aide retirement of WINS. It is not a replacement for WINS. GNZ is not intended to support the single-label name resolution of records that are dynamically registered in WINS, records which typically are not managed by IT administrators. Support for these dynamically registered records is not scalable, especially for larger customers with multiple domains and/or forests. 

This deployment guide is designed to help customers understand how to deploy the GlobalNames Zone in a variety of scenarios. 

Overview of Name Resolution for a Single-Label Name

By default, DNS clients append suffixes that are obtained from several sources to resolve a single-label name. 

For computers running either Windows® XP or Windows Vista™ the following DNS suffixes order is used:
1. The primary DNS suffix, which is the domain that the client computer is joined to. 
Note: if Group Policy is being used, then this suffix not employed.
2. The Group Policy‑configured DNS Suffix Search List. Further processing using DNS suffixes stops here. 

3. If there is no Group Policy:

a. The connection-specific DNS suffix for each adapter is used.

b. For Vista only, for IPv6 adapters using DHCPv6 servers only, if there is a connection-specific suffix search list configured via DHCPv6 servers for an adapter, the suffixes in the list are appended in order. 

4. If the name cannot be resolved via DNS by using various suffixes, the query fails over to WINS. 

Notes
· Due to the hierarchical nature of DNS, there is no guarantee that a name will be unique across multiple domains and/or forests, although a name will be unique in a given domain.

· There is an upper bound on the query timeout limit of 12 seconds. Regardless of how many suffixes are configured for a DNS client, the query will time out and fall back to WINS resolution (if available) after 12 seconds.
Example
· The company Contoso has an internal Web site which users typically access by typing http://mycontoso in the browser address bar.

· The fully qualified domain name (FQDN) of the Web server is mycontoso.itgroup.corp.contoso.com. 

· Group Policy for all the clients is configured with a DNS suffix search list consisting of the following:

· engineering.corp.contoso.com

· accounting.corp.contoso.com

· itgroup.corp.contoso.com

· corp.contoso.com

How the name is resolved:
1. A user types in http://mycontoso into the browser address bar on a computer that is joined to the engineering.corp.contoso.com domain.
2. The browser calls the GetAddrInfo() function to resolve the name mycontoso.
3. GetAddrInfo() invokes DNS Client to resolve the name.

4. DNS Client sends out the following qualified queries (based on the suffix search list):

a. mycontoso.engineering.corp.contoso.com ( Name Error

b. mycontoso.accounting.corp.contoso.com ( Name Error

c. mycontoso.itgroup.corp.contoso.com ( Success 
Deciding if You Need to Deploy the GlobalNames Zone
If you are retiring WINS or are planning on deploying IPv6-only in your environment, all name resolution will depend on DNS. 

Many customers currently support name resolution for important servers or Web sites by using a single-label name. Such names are already registered in DNS for the domain that they belong to. Sometimes these names are also configured statically and globally in the WINS database.  

Without WINS name resolution, DNS Client is able to resolve single-label names by appending an appropriate list of suffixes to the name, which are then answered by the authoritative DNS Servers.

For a customer with many domains, managing a suffix search list for all clients can be cumbersome, and client query performance is also somewhat lowered when querying a single-label name with the list of domains. For environments that require both many domains and single-label name resolution of corporate server resources, GNZ provides a more scalable solution.

If you cannot configure the DNS client suffix search list for all computers requiring this single-label name functionality, and you also require that single-label names for servers are global and unique, then the GNZ might be suitable. 

Definitions
Below are definitions of some terms which are used throughout the document.
· Server names: Registrations and related records for servers that are typically managed by the IT department in a company. These records are stable, don’t change frequently, and are usually for well-known and widely used corporate servers. 

· Global name: A name which can be resolved using the GlobalNames Zone.

· Peer-to-peer, workstations: In this document when referring to peer-to-peer or workstations, the scenario applies to all computers that are not necessarily well-known or widely used servers. These computers are not managed by an IT administrator. In the context of global, single-label name resolution, peer-to-peer scenarios pertain to non‑IT managed computers resolving another unique, non‑IT managed computer using only a single-label name.

· Single forest: A forest is the highest-level container for objects in Active Directory Domain Services (AD DS). An organization with this type of deployment chooses to store all the directory objects within the organization in a single forest.

· Multiple forest: More than forest can be used by an organization or set of organizations to share resources and data, and yet maintain administrative autonomy. Typically within a single organization with multiple forests, cross-forest trusts are used to authenticate users and resources between two forests. Multiple-forest scenarios have relatively more administrative overhead. 

How to Use This Deployment Guide

This guide provides general steps for deploying the GlobalNames Zone and then some specific steps which pertain to particular scenarios. 
How GNZ Resolution Works
Example: Resolution of a Global Name

The IT administrators at Jon’s company have decided that they want to retire all WINS servers and stop using NetBT. They want to develop a dual IPv4 and IPv6 environment and use only DNS for name resolution. They also want, however, to continue to be able to ensure that the host names of important servers, such as Web servers, remain unique throughout their multiple domains and multiple forests. 

They decide one of the names they would like to configure in the GlobalNames Zone is legalweb, so that if a user types legalweb in the address bar of a browser, it will be directed to the fully qualified domain name which is configured in the GNZ, and then eventually resolved to an IP address for the correct computer. 

The administrators must check that the authoritative DNS servers for the domains they wish to enable the GNZ functionality for are Windows Server 2008 domain controllers and are either configured with a local copy of the GNZ or can reach a remote server which hosts the GNZ. The steps to do this are detailed in later sections of this document. 

Example: Resolution of a Name that is Not Global
Resolution of names that are not in the GlobalNames Zone is carried out exactly as if there were no GlobalNames Zone configured. 

Jon might type in the following in the browser address bar: //jon-laptop.legal.example.com. A record for jon-laptop  does not exist in the GlobalNames Zone. The DNS server configured for the DNS client running on the laptop is able to get an answer to the query using the A record found in the zone legal.example.com, which it hosts. 

Setup Requirements and Supported Scenarios

The GlobalNames Zone is not a new type of zone, however it is distinguished by its reserved name. The name GlobalNames indicates to the DNS Server service running on Windows Server 2008 that the zone is to be used for single-name resolution. The recommended deployment of GNZ is by using an AD DS‑integrated zone (named GlobalNames) that is distributed globally. The GNZ can hold DNS records to map a single-label name to a fully qualified domain name (FQDN) using a CNAME resource record, for example. The FQDN then allows existing DNS logic to be used to resolve the name to an IP address.

Setup Requirements
Prerequisites
· Follow the recommended practices step by step 

· To get GNZ functionality for a given domain or forest, all authoritative DNS servers must be running Windows Server 2008 (beta 3 or higher). Note that it is not necessary that all domain controllers be running Windows Server 2008, however. Domain controllers that are not also authoritative DNS servers can be running other versions of Windows when the GNZ is deployed. 

· Ensure that there is no previously existing zone named GlobalNames. If there is, you must rename the existing zone. 

· For a multiple-forest GNZ, ensure that the servers not hosting the GNZ are AD DS-integrated and host the _msdcs zone for their forest. The GNZ itself can be stored in a file.
· To get GNZ functionality for a given domain or forest, all DNS servers running Windows Server 2008 which are authoritative for a zone and serve client query requests need to be configured with either a local copy of the GNZ or be able to contact remote DNS servers which host the GNZ. To simplify configuration and management, we recommend that you configure authoritative DNS servers with the copy of the GNZ stored in the local AD. 

· Ensure that the GlobalNames Zone registry setting has been enabled on all DNS servers , including those not hosting the GNZ locally, using dnscmd as follows:
dnscmd <server name>/config /enableglobalnamessupport 1

· Administrators should statically configure names in the GNZ. An appropriate set of records which can be added to the GNZ are records for any IT-managed names that are already statically configured in WINS. If the IT-managed names are available through the GNZ, and if no other single-label names need to be resolved globally across the forest or multiple forests, clients will not fall back to WINS servers. 

· Dynamic updates in the GNZ are not currently supported.

· Because the GNZ will be relatively static, when it is AD DS integrated, it should not produce an excessive amount of network traffic among the domain controller DNS servers hosting the GNZ. 

Things to Avoid
· Do not try to use a zone named GlobalNames on a DNS server running an operating system other than Windows Server 2008 (beta 3 or higher).
· Do not try to store the GNZ as a file-backed zone. This is not very scalable in AD DS environments and is much more costly to manage.

· Do not try to enable dynamic updates for all records (including non-IT managed) in the GNZ. This is not scalable due to duplicate DNS data and increased network and replication traffic. 

Notes

· By default, an authoritative DNS server will use local zone data first to respond to a query, before trying the GNZ to see if the name exists. If there is no relevant data in the GNZ and resolution using suffixes fails, resolution will fail over to WINS. Querying local zone data first is a performance optimization. 
Note: it is possible to change this behavior using the DNS command line interface:
DnsCmd <Server> /Config /GlobalNamesQueryOrder <order> 
For order, 0 means GNZ is queried first, and 1 means local first.
· Updates sent to an authoritative DNS server are checked against GNZ data first before being checked against local zone data. This ensures that GNZ names remain unique. 

· No software updates are required for clients to allow them to resolve the names configured in the GNZ. DNS client query logic and configuration does not need to change. Primary DNS suffix, connection-specific suffixes and DNS suffix list continue to work as in the past.
· DNS client registration logic is unaffected unless a computer tries to register a name that is already configured in the GNZ. 

Setup Instructions
Scenarios Summary

The following scenarios are described in this guide:

· Single forest, server names only

· Multiple forest, server names only

Note 

The design descriptions that follow refer to the ‘Single forest, server names only’ scenario by default, but considerations for all other scenarios are included at the end of each section. If a specific scenario is not mentioned, then that design description applies to all scenarios.

A GlobalNames Zone is not automatically created as part of the DNS Server role installation. You must create the zone yourself
Enable the GlobalNames Zone functionality

Using the command line

1. Open a command prompt: 

Click Start, right-click Command Prompt, and then click Run as Administrator.

2. Type the following, and then press Enter:

Dnscmd ServerName /config /Enableglobalnamessupport 1
Create the GlobalNames Zone

Using the Windows Interface
1. Open the DNS console.
2. In the console tree, right-click a DNS server, and then click New Zone to open the New Zone Wizard.

3. Create a new zone and give it the name GlobalNames.
Note This is not case sensitive: globalnames is also supported. 

4. Choose an appropriate storage method and replication scope for the zone

Note We recommend that you store the zone in AD DS and replicate it to all domain controllers that are DNS servers in the Forest. This will create a new AD DS‑integrated zone called GlobalNames which is stored in the forest-wide DNS application partition. 

Using the command line

1. Open a command prompt: 
Click Start, right-click Command Prompt, and then click Run as Administrator.
2. Type the following, and then press Enter:
Dnscmd ServerName /ZoneAdd GlobalNames /DsPrimary /DP /forest
	Value
	Description

	ServerName
	Required. Specifies the DNS host name of the DNS server you are adding the GNZ to. You can also type the IP address of the DNS server. To specify the DNS server on the local computer, you can type a period (.)

	/ZoneAdd GlobalNames
	Required. Adds a zone and gives it the name GlobalNames.

	/Primary|/DsPrimary|/Secondary|/Stub|/DsStub
	Required. Specifies the type of zone. /DsPrimary specifies an Active Directory-integrated primary zone. This is the recommended zone type..

	/DP /forest
	Adds the zone to the forest-wide application directory partition, which replicates to all DNS servers in the forest. 


Single-Forest Deployment
This deployment enables single-label name resolution of well-known and widely used computers, such as corporate servers, via DNS using an AD DS‑integrated GNZ.

Example Deployment
The company Contoso has a single-forest deployment with three separate domains. The FQDN of the forest is corp.contoso.com.

Contoso has an internal web site for all employees that is used to access a variety of web services. The internal web site is usually accessed by employees by typing http://cweb 

The web server belongs to the itgroup child domain and its FQDN is cweb.itgroup.corp.contoso.com.

For All Domains and Client Computers in the Forest
This is recommended for organizations with a single forest and smaller number of domains, to provide single-label name resolution of names configured in the GNZ for all domain-joined client computers in the forest. 

1. Ensure that all authoritative DNS servers in the forest are domain controllers and DNS servers running Windows Server 2008 (beta 3 or higher). 

2. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. Replicate the GNZ to all domain controllers in the forest that are DNS servers. In other words, add the GNZ to the forest-wide DNS application partition. 

3. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:
dnscmd /RecordAdd GlobalNames cweb CNAME cweb.itgroup.corp.contoso.com
For a Single Domain X, for a Multidomain Forest
Important This is not the recommended general deployment practice. This is only recommended for organizations with multiple domains and expert DNS administrators, who wish to deploy the GNZ in a single domain as a pilot program.

Only client computers joined to the domain X enabled with GNZ will be able to resolve single-label names configured in the GNZ. 

1. Ensure that all authoritative DNS servers in the forest are domain controllers running Windows Server 2008. 

2. Ensure that GlobalNames Zone Functionality has been enabled on each DNS server in the forest, as described in the “Enable GlobalNames Zone Functionality” section above.

3. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. Replicate the GNZ to all domain controllers in the domain that are DNS servers. In other words add the GNZ to the domain-wide DNS application partition. 

4. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:

dnscmd /RecordAdd GlobalNames cweb CNAME cweb.itgroup.corp.contoso.com 
Microsoft recommends that when all DNS servers in the forest are running Windows Server 2008, the GNZ is made available forest-wide. This can be done by changing the replication scope of the GNZ to all domain controllers in the forest that are also DNS servers and by putting the zone in the forest-wide DNS application partition. 

For Select Domains X, Y, Z in a Multidomain Forest

Important This is not the recommended general deployment practice. This is only recommended for organizations with multiple domains and expert DNS administrators who wish to deploy the GNZ in a set of selected domains as a pilot program.

Only client computers joined to domains X, Y or Z enabled with GNZ will be able to resolve single-label names configured in the GNZ. 

1. Ensure that all authoritative DNS servers in the forest are domain controllers running Windows Server 2008. 

2. Ensure that GlobalNames Zone Functionality has been enabled on each DNS server in the forest, as described in the “Enable GlobalNames Zone Functionality” section above.

3. Create a custom DNS application partition (A).

4. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. Replicate the GNZ to all domain controllers in the scope of the custom application partition (A). 
5. Enlist all domain controller DNS servers in the forest that are authoritative for domains X, Y and Z, which have been selected to host the GNZ, in the custom application partition (A). 
6. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:

dnscmd /RecordAdd GlobalNames cweb CNAME cweb.itgroup.corp.contoso.com
Multiple-Forest Deployment

This deployment enables single-label name resolution of well-known and widely used computers, such as corporate servers, via DNS using an AD DS‑integrated GNZ for multiple-forest deployments. 

Example Deployment
The company Contoso has two forests, each with three separate domains. The FQDNs of the forests are eng.corp.contoso.com and acct.corp.contoso.com.
Contoso has an internal Web site for all of its employees across all forests that is used to access a variety of web services. The internal Web site is usually accessed by employees by typing http://cweb.

The Web server belongs to the itgroup child domain in the eng.corp.contoso.com forest and its FQDN is cweb.itgroup.eng.corp.contoso.com.
For All Domains and Client Computers in All Forests
This is recommended for large organizations with multiple forests and multiple domains to provide single-label name resolution of names configured in the GNZ for all domain-joined client computers in the forests. Because the GNZ is relatively static, it should not cause excess network traffic among the domain controller DNS servers hosting the GNZ.
1. Ensure that all authoritative DNS servers in the forest are domain controller DNS servers running Windows Server 2008 (beta 3 or higher).
2. Ensure that GlobalNames Zone Functionality has been enabled on each DNS server in the forest, as described in the “Enable GlobalNames Zone Functionality” section above.

3. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. 

4. Replicate the GNZ to all domain controllers in the forest that are DNS servers. In other words, add the GNZ to the forest-wide DNS application partition. 

5. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:

dnscmd /RecordAdd GlobalNames cweb CNAME cweb.itgroup.corp.contoso.com
6. In each of the other forests, to the forest-wide __msdcs zone which should be replicated to all DNS servers in the forest, add SRV resource records pointing to each remote domain controller DNS server that hosts a local copy of the GNZ:
Name Field: “_globalnames._msdcs.FQDN_of_forest(n)” 

Data Field: “[Priority][Weight][Port]FQDN_of_remote_DNS_server_hosting_GNZ”
Priority and weight can be selected as per the standard SRV rules as defined in RFC 2782, or they can be set to the same value (example: priority=10, weight=10) to cause DNS to round-robin between available GNZ servers.

For example:
Name Field: “_globalnames._msdcs.acct.corp.contoso.com” 
Data Field: “10 10 53 LH-SRV01.eng.corp.contoso.com”
Use a Select Set of DNS Servers to Host the GNZ

This configuration provides GNZ functionality for all domains and client computers in all forests, but using only a set of DNS servers that are selected by an administrator to host a local copy of the GNZ. 

This is recommended for large organizations with multiple forests and multiple domains to provide single-label name resolution of names configured in the GNZ for all domain-joined client computers in the forests. 

Using a selected set of DC/DNS Servers to host the GNZ is advised, if minimizing DNS replication traffic amongst servers hosting the GNZ is a key concern.

1. Starting with one forest, ensure that all authoritative DNS servers in the forest are domain controller DNS servers running Windows Server 2008. 

2. Ensure that GlobalNames Zone Functionality has been enabled on each DNS server in the forest, as described in the “Enable GlobalNames Zone Functionality” section above.

3. Create a custom DNS application partition (A).

4. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. Replicate the GNZ to all domain controllers in the scope of the custom application partition (A). 
5. Enlist other domain controller DNS servers in the forest that have been selected to host the GNZ in the custom application partition (A). 
6. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:

dnscmd /RecordAdd GlobalNames cweb CNAME cweb.itgroup.corp.contoso.com
7. In each of the other forests, to the default forest-wide DNS application partition, add SRV resource records pointing to each remote domain controller DNS server that hosts a local copy of the GNZ:

Name Field: “_globalnames._msdcs.FQDN_of_forest(n)” 

Data Field: “[Priority][Weight][Port]FQDN_of_remote_DNS_server_hosting_GNZ”
For example:

Name Field: “_globalnames._msdcs.acct.corp.contoso.com” 

Data Field: “[Priority][Weight][Port]LH-SRV01.eng.corp.contoso.com”
For Select Domains X, Y, Z across Multiple Forests
Important This is not the recommended general deployment practice. This is only recommended for organizations with multiple domains, multiple forests and expert DNS administrators who want to deploy the GNZ in a set of selected domains as a pilot program.

Only client computers joined to domains X, Y or Z enabled with GNZ will be able to resolve single-label names configured in the GNZ.

1. Ensure that all authoritative DNS servers in the forest are domain controller DNS servers running Windows Server 2008
2. Ensure that GlobalNames Zone Functionality has been enabled on each DNS server in the forest, as described in the “Enable GlobalNames Zone Functionality” section above.

3. Start with one forest and create a set of domain controller DNS servers to host the GNZ in a custom application partition (A). 

4. Create a custom DNS application partition (A).

5. On one domain controller DNS server in the forest, create an AD DS‑integrated GNZ, as described in the “Create the GlobalNames Zone” section above. Replicate the GNZ to all domain controllers in the scope of the custom application partition (A). 
6. Enlist other domain controller DNS servers in the forest that have been selected to host the GNZ in the custom application partition (A). 
7. Add a CNAME record for a single-label name pointing to the FQDN of the Web server. For example:

dnscmd /RecordAdd GlobalNames CNAME cweb.itgroup.corp.contoso cweb
8. For all selected domains X, Y, Z, to their individual default domain-wide DNS application partitions, add SRV records pointing to each remote DNS server that hosts a local copy of the GNZ. 

Name Field: “_globalnames._msdcs.FQDN_of_forest(n)” 

Data Field: “[Priority][Weight][Port]FQDN_of_remote_DNS_server_hosting_GNZ”
For example:

Name Field: “_globalnames._msdcs.acct.corp.contoso.com” 

Data Field: “[Priority][Weight][Port]LH-SRV01.eng.corp.contoso.com”
Viewing the Global Zone

The GlobalNames Zone will automatically appear under the list of forward lookup zones when it is hosted locally on a DNS server. You can see this when using the DNS MMC snap-in or using the command line utility Dnscmd.exe.

Testing the Global Zone

To test your GlobalNames Zone, you should be able to get a response by pinging it on the command line, or by typing it into a web browser.
The following examples use the sample scenario described throughout this document.

Using the ping utility to test a Global Zone

1. From any machine on the domain, open up a command prompt, and type:
ping cweb
2. You should receive a response back with the IP address and fully-qualified domain name of cweb.itgroup.corp.contoso.web

Using a web browser to test a Global Zone

1. From any machine on the domain, open up a web browser and type in:
http://cweb
2. You should see the default page for cweb.itgroup.corp.contoso.com load.
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