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Abstract
This document describes Binary Delta Compression (BDC) technology and its use in software update deployment. This implementation of BDC technology developed by Microsoft reduces the download size of software update packages by downloading only the differences between old files and new files.
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Introduction

Microsoft® Express Installation software update packages reduce the download size of software updates by tailoring the download for each individual target computer, while producing exactly the same installation results as conventional packages. Express Installation packages require less network bandwidth and help to reduce deployment costs.

Binary Delta Compression (BDC) helps to reduce the total download size of software update packages for Microsoft Express Installations. Conventional “self-contained” update packages — containing the entirety of all of the new files in compressed form — range from 500 kilobytes (KB) to several megabytes (MB), while service packs can be 100 MB or more; this makes download size a significant issue for customers with slow network connections. Express Installation packages using BDC reduce the size of the download by downloading only the differences (deltas) between existing files on a target computer and the desired new files. The desired new files are then synthesized from the existing files and the downloaded deltas. Once the synthesized file are verified to be correct, installation proceeds just as with self-contained update packages.

Microsoft started deployment of Express Installation packages in 1998 with Windows NT® 4.0 Service Pack 4. All subsequent service packs have been released as Express Installation packages and as self-contained packages. Express Installation packages have been primarily for individual computers with Internet connectivity during installation; self-contained packages have been primarily for corporate deployment and other scenarios where downloading over the Internet is not possible or not desired. Starting in 2003, Microsoft extended Express Installation benefits to critical, security, and other Windows® updates available from the Windows Update Web site at: http://go.microsoft.com/fwlink/?LinkId=18539
While a compression ratio for conventional compression of executable files might be around 3:1, the compression ratio for BDC can be anywhere from 10:1 to 1,000:1 — or even higher — depending on the size of the original file and the number of differences. For example, if the code change is to fix a single buffer-overrun vulnerability, the delta may be as small as a few hundred bytes.

Using Express Installation, a service pack download is usually approximately one-tenth the size of the equivalent self-contained package. This makes it much more convenient for customers with low-bandwidth Internet connectivity to download service packs. For example, the Windows 2000 Service Pack 4 self-contained package is 135 MB, which would be impractical for downloading over a dial-up modem. However, the Express Installation package for this service pack typically downloads only 15 MB for a computer with Service Pack 3 installed. Larger differences between installed and desired service pack levels result in larger Express Installation downloads.
How Binary Delta Compression Works

Binary Delta Compression is a technique for compressing files that differs somewhat from conventional techniques for compressing files. Conventional data compression techniques for file delivery use a compressor that accepts one file as input and produces a single compact version of that file as output. A decompressor performs the inverse function, accepting the compact form as input and reconstructing the original file for output on the destination computer. This process is summarized in the following diagram.

Figure 1: Conventional File Compression and Decompression
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In contrast, for each file to be delivered, BDC takes two files as input: the new file for delivery (Fnew) and a reference file (Fref), which is usually an older version of the new file. The BDC compressor (Delta Creator) determines the differences between the reference file and the new file and creates a compact “delta” file (∆F) as output. On the destination computer, the BDC decompressor (Delta Applicator) takes the existing reference file and the compact delta file as input and creates the new file as output. If the reference file and the new file are very similar, the size of the delta will be very small, generally much smaller than the file that results from simply compressing the new file conventionally. The size of the delta is proportional to the number of differences between the reference file and the new file.

DeltaCreator ( Fref , Fnew )
→
∆F
DeltaApplicator ( Fref , ∆F )
→
Fnew
If the reference file is known to exist on the destination computer, only the compact delta file needs to be transmitted to the destination computer to construct the new file.
The Binary Delta Compression process is illustrated in the following diagram.

Figure 2: Binary Delta Compression and Decompression
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Selecting a Delta to Download

BDC is effective in reducing the download size of software update packages because most software updates contain only small modifications relative to the files that already exist on the destination computer. However, a destination computer might have any one of several previous versions of a new file at the time that the new update is downloaded and installed. For BDC to be effective, the download mechanism must select the appropriate delta to download for each new file based on which reference files are available on the destination computer.

When a BDC Express Installation package is downloaded and run on the destination computer, the package initially contains only the installer files and installation instructions but does not contain the new files to be installed. Express Installer (Update.exe) takes inventory of the available reference files on the destination computer and then selectively downloads the set of delta files necessary to produce the set of new files required for the installation. The set of delta files required is dependent on each destination computer’s configuration, so different destination computers often download different sets of delta files in order to produce the same set of new files for installation.

The sets of delta files for any given software update package are stored in a patch storage file (PSF) that is hosted on a network server. In addition to deltas from any number of older, previously released versions of the new files, the PSF also contains compressed copies of the entire new files. If a given destination computer does not have a reference file that matches any of the deltas necessary to produce one of the new files, a compressed copy of the entire new file is downloaded instead of a delta. This provides a seamless, fault-tolerant mechanism to ensure that all of the new files can be produced on the destination computer regardless of its existing configuration. Because each PSF contains all of the compressed new files and many deltas for each new file, patch storage files are often quite large. However, because each individual installation downloads only the required set of deltas necessary for that destination computer, each installation will download only a small fraction of the entire contents of a patch storage file.

The following scenario illustrates the typical express download sequence for a package designed to update Webcheck.dll file to version 5.2.

1. The Express Installation package is downloaded and run. This package includes installation instructions and information about the new Webcheck.dll file, but does not contain the new Webcheck.dll version 5.2 file itself.

2. Express Installer takes inventory and discovers an existing Webcheck.dll version 4.9 file.

3. Express Installer downloads the Webcheck.dll version 4.9-to-5.2 delta from the PSF and then creates the new Webcheck.dll version 5.2 from the existing Webcheck.dll version 4.9 and the delta.

4. Express Installer verifies the authenticity of the new Webcheck.dll version 5.2 from its cryptographic signature.

5. Installation proceeds in the same manner as if Webcheck.dll version 5.2 was included in the original package, replacing the 4.9 version with the new 5.2 version.

Self-Contained Installation vs. Express Installation

A self-contained package contains both Installer files and new files to be installed within a single self-extracting compressed file. A typical self-contained installation follows this sequence: 
6. Installer (Update.exe) interprets installation instructions (from Update.inf) that define which files should be installed to which locations on the target computer. Installer also interprets rules that describe when file replacements should be dependent on file version checks or hardware compatibility.

7. Installer computes a sequence of file copy operations to be performed from the instructions.

8. Installer archives existing files that will be replaced. This provides the capability to uninstall.

9. Installer copies the new files into place.

In contrast, a typical Express Installation adds some additional steps but is otherwise the same. An Express Installation package contains only Installer files within a single self-extracting compressed file, without the new files to be installed. 
10. Express Installer interprets installation instructions that define which files should be installed.
11. Express Installer computes a sequence of file copy operations to be performed from the instructions. 

The next three steps distinguish Express Installation from self-contained installation:

12. Express Installer determines which new files required for installation are not present.

13. Express Installer takes inventory of existing versions of the files that will be replaced by the new files and determines which deltas — or in some cases whole compressed files — should be downloaded to produce the required new files from the existing files.

14. Express Installer downloads the delta files, creates the new files from the deltas and the existing files in a temporary location, and verifies the authenticity of the created new files. If any new files fail the authenticity check — which happens only rarely — the new files are downloaded as whole compressed files; if the newly downloaded files still fail the authenticity check, the installation is cancelled.

Once all of the required new files are present, the installation proceeds as normal:
15. Express Installer archives existing files that will be replaced. This provides the capability to uninstall.

16. Express Installer copies the new files into place.

Because Express Installation performs an additional download while it is running — unlike a self-contained package — Express Installation requires a network or Internet connection to the server hosting the PSF file while installation is running. This additional requirement makes Express Installation unsuitable for installations where network or Internet connectivity to the PSF server is not available during installation. For example, the Windows Automatic Updates feature may start package installation while a dial-up Internet connection is not available; for this reason, Express Installation is not currently available for deployment via Automatic Updates. Also, some personal firewall software products can be configured to prevent applications such as Express Installer from accessing the Internet; this can prevent Express Installation from completing.

 Summary

Microsoft Express Installation uses Binary Delta Compression (BDC) technology to reduce the download size of software update packages. This implementation of BDC technology can significantly decrease total download and installation time for computers with slower network or Internet connections.
