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Summary
The broader uses of computers and increasing connectivity have sparked a growth in online communication. But while this enables users to communicate and collaborate more effectively, it makes it easier for malicious virus writers to create viruses and worms that spread faster and further.
As part of the Microsoft® Trustworthy Computing initiative, Microsoft is committed to both working with industry partners and taking significant steps to help customers achieve higher levels of security against viruses and worms. These initiatives include:

· Installing and maintaining antivirus solutions
· Improving reliability and performance of antivirus solutions

· Extending protection to new applications
· Communicating antivirus information

This document will discuss the continuing challenges of viruses and the on-going Microsoft and partner initiatives to improve virus protection.
Trustworthy Computing
As organizations increasingly look to the Internet to more effectively connect employees, customers and business partners, the importance of a trustworthy computing platform has never been greater. In January 2002, Bill Gates issued a call to action challenging Microsoft employees to build a computing environment for customers that is as reliable as the electricity that powers our homes and businesses today. The Trustworthy Computing initiative within Microsoft, which addresses a multidimensional set of issues, consists of four pillars: security, privacy, reliability and business integrity.

In terms of security, viruses are a very serious concern for computer users. According to the Information Week report, "Global Information Security 2002," 44 percent of respondents agree that computer viruses, worms, and trojans are the number-one cited security incident. Thirty-one percent of respondents in an Information Security magazine 2002 survey cite malicious code as IT security’s most important problem. 
To meet its commitment to help enable every customer to work, communicate, and transact more securely, Microsoft is focused on enhancing security across its platform and products by delivering solutions that are secure by design—improving architecture and engineering; secure by default—reducing attack surfaces by disabling unnecessary functions; secure in deployment—ongoing protection, detection, defense, recovery, and maintenance through good tools and guidance; and great communications around security.
Current Antivirus Challenges

According to the ICSA Labs "2002 Computer Virus Prevalence Survey," 74 percent of respondents believe the virus problem has gotten worse compared to the previous year. Despite ongoing industry efforts to curb the virus impact, Microsoft and industry partners need to do more to protect organizations and consumers. Some key challenges that face customers today include:

Evolution of Computer Viruses

Computer viruses have existed since the mid-1980s. In order to spread, many of these early viruses harnessed the power of one of the most popular information-sharing technologies of that time: floppy disks. Propagation was accomplished when a user physically transported an infected disk from one computer to another. Since then, advances in information-sharing technology have been closely followed by viruses, worms, or Trojan horses that exploit these advances. Recent worms have harnessed the legitimate power of the Internet to infect computers around the world in a matter of hours—or even minutes. As new and popular architectures, media, and platforms emerge for enhancing communication and sharing information, so will viruses, worms, and Trojan horses, which use these technologies to damage and corrupt systems.

Installing and Maintaining Antivirus Solutions
Antivirus software is a critical component in protecting computers. Installing an effective antivirus solution is the first step, but keeping it up-to-date with the latest virus signatures is just as important. According to a study commissioned by Microsoft, 63 percent of home users do not have an antivirus solution or do not keep their antivirus solution up-to-date. Without updated signatures, antivirus software is ineffective against new viruses.

Improving the Reliability and Performance of Antivirus Solutions

For antivirus solutions to be effective at scanning computer data, they must work closely with the underlying operating system. Many antivirus vendors today individually develop their own file system filter driver to enable on-access scanning functionality. This driver is usually invoked for every file access. A defective driver can be responsible for reliability and performance problems on users’ machines including system failure, data corruption, and performance degradation.

Extending Protection to New Applications
Antivirus solutions need to be aware of the applications and the data repositories they are protecting. As new data repositories are created by new applications or new features of existing applications, the job of combating viruses becomes much more difficult. Application, operating system and antivirus vendors face a common enemy in destructive viruses and should continue to work together to ensure that users are protected on all levels.
Communication of Antivirus Information

Customers need timely and relevant information about the virus threats affecting their computers so they can mitigate the risks and potential damage. Antivirus vendors often post information about the latest virus threats on their individual Web sites. Customers should continuously check these sites to ensure their systems are up to date. Many antivirus vendors also offer their customers the option of subscribing to automatic update service, to get the latest virus definitions, and/or an alert service, to notify them of new virus threats.
Microsoft’s Progress to Date

Although there is no simple answer, Microsoft believes antivirus protection can and must be improved. Microsoft is working toward this goal on multiple fronts with many partners in the industry. The following sections offer some insights into how Microsoft is working with those partners to better protect consumers and businesses from malicious code.

Installing and Maintaining Antivirus Solutions
Antivirus solutions from industry vendors are a central part of the overall Microsoft strategy to help mitigate security risks. Microsoft has partnered with leading antivirus vendors to help mitigate threats on servers, desktop computers, Office applications, email, firewalls, and more. Truly deep defenses require an antivirus solution, and Microsoft strongly encourages computer users to install antivirus solutions on all machines and to be conscientious in keeping their virus signatures up to date. 
For a list of antivirus solutions, please go to this Web site: (http://www.microsoft.com/security/partners/antivirus.asp).

Improving the Reliability and Performance of Antivirus Solutions

Microsoft is continuing to take steps to improve the reliability and security of its platform. The Windows® File System Filter Manager architecture (planned for inclusion in a future release of Windows) is expected to simplify antivirus software development and improve overall system reliability by providing an architecture into which antivirus software providers can plug mini-filter drivers. Simplification of the driver code should make it easier for vendors to write reliable drivers.
Microsoft has worked with a number of antivirus software vendors in the design process for the Windows File System Filter Manager architecture, and has incorporated a great deal of industry feedback into its design and development. In addition, an expected advantage of this new architecture is that it will enable users to install multiple antivirus products on one machine for increased protection.
Extending Protection to New Applications

Microsoft is also improving its software to work better with antivirus solutions. For example, Microsoft Exchange Server 2003 is expected to feature the Exchange Virus Scan API (VSAPI) version 2.5, an enhanced antivirus API designed to give customers added confidence in the security and integrity of their email infrastructures. Specifically, VSAPI 2.5 is enhanced with new capabilities enabling industry partners to develop antivirus solutions that scan email messages at the entry point of customer networks in order to catch malicious content before it reaches the Exchange server. VSAPI 2.5 also makes it possible to prevent infected email from leaving an organization by scanning outgoing mail. Exchange Server 2003 is expected to give customers more confidence in the security of their email infrastructures by reducing the number of infected email messages end users receive and administrators have to manage, mitigating the further virus propagation.

Microsoft Office Word 2003, due to be released later this year, is expected to include technology enhancements that enable third party virus scanners to quickly and effectively scan the Word XML file format. Microsoft worked with antivirus researchers to add flags to the header of documents saved in the native Word XML file format that will enable virus scanning software to more quickly determine if a document contains potentially dangerous embedded objects or macros and remove them, if necessary.

Communication of Antivirus Information

Microsoft recognizes that stemming the tide of viruses requires a multifaceted approach that includes not only technology, but also industry cooperation and collaboration. In May, Microsoft along with key antivirus vendors announced the formation of the Virus Information Alliance (VIA). This new program is designed to help Microsoft customers obtain timely and relevant information about the latest virus threats affecting Microsoft technology.
The alliance should enable Microsoft customers to stay informed about critical malicious code and Internet threats, including a full assessment of the threat based on the collective research results of the VIA, through a Microsoft TechNet Web page (http://www.microsoft.com/technet/security/virus/default.asp).

Microsoft believes this alliance will provide authoritative and timely information to customers on newly discovered viruses, while at the same time referring customers to their preferred participating antivirus vendor for additional details.
Moving Forward

Microsoft is committed to both working with industry partners and taking significant steps to help customers achieve higher levels of security against viruses and worms.
In June, Microsoft announced it has signed a definitive agreement to acquire the intellectual property and technology assets of GeCAD Software Srl., a provider of antivirus technology based in Bucharest, Romania. The Microsoft acquisition of GeCad’s technology is expected to help secure customers by providing antivirus solutions for Microsoft products and services. In addition to developing new solutions, Microsoft will continue to deliver platform enhancements that are designed to help third-party antivirus vendors provide customers with even more comprehensive levels of protection.
The expertise acquired from GeCAD will contribute to Microsoft’s understanding of how systems are attacked, which is expected to result in new security solutions for customers. Microsoft also will continue to invest in technologies, in addition to its own future solutions, which allow Windows to support a wide range of third-party antivirus solutions. 
Details of the Microsoft antivirus solution, including any product plans, pricing, and a timeline for delivery, are not yet available. Microsoft strongly recommends that customers continue to use antivirus solutions from industry partners and keep their virus signatures updated.

Conclusion

The advent of widespread connectivity through the Internet and an array of ubiquitous and powerful mobile devices have changed the face of computing and communications. With the vast benefits of increased connectivity, however, new risks have emerged, risks on a scale that few in the industry anticipated. To address the need for heightened security in our increasingly connected world, Microsoft has made security its top priority. Microsoft will continue to seek guidance from its customers and industry partners and to work with them jointly to deliver on the vision of Trustworthy Computing.
What Customers Should Do Now 
Knowing that good antivirus protections are only part of a secure solution, Microsoft encourages customers to follow the seven steps to help protect personal security, including information about how to assess your risks, use antivirus software, keep software up to date, check security settings, use a firewall, create and use strong passwords, and conduct routine security maintenance.  For more information: (http://www.microsoft.com/security/articles/steps_default.asp).
For More Information 

Microsoft also recommends that customers make use of these antivirus resources:

TechNet Security Resources

· Virus protection strategies: http://www.microsoft.com/technet/security/virus/
· Virus alerts: http://www.microsoft.com/technet/security/virus/alerts/
· Security antivirus information: http://www.microsoft.com/technet/security/virus/virus.asp
Microsoft Security Resources

· Virus relief remedies: http://www.microsoft.com/security/articles/remedies_viruses.asp
· Steps to help protect personal computing security: http://www.microsoft.com/security/articles/steps_default.asp
Microsoft Newsgroups
Learn about security issues from peers and Microsoft Product Support and Services (PSS).
· http://www.microsoft.com/technet/newsgroups/default.asp?url=/technet/newsgroups/NodePages/security.asp
· http://support.microsoft.com/newsgroups/?ICP=GSS3&NewsGroup=microsoft.public.scripting.virus.discussion&SLCID=US&sd=&id=fh;en-us;newsgroups
Microsoft Antivirus Assistance and Partner and Software Solutions

· Microsoft Exchange Server: http://www.microsoft.com/exchange/partners/antivirus.asp
· Microsoft Windows® XP: http://www.microsoft.com/windows/catalog/default.aspx?xslt=category&subid=22&pgn=c06e098b-2041-4aaf-9bd7-382b72a2941a
· Microsoft Office System: http://office.microsoft.com/assistance/9798/virusres.aspx
· Microsoft Internet Security and Acceleration Server (ISA Server): http://www.microsoft.com/isaserver/partners/contentsecurity.asp
Get Free Support

For free assistance and support if your servers are affected by virus or worm outbreaks:

· In the United States and Canada, call 866-PC SAFETY (727-2338).
· In other countries, contact your local Microsoft office
http://support.microsoft.com/common/international.aspx.
Get E-mail Security Alerts

Sign up for free e-mail alerts designed to help you protect your systems from malicious attacks.

· http://www.microsoft.com/security/security_bulletins/decision.asp
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