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Abstract

This guide helps you to plan and carry out a corporate deployment of Windows® Internet Explorer® 7 for Windows XP with SP2. These deployment methods are also applicable for Windows Server® 2003 with SP2. The guide describes the system requirements and deployment methods, as well as the techniques to maintain and support Internet Explorer 7 after deployment.
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Internet Explorer 7 Deployment Guide

The Windows® Internet Explorer® 7 Deployment Guide documents the options and processes involved in deploying Internet Explorer 7 to user's computers that are running Microsoft® Windows XP with SP2 or Windows Server® 2003 with SP1 in a network environment. Internet Explorer 7 brings new features to Windows XP for Internet browsing. These features are also present in the Microsoft Windows Vista® operating system, and Internet Explorer 7 running on Windows XP is almost identical to Internet Explorer 7 in Windows Vista. Where there are differences in settings or features, this guide will detail the differences. There is no discussion of deploying to Windows Vista because Internet Explorer 7 is already a part of Windows Vista.

The Internet Explorer 7 Deployment Guide briefly describes using the Internet Explorer Administration Kit 7 (IEAK 7) to create an installer package for deployment. For complete documentation about the IEAK 7, refer to the IEAK 7 Help. 


To download the IEAK 7, see http://go.microsoft.com/fwlink/?LinkId=68735.


For a complete overview of the features of Internet Explorer 7, refer to the Internet Explorer 7 Feature Overview Guide.

This guide should be used during the planning phase of your Internet Explorer 7 deployment project. The information provides key points of guidance for a deployment project. It is not intended as a step-by-step guide, and not all of the steps described in this guide are necessary for deploying Internet Explorer 7 in every environment.

Some organizations will find that the IEAK 7 covers their needs to customize and configure Internet Explorer 7. Larger organizations that are using software distribution systems such as Microsoft Systems Management Server or Windows Server Update Services may want to distribute the Internet Explorer 7 Setup file to user's computers and then use Group Policy to control the configuration of the browser after deployment of Internet Explorer 7 is complete.

How to deploy Internet Explorer 7

The process of deploying Internet Explorer 7 to your organization's users' computers is organized in this deployment guide as follows:

	Step
	Page

	Plan and customize the deployment
	Part 1: Preparing for Deployment

Preinstallation Planning outlines how to plan for your deployment. 


Understanding Customization and Administration describes how to plan for the Internet Explorer 7 Administration Kit.


Planning the Internet Explorer 7 Deployment details how to plan your deployment processes and strategies.


Working with .INF Files discusses how you can use these text files to customize your component installations. 

	Test the deployment strategy
	Part 1: Preparing for Deployment

Setting Up and Administering a Pilot Program discusses how to prepare your users for Internet Explorer 7 through a training program and describes the testing process for Internet Explorer 7 deployment.

	Deploy Internet Explorer 7
	Part 2: Deploying Internet Explorer 7

Running the Windows Internet Explorer 7 Customization Wizard provides guidance for using the Internet Explorer 7 Administration Kit (IEAK 7) to prepare an installer package for deployment. 


Installing Windows Internet Explorer 7 details the procedures to follow your for Internet Explorer 7 deployment. It focuses on how to effectively use shared folders, CD, Web, and e-mail procedures, and it explains Group Policy deployment methods. 


Using SMS to Install Windows Internet Explorer 7 explores methods for using Microsoft System Management Server (SMS) to deploy Internet Explorer 7.

	Maintain Internet Explorer 7 in your environment
	Part 3: Maintaining and Supporting Internet Explorer 7

Using Automatic Configuration, Automatic Proxy, and Automatic Detection provides an overview of configuration features that make it possible to change many default browser settings globally—without having to change each user's computer.


Managing Browser Settings Through Group Policy describes how to manage Internet Explorer 7 and administer system policies and restrictions in your Active Directory environment by using Group Policy Administrative Templates and the Internet Explorer Maintenance extension.


Managing Browser Settings Through IEAK 7 Profile Manager explores how to use the Internet Explorer Administration Kit 7 (IEAK 7) Profile Manager to create and modify IEAK 7 profiles, which use auto-configuration .ins files to update the browser settings on users' computers.


Keeping Internet Explorer 7 Updated reviews system management, automatic update, and other tools to deploy updated versions of Internet Explorer 7 to your users' computers.


Troubleshooting helps you troubleshoot IEAK 7 packages, Internet Explorer 7 installation, Group Policy settings, and browser features in your corporate environment.


Part 1: Preparing for Deployment

Part 1 of the Internet Explorer 7 Deployment Guide describes how to deploy Windows Internet Explorer 7 to your organization. It includes information about planning for the deployment, customizing the deployment package, testing your deployment strategy, and performing a successful pilot program. 

Preinstallation Planning outlines how to plan for your deployment. 

Understanding Customization and Administration describes how to plan for the Internet Explorer 7 Administration Kit.

Planning the Internet Explorer 7 Deployment details how to plan your deployment processes and strategies.

Working with .INF Files discusses how you can use these text files to customize your component installations. 

Setting Up and Administering a Pilot Program discusses how to prepare your users for Internet Explorer 7 through a training program and describes the testing process for Internet Explorer 7 deployment.

Preinstallation Planning

To install Internet Explorer 7 successfully, you must carefully plan your deployment processes and strategies. This section of the deployment guide contains information about how to evaluate and plan your deployment, including: 

	1. Evaluating users' computers for compatibility with Internet Explorer 7
	System Requirements for Internet Explorer 7

	2. Identifying your deployment method
	Select Your Deployment Method

	3. Planning your test environment
	Planning for a Test Lab


System requirements for Internet Explorer 7

The table below lists the minimum requirements your computer needs to run Internet Explorer 7. Some components may require additional system resources that are not listed.

Internet Explorer 7 will run on Windows XP Service Pack 2 (SP2), Windows XP Professional x64 Edition, and Windows Server 2003 Service Pack 1 (SP1). The memory requirements listed are for Internet Explorer 7. Any computer with the recommended amount of memory for Windows (for example, 128 MB for Windows XP or 256 MB for Windows XP Professional x64 Edition) will meet the memory requirements for Internet Explorer 7.
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Note 

Internet Explorer 7 is included in Windows Vista, so information about Windows Vista is not included in the table.

	Minimum Requirements
	 

	Computer/processor
	Computer with a 233 megahertz (MHz) processor or higher (Pentium processor recommended)

	Operating system
	Windows XP with SP2

Windows XP Professional x64 Edition

Windows Server 2003 SP1

	Memory
	For Internet Explorer 7: 

Windows XP with SP2: 64 MB 

Windows XP Professional x64  Edition: 128 MB 

Windows Server 2003 SP1: 64 MB 

Windows Server 2003 SP1: Itanium-based 64 MB

	Drive
	CD-ROM drive (if installation is from a CD-ROM)

	Display
	Super VGA (800 x 600) or higher-resolution monitor with 256 colors

	Peripherals
	Modem or Internet connection; Microsoft Mouse, Microsoft IntelliMouse, or compatible pointing device


Select your deployment method

Internet Explorer 7 can be deployed using the following methods:


Windows Update


Windows Server Update Services (WSUS)


Microsoft Systems Management Server (SMS)


Network shared folder


CD


Hyperlink from e-mail or Web page 


Active Directory® using Group Policy (using msi installer)
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Note 

Internet Explorer 7 does not provide a Windows Installer (.msi) package to deploy through Group Policy. If you choose to use Group Policy to deploy Internet Explorer 7 you should use your current strategy for packaging executable files into .msi installer files.

The method you select for your organization's deployment will depend on your existing infrastructure, security requirements, and user location. Internet Explorer 7 is primarily distributed by Microsoft through Windows Update, and it is configured to automatically update users' computers. Automatic update requires the users' approval to complete the update. This makes Internet Explorer 7 available to all users who can connect to the Internet. 

To use the Windows Update to distribute Internet Explorer 7 in a managed environment, you can publish Internet Explorer 7 as an approved update through WSUS. 
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Note 

Deploying Internet Explorer 7 through Windows Update, WSUS, a shared folder, a CD, or a hyperlink all require user intervention to configure the installation. Deploying Internet Explorer 7 through SMS or Group Policy can be performed silently, without user intervention.

Planning for a test lab

Your test lab configuration will be determined by the size and complexity of your organization. In the simplest configuration, you should have:


Test computers that represent the computers and operating systems present in your environment. 


Access to internal Web sites and browser-based applications for testing. 

Consider the following when you plan your test lab:


The Internet Explorer Administration Kit 7 recommends that you build installable packages on the destination operating system. If your organization uses 32-bit and 64-bit versions of Windows XP, you will want to build your installable packages on each platform.


Internet Explorer 7 supports only Windows XP, Windows Server 2003, and Windows Vista in 32-bit and 64-bit versions. If you have users' computers with other versions of Windows, you should plan to upgrade or replace them (or plan to exclude those users' computers from the Internet Explorer 7 deployment).


If you plan to distribute Internet Explorer 7 through WSUS, you should have access to a WSUS server for testing.


If you plan to deploy through SMS or other management software, you should have access to management software for testing.

Additional references

For more information about Internet Explorer 7, including necessary hardware requirements, see the Internet Explorer 7 Web site 

(http://go.microsoft.com/fwlink/?linkid=81697).

Understanding Customization and Administration

You can customize Internet Explorer 7 in many ways to accommodate the preferences and needs of your organization and its users. To help you get started, this section explains how you can use the Internet Explorer Administration Kit (IEAK) 7 to customize and administer Internet Explorer 7 installations. Specifically, this section focuses on the ways that corporate administrators can use the IEAK 7. 

Overview: Internet Explorer 7 Administration Kit

IEAK 7 contains programs and tools to help you customize, deploy, and administer Internet Explorer 7 within an organization or for your customers (if you are an Internet service provider or Internet content provider). IEAK 7 can be used in network environments with or without Active Directory.

Preparation tasks include: 


Assess your users' needs.


Analyze your organization's needs.


Develop a deployment plan.


Set up a deployment lab where you can test your deployment strategy. 


Gather the URLs and other information that you will need.


Obtain a digital certificate to sign the custom cabinet (.cab) files that you create with IEAK 7 and the custom programs that you include (if your users will download your custom browser packages over the Internet). These .cab files are used to organize and compress installation files that are copied to your users' computers.


Establish a pilot group to verify your deployment plan.

For more information about preparing for deployment, including developing a deployment plan and setting up a pilot program, see the section titled Planning the Internet Explorer 7 Deployment.

Using IEAK 7 in a corporate environment

As a corporate administrator, you can save time by centrally administering Internet Explorer 7 installations. When you run the Internet Explorer 7 Customization Wizard to create custom browser packages, you can determine:


How Internet Explorer 7 will be installed.


How the browsing software and Internet Explorer 7 components are customized.


What browser and messaging options are available to your users. 

If your organizational needs change after Internet Explorer 7 is installed, you can use the IEAK Profile Manager to update browser settings. Then you can use the automatic configuration feature in Internet Explorer 7 to deploy the updated settings to your users' computers, without leaving your office. 

You can also set policies and restrictions for the browser through Group Policy, including security, messaging, and desktop settings. These policies and restrictions can help you manage your organization's resources and bandwidth. Does your accounting department have different needs than your marketing department? You can create different profiles that contain settings and restrictions tailored to each department.

Customizing Windows Update Setup for Internet Explorer 7

To make the installation easier for your users, you can configure Internet Explorer 7 so that they can install the browser with few or no setup choices. This type of setup, sometimes referred to as a silent install, is often used for setting up Internet Explorer 7 after business hours when employees are not at their desks. You can further control this type of installation by using command-line switches or batch files. Because you are determining setup choices for your users, you can create only one silent install setup option.

If you suppress all user feedback, including error messages and status information, you should make sure that your setup plan includes error handling. If you suppress restarting after installation, you must create a custom program or script to handle restarting and to ensure that Internet Explorer 7 is set up correctly. 

When you install Internet Explorer 7, you might also find it convenient to include components you have written, such as virus-checking programs or scripts. You can install up to 16 additional components in a custom browser package. 

For more information about customizing Windows Update Setup for Internet Explorer 7 and Internet Tools, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

Customizing the browser

You can customize the appearance and behavior of the browsing software. These customizations can help you create a standard corporate desktop that is easier to manage. 

To customize the browser, you can add your organization's name or other text to the title bar. For example, the phrase "Windows Internet Explorer provided by Woodgrove Bank" could appear on your title bar. 

You can preset the following Web pages and links: 


Corporate support page


Users' home pages


Users' search providers


Links on the Favorites menu


Links in the Links folder


Add-on Components page (for optional components)


Default Remote Storage feeds
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Note 

The Tabbed Browsing feature of Internet Explorer 7 makes it possible to offer more than one home page. Internet Explorer 7 also lets you define multiple search engines and determine which search provider will be the default.

For more information about customizing the browser, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

Maintaining Internet Explorer 7

If you need to update browser settings after Internet Explorer 7 is installed, you can use the automatic configuration feature to change these settings globally at any time. First, you must use the IEAK Profile Manager to create an installation (.ins) file and associated .cab files that contain the browser configuration information, and then post these files to your server. 

When you run the Internet Explorer 7 Customization Wizard to create your custom browser packages, you can point your users' browsers to this .ins file and specify how often the browser should check for updated configuration information. Then you can post a new .ins file at any time to automatically update the browser on your users' computers. 

You can also import connection settings, such as proxy servers. After the browser is installed, you can use the IEAK Profile Manager to customize and maintain these connection settings. If your organization uses an automated program, such as a script in a proxy automatic configuration (.pac) file, a Microsoft JScript® (.js) file, or a JavaScript (.jvs) file to control proxy settings, you can also incorporate it into your custom browser package. 

For more information about using automatic configuration and the IEAK Profile Manager, see the following sections in this deployment guide:


Using Automatic Configuration, Automatic Proxy, and Automatic Detection

Keeping Internet Explorer 7 Updated
Setting system policies and restrictions

When users customize their programs, they sometimes create challenges for corporate administrators. Although some changes simply reflect user preferences, other changes might make it difficult for corporate administrators to manage resources, control security, or maintain consistent functionality. 

When you run the Internet Explorer 7 Customization Wizard to create your custom browser packages, you can select browser settings and, if necessary, disable browser features that do not fit your organization's needs. If you are familiar with system policies, you can also import your existing administration (.adm) files. Then after the browser is installed, you can use the IEAK Profile Manager to update and maintain these settings. 

Both the Internet Explorer 7 Customization Wizard and the IEAK Profile Manager have graphical interfaces that enable you to set and clear options. You can lock settings, which prevents users from changing them. As you prepare to create your custom browser packages, consider whether you want to control options on a per-computer or per-user basis. If you have roaming users whose needs differ from other users', you might not want to lock settings on a per-computer basis. 

Customization examples

To accommodate the varying needs of your organization and its users, you might want to consider the following customization options:


Include support for the character sets used by employees who communicate with overseas departments so that they can correctly view Web pages in different languages.


Create a CD-ROM setup for users in a remote country or region so that they do not need to connect to the local area network (LAN) or wide area network (WAN) to download your custom browser packages.


Increase the level of security for employees who will download your custom browser packages from the Internet. You can create specific versions with enhanced security options or use Automatic Configuration to modify their security settings.

Planning the Internet Explorer 7 Deployment

To install Internet Explorer 7 successfully, you must plan your deployment processes and strategies. By understanding how to plan and automate your browser installation, you can reduce the cost of migration and ensure a smooth transition to Internet Explorer 7. This section describes how to plan your deployment. 

Assessing system requirements

The project teams should study the technical documentation for Internet Explorer 7 and identify the system requirements for deployment. Teams can review the following sources of technical information:


This deployment guide


The Internet Explore 7 Readiness Toolkit (http://go.microsoft.com/fwlink/?LinkId=85538)


The Microsoft Windows Technologies Internet Explorer Web site

(http://go.microsoft.com/fwlink/?LinkID=58651)


The MSDN Internet Explorer Developer Center Web site (http://go.microsoft.com/fwlink/?LinkId=81695)


Internet Explorer 7 Help that is included with the product


Internet Explorer 7 Customization Wizard Help, which is included with the Internet Explorer Administration Kit (IEAK) 7

Requirements for IEAK 7 Customization Wizard

IEAK 7 has the following operating system requirements:


Internet Explorer 7 


Windows XP with SP2, Windows Server 2003 with SP1, or Windows Vista. 

If possible, you should install IEAK 7 on the same version of operating system as the destination computers that you are creating the custom package for.

Before you start the Internet Explorer 7 Customization Wizard, check the amount of disk space available on the destination drive where you will build the custom package. The destination drive can be on the same computer that you are running the customization wizard from, but this is not a requirement. However, it is important that the destination folder is secure.

Before you build IEAK 7 packages, make sure that your computer meets the following requirements (in addition to the system requirements for Internet Explorer 7):


Depending on the number of components you download to include in an installation package, you will need up to 100 megabytes (MB) of disk space. 


For every custom package you build, you might need up to an additional 100 MB of disk space. When you build a package for a media type (such as CD-ROMs) it is considered to be a separate package. 

Identifying migration and application compatibility issues

Whether your users currently run Internet Explorer or another browser, planning how to migrate these users to Internet Explorer 7 is critical. Determine in advance whether you need to convert existing files and custom programs. 

It is important to identify and solve migration issues, such as compatibility issues, before you attempt to migrate from your current browser software to Internet Explorer 7. To identify migration issues, test the migration process using your users' actual configurations. Testing enables you to identify solutions, such as the best method for upgrading existing, incompatible systems. 

Use the Internet Explorer Compatibility Evaluator from the Windows Application Compatibility Toolkit 5 to test sites and applications for compatibility issues with Internet Explorer 7. After you identify your migration solutions, document them in your deployment plan. 

For more information about the Windows Application Compatibility Toolkit 5, see the Microsoft TechNet Application Compatibility Web page (http://go.microsoft.com/fwlink/?LinkId=81696). 

For more information about migration issues:


See the Internet Explorer 7 Release Notes included with the browser software.


Visit the Internet Explorer 7 support Web site (http://go.microsoft.com/fwlink/?LinkID=80724).


Contact the manufacturer of the existing software or hardware.

Upgrading from earlier versions of Internet Explorer

Internet Explorer 7 Setup installs over the existing version of Internet Explorer, and it imports proxy settings, Favorites, and cookies from the previous version. However, you may find that reinstalling add-ons may resolve any issues you find during testing. 

For more information about installing Internet Explorer 7, see Part 2: Deploying Internet Explorer 7 in this deployment guide. 

Using previously existing browser add-ons

You can use most existing helper applications with Internet Explorer 7 by including them as custom components when you build your custom browser packages. 

For more information about building custom browser packages, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide. 

Addressing compatibility issues

Because of significant code and feature changes in Internet Explorer 7, some previously existing software might not be compatible with Internet Explorer 7. You can often correct compatibility issues by obtaining upgrades or patches from the software manufacturers or by migrating to other, compatible applications. Internal applications should be evaluated by your organization's developers for compatibility.

In addition, Web pages that were developed for other Web browsers and for proprietary HTML or scripting extensions might not function the same way in Internet Explorer 7. Test your Web pages to identify compatibility issues with Internet Explorer 7. You might need to redesign Web pages that do not function properly. 

You can test browser-based applications and Web sites for compatibility with Internet Explorer 7 by using the Internet Explorer Compatibility Evaluator tool in the Application Compatibility Toolkit 5 (ACT5). 

For more information about the Application Compatibility Toolkit (included with the Solution Accelerator Business Desktop Deployment 2007), see: http://go.microsoft.com/fwlink/?LinkID=49721.

It is also available as a separate download at: http://go.microsoft.com/fwlink/?LinkID=72382. 

For more information about third-party compatibility issues, see the Internet Explorer 7 Release Notes included with the Internet Explorer software.

Using additional deployment tools

When you use the Windows Internet Explorer 7 Customization Wizard to build your custom browser, you might want to use additional tools as part of the deployment process. Consider the following applications and how you can use them to support your deployment of Internet Explorer 7:


Microsoft Systems Management Server. SMS can help you automate a large-scale deployment of Internet Explorer 7 by distributing and installing the browser on your users' computers. This automated installation requires no intervention from you or your users. You can create a deployment package that contains all the Internet Explorer 7 installation files—and a package definition (.sms) file that defines how Internet Explorer 7 is installed on users' computers. Then you can create a job to distribute your package to users' computers. 

For more information about incorporating SMS into your deployment process, see Using SMS to Install Windows Internet Explorer 7 in this deployment guide.


Group Policy. Internet Explorer 7 can be distributed through Group Policy provided you first encapsulate the executable file in an .msi package.


Windows Update. Internet Explorer 7 is provided through Windows Update as a high priority install package. If your users have direct access to Windows Update, this provides an upgrade path. The Internet Explorer 7 Blocker Toolkit enables IT Administrators to disable automatic delivery of Internet Explorer 7 as a high-priority update via Automation Updates and the Windows Update and Microsoft Update sites.  


Windows System Update Services. By using WSUS, you can maintain complete control of which packages are distributed to your users.


Network shared folder. Use IEAK 7 to create an installation package and make it available to users in a network shared folder. Users can install Internet Explorer 7 by accessing the shared folder and running the executable file. You can provide a link to the file in an e-mail message or from a Web page.

Considering user needs

When you are deciding which configuration options to install on your users' computers, consider the following user needs:


Browser security and privacy requirements that your users might have, or that your organization might require


Language versions of the browser that you will need to install for users


Accessibility features needed to accommodate users with difficulties and impairments

Providing user security and privacy in the corporate environment
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Note 

This section describes the security and privacy options of Internet Explorer 7 that are particularly important for administrators who need to protect the information, network, and users within their corporate environment. However, these options might also be valuable for other organizations and users.

Because Web browsers enable users to actively exchange important information and programs through the Internet and the intranet, consider the security requirements needed to protect your users' privacy and the contents of their exchanges. You need to make educated choices about the types of browser security and privacy that you want to implement for your users. 

Internet Explorer 7 supports a wide range of Internet protocols for secure information transfers and financial transactions over the Internet or the intranet. Internet Explorer 7 also provides a variety of features to help users ensure the privacy of their information and the safety of their work environment. 

Users can set their own security and privacy options from within the browser, or you can preconfigure these options as part of your custom browser packages. When you preconfigure these settings, you have the option of locking them down, which prevents users from changing them. 

For more information about preconfiguring security options, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide. For more information on Internet Explorer 7 security, see Internet Explorer 7 Desktop Security Guide. 

You can implement the following options, depending on your users' security and privacy needs:


Microsoft Windows Defender. You can enhance security and privacy protections by using Windows Defender with Internet Explorer 7. Extending protection against malware at the browser level, Windows Defender helps prevent malware from entering the computer through a download (a common way that spyware is distributed and installed silently along with other applications). 


Microsoft Phishing Filter. Developers of phishing and other malicious activities thrive on lack of communication and limited information sharing. The Phishing Filter in Internet Explorer 7 uses an online service that is updated several times an hour. It consolidates the latest industry information about fraudulent Web sites and shares it with Internet Explorer 7 customers to proactively warn and help protect them. The filter is designed around the principle that, to be effective, early warning systems must derive information dynamically and update it frequently.


Privacy preferences. You can define privacy preferences for disclosing your users' personal information to Web sites. These privacy settings are based on the Platform for Privacy Preferences 1.0 (P3P1.0) Specification, which provides a way for you to control how your organization's personal information is used by Web sites that your users visit. When they navigate to Web sites, Internet Explorer determines whether to disclose their personal information, based on your privacy preferences and the site's privacy policy information. Your privacy preferences also determine whether Web sites can store cookies on your users' computers.


Security zones. Internet Explorer 7 security zones enable you to divide the Internet and intranet into four groups of trusted and untrusted areas and to designate the particular safe and unsafe areas that specific Web content belongs to. This Web content can be any item, from an HTML or graphics file to a Microsoft ActiveX® control, a Java applet, or an executable program. 

After establishing zones of trust, you can set browser security levels for each zone. Then based on the zone that a site belongs to, you can control settings for ActiveX controls, downloading and installation, scripting, cookie management, password authentication, cross-frame security, and Microsoft virtual machine (VM) capabilities.


Digital certificates. To verify the identity of individuals and organizations on the Web and to ensure content integrity, Internet Explorer 7 uses industry-standard digital certificates and Microsoft Authenticode® 2.0 technology. Together with security zones, certificates enable you to control user access to online content based on the type, source, and location of the content. For example, you can use security zones in conjunction with certificates to give users full access to Web content on your organization's intranet but limit access to content from restricted Internet sites.


Content ratings. The Internet Explorer 7 Content Advisor enables you to control the types of content that users can access on the Internet. You can adjust the content rating settings to reflect the appropriate content in four areas: language, nudity, sex, and violence. You can also control access by approving or disapproving individual Web sites for user viewing.


Permission-based security for Microsoft virtual machine. Internet Explorer 7 provides permission-based security for Microsoft VM and comprehensive management of the permissions granted to Java applets and libraries. Enhanced administrative options include fine-grained control over the capabilities granted to Java code, such as access to scratch space, local files, and network connections. These options enable you to give an application some additional capabilities without providing unlimited access to every system capability.


Protected mode. Available only to users running Internet Explorer 7 in Windows Vista, Internet Explorer Protected Mode provides additional levels of security and data protection for Windows users. Designed to defend against “elevation of privilege” attacks, Protected Mode provides the safety of a robust Internet browsing experience while helping prevent attackers from taking over the browser and executing code using administrator rights.

Addressing language version needs

You might need to deploy Internet Explorer 7 in more than one language, depending on the diversity of your user community. To do so, create and distribute a separate custom browser package for each language version you want to deploy. When you create additional packages for different language versions, you do not need to re-enter your setup and browser settings. 

For more information about selecting the language for your custom browser package, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide. 

Multilingual support in Internet Explorer 7 is available through two options. Localized versions of Internet Explorer 7 provide complete language support for specific language and locale combinations. These localized versions can be obtained on the download page for Internet Explorer 7 by selecting the appropriate language version from the main download page. Another option available to users who are running the Multilingual User Interface (MUI) Pack for Windows XP is the Windows Internet Explorer 7 MUI Pack.

[image: image8.png]


Note 

To install multilingual support on Windows XP computers running the MUI Pack, you can install the Windows Internet Explorer 7 MUI Pack as an additional component by using the Internet Explorer 7 Customization Wizard in IEAK 7. 

To download the Windows Internet Explorer 7 MUI Pack, see http://go.microsoft.com/fwlink/?LinkId=84592.

Implementing accessibility features

You might need to address the needs of users with the following difficulties and impairments:


Blindness


Low vision


Deafness


Physical impairments that limit their ability to perform manual tasks, such as using a mouse


Cognitive or language impairments


Seizure disorders

Internet Explorer 7 provides many features that benefit users with difficulties and impairments, such as screen readers, customizable layout, and other accessibility aids.

Determining installation media and methods

After you run the Internet Explorer 7 Customization Wizard to build custom browser packages, you can use various methods to distribute them to your users. You can automate installations of Internet Explorer 7 with preselected components and browser settings so that no user action is required, or you can allow users to choose from up to ten installation options. 

You can distribute a customized Internet Explorer 7 package from:


FTP or Web download sites on the Internet or the intranet


Flat network shares (all files in one directory)


CD-ROMs


Single-disk branding (customize existing installations of Internet Explorer 7)


SMS


Group Policy

The following sections discuss some of the factors to consider when you choose your distribution media and methods. 

For more information about selecting your media for distribution, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

Reaching your users

Identify the media that will work best for your users. For example, you might need to distribute your custom browser packages to the following types of users:


Stand-alone users. For stand-alone users who are not connected to the local area network (LAN), you can distribute custom browser packages from the Internet or on CD-ROMs or other removable media.


Remote-access users. If your users access the Internet or intranet through remote-access modems, it can be time consuming for them to download the custom browser package over their modems. Instead of using the Internet or the intranet, you can distribute the custom browser package to these users on CD-ROMs or other removable media.


Local network users. For corporate users who connect to your network, you can distribute custom browser packages from download sites on your intranet.

Assessing network performance and bandwidth issues

When determining your distribution method, consider your network capacity and the performance expectations of your users. If your users access the custom browser packages on the intranet, your distribution methods will affect network performance and the available bandwidth. Installing Internet Explorer 7 over the network places demands on the network response time and connection time. Choose distribution methods that optimize network performance and bandwidth. 

For example, if you distribute custom browser packages over the Internet to users on your intranet, the distribution can cause excessive loads on firewalls and proxy servers. If you distribute custom browser packages from only one download server on a large WAN, the distribution can overload the server and cause traffic issues across the interconnecting routers and bridges of subnets and LANs. You can usually achieve the best network performance by distributing custom browser packages from download servers that are located in multiple domains or subnets of your intranet. 
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Note 

By using the Internet Explorer 7 Customization Wizard, you can specify up to ten download sites that Setup will automatically switch between during installations. This provides optimum download performance and a distributed load across the intranet.

To help alleviate performance and bandwidth impact, you might also want to consider distributing a smaller browser package with a limited number of browser components. For example, users can install a browser-only version, which includes the majority of the components used on the Web, and then install additional components as needed through the Install on Demand feature. 

Developing a deployment plan

To ensure a successful Internet Explorer 7 deployment, develop a written plan. The following four-step process can help you complete your deployment plan:

1.
Get organization-wide input. Collect information from your project teams, staff, and user groups. You might want to conduct surveys or interviews to determine the full scope of your organization's deployment requirements.

2.
Identify and document key topics related to your organization's deployment. Include sections in your deployment plan for the following topics:


Deployment goals


Critical success factors


Installation prerequisites


Deployment tasks, resources, and tools


Task and resource dependencies


Budget for resources needed to meet deployment goals


Task responsibilities and timelines for completion


Significant risks and contingency plans

3.
Test the plan. After you write the plan, test each step thoroughly. Verify all deployment strategies and identify potential issues. Update the plan based on your test results. 
For more information about testing your deployment plan in the lab, see Setting Up and Administering a Pilot Program in this deployment guide.

4.
Review and accept the plan. Finalize the deployment plan before you deploy Internet Explorer 7. All project teams should review and accept the contents of the plan before deployment begins. 

Working with .INF Files

In addition to using the Internet Explorer Administration Kit (IEAK) 7, batch files, command-line switches, and third-party applications to customize Setup, you can create custom setup solutions by using Setup information (.inf) files. The .inf files enable you to use the built-in Microsoft Windows Setup Engine to automate setup tasks such as creating files and folders and providing uninstall functionality for the software components that you install as part of your custom browser packages. This section describes .inf files and discusses how you can use these text files to customize your component installations. 

Customizing installations by using .inf files

IEAK 7 uses .inf files to provide installation instructions that control how custom Internet Explorer 7 packages will run on Windows. 

For instructions for working with .inf files, see: http://go.microsoft.com/fwlink/?LinkId=68856. 

For information about .inf file architecture, see: http://go.microsoft.com/fwlink/?linkid=68866. 

In addition to installation instructions, you can provide instructions for uninstalling components as part of your custom .inf files. In Control Panel, click Add or Remove Programs, and then add a section that removes the files, registry entries, and shortcuts, and then adds your component to the list of programs that can be uninstalled. To add your component to the Add or Remove Programs dialog box, add a new key and values under the following registry keys:

HKLM,SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\app-name,"DisplayName",,"description" 

HKLM,SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\app-name,"UninstallString",,"command-line" 


"description" is the string that is displayed in the Add or Remove Programs list box.


"command-line" is the command that runs when the component is selected from the Add or Remove Programs list box. To run a section in an .inf file, you can use Setupx.dll InstallHinfSection.
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Notes 


Your installation script must copy the .inf file to the Windows\Inf folder when your component is installed. This is the default location that is searched when Setupx.dll InstallHinfSection is called. 


Your uninstall script should remove the Uninstall registry key you created so that your program will no longer show up in the Add or Remove Programs list box after it is uninstalled.

An example file, Uncheck.inf, is included in IEAK 7 in the <systemdrive>:\Program Files\Microsoft IEAK 7\toolkit\inf folder.

For more information about the Internet Component Download service, see: http://go.microsoft.com/fwlink/?LinkId=68867.

Limitations of .inf files

The following limitations apply to .inf files:


You cannot delete a directory.


The RenFiles entry only renames a file in its existing location. You cannot use this entry to move a file to a different location.


The CopyFiles entry only copies files from the source disk to the destination directory. You cannot use this entry to copy a file to another location on your hard disk drive. 

Setting Up and Administering a Pilot Program

Before you deploy Windows Internet Explorer 7 to your users, test your installation of Internet Explorer 7 and Internet Tools in a lab, and then conduct the pilot program with a limited number of participants to refine your deployment configurations and strategies. This process will help you validate your deployment plan and ensure that you are ready for full-scale deployment. 

This section describes how to set up a computer lab to test your deployment process and outlines the steps for conducting a successful pilot program. 
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Important 

Although the processes described in this section assume deployment within a corporate environment, Internet service providers and Internet content providers can follow similar procedures when they administer a pilot program.

Preparing the test plan and checklist

A test plan and checklist provide guides to follow when you test the deployment process in the computer lab. Track the completed tasks on the checklist, and note any issues that don't go smoothly with the process. 

Include the following sets of tasks on your checklist: 

Prepare custom browser packages for deployment


Install and run the Internet Explorer 7 Customization Wizard.


Build custom browser packages that contain the distribution files.


Configure automatic browser configuration and automatic detection process files.


Configure download sites.


Install the distribution files.


Copy distribution files to your distribution media, if necessary.

Deploy custom browser packages to lab computers


Run Setup for Internet Explorer 7 to install the custom browser package on each lab computer.


Install Internet Explorer 7 using each available user option.


Test browser software after you install the custom browser packages.


Run Internet Explorer 7 to test all features.


Run any custom components that you included as part of your custom browser packages to make sure they work properly.


Run other desktop and business applications to make sure they work properly.

Restore lab computers to their original state


Reinstall base operating system image.


Reinstall standard applications.

Testing the deployment process in the lab

To help ensure a smooth deployment of Internet Explorer 7, configure your lab computers to represent your typical user groups. If your user groups are large or have a variety of computing environments or requirements, you might need to prepare multiple labs and conduct tests at several different sites. 

To test the deployment process in the lab, complete the following tasks:


Prepare the lab


Conduct the lab testing

Preparing the lab

Set aside physical space for each computer lab. Acquire a mix of computers that accurately reflects the hardware and software environments of your users' computers. Also set up lab computers to represent existing browser configurations so that you can accurately test the migration process. 

Before you install Internet Explorer 7, complete the following tasks to ensure that your lab computers are functioning properly:


Select a production computer that meets the system requirements for the Internet Explorer 7 Customization Wizard. 

For more information about system requirements for the wizard, see Planning the Internet Explorer 7 Deployment in this deployment guide.


Verify that each lab computer has enough disk space, memory, and processing speed to run Internet Explorer 7. 

For more information about hardware requirements for Internet Explorer 7, see Planning the Internet Explorer 7 Deployment in this deployment guide.


Test basic operating system functions, including starting each computer and connecting it to the server.


Run virus detection, disk scanning, and defragmentation programs on each computer to prevent issues that might occur during testing. Although the computers might appear to be operating properly, software upgrades often uncover or create hardware or software issues because of the way they read and write data to the hard disk drive. Checking the computers before you install Internet Explorer 7 helps you to focus on issues that are related to the deployment.


Make sure that you have the appropriate network connection hardware. If your users have portable computers and they dial-in from remote locations, or you need to use additional servers or mainframe computers for business data, equip the lab computers with an analog phone line and appropriate network access. You might need power supplies and surge protectors, depending on the number of computers you use for testing. Also, research and eliminate potential issues related to overheating or frequency distortion from the lab location.


When the system hardware is ready, verify that the existing network is fully operational.
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Important 

   Make a backup copy of critical data and configuration files in case the installation fails or you need to restore the original configuration. If you want to automate the process of restoring the original configuration, consider using a commercial backup program rather than copying the files manually. 

Make sure that you document the lab setup completely. Maintain a record of changes that you make so that you can duplicate the setup process during the pilot program. 

Conducting the lab testing

To conduct the lab testing, perform all the tasks identified on your checklist. Install Internet Explorer 7 on the lab computers in the same way that you plan to install Internet Explorer 7 on your users' computers. In some cases, this might mean setting up the network installation location on the server and then installing Internet Explorer 7 on the lab computers from the server. 

Automating your installation is an important step in reducing the cost of migration. You can choose to run the installation process from start to finish without user intervention. You can also install Internet Explorer 7 from the server so that you do not need to configure individual computers. Complete any automation work in the lab before you conduct the pilot program. 

When you run the Internet Explorer 7 Customization Wizard, you can predefine a number of options for your users. Before you run your pilot program, make sure that you test the selected Internet Explorer 7 configuration and any changes you make. Depending on how the test installation proceeds, you might want to modify the configuration by adding or removing components or features. If you want to consider several different configurations, you can evaluate them side-by-side in the lab. 

For more information about using the Internet Explorer 7 Customization Wizard to predefine user options, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide. 

After you install Internet Explorer 7 on the lab computers, verify that the software runs correctly and that you can perform basic browser tasks, such as navigating to a Web page or adding a Web page to the Favorites list. After you determine that the basic configuration works as expected, test the optional features and additional components that you installed as part of your custom browser packages. Be certain that you also test internal Web sites and line of business applications that will be accessed with Internet Explorer 7.

During the testing process, maintain a record of all issues. These records will help you design solutions to correct the issues you encountered. Then verify each solution by using the same testing process in the lab. 

Planning the pilot program

After you test the deployment process in the lab, plan your pilot program. This program provides a scaled-down version of the final deployment. The goal of the pilot program is to further test and refine deployment strategies and configurations in everyday use among a limited group of users. 

Project teams assigned to the pilot program can help you determine the best methods for installing your custom browser package configurations. Even though you are only testing the installation process, the pilot program sets a precedent for the final deployment. Therefore, it is important that all participants be completely prepared. 

For more information about assembling project teams and selecting your custom browser package configurations, see Planning the Internet Explorer 7 Deployment in this deployment guide. 

To plan the pilot program, complete the following tasks:


Identify the resources that you need to conduct the pilot program and the tasks that you need to accomplish. Because the pilot program is your rehearsal for the final deployment, the resources and tasks should be similar to those identified in your deployment plan. 


Select appropriate pilot group participants, and prepare them for the pilot program. Select groups that represent the diversity of your computer users. If your organization includes large user groups or groups with various computing environments or requirements, you might need to select several pilot groups. 

Make sure that the people have enough time in their schedules and are willing to participate in the pilot program. Consider asking for volunteers—you should not ask people to participate who might be too busy with other projects and deadlines. 


Create a database to document your progress and record issues that might require further action. By setting up the database before the actual pilot installation begins, you can use the database to track open items and issues and to measure your actual progress against the original objectives documented in your deployment plan. 

Conducting the pilot program

The pilot program helps you identify issues that might impede or delay deployment, and it also helps you determine the resources you will need. A successful pilot program can help your final deployment of Internet Explorer 7 run more smoothly. 

To conduct the pilot program, complete the following tasks:


Prepare the training and support teams


Prepare the pilot groups


Implement the pilot installation

Preparing the training and support teams

Before the pilot installation begins, the people who will be training and supporting the pilot program participants must become skilled users of Internet Explorer 7 and any custom components that you plan to install with your custom browser packages. Give the team members access to the browser software so that they can explore the functions and features, then decide how you want to train the teams. 

Support team members may be part of your existing Help desk, staff members whom you have trained as subject matter experts, or representatives from an external vendor whom you have hired to provide support services to browser users. Some team members might already be proficient with earlier versions of Internet Explorer or third-party browser software, while others might not be skilled in this area. Consider self-paced and instructor-led training options based on the skill levels of your team members and the types of information you want to present. A classroom that allows hands-on practice is recommended when you instruct teams about more complex browser functions. If an external company will instruct your training and support teams, inform their representative about company-specific or job-specific policies or applications for Internet Explorer 7. 

After training, encourage the training and support team members to work with Internet Explorer 7 every day. Continue to provide follow-up information and practice exercises so that they become confident in their knowledge and abilities before you start the pilot program. 

Preparing pilot groups

Inform the pilot groups about the logistics of the pilot program


Explain the benefits of migrating to Internet Explorer 7, and describe the overall plan and process that each group will follow. This helps the pilot groups anticipate and plan for the browser installation. 


Announce the pilot program well in advance of the start date, and follow up your announcement with several reminders. Conduct meetings with the pilot group managers and with all pilot group participants to set their expectations and to answer their questions. Provide a deployment presentation that explains how pilot groups will install Internet Explorer 7. Describe installation options that participants can select, and explain how they can get support for questions or issues. Also, recommend that participants make a backup copy of important files on their computers. 

Conduct Internet Explorer 7 training

Training and support for the pilot program should simulate—on a smaller scale—the user training for the final deployment. If you implement a training Web page on the Internet or intranet, use a memo or e-mail message to broadcast the URL and a description of the training page. Be sure to explain how participants can benefit from visiting your training page.

For more information, encourage participants to visit the Windows Internet Explorer 7 Web site at: http://go.microsoft.com/fwlink/?linkid=81697. 

Implementing the pilot installation

Perform the pilot installation in the same way that you expect to install Internet Explorer 7 during the final deployment. As you conduct the pilot installation, you might need to revise the pilot schedule because certain tasks can take more or less time than expected, or you might need to add or remove some tasks. 

Use the revised pilot schedule to project the final deployment timetable, and then update the deployment plan with the new schedule information. 

To implement the pilot installation, perform the following tasks:


Deploy custom browser packages to pilot groups


Test Internet Explorer performance and capabilities


Monitor and support pilot groups

Deploying custom browser packages to pilot groups

Use the appropriate distribution methods to deploy the custom browser package that you created and tested in the lab. For example, you can send an e-mail message to pilot group participants that directs them to the download site where they can follow instructions to download the custom browser package. If you are using CDs, you can distribute them to the users and provide instructions in an e-mail message about how to install the custom browser package. 

Testing Internet Explorer 7 performance and capabilities

In addition to the project team members who are responsible for conducting the pilot installation, you might want to assign additional team members to measure, observe, and test the installation. By tracking the time per installation, handling issues that arise, and identifying areas for improvement or automation, these individuals can help ensure the success of both the pilot and the final installations. 

After the pilot installation, these team members can test system capabilities (such as remote administration) to make sure that all functions are operating correctly. They should monitor the pilot computers for performance, stability, and functionality and highlight any inconsistencies with the lab configuration. Also, they should document ways to improve the installation, training, and support processes. 

Monitoring and supporting pilot groups

Ensure that the users who are participating in the pilot program have a responsive support team. Support team members should be accessible to assist pilot group participants at all times and should be available to monitor the progress of the pilot program. 

Track the volume of support calls during the pilot program to gauge the effect of deploying Internet Explorer 7 on your support team. Make sure to document all trouble calls and issues, and the resources required to support the pilot groups. Use your experience during the pilot program to plan the support resources you will need for the final deployment. 

Finalizing the deployment plan

The results of the pilot installation provide the basis for developing a final plan for deploying Internet Explorer 7 to your user groups. To finalize your deployment plan, you need to:


Incorporate feedback from pilot program participants.


Determine the time and resource requirements for final deployment.


Update company policies and standards regarding Internet Explorer 7 use.

Incorporating feedback from pilot program participants

Survey the pilot group participants to measure their satisfaction and proficiency with the new installation and to evaluate the level of training and support provided. Test their proficiency by asking them to perform a few common tasks or use several of the Internet Explorer 7 features. 

Obtain feedback from all the pilot program participants—include people who participated in the pilot groups and people on the training and support team, Document the lessons learned during the pilot program. Based on this initial feedback, record changes that will increase the satisfaction level and the effectiveness of the installation process. 

Continue to monitor the pilot installation for a week or more to ensure that everything runs smoothly. Track open issues by using the central database that you created for the pilot installation. Then incorporate the feedback into your deployment, training, and support plans. If the pilot program did not run smoothly or if feedback was negative, conduct additional pilot installations until the process works well. 

Determining the time and resource requirements for final deployment

Using the actual time and resource requirements determined during the pilot program, project teams can estimate the time and resources that will be required for the final deployment. If you need additional resources, identify and acquire them at this time. 

Updating company policies and standards

Before beginning the final deployment, update all company policies regarding the use of browser software and Internet and intranet access by user groups. In addition, update the corporate standards lists for software usage and ensure that all computers are compliant.

Part 2: Deploying Internet Explorer 7

Part 2 of the Internet Explorer 7 Deployment Guide describes the processes that are used to deploy Internet Explorer 7. 

Running the Windows Internet Explorer 7 Customization Wizard provides guidance for using the Internet Explorer 7 Administration Kit (IEAK 7) to prepare an installer package for deployment. 

Installing Windows Internet Explorer 7 details the procedures to follow your for Internet Explorer 7 deployment. It focuses on how to effectively use shared folders, CD, Web, and e-mail procedures, and it explains Group Policy deployment methods. 

Using SMS to Install Windows Internet Explorer 7 explores methods for using Microsoft System Management Server (SMS) to deploy Internet Explorer 7. 

Running the Windows Internet Explorer 7 Customization Wizard

The Internet Explorer 7 Customization Wizard provides step-by-step screens that you can use to create a package that contains a customized version of Internet Explorer 7. 

The wizard options that are available to you for customizing Internet Explorer 7 depend on the role that you specified during Setup: Internet service provider (ISP), Internet content provider (ICP), or Corporate. Depending on your role, you must also accept the appropriate license terms.

After you install the IEAK 7, you can run the Customization Wizard from the Start menu. The first page of the wizard indicates the version you chose. You will see one of the following versions represented: ISP, ICP, or Corporate. 
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Note 

The Internet Explorer 7 Customization Wizard does not work correctly if Internet Explorer 7 is not installed. For more information, see Requirements for IEAK 7 in the IEAK 7 Help.

Feature Selection page

Because the wizard provides a wide range of customization options, some of the wizard pages might not apply to your situation. The wizard includes a Feature Selection page that enables you to select or clear feature check boxes depending on the options that you want to customize. By selecting the individual features, you will not need to view wizard pages that do not apply to your situation. This helps you advance through the wizard more quickly. 
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Note 

If you inadvertently select options on the Feature Selection page that you do not need and a wizard screen appears that does not apply to your situation, simply click Next to proceed to the next page.
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To run the Internet Explorer 7 Customization Wizard

	1.
On the Start menu, point to All Programs (Microsoft Windows XP) or Programs (other versions of Microsoft Windows), point to Microsoft IEAK 7, and then click Internet Explorer Customization Wizard.

2.
Follow the steps in the wizard. 
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Note 

The Customization Wizard provides step-by-step pages that prompt you for the necessary information and files to customize Internet Explorer 7. The wizard displays specific pages based on the version of the IEAK (ISP, ICP, or Corporate) that you installed. 

3.
If you need to return to a page before you finish the wizard, click Back until the page appears. 

4.
After you have completed all of the pages, the Customization Wizard builds your custom browser package.


The wizard presents the following stages:

Stage 1: Gathering information 

Stage 2: Specifying Setup parameters 

Stage 3: Customizing the Setup experience 

Stage 4: Customizing the browser 

Stage 5: Additional customizations

Stage 1: Gathering information

In this stage of the Internet Explorer 7 Customization Wizard, you are prompted for basic information about the type and scope of the custom package that you want to develop for installing and configuring Windows Internet Explorer 7.

This stage contains the following pages:


File locations. Specify a location to save the custom package. Make sure the folder location that you choose is secure.


Platform selection. Specify the operating system and processor architecture that the custom package will be deployed on. This version of the Internet Explorer Administration Kit supports x86-based and x64-based versions of Windows XP with Service Pack 2 (SP2), Windows Server 2003 with Service Pack 1 (SP1), and Windows Vista. You must create a separate package for each operating system.


Language selection. Specify the language for the custom browser. You must create a separate package for each language of Internet Explorer 7 that you want to provide.


Media selection. Select the media format or formats that you want to use to distribute the custom browser. This dialog box is also where you can choose to create a configuration-only package to update browsers that have already been deployed in your organization.


Feature selection. Select the browser features that you want to customize for the package. The features that are offered differ depending on the version of IEAK 7 that you selected during installation (ISP, ICP, or Corporate version).

File locations

On this page of the Internet Explorer 7 Customization Wizard, you can change the folder location for where the custom package is created and the folder location for where Windows Internet Explorer 7 will be downloaded.

	Item
	Details

	Destination folder
	The destination folder is where the custom package will be stored when the Internet Explorer 7 Customization Wizard is finished. You can create the package on your hard disk and move it to an Internet or intranet server, or you can create it on a server. 

Subfolders for each language (localized) version are created in the destination folder that you specify for each operating system and media type. For example, if you specify your destination folder as C:\Inetpub\Wwwroot\Cie\Dist, the English-language version for Windows is then created as C:\Inetpub\Wwwroot\Cie\Dist\Flat\Win32\En\.

If you are creating the package on a Web server that is running from your hard disk drive, use the path to the Web server as the destination. You must have write permission to the destination shared folder.
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Important 

Whatever location you choose, it is critical that it is protected by appropriate access control lists (ACLs). If the location is not protected, the custom package is not tamper resistant.

	Advanced options
	Select this button to customize the location and process for downloading files or to import settings from an existing .ins file.

	Check for latest components through Automatic Version Synchronization
	Select this option to enable the Internet Explorer 7 Customization Wizard to connect to the Internet Explorer 7 downloads site (http://go.microsoft.com/fwlink/?linkid=67690). This site can detect if an updated version of Internet Explorer is available. The wizard compares the version of Internet Explorer on the local computer with the latest version on this site.
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Note 

If you downloaded IEAK 7 from the Internet, you must run the Internet Explorer 7 Customization Wizard with Automatic Version Synchronization at least once, so that the wizard can check for updated versions of the browser.

	Path of .ins file to import settings
	To import settings from an existing .ins file as a starting point for a new IEAK 7 package, enter the path to the .ins file. Importing settings can save time if your new package will have the same or similar settings. You can change any individual settings as you continue through the wizard.

	Component download folder
	Specify a download location for Internet Explorer 7. Automatic Version Synchronization automatically checks this folder to determine whether you have the latest version of Internet Explorer. We recommend that you do not change this folder, so that you can continue to update your version of Internet Explorer. Change this folder only if you plan to retain the version of Internet Explorer that you downloaded the last time you ran the wizard, or if you want to download a new version to a different location.


Platform selection

On this page of the Internet Explorer 7 Customization Wizard, you must choose the operating system and processor architecture for the computers that you want to install the custom package to. 

	Item
	Details

	Target platform
	Select the operating system that you want to use from the list provided by the wizard. 

With IEAK 7, you can customize and install Internet Explorer 7 on computers running x86-based and x64-based versions of Windows XP with SP2, Windows Server 2003 with SP1, and Windows Vista operating systems. 

You must create a separate package for each operating system that you want to support. To retain settings across multiple operating systems, specify the same destination folder for each package. The packages are saved in different subfolders within that destination folder.


Language selection

On this page of the Internet Explorer 7 Customization Wizard, you must choose the language for the IEAK 7 custom package. 

	Item
	Details

	Target language
	Select the language that you want to use from this list. 

You must run the Internet Explorer 7 Customization Wizard once for each language that you plan to support. To retain settings across multiple versions of the package, specify the same destination folder for all versions. The different language versions are saved in separate subfolders within that destination folder.

For example, EN is the abbreviation for English, and DE is the abbreviation for German. If you specify C:\Cie\Build1\ as your destination folder, your customized package containing an English-language version of Internet Explorer will be created in the folder C:\Cie\Build1\Flat\Win32\EN\.

Your customized package containing a German-language version of Internet Explorer will be created in the folder C:\Cie\Build1\Flat\Win32\DE\.


Media selection

On this page of the Internet Explorer 7 Customization Wizard, you must specify which type of media you will use to distribute your custom package. You can select more than one media type, if needed.

	Item
	Details

	CD-ROM (with Autorun program)
	Select this option if you want to distribute your custom package using a CD-ROM. This option groups your custom package into a set of folders and provides support for Autorun, which will appear when your users insert the CD-ROM into their computers. 

The package for this media type will be created with a default name and location of <systemdrive>:\builds\<buildnumber>\CD.

	File
	Select this option if you want to build your package on a local area network, or if you plan to move your package to one. 

The package for this media type will be created with a default name and location of <systemdrive>:\builds\<buildnumber>\FLAT.

	Configuration-only package
	Select this option to customize an existing installation of Internet Explorer 7. This option creates a file and Setup.exe, with a default name and location of <systemdrive>:\builds\<buildnumber>\BrndOnly. 

You can distribute this file on any media format or server. When this file is run, it customizes Internet Explorer 7 features, including sign-up for Internet service providers (ISPs), without installing Internet Explorer 7. 

You cannot include custom components or Connection Manager profiles in a configuration-only package.


Feature selection

On this page of the Internet Explorer 7 Customization Wizard, you can select which parts of Internet Explorer 7 Setup and Sign-up you want to customize. Your selections here determine which remaining wizard screens appear. For example, if you plan to customize only the user interface of Internet Explorer 7, you can clear the other check boxes, so that the Internet Explorer 7 Customization Wizard displays only the Browser Title and Toolbar Customizations page. The items on this page are also limited by the version of IEAK 7 that you installed and the operating system that you are using to build the custom package. 

For more information, see Customization Options for Specific Audiences in the IEAK 7 Help.

	Item
	Details

	Select all
	Click this option to indicate that you are customizing all available features.

	Clear all
	Click this option to indicate that you are not customizing any of the listed features.
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Note 

To progress more quickly through the Internet Explorer 7 Customization Wizard, you can use the configuration of a previously built IEAK package as the baseline configuration for your current package. To do this, return to the File Locations page and click Advanced Options to import an .ins file. As you create the new package, you can change the imported settings.

Stage 2: Specifying Setup parameters

In this stage of the Internet Explorer 7 Customization Wizard, you can download the most up-to-date version of Internet Explorer, identify other components to include in the package, and specify installation defaults.

This stage contains the following pages:


Automatic version synchronization. Specify the location for Internet Explorer 7 and download it. In Internet Explorer 7 and IEAK 7, the browser is a single component instead of a collection of several components.


Add custom components. Specify the details for the components (including custom components or Microsoft components) that you want to include in the custom package with Internet Explorer 7.


Corporate install options. For the Corporate version only, specify settings for the Microsoft Windows Malicious Software Removal Tool, the default browser, uninstallation option, and Internet Explorer updates.

Automatic version synchronization

On this page of the Internet Explorer 7 Customization Wizard, the Setup file for Internet Explorer 7 is downloaded to the folder location on your computer that you specify. The download contains the Full and Express packages in the language that you specified earlier in the Internet Explorer 7 Customization Wizard. Automatic version synchronization runs each time you run the wizard.

There are two types of versioning used by IEAK 7: 


Custom package versioning. Each Internet Explorer 7 package that you create is assigned a version number. This versioning can be enforced so that older versions are not allowed to overwrite newer versions of the same package. 


Internet Explorer versioning. Automatic version synchronization maintains current versions of Internet Explorer 7 in the event of revisions.
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Note 

You may be prompted with a security warning before the Setup file is downloaded. You can safely continue past the prompt.

	Item
	Details

	Version available on your computer
	Version of Internet Explorer 7 that is loaded on the computer where you are running the Internet Explorer 7 Customization Wizard.

	Latest version available on Web
	The most recently released version of the wizard—compares the version of Internet Explorer on the local computer with the latest version on the Internet Explorer 7 downloads site. 

If the version of the browser on your computer matches the most recent version from the download location, you do not need to update your browser.

	Synchronize
	If the version of the browser displayed next to Version available on your computer is older than the most recent version available on Web, you should click Synchronize to update the version on your computer.

	Disk space required
	Amount of space needed to update the browser.

	Disk space available
	Amount of space available on the computer where you are running the Internet Explorer 7 Customization Wizard.


You can also use an older version of the browser for your installation package if you have saved previous versions. 
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To revert to an earlier version of the browser

	1.
Click Cancel to exit the Internet Explorer 7 Customization Wizard.

2.
Restart the wizard.

3.
On the File Locations page in the wizard, click Advanced Options.

4.
In the Advanced Options dialog box, change the Component Download folder to a different location.

5.
Continue through the wizard.


Add custom components

On this page of the Internet Explorer 7 Customization Wizard, you can add up to ten components that your users can install at the same time they install Internet Explorer 7. These components can be compressed cabinet (.cab) files or self-extracting executable (.exe) files. They can be components that you created for your organization or components from Microsoft. 
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Note 

To install multilingual support on Windows XP computers that are running the Multilingual User Interface (MUI) Pack, you can install the Internet Explorer 7 MUI Pack as an additional component during this step in the Customization Wizard. 

To download the Internet Explorer 7 MUI Pack, see http://go.microsoft.com/fwlink/?LinkId=84592. 

The current versions of Microsoft components and software patches may be available from Microsoft Update (http://go.microsoft.com/fwlink/?linkid=284). To include any components from Microsoft Update in your package, you must bundle the associated files into a custom component.

You should sign custom code that is downloaded over the Internet to let your users know that they can trust this code before downloading it to their computers. The default settings in Windows Internet Explorer 7 reject unsigned code. 
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Note 

Certain options on this page of the Internet Explorer 7 Customization Wizard are available for only certain versions of Windows operating systems.

	Item
	Details

	Component
	Type the name of your component.

	Location
	Type the path to your program or click Browse to search for it.

	Command
	If you specify a .cab file, you must also specify a command to extract the file.

	GUID
	A globally unique identifier (GUID) establishes a unique identity for programs, objects, and other items. If your program already has a GUID, type it in this text box. If your program does not have a GUID, one is generated for you.

	Description
	Type up to 511 characters to describe your component.

	Parameter
	Specify command-line options to run with your custom program. For example, you might want to install your program silently so that users do not see prompts during the setup of your program or Internet Explorer 7.

For more information about using options, see 

Command-Line Options and IExpress in the IEAK 7 Help.
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Note 

Tools for creating IExpress scripts are installed with IEAK 7 at: <SystemDrive>:\Program Files\Microsoft IEAK 7\toolkit.

	Uninstall key
	To verify that the component installed correctly, Microsoft Update Setup compares this value to: HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\

CurrentVersion\Uninstall\ApplicationName.

	Version
	Type the serial number that you want to assign to the custom Internet Explorer 7 package you are creating. The correct format for this version number is xxxx,xxxx,xxxx,xxxx. The version is a number and does not include alphabetical characters.

	Add
	Click Add to clear the fields, and then add a new custom component.

	Remove
	Click Remove to delete the current program from your custom package.

	Browse
	Click Browse to find the location of your custom component.

	Verify
	Click Verify to determine whether the program was digitally signed. 

Programs installed over the Internet typically need a digital signature that identifies their source and guarantees that the code has not changed since it was signed. Depending on browser settings, users will be warned before the program is downloaded.

	Install conditions
	Specify when to install components in relation to when you install Internet Explorer 7. To minimize the number of system restarts for your users, you can install the component before or after Internet Explorer 7 is installed or after the required system restart.

	Install before Internet Explorer 7
	Click this option if you need to install a custom component before Internet Explorer 7 is installed (for example, to run a batch file to configure user settings).

	Install after Internet Explorer 7
	Click this option if you want to install one or more Internet Explorer 7 software updates.

	Install after system restarts
	Click this option if your custom component contains system service packs or Microsoft Java Virtual Machine updates.

	Only install if Internet Explorer 7 is installed successfully
	Select this check box if you want to prevent a component from being installed if Internet Explorer 7 is not installed on a user's computer. Use this for any component that requires Internet Explorer 7 to be present for a successful installation (for example, a security update).


Corporate install options

On this page of the Internet Explorer 7 Customization Wizard, you can customize Setup for the Microsoft Windows Malicious Software Removal Tool, the default browser, and browser updates, based on your corporate guidelines.

	Item
	Details

	Install the latest updates for Internet Explorer 7, and download and run the Microsoft Windows Malicious Software Removal Tool (recommended)
	Specify whether to download Internet Explorer 7 updates and whether to download and run the Microsoft Windows Malicious Software Removal Tool as part of the installation. 

[image: image25.png]


Note 

The Microsoft Windows Malicious Software Removal Tool checks computers running Windows XP, Windows Server 2003, or Windows 2000 for infections by specific, prevalent, malicious software, and helps to remove any infection found.

For more about the Microsoft Windows Malicious Software Removal Tool, see http://go.microsoft.com/fwlink/?linkid=68742.

	Allow user to choose
	Select this option to enable your users to pick a default browser.

	Do not set Internet Explorer 7 as the default browser
	Select this option to prevent Internet Explorer 7 from being the default browser.

	Disable saving uninstall information
	Internet Explorer 7 Setup automatically saves information to uninstall the program. Select this check box to disable this feature. You may want to do this to save disk space on your users' computers.


Stage 3: Customizing the Setup experience

In this stage of the Internet Explorer 7 Customization Wizard, you can specify how Setup for the custom package functions for your users.

This stage contains the following pages:


CD Autorun customizations. If you are using a CD to deploy the custom package, use this page to customize the Autorun screen that appears when the CD is first inserted.


More CD options. If you are using a CD to deploy the custom package, use this page to provide the location to release notes and the installation instruction text that will appear in the Autorun screen.


User experience. For the Corporate version only: Specify the level of user interaction during the installation of your custom package.

CD Autorun customizations

On this page of the Internet Explorer 7 Customization Wizard, if you are creating a CD-ROM version of your custom package, you can create an Autorun screen that displays after a user inserts the CD into the drive. As part of this, you can provide custom bitmaps. 

For more information about creating an Autorun screen, see Create Branding and Custom Graphics in the IEAK 7 Help.

	Item
	Details

	Title bar text
	Type the text that you want to appear in the title bar of the Autorun screen.

	Custom background bitmap location
	Specify the location of a bitmap that will appear behind the text in the Autorun screen. Make sure that the background color does not conflict with the text color. The image should be a 256-color bitmap that is 540 x 357 pixels.

	Standard text color
	Select a color for the screen text that is not part of a link.

	Highlight text color
	Select a color for the links text.

	Button style
	Choose a style for the buttons that users will select to install Internet Explorer 7 and to get information.


Standard beveled buttons. These buttons are similar to the buttons that appear in Microsoft software programs. They are gray, rectangular buttons.


3-D bitmap buttons. These buttons look three-dimensional.


Custom bitmap button. You can provide a custom bitmap button. To locate the path for the image, click Browse.


More CD options

On this page of the Internet Explorer 7 Customization Wizard, you can further customize CD installations of Windows Internet Explorer 7 by including:


Release notes with information about the custom package.


A Web page that appears after installation with user instructions.

	Item
	Details

	More information text file
	Specify the name and path for the file that you want users to see after installation. By default, the CD Autorun screen provides a link to this file. If you change the name of this file, you need to update the path in the Autorun screen.

	Use kiosk mode start page
	Select this option for the Internet Explorer 7 start page to appear in kiosk mode after installation. In kiosk mode, the browser window border and toolbar are not displayed.

	Kiosk mode start page HTML file
	Specify the name and path for the .htm file that you want to appear after a user has installed Internet Explorer 7. This page appears in kiosk mode. You should place any graphics associated with this page in the same location as the .htm file.


User experience

On this page of the Internet Explorer 7 Customization Wizard, you can specify the amount of user interaction during Setup for the custom package. This page is available only in the Corporate version of IEAK 7.

	Item
	Details

	Interactive installation
	Choose this option to enable your users to change installation options when they install the custom package. All of the progress dialog boxes and error messages appear during the installation.

	Hands-free installation
	Choose this option if you want to make all the installation decisions for your users, but still keep them informed of the installation progress and errors.

	Completely silent installation
	Choose this option if you want your users to install the customized browser without any dialog boxes or progress indicators appearing on the screen.


Both the hands-free and silent installation options do the following:


Answer prompts that enable Setup to continue.


Accept the Microsoft Software License Terms.


Specify that Internet Explorer 7 is installed and not just downloaded.


Complete the type of installation that you specified for this installation package.


Install Internet Explorer 7 in the default location, unless Internet Explorer is already installed. In that case, the most recent version of the browser is installed in the same location as the previous version.

The hands-free and silent installation modes are not interactive, and users do not have control over the progress of the installation. In a silent installation, if the installation does not finish successfully, users do not see an error message. Consider using this feature for installations that are deployed when the users are not present.

Stage 4: Customizing the browser

In this stage of the Internet Explorer 7 Customization Wizard, you can customize the appearance and behavior of features in Internet Explorer 7. 

This stage contains the following pages:


Browser title and toolbar customizations. Create text for the title bar of the browser and add custom buttons to the toolbar of the browser to launch your own programs.


Search provider customization. Configure the list of search providers that will be listed in the browser for your users.


Important URLs—home page and support page. Add multiple home pages and an internal support page for your users. In Internet Explorer 7, if you have more than one home page, each page will appear on a separate tab.


Favorites, Links, and Feeds. Add or remove URLs for the Favorites, Links, and Feeds features in Internet Explorer 7.


Welcome page. Add a custom welcome page that appears the first time your users open Internet Explorer 7.


User agent string. Add characters to the user agent string to enable companies to track the usage of your customized version of Internet Explorer 7.


Connection Manager customization. For the ISP and Corporate versions only: If you used Connection Manager Administration Kit to customize Connection Manager, specify the location to that custom profile.


Connection settings. For the ISP and Corporate versions only: Import the settings from the Connections tab in Internet Options to use in the custom package.


Automatic configuration. For the Corporate version only: Specify a configuration file and time interval to update your users' browser after deployment.


Proxy settings. For the ISP and Corporate versions only: Specify the address of the proxy servers to use for services.


Security and privacy settings. For the Corporate version only: Import settings from the Security and Privacy tabs in Internet Options and the Ratings tab in Content Advisor. 
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Note 

The availability of some of the options in this stage of the wizard also depends on your license terms. For more information, consult your contract.

Browser title and toolbar customizations

On this page of the Internet Explorer 7 Customization Wizard, you can customize the title bar text and toolbar buttons of Internet Explorer 7. If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

	Item
	Details

	Customize title bars
	Select this check box to enable you to provide custom text.

	Title bar text
	Type the text that you want to display in the custom browser. The text will appear as: Windows Internet Explorer 7 provided by <your title bar text here>.

	Delete existing toolbar buttons, if present
	Select this check box to delete all of the toolbar buttons in the users' browsers (except the standard buttons that are installed with Internet Explorer).
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Note 

This option is available only to corporate administrators. You cannot remove the standard toolbar buttons in Internet Explorer.

	Add
	Click this option to add custom buttons that launch scripts or programs. After adding buttons, you can return to this page of the wizard to edit or remove the buttons. 

For more information about designing custom buttons, see the Toolbar Button Style Guide (http://go.microsoft.com/fwlink/?LinkId=68758).

	Toolbar caption (required)
	Type the text that should appear when users hover over the toolbar button. The recommended maximum length is 10 characters.

	Toolbar action, as script file or executable (required)
	Type the name and location of the script file or executable file that will run when a user selects this button, or click Browse to find a file.

	Toolbar icon (required)
	Type the name and location of the file that represents the button in its active state, or click Browse to find a file. The icon consists of 20 x 20 pixel images for active and inactive states.

	This button should be shown on the toolbar by default
	Select this check box to display the toolbar button in the users' browsers. You should clear this check box if you want to offer a set of custom buttons, but you want your users to be able to choose whether or not to use the new buttons. In this case, the buttons you add will appear in the Customize Toolbars dialog box under Available toolbar buttons. The user can access this dialog box in Internet Explorer 7 by clicking Tools, clicking Toolbars, and then clicking Customize.

	Edit
	In the list of toolbar buttons, select the button that you want to change, and then click Edit.

	Remove
	In the list of toolbar buttons, click the item that you want to delete, and then click Remove. The toolbar button is immediately removed from the list and when you apply the customizations to your users' browsers, the button is not available.
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Note 

Only custom buttons can be removed this way. The default buttons for Internet Explorer 7 cannot be removed.


Search provider customization

On this page of the Internet Explorer 7 Customization Wizard, you can add search providers and set a search provider default for the custom version of Internet Explorer 7. If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

	Item
	Details

	Search providers
	This text box lists any search providers that have been added and also indicates which search provider is set as the default.

	Import
	Select this button to import the list of search providers from the version of Internet Explorer currently on your computer.

	Add
	Select this button to add a search provider, and then provide the display name, URL, default search provider, and search provider guide.

	Display name
	Type the text that you want to appear for the search provider on the Search Options menu in Internet Explorer 7.

	URL
	Type the full URL for the search provider, including the http:// prefix.

	Set default
	To set a search provider as the default, select the provider under Search Providers, and then click Set Default.

	Remove
	To remove a search provider, select the provider under Search Providers, and then click Remove.
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Note 

You cannot remove the Windows Live search that is provided by default in Windows Vista by using this method.

	Search guide URL customization
	Select this check box if you plan to add the search providers to a custom Web page for your users. Then type the URL for the custom Web page in the text box.


Important URLs—home page and support page

On this page of the Internet Explorer 7 Customization Wizard, you can specify the URLs for one or more home pages and an online support page for your customized version of Internet Explorer 7. If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

	Item
	Details

	URL
	The home page appears when the user clicks Home. In Internet Explorer 7, if you specify multiple home pages, each page will be displayed on a separate tab in the browser. If you do not customize this option, Internet Explorer 7 is configured to display http://www.msn.com/ as the home page.

In the URL text box, type the URL to your custom home page.

	Add
	After you have typed a URL for a custom home page, click Add to add that page to the list in the text box.

	Remove
	In the text box, click the home page that you want to delete, and then click Remove.

	Retain previous home page (upgrade)
	Select this check box to enable users (who have an earlier version of Internet Explorer installed on their computers) to keep their home page settings when their browser is upgraded.

	Online support page URL
	To specify the location of a custom support page, select this check box, and then type the URL for the page.
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Note 

In Internet Explorer 7, support information is available from Microsoft when users click Help and then click Online Support. However, you can provide your own support page for your organization and make it available to users. 


Favorites, Links, and Feeds

On this page of the Internet Explorer 7 Customization Wizard, you can customize the Favorites, Links, and Feeds features in Internet Explorer 7 by adding links to sites related to your company or services. If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

Microsoft has provided default items in Favorites, Links, and Feeds. However, you can remove any of these items and add new folders and links as part of the custom package.

	Item
	Details

	Place Favorites and Links at the top of the list in the order specified below
	Select this check box to specify that the items you choose are moved to the top of the users' Favorites lists. When you select this option, the Up and Down buttons become active.

	Delete existing Favorites and Links, if present
	If you are a corporate administrator, you can select this option to delete the items on the users' Favorites and Links lists. We recommend that you use this setting with caution, because it removes the Favorites and Links that your users have set up.

	Only delete the Favorites created by the administrator
	This option becomes active when you select the Delete existing Favorites and Links, if present check box. This option provides more control for the items that you delete by only deleting the items on your users' Favorites and Links lists that you have set up for them.

	Delete existing channels, if present
	If you are a corporate administrator, select this check box to delete existing channels on your users' computers. Channels are available only on computers that have been upgraded from Internet Explorer 4.0 or Windows 98.

	Add URL
	To add a link, click Favorites, Links, or RSS Feeds, or a folder within one of these categories, and then click Add URL. This opens the Details dialog box.

	Name
	Type a name for a link in the Name text box. This can be a friendly name that helps the user recognize what the link refers to.

	URL
	Type the destination of your link in the URL text box.

	Icon
	To specify a 16 x 16 pixel custom icon for this link, type the name and location of the file in the Icon text box, or click Browse to locate the file.

	Add folder
	To add a folder, click Favorites, Links, or RSS Feeds, or a folder within one of these categories, and then click Add Folder. In the Name text box, type a name for the folder.

	Edit
	To edit a link, select the link and then click Edit. Make changes to the name, URL, and icon text as needed.

	Remove
	To delete a link from Favorites, Links, or RSS Feeds, click the link, and then click Remove.

	Test URL
	To test a link, click the link in the list, and then click Test URL. This opens an instance of Internet Explorer 7, which attempts to connect to the Web site with that URL.

	Import
	To import an existing folder of links, click Favorites, Links, or RSS Feeds, and then click Import. In the Browse for folder dialog box, click the folder of the desired links. 

(These links are most likely located in the <SystemDrive>:\Documents and Settings\<user_name>\Favorites folder.)


Welcome page

Internet Explorer 7 displays a first-run page when a user first starts the browser. On this page of the Internet Explorer 7 Customization Wizard, you can disable the default first-run page and specify whether you want to display a custom welcome page after the first-run page. If you do not customize the settings on this page of the wizard, the first time your users open Internet Explorer 7, they will see the default first-run page.

	Item
	Details

	Disable the Internet Explorer 7 first-run page
	Select this check box to prevent your users from seeing the default first-run page in Internet Explorer 7.

	Use a custom welcome page (specify URL below)
	Select this check box if you want to use a custom welcome page, and then type the URL. 


If you select the Disable the Internet Explorer 7 first-run page check box, this welcome page will appear the first time your users open Internet Explorer 7. 


If you clear the Disable the Internet Explorer 7 first-run page check box, your custom welcome page will appear after the default first-run page.


User agent string

Some companies track Web site statistics, such as how many times their content is accessed and what type of Web browsers are being used. You can track the use of your customized version of Internet Explorer 7 by using a user agent string, which is sent in the header of every HTTP request so that a site's Web server can detect what type of browser is being used. 

In this page in the Internet Explorer 7 Customization Wizard, you can customize the user agent string by adding characters to the end of the string. Customizing the user agent string is optional. If you decide to do this, be aware that other companies that track site statistics will see the customized string.
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Note 

For Internet Explorer 7, the value MSIE 7.0 (with a space) is used to identify browser type. The recommended maximum size for the user agent string is 200 characters.

	Item
	Details

	Customize string to be appended to user agent string
	Select this check box to customize the user agent string.

	Custom string value to be appended to user agent string
	The string you type in this text box is appended to the user agent string for the customized browser. You do not need to customize the user agent string unless you want to track the usage of your custom browser.


Connection Manager customization

On this page of the Internet Explorer 7 Customization Wizard, if you have already created a custom profile by using the Connection Manager Administration Kit (CMAK), you can import it into your installation package. 
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Note 

If you do not have a CMAK profile, you can use the Connection Settings and Proxy Settings pages in the Internet Explorer 7 Customization Wizard to configure connections settings manually.

If you use a CMAK profile, make sure that the profile is specific to the operating system that you are creating the package for. CMAK creates a self-extracting executable (*.exe) file that installs on your users' computers. When your users click the custom icon to connect to the Internet, the custom dialer dialog box that you created as part of the CMAK profile appears.

For more information about using CMAK, see http://go.microsoft.com/fwlink/?LinkId=68765.

	Item
	Details

	Use specified custom profile
	Select this check box if you have already created a custom CMAK profile, and then type the name and location of the profile. 

CMAK files include .cmp and .cms files. Service provider customizations are contained in the .cms file.


Connection settings

You can use the Internet Explorer 7 Customization Wizard to preset connection settings for your users' installations of Internet Explorer 7 by importing the connection settings from your computer. 

If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

	Item
	Details

	Do not customize connection settings
	Select this option if you do not want to preset your users' customization settings.

	Import the current connection settings from this computer
	Select this option to use the connection settings from your computer to preset your users' settings. To change any of these settings, click Modify Settings. In the Internet Properties dialog box, click the Connections tab. Edit the settings there.

	Delete existing dial-up connection settings
	If you are a corporate administrator, select this check box to clear the existing settings on your users' computers.


[image: image33.png]


Note 

If you are a corporate administrator, you can use the options on the Additional Settings page in the Internet Explorer 7 Customization Wizard or in IEAK Profile Manager to specify whether users can change their connection settings. You can customize additional connection settings by using the Automatic Configuration page in the wizard.
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To view settings that will be imported

	1.
In Internet Explorer 7, click the Tools menu, click Internet Options, and then click the Connections tab.

2.
On the Connections tab, click Settings to view dial-up settings and click LAN Settings to view network settings.


[image: image35.png]


Note 

If you are planning to use an .ins file to configure your users' settings, the address for automatic configuration is not imported as part of this procedure and must be set manually.

Automatic configuration

On this page of the Internet Explorer 7 Customization Wizard, you can specify URLs to files that will automatically configure Internet Explorer 7 for a group of users or computers. 

You configure options by using Internet settings (.ins) files to set standard proxy settings. You can also specify script files in JScript (.js), JavaScript (.jvs), or proxy auto-configuration (.pac) formats that enable you to configure and maintain advanced proxy settings. When an automatic proxy (auto-proxy) script file is specified, Internet Explorer 7 uses the script to determine dynamically whether to connect directly to a host or to use a proxy server. 

If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager. To use automatic configuration, you must create a profile consisting of an .ins file and any cabinet (.cab) files generated by IEAK Profile Manager. After creating the profile, you store it on a server.

You can configure network servers that are using Domain Name System (DNS) and Dynamic Host Configuration Protocol (DHCP) to automatically detect and configure a browser's settings when the user first starts Internet Explorer 7. 

For more information, see: 


The product documentation for your DNS and DHCP software packages


Enable Automatic Detection and Configuration of Browser Settings in the IEAK 7 Help


Using Automatic Configuration, Automatic Proxy, and Automatic Detection

Appendix C: Auto-Proxy Configuration Script Examples
	Item
	Details

	Automatically detect configuration settings
	Select this option to automatically detect browser settings.

	Enable Automatic Configuration
	If you want to regularly change Internet Explorer 7 settings after the browser is deployed to your users, and you want to do this automatically by providing configuration files, select the Enable Automatic Configuration check box to set the interval for updates and then specify the location for the configuration files.
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Note 

If you specify URLs for automatic configuration (auto-config) and auto-proxy, the auto-proxy URL will be incorporated into the .ins file. The correct form for the URL is http://share/test.ins.

	Automatically configure every <time interval> minutes
	Specify the interval (in minutes) for settings to be applied in your organization. If you enter zero (0) or do not enter a value, automatic configuration happens only when the users' computers are restarted.

	Auto-config URL (.ins file)
	Type the location for the .ins file you that want to use for automatic configuration (auto-config). If you need to change settings later, edit the .ins file directly. The next time your users open the browser (or on a schedule that you specify), the changes take effect on each user's computer.

	Auto-proxy URL (.js, .jvs, or .pac file)
	Type the location for the auto-proxy script.


Proxy settings

On this page of the Internet Explorer 7 Customization Wizard, you can specify which proxy servers your users connect to for services that are included in the custom Internet Explorer 7 package. If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings using IEAK Profile Manager.

Using a proxy server can allow you to limit access to the Internet. You can also restrict the ability of your users to change the proxy settings by using additional settings that are provided in the Internet Explorer 7 Customization Wizard or by using IEAK Profile Manager.

	Item
	Details

	Enable proxy settings
	Select this check box to use proxy servers for any of the listed services.

	Address of proxy
	Type the address of the proxy server that you want to use for a service. You must specify an address when you want to use a proxy server for a service. In most cases, a single proxy is used for all addresses. 

The proxy locations that do not begin with a protocol (such as http:// or ftp://) are assumed to be a CERN-type HTTP proxy. For example, the entry proxy would be treated the same as the entry http://proxy. 

For FTP gateways, the proxy should be listed with the protocol ftp:// in front of the proxy name. For example, you would enter an FTP gateway ftpproxy as ftp://ftpproxy.

	Port
	Type the port number for each service. For the Web, the default is 80.

	Use the same proxy server for all addresses
	Select this check box to use the same proxy server settings for all the listed services.

	Do not use proxy server for addresses beginning with
	If you do not want to use a proxy server for specific addresses, enter the addresses in the text box. A proxy bypass entry can begin with a protocol type such as http://, https://, ftp://, or gopher://. 

If a protocol type is used, the exception entry applies only to requests for that protocol. The protocol value is not case sensitive and this field allows a wildcard character ( * ) to be used in the place of zero or more characters. Use a semicolon to separate entries. For this version of IEAK, this address list is limited to 2064 characters.
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Note 

The gopher:// protocol type is not available for Internet Explorer 7.

	Do not use proxy server for local (intranet) addresses
	Select this check box to bypass proxy servers for all addresses on your intranet.


Security and privacy settings

On this page of the Internet Explorer 7 Customization Wizard, you can:


Manage security zones, privacy settings, and content ratings to help you control the types of content that your users' computers can access on the Internet.


Set the level of privacy regarding cookies for your users. 


Adjust the settings to block content that may be considered offensive or otherwise inappropriate in a corporate setting. 

If you installed the Corporate version of IEAK 7, after you deploy the custom Internet Explorer 7 package, you can update these settings using IEAK Profile Manager.

For more information on security and privacy settings, see Internet Explorer 7 Desktop Security Guide. 

	Item
	Details

	Do not customize security zones and privacy
	Click this option if you do not want to customize these settings for your users. The default security zones and privacy settings vary depending on the version of Windows operating system that you are running.

	Import the current security zones and privacy settings
	Click this option to import the settings from your computer. This opens the Security tab in the Internet Properties dialog box.

If you receive a warning that the settings you are importing do not have Internet Explorer Enhanced Security Configuration enabled, then you should ensure that this is acceptable in your organization. In this case, when you apply the settings from your computer: 


Computers that do have the enhanced security configuration enabled will maintain the enhanced security configuration. 


Computers that do not have the enhanced security configuration enabled will be configured with the settings you are importing. 

If this is appropriate, click Continue, and then click Modify Settings.
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Note 

To view all the security settings, in Control Panel, click Internet Options, and then click the Security tab. See the Internet Explorer 7 product documentation for the rules about each setting.

	Do not customize content ratings
	Click this option if you do not want to customize content ratings. The categories of content ratings that you can use to manage Web browsing in your organization will vary depending on the version of Windows operating system that you are using.

	Import the current content ratings settings
	Click this option to import the settings from your computer. To change the settings that you are importing, click Modify Settings. This opens the Ratings tab in the Content Advisor dialog box.
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Note 

Not all Internet content is rated. If you choose to allow users to view unrated sites, some of those sites could contain inappropriate material.


Stage 5: Additional customizations

In this stage of the Internet Explorer 7 Customization Wizard, depending on the version of IEAK that you installed and the operating system that you are running, you can specify settings for:


Internet sign-up


A root certificate


Access to browser features for the custom Internet Explorer 7 package

[image: image40.png]


Important 

The Internet sign-up option in this stage of the wizard is not available for Windows Vista.

This stage contains the following pages:


Programs. Specify the programs to use for various Internet services such as newsgroups, e-mail, and a calendar. 


Additional settings. Configure settings to further control access to the features of Internet Explorer 7 for the users and computers in your organization as part of the custom package.

IEAK 7 provides other options that are specific to Internet service providers or hardware manufacturers. Those options are documented fully in IEAK 7 Help, but they are not discussed here.

Programs

On this page of the Internet Explorer 7 Customization Wizard, you can specify the default programs that are used for Internet services (such as e-mail and newsgroups) by importing settings from your computer. If you installed the Corporate version of IEAK 7, after you deploy the custom Internet Explorer 7 package, you can update these settings by using IEAK Profile Manager.
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Note 

To use this option, you must build the custom package by using the same operating system as the destination computers where you are installing the package. For example, if your users have computers running Windows XP, you should create the package using a computer running Windows XP.

	Item
	Details

	Do not customize program settings
	Select this option if you do not want to set program associations for your users' computers.

	Import the current program settings
	Select this option to use the program associations from your computer to preset your users' settings. If you want to change any of these settings before they are applied, click Modify Settings. This opens the Programs tab in the Internet Properties dialog box.


Additional settings

On this page of the Internet Explorer 7 Customization Wizard, you can specify settings for your organization (depending on the role that you specified during Setup) for various aspects of your user's computers, including their desktop, operating system, and security settings. 

If you installed the Corporate version of IEAK 7, after you deploy the custom package, you can update these settings by using the additional settings provided in IEAK Profile Manager.
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To specify settings in Additional settings

	1.
Double-click each category to display the options. 

2.
Click the policy or restriction that you want to work with. 

3.
Select or clear the appropriate check boxes.
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Important 

If you do not modify a particular policy setting, the setting will be ignored. However, if you want to explicitly enforce the absence of the setting, you must enable the setting (select the applicable check box), click Back, click Next, and then clear the check box.

You can configure only a subset of these items for users without administrative credentials on computers that are running Windows XP. You should use Group Policy to configure the remaining policies and restrictions for these users. In addition, for computers running Windows Vista, you should use Group Policy instead of the additional settings provided in IEAK 7 to fully manage policies. 

See Managing Browser Settings Through Group Policy.

Available settings

The settings displayed in the Internet Explorer 7 Customization Wizard are contained in administration (.adm) files that come with IEAK 7. They are located in the folders under <systemdrive>:\Program Files\Microsoft IEAK 7\policies. 

The following table briefly describes each of the categories of settings you can specify in the Corporate version of IEAK 7. 

	Node
	Description

	Control management
	Select the approved set of controls for data binding and third-party components. All other controls will be locked down and will not run on users' computers. 
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Note 

These settings do not apply to Windows Vista.

	Custom settings
	Configure a variety of security settings. These include using script to enable paste operations in security zones and settings such as Phishing Filter.

	Corporate settings
	Specify and lock settings for Temporary Internet files, code download, and browsing errors. For example, you can choose the amount of disk space to allocate for Temporary Internet files.

	Corporate restrictions
	Specify and lock Internet Options settings and other browser options, such as Search customization and software updates. These settings can:


Lock features of Internet Explorer that might be unnecessary or undesirable for users.


Prevent modifications to settings that were made during Setup or automatic configuration.
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Note 

These settings do not apply to Windows Vista.

	Internet settings
	Specify a variety of Internet settings for users, including AutoComplete settings, display settings, language settings, auto-proxy caching, advanced settings, URL encoding, and component updates. Most of these settings apply to default values in the Internet Control Panel.


You can also use the wizard to configure the options that you have set up in your personal .adm files. The edits you make are stored as .ins files. The .ins files are used to build the .inf files for your custom package.
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Important 

In IEAK 7, all .adm files (and the .adm parser) are Unicode. This means that with this version of IEAK, you cannot use any custom ANSI-based .adm files that you created previously. If you place ANSI-based .adm files in the <systemdrive>:\Program Files\Microsoft IEAK 7\policies folder with the other .adm files, IEAK Profile Manager will stop responding.

User settings can be stored in a central location and made available to users who log on from various computers. For example, this could be useful for a person who needs low security settings but uses a computer that is typically operated by someone whose security settings are more restrictive.

Customize security settings

In particular, you should understand the impact of the security settings on your users, especially if you have roaming users who share computers. You can customize security settings at three levels:


Control or lock all settings.


Control user settings while allowing profiles to be downloaded for roaming users. You can specify that settings cannot be changed without restricting roaming users. The Windows roaming user feature allows users to download their settings from a server.


Customize initial settings, but allow users to modify them.

Follow these instructions to configure security settings:
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To lock down all security settings

	1.
Double-click Corporate Restrictions, and then click Security Page.

2.
Select the Use ONLY machine settings for security zones check box.
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To restrict a user from changing settings for a zone

	1.
Double-click Corporate Restrictions, and then click Security Page.

2.
Select the Do not allow users to change policies for any security zone check box.
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To restrict a user from adding or deleting sites

	1.
Double-click Corporate Restrictions, and then click Security Page.

2.
Select the Do not allow users to add/delete sites from a security zone check box.
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Important 

The Corporate Restrictions node does not apply to Windows Vista. The settings in this node are for computers running Windows XP and Windows Server 2003 only.

Configure updates of Internet Explorer

You can use the settings in Additional settings to automatically notify your users when a new version of Windows Internet Explorer is available. You can control whether Internet Explorer 7 checks for this updated information, and if it does, how often it checks.

When a new version of Internet Explorer is detected, the user's home page is temporarily replaced by an update notification page. From this page, users can upgrade their browser, add the page to their Favorites list, or cancel the update.

By default, the Internet Explorer 7 page on the Microsoft Updates Web site (http://go.microsoft.com/fwlink/?linkid=284) is used as the update notification page. 

Or you can display a custom Web page instead. For example, you could create a Web page that notifies users of new Internet Explorer 7 releases, new server paths, and company news. Your update notification page enables you to periodically distribute information in .htm format to users. The next time the user starts Internet Explorer 7, the user's default home page is again displayed.

If you decide to create a custom update page for your organization, see the sample file Ieupdate.htm in the <systemdrive>:\Program Files\Microsoft IEAK 7\toolkit folder.
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To configure Internet Explorer updates using Additional settings

	1.
In the left pane, double-click Internet Settings, and then click Advanced settings.

2.
In the right pane under Browsing, select the Automatically check for Internet Explorer updates check box.

3.
In the left pane, click Component Updates.

4.
In the right pane, do the following:

a.
If you do not want to use the default Microsoft Updates page, in the URL to be displayed for updates text box, type a new URL.

b.
Under Update check interval, specify the number of days between intervals to check for updated information.


Installing Windows Internet Explorer 7

After extensive research, planning, testing, and analysis, the final step in the deployment process is rolling out your installation of Windows Internet Explorer 7 to your users. This section describes the steps to follow when you are ready to deploy Internet Explorer 7. 

Signing custom browser package files

Digital signatures identify the source of programs and guarantee that the code has not changed since it was signed. Depending on the operating systems that users are running and how their security levels are set, Internet Explorer 7 might prevent users from or warn them against downloading programs that are not digitally signed. 

Digitally sign the cabinet (.cab) files created by the Internet Explorer 7 Customization Wizard. You can specify a Low security setting for the Local intranet zone, which will allow users to download unsigned files from sites in this zone. Also digitally sign the custom components that you want to distribute with Internet Explorer 7. If you have a digital certificate, the Internet Explorer 7 Customization Wizard can sign these files automatically. 

To digitally sign .cab files and custom components:

1.
Obtain a digital certificate.

2.
When you run the Internet Explorer 7 Customization Wizard, specify your digital certificate information.

Selecting the right version of Internet Explorer 7

Internet Explorer 7 is available for Windows XP, Windows Server 2003, and Windows Vista. The following table lists the operating systems and architectures supported by Internet Explorer 7, along with the Setup file name for each.
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Note 

The file names listed in the table are for the U.S. English versions of Internet Explorer 7. The file names for other language versions will vary slightly.

	Operating system
	Architecture
	File name

	Windows XP with Service Pack 2
	x86
	IE7-WindowsXP-x86-enu.exe

	Windows XP Professional x64 Edition
	x64
	IE7-WindowsServer2003-x64-enu.exe

	Windows Server 2003 with Service Pack 1
	x86
	IE7-WindowsServer2003-x86-enu.exe

	Windows Server 2003
	x64
	IE7-WindowsServer2003-x64-enu.exe

	Itanium-based versions of Windows Server 2003
	ia64
	IE7-WindowsServer2003-ia64-enu.exe


All versions of Internet Explorer 7 can be downloaded from the Windows Internet Explorer 7 Web site at http://go.microsoft.com/fwlink/?LinkId=83412. 

Multi-language support in Internet Explorer 7

Internet Explorer 7 provides multi-language support in two forms:


Localized versions of Internet Explorer 7


Multilingual User Interface (MUI) pack

You should base your decision between the two forms on the type of language support used on your organization's users' computers. In a situation where your users' computers are using a localized version of Windows XP (for example, the Spanish edition), you should choose to deploy the localized Spanish version of Internet Explorer 7. In cases where there are many languages being supported in your organization, and the users' computers are running the Windows XP MUI Pack, you should choose the Internet Explorer 7MUI Pack.
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Note 

To install multilingual support on Windows XP computers running the MUI Pack, you can install the Internet Explorer 7 MUI Pack as an additional component by using the Internet Explorer 7 Customization Wizard in the IEAK 7. Organizations that are using SMS can build an additional package to distribute the MUI Pack executable file. 

Preparing the distribution sources

Depending on the type of deployment you select for your organization, you may need to prepare one or more of the following distribution methods:


Windows Update or Windows Server Update Services (WSUS)


Hyperlink in e-mail or Web page


Shared network folder


CD-ROM


Group Policy
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Note 

If you plan to distribute Internet Explorer 7 through the Group Policy software installation, you must use a Windows Installer package (.msi file). 

Windows Update or Windows Server Update Services

Internet Explorer 7 is published as a download through Windows Update, so in organizations where users receive updates directly from Windows Update, Internet Explorer 7 may already have been downloaded to user's computers. 

To prevent excessive network traffic and to provide greater control over the packages installed on users' computers, larger organizations may elect to use Windows Server Update Services (WSUS). WSUS lets you download a single copy of updates for Microsoft products and cache them on local servers. Users' computers can then be configured to receive updates directly from one or more WSUS servers rather than through Windows Update.
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Approving Internet Explorer 7 in WSUS

	1.
Open your WSUS administration Web site (typically accessed through http://WSUSServerName/WSUSAdmin/), where <WSUServerName> is the name of your WSUS computer.

2.
In the To Do list, select Review synchronization settings.

3.
In Tasks, select Synchronize now to synchronize your WSUS server with Windows Update.

4.
In the navigation bar at the upper right of the page, select Updates to switch to the list of available updates.

5.
In the View pane, in the Contains text box, type Internet Explorer 7 to filter the list of updates. 

6.
Click Apply.

7.
Select Windows Internet Explorer 7 for Windows XP in the list of updates.

8.
In Update Tasks, select Approve for installation.

9.
In the Approval column, click the link for each computer group that you want to configure, and select the approval level.

10.
Click OK to apply the approval.


Using a flat network share

A flat network share is a folder or folder tree that is accessible to network users. It contains the files necessary to install Internet Explorer 7. Installation can be as simple as placing a single version of the installer file in a shared folder, or as complex as creating separate subfolders for multiple architectures and operating system versions. If you work in a multilingual organization, you may want to provide separate folders to hold language versions.
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Note 

This media type is used when you build custom browser packages on a local area network (LAN) or when you plan to distribute your packages from a LAN. You can then direct users to the designated directory on your LAN, and they can run the Setup program directly from that location. 

Using IEAK 7

If you selected Flat media type during Stage 1 of the Internet Explorer 7 Customization Wizard, the wizard places all of the installation files in the \build_directory\Flat folder. 

Manually creating the flat network share

Because Internet Explorer 7 comprises a single executable file for installation, to manually create a flat network share, copy the file into a folder and make that folder available to network users. To support multiple architectures or operating systems, create subfolders for your installation files that are clearly labeled by operating system and architecture. For example, create a folder to hold the 32-bit Windows XP version and another folder to hold the 64-bit Windows Server 2003 version.

Using a CD-ROM

If you selected CD-ROM as the media type during Stage 1 of the Internet Explorer 7 Customization Wizard, the wizard creates a custom browser package that you can distribute to your users on CD-ROMs. You can copy or move the files from the \build_directory\CD folder to a CD-ROM imaging program. If the media imaging program supports drag-and-drop operations, you can drag the CD folder to the CD-ROM imaging software interface. 

For more information about whether your program provides this option, see your imaging software documentation. 

Users can then install Internet Explorer 7 by running Setup from the Autorun splash screen that appears when users open the CD-ROMs. Windows Update Setup for Internet Explorer 7 offers users the choices of installing the custom browser package or viewing more information about the setup process. If users already have the current version of Internet Explorer 7 installed, the Autorun program automatically detects it. 

Troubleshooting the setup process

To troubleshoot Setup:


Review the Internet Explorer 7 Active Setup Log.txt file in the Windows folder. Each installation creates a log file, which collects information about that particular installation. If an Internet Explorer Active Setup Log.txt file already exists, Setup renames the existing log as a .bak file and creates a new log file.


Make sure the download URLs that you specify during Setup are the same as the URLs for the download server.


See Troubleshooting in Part 3 of this deployment guide. This section provides information about commonly reported issues and solution strategies. 

Using SMS to Install Windows Internet Explorer 7

Overview: Automating the deployment of Internet Explorer 7

Using Microsoft Systems Management Server (SMS) to automate your deployment can help eliminate desktop visits and human error by electronically distributing your custom browser package over the network from a central location to users' computers. You can choose the group of users' computers on which you want to automatically install the package and the dates and times when you want the installation to occur. This flexibility can help you avoid network congestion and ensure that the deployment occurs after users have had sufficient time to receive training and prepare for the installation. 

SMS installs the browser software without requiring user interaction, and it can install the software with administrative credentials even if a user without administrative credentials is logged on. Users do not need to log on to servers or computers that are based on Microsoft Windows NT to perform updates. This makes SMS ideal for off-hours distribution or distribution to security-enabled servers. SMS provides status reports so that you know when the software has been successfully installed. 

Preparing to automatically deploy Internet Explorer 7

If your organization is using Automatic Updates, and you want to prevent users from automatically receiving Internet Explorer 7, Microsoft recommends that you follow these precautions:


Download and deploy the Internet Explorer 7 Blocker Toolkit (available from the Microsoft Download Center at http://go.microsoft.com/fwlink/?linkid=65788). The Blocker Toolkit does not expire. It includes a Group Policy template and a script that sets a registry key to prevent Automatic Updates, Windows Update, and Microsoft Update from offering Internet Explorer 7 as a high-priority update. 

For more information, see the Internet Explorer 7 Blocker Toolkit FAQ (http://go.microsoft.com/fwlink/?LinkId=83128).
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Note 

The Blocker Toolkit will not prevent users who are local administrators from manually installing Internet Explorer 7—for example, from external media or the Microsoft Download Center. 


Deploy an update management solution that provides full control over the updates deployed to computers in your network. Microsoft offers two update management products: 


Free: Windows Server Update Services (http://go.microsoft.com/fwlink/?LinkID=71054) 


More advanced: Systems Management Server 2003 (http://go.microsoft.com/fwlink/?LinkId=83127). 


IT administrators who are using an update management solution should use the standard features of their product (rather than the Blocker Toolkit) to control Internet Explorer 7 distribution. 


Prevent users from running as local administrators on their computers. Users who are not local administrators are not offered the updates and can be restricted from manually installing Internet Explorer 7 (or any other application). 

For more information about default security settings, see http://go.microsoft.com/fwlink/?LinkId=83130.

If the previous options are not feasible for your organization, you can instruct your users to select Don’t Install when they are prompted at the Internet Explorer 7 welcome screen. Users do not take special action to receive this notification, and all users have the opportunity to decline the installation.

Step 1: Building a custom browser package for SMS deployment

Use the Internet Explorer 7 Customization Wizard to build the custom browser package that you want to deploy to your users. You can use the wizard to customize the appearance and functionality of the browser, its components, and Windows Update Setup for Internet Explorer 7. You can also preset browsing options and set system policies and restrictions for your users. 

When you build a custom browser package for SMS deployment, you must select the following options:


The Corporate version of the Internet Explorer 7 Customization Wizard. This option is selected when you install the Internet Explorer Administration Kit 7 (IEAK 7), and it requires that you accept the Corporate Administrator License Agreement. IEAK 7 does not support switching to a different version of the Internet Explorer 7 Customization Wizard.


The Flat media type. The required User Rights deployment option is available only with this media type.


The User Rights deployment option. The account used to log on to the users' computers is granted the administrative credentials necessary to perform the installation. This change in user rights is temporary—administrative credentials are granted only for the Internet Explorer 7 installation, and they expire when the installation is completed.
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Important 

If you deploy your package with the User Rights deployment option on computers running Microsoft Windows XP, after the computers are restarted, all members of the user group receive a prompt indicating that Internet Explorer 7 is not the default browser. Attempts to set Internet Explorer 7 as the default browser do not succeed. To resolve the issue, you must add two registry keys for Internet Explorer 7 when you process the RunOnceTemp key. 
For more information, see Part 3: Maintaining and Supporting Internet Explorer 7 later in this section.
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Build a custom browser package for SMS deployment

	1.
When you install IEAK 7, select Site License and Intranet (internal use) Distribution License so that you are running the Internet Explorer 7 Customization Wizard—Corporate version. This option requires you to confirm that you signed the license terms that permit the functionality included with this version of IEAK 7.

2.
To start the Internet Explorer 7 Customization Wizard, click Start, point to All Programs, point to Microsoft IEAK 7, and then click Internet Explorer 7 Customization Wizard.

3.
Follow the steps in the wizard, and select the following required options:


In Stage 1, on the Media Selection page, select the Flat check box.


In Stage 3, on the User Experience page, select the Enable logon after restart with user-level access check box.


When you click Finish, the Internet Explorer 7 Customization Wizard builds the custom browser package in the \build_directory\Flat\Win32\language folder. The file IE55Urd.exe, which is included with the package, grants the administrative credentials necessary for the Internet Explorer 7 installation.

Step 2: Creating an SMS package for Internet Explorer 7

Complete the following steps to create the SMS package (this is the actual package that SMS uses for distribution). Do not confuse this package with the custom browser package that you created with the Internet Explorer 7 Customization Wizard in Step 1: Building a Custom Browser Package for SMS Deployment earlier in this section. 
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Create an SMS package for Internet Explorer 7

	1.
To open the SMS Administrator Console, click Start, point to All Programs, point to Systems Management Server, and then click SMS Administrator Console.

2.
In the left pane, expand Site Database.

3.
Right-click Packages, click New, and then click Package.

4.
Click the General tab, and type the name of the package, its version, its publisher, its language, and a descriptive comment. (The only required value on this tab is Name.)

5.
Click Change Icon and browse for the Internet Explorer 7 Setup file so that you will use the correct Setup icon.

6.
Click the Data Source tab.

7.
On the Data Source tab, select the This Package Contains Source Files check box.

8.
Under Source Directory, click Set to open the Set Source Directory dialog.

9.
Type the path to the Internet Explorer 7 Setup files, or click Browse to locate the directory. Click OK to return to the Data Source tab.

10.
Click the Distribution Settings tab. Select your preferred priority and sender.

11.
Click OK to create the package.


Every SMS package must include at least one program to define the command line parameters to use when running the Setup. Some packages will have multiple programs.
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Create a program

	1.
To open the SMS Administrator Console, click Start, point to All Programs, point to Systems Management Server, and then click SMS Administrator Console.

2.
In the left pane, expand Site Database, expand Packages, and then expand your Internet Explorer 7 package.

3.
Right-click Programs, click New, and then click Program.

4.
In the General tab, enter a descriptive name for the program.

5.
In Command line, enter the exact command line to be used when this program is run.

6.
In the Run drop-down list, select one of these options to determine how the Setup window will be displayed when the program is run: Normal, Minimized, Maximized, or Hidden.

7.
In the After running drop-down list, select the option that describes the action to take after the program has completed.

8.
Click the Requirements tab. Enter the information for the Internet Explorer 7 software requirements that apply to this program. Use the drop-down lists to determine how much disk space should be available for the setup, the maximum amount of time to let the program run, and the operating systems that are supported by this program.

9.
Click the Environment tab. In the Program can run drop-down list, select the option that applies to this program. If the program will require user intervention for even one click, you must select Only when a user is logged on. If this is the case, also click the User input required box.

10.
Under Run mode, click the option that describes the required user permission level. If the program will require administrative permissions, click Run with administrative rights, and then select Use Software Installation Account.

11.
Under Drive mode, click the option that best fits the program. Select Reconnect to distribution point at logon if the program requires a computer restart to finalize.

12.
Click the Advanced tab. Under When this program is assigned to a computer, select Run once for the computer.

13.
Click OK to save the program.
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Important 

If you do not select the Use Software Installation Account option when creating your SMS program, Internet Explorer 7 will install, but your custom settings may not be applied.

Step 3: Selecting the SMS distribution servers

Your SMS distribution servers are the distribution points for your SMS package. SMS copies all the files from the package source folder to a folder on your SMS distribution servers. Setup runs from these SMS distribution servers to support the users on your network. 
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To select the SMS distribution servers

	1.
On the SMS Administrator Console, in the left pane under Packages, right-click the SMS package that you designated for Internet Explorer 7, and then click Distribution points.

2.
On the New Distribution Points Wizard welcome page, click Next.

3.
On the Copy Package page, select your distribution servers from the Distribution points list, and then click Finish.


Step 4: Creating and running a job to distribute the SMS package

After you create the SMS package for Internet Explorer 7, you must create a job to distribute it. This job includes:


The list of users' computers that will receive the SMS package for Internet Explorer 7. This is defined in SMS as a collection. Every computer in a collection will receive an advertisement for the SMS job when it is assigned.


The schedule for running the package. 


An advertisement for the package, which will be sent to the users' computers. 
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To create and run a job to distribute the SMS package

	1.
On the SMS Administrator Console, in the left pane, expand Site Database.

2.
Right-click Advertisements, point to New, and then click Advertisement.

3.
In the Advertisement Properties dialog box, select values for the following fields:


Name. The name for the job.


Comment. A description of the package. This field is optional.


Package. The SMS package for Internet Explorer 7 that you created in Step 2: Creating an SMS package for Internet Explorer 7 earlier in this section.


Program. The Internet Explorer executable file, which is part of the custom browser package that you built in Step 1: Building a custom browser package for SMS deployment earlier in this section.

4.
Click the Schedule tab, and then select the dates and times when you want the package to run.


When the job runs, you can view it by clicking Advertised Programs in the Windows Control Panel. The job also creates an error log file (Iesmswrap.mif), which is located in the \Windows\Temp folder. You can perform a search for *.mif to locate the file. 

The installation process

At the scheduled date and time, SMS sends the package to the specified users' computers. When these computers recognize that the package is available, the installation process begins. The Internet Explorer 7 Setup process occurs in three phases: 

Phase 1

Internet Explorer 7 Setup performs the following tasks:


Modifies the registry to enable automatic logon.


Disables the functionality of the keyboard and mouse.


Records the path to the SMS distribution server that executed the package.


Executes the shutdown function to restart the users' computers.

Phase 2

Internet Explorer 7 Setup performs the following tasks:


All tasks will run with administrative credentials. 


Runs from the registry in Quiet mode.


Finishes the initial phase of its installation.


Calls the shutdown function to restart the users' computers.

Phase 3

Internet Explorer 7 Setup continues with the final phase of the installation by making one last call to the shutdown function with a 30-second timer. (You might need to adjust the timer to allow sufficient time for Internet Explorer 7 to finish its configuration.) 

At this point, the Internet Explorer 7 installation is complete. After the installation, Internet Explorer 7 Setup performs the following tasks:


Disables automatic logon, removes administrative credentials, and enables the keyboard and mouse services.


Restarts the users' computers. The program is now set for the users to log on.


Configures Internet Explorer 7 for the users' computers the first time the users log on.

Part 3: Maintaining and Supporting Internet Explorer 7

Part 3 of the Internet Explorer 7 Deployment Guide describes the processes used to maintain and support Internet Explorer 7 in your organization after your initial deployment. 

Using Automatic Configuration, Automatic Proxy, and Automatic Detection provides an overview of configuration features that make it possible to change many default browser settings globally—without having to change each user's computer.

Managing Browser Settings Through Group Policy describes how to manage Internet Explorer 7 and administer system policies and restrictions in your Active Directory environment by using Group Policy Administrative Templates and the Internet Explorer Maintenance extension.

Managing Browser Settings Through IEAK 7 Profile Manager explores how to use the Internet Explorer Administration Kit 7 (IEAK 7) Profile Manager to create and modify IEAK 7 profiles, which use auto-configuration .ins files to update the browser settings on users' computers.

Keeping Internet Explorer 7 Updated reviews system management, automatic update, and other tools to deploy updated versions of Internet Explorer 7 to your users' computers.

Troubleshooting helps you troubleshoot IEAK 7 packages, Internet Explorer 7 installation, Group Policy settings, and browser features in your corporate environment.

Using Automatic Configuration, Automatic Proxy, and Automatic Detection

After you have deployed Windows Internet Explorer 7, you can use the automatic configuration, automatic proxy, and automatic detection features to change some browser settings globally without having to change each user's computer. The information in this section is particularly useful if you expect the needs of your organization or users to change and you anticipate frequent changes to browser settings. 

[image: image65.png]


Important 

You can use the automatic browser configuration features of the Internet Explorer Administration Kit 7 (IEAK 7) and Group Policy settings to manage the default browser settings on your users' computers. For administrators managing users' computers in an Active Directory environment, the Administrative Templates in Group Policy provide policy settings for locking most configuration settings in Internet Explorer 7 after deployment. 

For more information about tools and programs to help you maintain Internet Explorer 7 after deployment, see:

Managing Browser Settings Through Group Policy
Managing Browser Settings Through IEAK 7 Profile Manager
Using automatic configuration

Automatic configuration allows you to specify default browser settings on your users' computers from one central location. You store a master .ins configuration file on your server. The .ins file is a text file that specifies all the major browser settings and your standard proxy settings. If you automatically configure proxy selection, the .ins file specifies the location of a script file that configures and maintains dynamic proxy settings. The browser program that you deploy to your users' computers reads the .ins file every time the browser is started, or it can be set to re-read the .ins file on a regular schedule that you specify.

As an administrator, you can enable automatic configuration with the Internet Explorer 7 Customization Wizard. This occurs during Stage 4 when you are creating your Internet Explorer 7 custom package.

For more information about the stages of creating an Internet Explorer 7 custom package, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

If you used the Corporate version of IEAK 7, after you deploy your custom package you can use the IEAK Profile Manager to adjust user option settings and redeploy an updated .ins, along with any updated cabinet (.cab) files generated by Profile Manager.
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Notes 


Branding changes (such as a customized Internet Explorer 7 title bar or toolbar that is distributed to users' computers through automatic configuration) are not applied if the Disable external branding of Internet Explorer policy setting is enabled in Group Policy. This policy prevents branding of Internet Explorer 7 by a third party such as an Internet service provider or Internet content provider. 


For more information about the Administrative Templates policy settings, see Managing Browser Settings Through Group Policy in this deployment guide.

In an Active Directory environment, you can also use the Internet Explorer Maintenance (IEM) extension settings in Group Policy to enable automatic configuration and specify the URLs of configuration scripts.

Updating automatic configuration settings

Use the following procedure to enable or change automatic configuration settings in the Internet Explorer 7 browsers that you deploy to your users' computers.
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To edit automatic configuration settings

	1.
In the Internet Explorer 7 Customization Wizard, advance to the Automatic Configuration page.

—or—

In IEAK 7 Profile Manager, select Automatic Browser Configuration.

—or—

In Internet Explorer Maintenance, in the left pane, click Connection, and then in the right pane, double-click Automatic Browser Configuration.

2.
Select the Enable Automatic Configuration check box.

3.
Specify the interval in minutes for how often automatic configuration will occur. If you enter 0 (zero) or do not enter a value, automatic configuration occurs only when users restart their computers.

4.
Type the URL for the .ins file on your server in the Auto-config URL (.ins file) box.

5.
To automatically configure proxy selection, type the URL for the auto-proxy script on your server in the Auto-proxy URL (.js, .jvs, or .pac file) box. 

6.
To enable automatic detection of browser settings, select the Automatically detect configuration settings check box.


For more information about using automatic proxy, see Proxy selection and automatic proxy later in this section.

For more information about automatic detection, see Using automatic detection later in this section.

For more information about using IEM settings, see Managing Browser Settings Through Group Policy in this deployment guide.

Setting up servers for automatic configuration

If you plan to manage browser settings centrally by using automatic configuration, you must:


Configure your intranet servers for these features. 


Install Web server software, such as Microsoft Internet Information Services (IIS). 


Copy your automatic configuration files and your automatic proxy file (if you use it) to the server locations that you specify for automatic browser configuration. 

The number of servers required for automatic configuration and automatic proxy can vary according to the size and demands of your organization. For large organizations, you might need to configure your servers for each domain. For example, you might specify the following automatic configuration and automatic proxy URLs for user groups in domain1:

http://domain1_server/autoconfig/<usergroup>.ins
http://domain1_server/autoconfig/proxy1.pac
Based on these URLs, you would install a Web server at http://domain1_server/ and then copy the <usergroup>.ins file, the associated <usergroup>.cab files, and the proxy1.pac file to the server at http://domain1_server/autoconfig/. 

When users in domain1 start Internet Explorer 7, it reads the appropriate automatic configuration files and the automatic proxy file located at http://domain1_server/autoconfig/.

Locking automatic configuration settings

You can restrict your users' ability to override the automatic configuration settings in Internet Explorer 7 by enabling the Administrative Templates setting Disable changing Automatic Configuration settings in Group Policy. 

For more information about modifying registry-based Group Policy settings for Internet Explorer 7, see Managing Browser Settings Through Group Policy in this deployment guide. 

Alternatively, if you do not manage an Active Directory environment, you can use the Advanced Settings policies in the Internet Explorer 7 Customization Wizard or in the IEAK Profile Manager. Click Corporate Restrictions, and then click Connections Page. Select the Disable changing Automatic Configuration settings check box to lock automatic configuration settings. 

For more information about Advanced Settings see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

Proxy selection and automatic proxy

As an administrator, you most likely already use a proxy server with a firewall to create a barrier between your organization and the Internet, to cache frequently used content, and to balance server load. Options for configuring and maintaining proxy settings in Internet Explorer 7 on your users' computers include:


You can specify proxy servers and proxy bypass lists in the following tools:


The Internet Explorer 7 Customization Wizard 


IEAK Profile Manager after deployment (if you built a custom package using the Corporate version of IEAK 7) 


Group Policy settings in IEM


You can use the Internet Explorer 7 Customization Wizard and IEAK Profile Manager, or IEM settings, to point users' browsers to the location of your auto-proxy script (if your organization configures proxy settings automatically through a script that is based on network requests from users' browsers). 
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Note 

In an Active Directory environment managed with Group Policy, enabling the Administrative Templates policy setting Disable changing proxy settings locks proxy settings on your users' computers.

Proxy selection and proxy bypass lists

On the Proxy Settings page of the Internet Explorer 7 Customization Wizard (or the Proxy Settings page of IEAK Profile Manager if you installed the Corporate version of IEAK 7), you can enter addresses for the proxy servers that connect your users to the Internet with Internet Explorer 7. 

If you use Group Policy settings in IEM to configure Internet Explorer 7, you will find a corresponding Proxy Settings page in Internet Explorer Maintenance in Group Policy Object Editor. In the left pane, click Connection, and then in the right pane double-click Proxy Settings to enter your proxy server information. 

See Running the Windows Internet Explorer 7 Customization Wizard for details on the proxy servers and bypass lists you can specify on the Proxy Settings page.

Using automatic proxy

With automatic proxy (auto-proxy), you can:


Dynamically configure proxy settings such as server addresses.


Bypass proxy servers based on requests from the browsers on users' computers.


Modify proxy settings after deployment. 

To enable automatic proxy, you create a separate .js, .jvs, or .pac script file and then copy the file to a server location. Then, you configure the browsers to use the auto-proxy script file by entering the script URL on the Automatic Browser Configuration page in IEAK 7 tools or IEM. 

For more information about setting auto-proxy, see Updating automatic configuration settings earlier in this section.
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Note 

If you specify a server location for an auto-proxy URL and an auto-configuration .ins file on the Automatic Browser Configuration page, the location of the auto-proxy script file is incorporated into the .ins file.

The auto-proxy script file is executed whenever Internet Explorer 7 makes a network request. Within the script, you can configure multiple proxy servers for each protocol type. If a proxy server connection fails, Internet Explorer 7 automatically attempts to connect to another proxy server that you have specified. 

For examples of auto-proxy scripts, see Appendix C: Auto-Proxy Configuration Script Examples in this deployment guide.

After deployment of your custom package, you can centrally maintain and update your proxy settings by modifying the script located at the server location you specified on the Automatic Browser Configuration page. If you need to move the location of your auto-proxy script after deployment, modify the auto-proxy URL on the Automatic Browser Configuration page of IEAK Profile Manager, or in IEM Group Policy settings, and redeploy the profile.

Using automatic detection

You can configure your network so that Internet Explorer 7 is automatically customized the first time a user starts it. This can reduce administrative overhead and Help Desk calls related to users' browser settings.

Automatic detection is based on Web Proxy AutoDiscovery (WPAD). It is supported by Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS). If you select appropriate settings, DHCP and DNS servers can automatically detect and configure browser settings by directing Internet Explorer 7 to the location of a configuration file. This feature builds on existing automatic configuration technologies, in which a browser can be configured from a central location with an auto-configuration URL (.ins file), an auto-proxy script file (.js, .jvs, or .pac file), or both.

With automatic detection, Internet Explorer 7 can be automatically configured when it is started, even if it was not originally customized and deployed by the administrator. For example, automatic detection can automatically configure and customize an Internet Explorer 7 browser that a user downloads independently from the Internet.

To enable automatic detection, in IEAK 7 tools or IEM, select Automatic Browser Configuration, and then select the Automatically detect configuration settings check box . 

For more information about how to enable or change automatic configuration settings, see Updating automatic configuration settings earlier in this section.

Configuring servers for automatic detection

To implement automatic detection, you need to configure specific settings on DHCP servers, DNS servers, or both. 


A DHCP server enables you to centrally specify global and subnet TCP/IP parameters, and to define users' parameters by using reserved addresses. When a user's computer is moved between subnets, it is automatically reconfigured for TCP/IP when the computer is started.


DNS is a set of protocols and services on a TCP/IP network that allow users to search for other computers by using hierarchical, user-friendly names (hosts) instead of numeric IP addresses.

Using DHCP servers with automatic detection works best for local area network (LAN)–based users, while DNS servers enable automatic detection on computers with both LAN-based and dial-up connections. Although DNS servers can handle network and dial-up connections, DHCP servers provide faster access to LAN users and greater flexibility for specifying configuration files. 
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Note 

DHCP has a higher priority for automatic detection than DNS. If DHCP provides the URL for a .pac, .jvs, .js, or .ins configuration file, then no DNS lookup is performed.

Automatic detection for DHCP

To set up automatic detection on DHCP servers, you must create a new option type with the code number 252. Then associate (with this option type) the URL to your configuration file. This file can be a .pac, .jvs, .js, or .ins configuration file. 

For more information about configuring option types for automatic detection, consult your server documentation.
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Note 

Your DHCP servers must support the DHCPINFORM message.

Automatic detection for DNS

In the DNS database file, enter a host record named wpad that contains the IP address of the Web server that contains the .pac, .jvs, .js, or .ins automatic configuration file. Alternatively, enter a canonical name (CNAME) alias record named wpad that contains the resolved name (not the IP address) of the server that contains the .pac, .jvs, .js, or .ins automatic configuration file.

For more information about configuring a host record or CNAME alias record in the DNS database file, consult your server documentation.

After the record is added and the database file is propagated to the server, the DNS name wpad.<domain>.com resolves to the same name as your server that contains the automatic configuration file.
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Note 

When using DNS, Internet Explorer 7 constructs a default URL template based on the host name wpad. For example: http://wpad.<domain>.com/wpad.dat. Therefore, in the Web server wpad record, you must set up a file or redirection point named Wpad.dat to deliver the contents of your automatic configuration file.

Managing Browser Settings Through Group Policy

If you use an Active Directory environment to administer the computers in your network, Group Policy provides a comprehensive set of policy settings to manage Internet Explorer 7 after you have deployed it to your users' computers. 

You can use the Administrative Template policy settings to establish and lock registry-based policies for hundreds of Internet Explorer 7 options, including security options. You can also use the Internet Explorer Maintenance (IEM) extension in Group Policy to preset and manage some Internet Explorer 7 settings (including user interface and connection settings) in your domain.
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Important 

We recommend that you manage Internet Explorer 7 by using the Administrative Template settings in Group Policy whenever possible because these settings are always written to a secure tree in the registry. This means that users cannot change settings by using the Internet Explorer 7 user interface or by modifying the registry. Most of the extension settings in IEM and the browser settings that you can manage in IEAK 7 provide preferences that users can modify after they are applied.

For more information about Group Policy, see:


Windows Server 2003 Group Policy 

(http://go.microsoft.com/fwlink/?LinkId=56544)


Managing Windows XP Service Pack 2 Features Using Group Policy 

(http://go.microsoft.com/fwlink/?LinkId=55587)


Group Policy Frequently Asked Questions

 (http://go.microsoft.com/fwlink/?LinkId=59182)


Internet Explorer Maintenance Extension Technical Reference 

(http://go.microsoft.com/fwlink/?LinkId=55500)


Group Policy Settings Reference for Windows Vista

(http://go.microsoft.com/fwlink/?LinkId=54020)


Implementing Common Desktop Management Scenarios with the Group Policy Management Console 

(http://go.microsoft.com/fwlink/?LinkId=75316)


Windows Vista Security Guide 

(http://go.microsoft.com/fwlink/?LinkId=74028)


Appendix B: Internet Explorer Maintenance Extension Settings in this deployment guide

If you do not use an Active Directory environment and Group Policy to manage users' computers, you can use the IEAK Profile Manager to configure and update some browser settings and preferences after deployment. 

For more information, see Managing Browser Settings Through IEAK 7 Profile Manager.

Group Policy overview

Group Policy is a collection of settings that are used to define and manage configurations for groups of users and computers in an Active Directory environment. Group Policy enables you to define an Internet Explorer 7 configuration and other software and system configurations as part of Group Policy objects (GPOs). The GPOs are linked to hierarchical Active Directory containers such as sites, domains, or organizational units. They enable you to manage your Internet Explorer 7 and other system configurations for multiple users on any computer that is joined to the domain. 
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Note 

You must be a member of the Administrators group to work with GPOs.

Using Group Policy in your Active Directory environment allows you to set broad standards or restrictions for Internet Explorer 7 and other applications in a company or division while specifying exceptions for smaller departments or groups. 

In an Active Directory environment, a client-side extension ensures that your policies are applied and refreshed regularly. When you change policies, they are refreshed dynamically rather than relying on a logon or startup script on your users' computers.

Group Policy is flexible and includes options for registry-based policy settings, security settings, software installation, scripts (during computer startup and shutdown, and to log on and log off), and folder redirection.

Tools to manage Group Policy

Your Windows operating system provides you with several administrative tools to create, manage, view, and troubleshoot GPOs, as described in the following table.

	Tool
	Description

	Group Policy Object Editor
	An interface for creating and modifying a single GPO. You can open Group Policy Object Editor in several ways, depending on the action that you want to perform and the object that you want to apply Group Policy to. 

For more information about this tool, see the Group Policy Object Editor Technical Reference (http://go.microsoft.com/fwlink/?LinkId=68957).

	Group Policy Management Console (GPMC)
	A scriptable Microsoft Management Console (MMC) snap-in, which provides a single, powerful administrative tool for managing Group Policy for multiple domains and sites within one or more forests. Editing a GPO from within GPMC launches Group Policy Object Editor. The GPMC is available for Windows XP with SP2 and Windows Server 2003 R2, and it is built into Windows Vista and later versions of Windows. 

For more information, see Enterprise Management with the Group Policy Management Console (http://go.microsoft.com/fwlink/?LinkId=22814).

	Resultant Set of Policy (RSoP) Snap-in
	An addition to Group Policy to assist with policy implementation and troubleshooting. RSoP polls existing policies based on site, domain, domain controller, and organizational unit, and then reports the results of those queries. 

For complete instructions, see http://go.microsoft.com/fwlink/?LinkId=68958.

	Group Policy log files
	Detailed client- and server-side Group Policy log files, which provide detailed information in cases where RSoP does not. 

For more information, see Fixing Group Policy Problems by Using Log Files (http://go.microsoft.com/fwlink/?LinkId=83244).

	Event Viewer in Windows Vista
	Interface for Group Policy operational log and a system log. 

For more information about Windows Vista event logs, see http://go.microsoft.com/fwlink/?LinkId=74139.


Using Administrative Template settings to manage Internet Explorer 7

This section describes how to use registry-based Administrative Template policy settings in Group Policy to manage Internet Explorer 7 on users' computers that are running Windows XP with SP2, Windows Server 2003 with SP1, or Windows Vista.

Overview of Administrative Templates

The Administrative Template files allow you to configure and manage registry-based Group Policy settings. They are Unicode text files with the extension .adm in Windows XP with SP2 and Windows Server 2003 with SP1, and XML files with the extensions .admx and .adml in Windows Vista and later versions of Windows. 

Standard Administrative Templates are deployed with your Windows operating systems. Administrative Templates display the registry settings that you can apply to your users' computers in your GPOs. Information in the templates populates the administrative interface in Group Policy Object Editor, which you use to set secure registry-based policy information. 

A number of standard templates automatically populate the Group Policy Object Editor, and you can add or remove templates later. Developers can create custom templates as needed. 

An Administrative Template file consists of a hierarchy of policy categories and subcategories that define how the policy settings appear in Group Policy Object Editor. The file also contains the following information:


Registry locations that correspond to each setting 


Options or restrictions in values that are associated with each setting 


A default value for many settings 


Text explanations for the purpose of each setting 


The versions of Windows and Internet Explorer that support each setting 

When you modify Group Policy settings that are based on a template, user configurations are saved in HKEY_CURRENT_USER (HKCU), and computer configurations are saved in HKEY_LOCAL_MACHINE (HKLM). HKCU and HKLM place registry information that is specific to Group Policy under \Software\Policies or under \Software\Microsoft\Windows\CurrentVersion\Policies. Therefore, there are four areas of the registry that contain Group Policy registry settings.

For an overview of the concepts and architecture of the Administrative Templates, see http://go.microsoft.com/fwlink/?LinkID=29910. 

Registry-based Internet Explorer policy settings

The following table describes categories of registry-based Internet Explorer policy settings that you can administer. These settings are available in the standard Administrative Template file Inetres.adm (Inetres.admx in Windows Vista and later versions of Windows).

You can locate these categories in the following policy paths for your GPOs:


User Configuration\Administrative Templates\Windows Components


Computer Configuration\Administrative Templates\Windows Components
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Note 

For each policy setting, Group Policy Object Editor displays the versions of Internet Explorer and Windows that support the policy. Not all available settings apply to Internet Explorer 7 on all Windows operating systems.

	Category
	Description

	Internet Explorer
	Contains settings to enable or disable standard Internet Explorer configurations.

	Internet Explorer\Administrator Approved Controls
	Contains settings to enable or disable ActiveX controls.

	Internet Explorer\Application Compatibility
	Contains settings to enable or disable Cut, Copy, or Paste operations from the clipboard if URLACTION_SCRIPT_PASTE is set to Prompt.

	Internet Explorer\Browser Menus
	Contains settings to show or hide menus and menu options in Internet Explorer.

	Internet Explorer\Internet Control Panel
	Contains options to enable or disable pages in Internet Options and subcategories to manage settings on the Security and Advanced pages.

	Internet Explorer\Internet Settings
	Contains subcategories for Advanced Settings, AutoComplete, Display Settings, and URL Encoding.
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Note 

In Internet Explorer 7, this category contains true policy settings that you can use in place of the existing Internet settings that are available in IEM in Preference mode. 
See Using the Internet Explorer Maintenance extension later in this section. 

	Internet Explorer\Offline Pages
	Contains settings for offline pages and channels.
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Note 

These settings do not apply to Internet Explorer 7.

	Internet Explorer\Persistence Behavior
	Contains settings for file size limits in Internet security zones.

	Internet Explorer\Security Features
	Contains settings to enable or disable security features for Internet Explorer, Windows Explorer, and other applications.

	Internet Explorer\Toolbars
	Contains settings to allow or restrict users from editing toolbars in Internet Explorer. Administrators can also set the default toolbar buttons.

	RSS Feeds
	Contains options for managing RSS feeds in Internet Explorer.


For an expanded list of available registry-based Internet Explorer 7 policy settings, see the Group Policy Settings Reference for Windows Vista (available for download from http://go.microsoft.com/fwlink/?LinkId=54020). 

This Microsoft Excel workbook lists the policy settings for computer and user configurations that are included in the Administrative Template files within Windows Vista. A subset of the policy settings included in the workbook is supported on computers running Windows XP with SP2 or Windows Server 2003 with SP1.

To use the filtering capabilities in this workbook to view a specific subset of settings: Click the drop-down arrow in one or more column headings to select the value or combination of values that you want to filter. For example, you can view Group Policy settings introduced for Internet Explorer 7.
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To view registry-based Group Policy settings specific to Internet Explorer 7

	1.
Open the workbook VistaGPSettings.xls.

2.
Click the All worksheet.

3.
Click the drop-down arrow next to File name, and then click Inetres.admx.

4.
Click the drop-down arrow next to Supported on, and then click At least Internet Explorer 7.


Modifying registry-based Internet Explorer 7 policy settings

You can modify the Internet Explorer 7 policy settings that apply to individual users, individual computers, or both. 
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To modify registry-based Internet Explorer 7 policy settings

	1.
Open Group Policy Object Editor by using one of the methods described in the Group Policy product documentation (http://go.microsoft.com/fwlink/?linkid=67717). 

The method you use will depend on the GPO that you want to manage. One way to open Group Policy Object Editor is to click Start, click Run, and then enter Gpedit.msc.

2.
If you are modifying policy settings for individual users, double-click <Group_Policy_object_name> Policy, and then double-click User Configuration. If you are modifying policy settings for individual computers, double-click <Group_Policy_object_name> Policy, and then double-click Computer Configuration.

3.
Double-click Administrative Templates, double-click Windows Components, and then double-click Internet Explorer.

4.
In the left pane, click the category you want to work with, and then in the right pane, double-click the item that you want to edit.

5.
Click the Setting tab, and then configure the policy setting. Typical choices for a setting are Not Configured, Enabled, or Disabled. Some settings require you to make additional selections or enter additional information.
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Note 

To access the RSS Feeds settings in Group Policy: Double-click Administrative Templates, double-click Windows Components, and then click RSS Feeds.

Using the Internet Explorer Maintenance extension

The Internet Explorer Maintenance (IEM) extension enables you to define and implement certain Internet Explorer 7 configurations as part of a GPO. IEM uses two sets of extensions to accomplish this purpose: 


A server-side snap-in extension to Group Policy Object Editor (ieaksie.dll), which is used to configure a number of legacy Internet Explorer settings in a GPO.


A client-side extension (iedkcs32.dll), which is a dynamic-link library (DLL) on each user's computer that implements the IEM settings contained in the GPO.
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Important 

We recommend that you use IEM only in Preference mode to avoid conflict with Internet Explorer 7 policy settings that you specify using the Administrative Templates. Preference mode allows you to specify browser settings that the user can later change if desired. 

For more information about Administrative Templates settings for Internet Explorer 7, see Registry-based Internet Explorer policy settings earlier in this section.

For more information about using IEM in Preference mode, see Normal mode and Preference mode later in this section.

IEM settings

You can import and customize settings in the following categories by using IEM. 

For more information about the settings, including which settings are available in Preference mode, see Appendix B: Internet Explorer Maintenance Extension Settings in this deployment guide.

	Category
	Description

	Browser User Interface
	Contains options to customize the browser's appearance.

	Connection
	Contains options to preset and control the users' connection settings, such as dial-up and local area network (LAN) connections.

	URLs
	Contains options to customize the Favorites folder, the Links bar, and important URLs such as the home page URL.

	Programs
	Contains options to specify the default Internet programs for performing common Internet tasks such as reading e-mail or viewing newsgroups.

	Security
	Contains options to configure your users' security settings to prevent them from accidentally compromising network security.

	Advanced
	(Preference mode only.) Contains options to specify the values for additional settings. These settings include the disk space that is allowed for temporary Internet files, the location of ActiveX controls or Java code downloads, browser display settings, and connection settings for your corporation.


Modifying IEM settings

The method for starting Group Policy depends on the type of group that you want to administer. 

For more information about starting Group Policy, see: 


The in-product Help for Gpedit.msc 


The Group Policy Object Editor Technical Reference

(http://go.microsoft.com/fwlink/?LinkId=68957) 

For more information about using IEM, see:


The in-product Help for the IEM snap-in for Microsoft Management Console


The Internet Explorer Maintenance Extension Technical Reference 

(http://go.microsoft.com/fwlink/?LinkId=68956)
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To use IEM to maintain Internet Explorer 7

	1.
Open Group Policy Object Editor by using one of the methods described in the Group Policy product documentation (http://go.microsoft.com/fwlink/?linkid=67717). The method you use will depend on the GPO that you want to manage.

2.
In Group Policy Object Editor, double-click <Group_Policy_object_name> Policy, double-click User Configuration, double-click Windows Settings, and then double-click Internet Explorer Maintenance.

3.
In the left pane, click the category that you want to work with, and then in the right pane, double-click the item you want to edit.


Normal mode and Preference mode

By default, IEM is in Normal mode. In Normal mode, you can configure Internet Explorer 7 settings so that they are refreshed on users' computers on a periodic basis (or each time the users log in). However, users can temporarily change these settings between the times scheduled for their setting refresh. For this reason, these settings in Normal mode behave as "pseudo-policies."

For more information about refreshing IEM settings, see Enabling IEM policy processing later in this section.

In Preference mode, you can configure default browser settings, but allow users to change these settings later by using the Internet Explorer 7 user interface. Preference mode also exposes several additional advanced settings that you can configure. Unlike the pseudo-policies you configure in Normal mode, the settings you configure in Preference mode are true preferences. You cannot refresh these settings on users' computers unless you change the settings in the GPO.
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Note 

Normal mode and Preference mode settings cannot coexist in the same GPO. 
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To set IEM Group Policy to Preference mode 

	1.
Open Group Policy Object Editor by using one of the methods described in the Group Policy product documentation (http://go.microsoft.com/fwlink/?linkid=67717). The method you use will depend on the GPO that you want to manage.

2.
In Group Policy Object Editor, double-click <Group_Policy_object_name> Policy, double-click User Configuration, double-click Windows Settings, and then click Internet Explorer Maintenance. 

3.
Right-click Internet Explorer Maintenance and then click Preference Mode. 

4.
If a policy is already defined, you must click Reset Browser Settings before you can set this policy to Preference mode. When you reset the browser settings, any policy settings that are specified to that GPO are reset.
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Note 

Preference-mode settings are set by a member of the Administrators group. However, a user can change the settings in Internet Explorer 7after the policy is applied—for example, the settings for a home page or the settings on the Advanced tab of the Internet Options dialog box. 

When you are using IEM in Preference mode, the text (Preference Mode) appears next to the items that can be configured. In addition, the Advanced category appears in the left pane. 

Enabling IEM policy processing

To use IEM to create policies that are regularly reapplied on users' computers, you must:


Use IEM in Normal mode.


Enable the Internet Explorer Maintenance policy processing setting in Group Policy. 
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To enable Internet Explorer Maintenance policy processing

	1.
In the Microsoft Management Console (MMC), open Group Policy Object Editor.

2.
Double-click Computer Configuration, double-click Administrative Templates, double-click System, and then double-click Group Policy.

3.
In the right pane, double-click Internet Explorer Maintenance policy processing.

4.
On the Properties tab, click Settings, then select the Enable check box.
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Important 

If you enable this policy, any customized settings that you apply to users' computers by using IEM in Normal mode will be enforced—even if your users reset their Internet Explorer 7 settings.

Exporting IEM settings

You can use Group Policy to export all of the IEM settings to an .ins file, and if necessary, to cabinet (.cab) files. These settings can then be used to automatically configure computers that run other supported operating systems. Only the IEM settings in Group Policy are exported. 

For more information about applying exported settings, see Managing Browser Settings Through IEAK 7 Profile Manager in this deployment guide.
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To use IEM to export the settings from your computer to an .ins file 

	1.
In the Microsoft Management Console (MMC), open Group Policy Object Editor. 

2.
Double-click Local Computer Policy, double-click User Configuration, and then double-click Windows Settings. 

3.
Right-click Internet Explorer Maintenance and then click Export Browser Settings.

4.
In the Save dialog box, type the full path and name of the .ins file that you want to export.

5.
If applicable, type the URL path and names of the .cab files. The URL will be inserted in the .ins file as the server location of the .cab files.


Managing Browser Settings Through IEAK 7 Profile Manager

If you installed the Corporate version of IEAK 7 and you enabled automatic configuration in the Internet Explorer 7 package that you created using the Internet Explorer 7 Customization Wizard, you can use IEAK Profile Manager to maintain and manage browser settings after deployment. 

With IEAK Profile Manager you update browser settings by modifying the auto-configuration .ins file you created. IEAK Profile Manager also keeps the companion files current each time you save the .ins file. In addition, Profile Manager gives you the flexibility to generate more than one profile to address the needs of different user groups in your organization. 
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Important


IEAK Profile Manager is a tool that is best used to maintain Internet Explorer 7 in organizations that do not use an Active Directory environment and Group Policy settings to manage networked computers. Be aware that most of the browser settings that you configure through Profile Manager are preference settings that users can later modify by using the Internet Explorer 7 user interface or by modifying the registry. 


In an Active Directory environment, we recommend that you use the Administrative Template policy settings whenever possible for setting and locking Internet Explorer 7 configurations.

For more information about automatic configuration, see Using Automatic Configuration, Automatic Proxy, and Automatic Detection in this deployment guide. 

For more information about Group Policy settings for Internet Explorer in an Active Directory environment, see Managing Browser Settings Through Group Policy in this deployment guide.

For more information about IEAK Profile Manager features and auto-configuration file syntax, see IEAK 7 Help.

Creating and editing profiles in IEAK Profile Manager

With IEAK Profile Manager, you can open any .ins file, change settings, and save the file. You can create a new profile directly in Profile Manager, but you can also modify an existing profile and save it under a different name to preserve some of the existing settings. For example, you might want to modify a profile that you initially created with the Internet Explorer 7 Customization Wizard. (The default name of this file is Install.ins.)
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To create and update IEAK 7 profiles

	1.
On the Start menu, point to All Programs, point to Microsoft IEAK 7, and then click IEAK Profile Manager.

2.
On the File menu, click New to create a new IEAK 7 profile, or click Open, and then open the .ins file for an existing IEAK profile that you want to update.

3.
In the left pane, click Wizard Settings or Advanced Settings.

4.
In the left pane, click each category that you want to update.

5.
In the right pane, specify the options that you want to change.

6.
On the File menu, click Save as. Type the path to your .ins file, the URL where the .cab files for the custom package are stored, and the names of your .cab files if they differ from the defaults provided.


The default location for saving the .ins file is the <systemdrive>:\<build directory>\Ins\<operating system>\<language> folder. When you change browser settings, IEAK Profile Manager updates the affected .inf files and their version information and repackages the associated .cab files.
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Note 

IEAK Profile Manager stamps each .ins file with a version number. The version number combines the date that the .ins file was modified and the number of times the file has been revised (for example: 2007.02.14.01 shows that the file was modified only once and that modification was on February 14, 2007). 

Modifying browser configuration settings in Profile Manager

When you edit an existing profile or create a new one in Profile Manager, you can set or modify the browser settings that were initially available to you in the Internet Explorer 7 Customization Wizard. The settings that you can work with are in two groups: Wizard Settings and Additional Settings. 

Wizard Settings

The Wizard Settings values correspond to the browser and component options that you initially configured in Stage 4 of the Internet Explorer 7 Customization Wizard. The following table provides an overview of the settings pages available in Profile Manager.

	Settings
	Description

	Favorites, links, and feeds
	Customizes favorites and links, including RSS feeds.

	Browser title and toolbar
	Customizes text that appears in the title bar of Internet Explorer 7 and the number of toolbar buttons that appear in the browser.

	User agent string
	Customizes text that is appended to the user agent string that is sent by Internet Explorer 7 to the servers.

	Connection settings
	Presets connection settings on users' installations of Internet Explorer 7. These are based on the settings of the computer running IEAK Profile Manager (under Internet Options, click the Connections tab).

	Automatic browser configuration
	Specifies URLs to files that will automatically configure Internet Explorer 7 for your users.

	Proxy settings
	Specifies which proxy servers, if any, your users connect to for services that are included in the custom Internet Explorer 7 package.

	Search provider customization
	Adds search providers and sets a search provider default for the custom Internet Explorer 7 package.

	Important URLs—home page and support
	Specifies the URLs for one or more home pages and an online support page for your customized version of Internet Explorer 7.

	Programs
	Specifies the default programs for Internet services such as e-mail and newsgroups by importing settings from the computer running IEAK Profile Manager.

	Security zones and content ratings
	Manages security zones, privacy settings, and content ratings to help you control the types of content that your users' computers can access on the Internet. You can also set the level of your users' privacy regarding cookies.


For more information about the wizard settings, see Running the Windows Internet Explorer 7 Customization Wizard in this deployment guide.

Additional settings

Your additional settings correspond to the options that you initially configured on the Additional Settings page in Stage 5 of the Internet Explorer 7 Customization Wizard. IEAK Profile Manager uses a default set of Windows Administrative Template (.adm) policy files (located in the Policies folder of your IEAK 7 installation folder) to define the rules for system policies and restrictions. 

You can also create your own .adm files to define additional restrictions. Then use IEAK Profile Manager to import the custom .adm files and include them with your updated configuration settings. IEAK Profile Manager generates an associated .inf file from the file prefix for the custom .adm file that you import. For example, if you import a file named Custom.adm, a Custom.inf file is generated and added to the companion .cab files.
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Important 

For computers running in an Active Directory environment (especially those running Windows Vista): To enforce policies, use the Administrative Template settings in Group Policy instead of Additional Settings in the Internet Explorer 7 Customization Wizard or IEAK Profile Manager. 

For more information, see Managing Browser Settings Through Group Policy in this deployment guide.

Creating unique configurations for user groups

If you need distinct configuration settings for different user groups, you can create multiple IEAK profiles. You can use IEAK Profile Manager to specify configuration settings and then save them as individual <usergroup>.ins files. IEAK Profile Manager automatically generates the companion .cab files. 

For example, you could specify a unique configuration for the Finance Department and save the configuration as Finance.ins. The IEAK Profile Manager would then generate the necessary companion .cab files. 
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Note 

If you create multiple .ins files, make sure that each of your custom browser packages is configured to use the correct file. 

Automated server solution for deploying multiple profiles

If your environment requires multiple IEAK profiles, but you do not want to deploy a custom browser package for each profile, you can direct users' browsers to a common auto-configuration .ins file and configure your server to return the proper .ins file based on each user's logon domain and name. IEAK 7 includes a sample automated server solution in the Toolkit\Corp folder of your IEAK 7 installation folder that demonstrates this redirection method. 

If you use a Web server that supports Active Server Pages (.asp) files, you can modify this sample file to fit your organization's needs. The file Asphelp.htm, which accompanies the sample file, provides procedures for developing an automated server solution. 

Changing the location of an .ins file

If you need to move the .ins file that is used for automatic configuration to a different server, you can use IEAK Profile Manager to update the location of the file. When you move the .ins file to its new location, you must also copy (to the same location) the .cab files that have been created in the build folder. 

To update the URL for automatic configuration in IEAK Profile Manager, click Wizard Settings, and then click Automatic Brower Configuration. In the Auto-config URL (.ins File) text box, type the new server path.

If you configured the .ins file to update browsers at a specified interval, after updating the URL for automatic configuration in Profile Manager, you must allow two intervals before the change takes effect. Therefore, in addition to saving a copy of the .ins file in its new location, you should save the .ins file in its original location on your server until you are sure that all of your users' configuration settings are updated. 

When your users' configuration settings are next scheduled to be updated, the URL for automatic configuration is updated on their computers. At this point, the browser is still using the settings from the original auto-configuration .ins file (for example, http://<existing_path>/Default.ins/).

When users start their browsers a second time and the configuration settings are scheduled to update again, the browser reads the auto-configuration .ins file in its new location (for example, http://<new_path>/Default.ins/). After you are sure that the settings on all users' computers have been updated, you can delete the copy of the auto-configuration .ins file from its original location.

Keeping Internet Explorer 7 Updated

After you deploy Internet Explorer 7 in your corporate network, you can use the following tools to distribute updated versions of Internet Explorer 7 to your users' computers:


Automatic version synchronization. Obtain an updated version of Internet Explorer 7 that you can deploy as part of your custom browser packages.


Update notification page. Set the update notification page to automatically notify users about new versions of Internet Explorer. You can customize or disable this update capability.


Software distribution tools. Use system update management tools such as Systems Management Server, Windows Server Update Services, or the software distribution capabilities in Group Policy to update Internet Explorer 7 on users' computers.


Automatic updates to Internet Explorer and the Blocker Toolkit. Deliver Internet Explorer 7 as a high-priority update in Automatic Updates. Internet Explorer 7 is also available through Windows Update and Microsoft Update to computers where users have local administrative credentials. To disable Automatic Updates of Internet Explorer 7, install the Blocker Toolkit.

Automatic version synchronization

When you build your custom Internet Explorer 7 packages by using the Internet Explorer 7 Customization Wizard, you can use the wizard's automatic version synchronization (AVS) feature to obtain an updated version of Internet Explorer 7 from the Internet Explorer 7 Downloads Web site (http://go.microsoft.com/fwlink/?linkid=67690). 

This feature is useful if a new version of Internet Explorer becomes available after you build your custom package. You can download and install the new version as part of any browser package that you later build and deploy. 

If you need to maintain more than one version of Internet Explorer to build your custom packages, you can keep the versions in separate component download folders. Then, when you run the Internet Explorer 7 Customization Wizard, in Stage 1 (on the File Locations page), you specify the component download folder for a specific package.

For more information about using the AVS feature, see Running the Windows Internet Explorer 7 Customization Wizard.

Update notification page

You can configure Internet Explorer 7 to automatically notify your users when a new version of the browser is available. At a specified interval, the version of the browser that is installed on your users' computers compares itself against the most current browser version that is available for download from Microsoft. If the current browser version on the Web site is newer than the version on users' computers, their Internet Explorer 7 home pages are temporarily replaced by an update notification page the next time they open their browsers. 

The default update notification page is the Windows Update page (http://go.microsoft.com/fwlink/?linkid=284). From this page, users can download the new version of Internet Explorer, add the update notification page to their Favorites list, or cancel the browser update. 
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Note 

Your users must have local administrative privileges on their computers to install an updated version of Internet Explorer 7 from Windows Update.

You can use the Internet Explorer 7 Customization Wizard, the IEAK Profile Manager, or the Internet Explorer Maintenance (IEM) extension Group Policy settings to replace the URL of the default update notification page with a URL of your custom Web page or another Web site. You can also change the update interval, which specifies how often the update notification page is displayed. 
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To change update notification settings 

	
In the Internet Explorer 7 Customization Wizard or IEAK Profile Manager: 

On the Additional Settings screen, double-click Internet Settings, and then click Component Updates.

For more information about Additional Settings, see Running the Windows Internet Explorer 7 Customization Wizard.


In IEM: 

In the left pane, click Advanced, and in the right pane, double-click Internet Settings, then click Component Updates. 

IEM Advanced settings are available only in Preference mode. 

For more information about using IEM, see Managing Browser Settings Through Group Policy.


If you choose to manage the distribution of updated versions of Internet Explorer 7 to your users, you can disable update notification completely by using IEAK 7 tools or IEM settings. In Internet Settings, in the left pane, click Advanced settings. Then, in the right pane, under Browsing, clear the Automatically check for Internet Explorer updates check box.

By using the Administrative Templates policy setting Automatically check for Internet Explorer updates, you can disable automatic checks for Internet Explorer 7 updates on computers running Windows 2003 Server with SP1.
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Note 

The Administrative Templates policy setting Automatically check for Internet Explorer updates is not supported on Windows Vista.

Software distribution tools

If you already manage software distribution and updates on your network by using Systems Management Server (SMS), Microsoft Windows Server Update Services (WSUS) with Service Pack 1 (SP 1), or Group Policy Software Installation, you can use these tools for ongoing deployments of Internet Explorer 7. 

Systems Management Server

SMS is a dedicated, flexible system to use for updates and software deployment. It provides robust features to facilitate scheduling, managing, and reporting for your Internet Explorer 7 distributions in large-scale corporate environments.

For more information about using SMS for the distribution of Internet Explorer 7, see Using SMS to Install Windows Internet Explorer 7 in this deployment guide.

Windows Server Update Services with Service Pack 1

If you use WSUS with SP 1, you can centrally manage the distribution of Internet Explorer 7 updates that are released through Microsoft Update to computers on your corporate network that are running:


Windows Server 2003 with SP1


Windows XP with SP2


Windows XP x64 Edition 

For more information about using WSUS with SP1, see http://go.microsoft.com/fwlink/?LinkId=45140.
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Important 

WSUS provides Internet Explorer 7 as an update rollup. Under default WSUS settings, you must explicitly approve the distribution of Internet Explorer 7 updates.

Group Policy Software Installation

The Group Policy Software Installation extension leverages the Windows Installer service that is part of the Windows operating system. Based on your instructions, Windows Installer installs, repairs, and removes software in .msi files. Whether you download an Internet Explorer 7 installation package from the Web or create a custom browser package by using the Internet Explorer 7 Customization Wizard, your Internet Explorer 7 Setup file is an executable (.exe) file. Therefore, you must use an .msi packaging tool to package Internet Explorer 7 for Group Policy deployment.
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Note 

You can obtain .msi packaging utilities from many non-Microsoft providers. 

For more information about the Software Installation extension of Group Policy, see http://go.microsoft.com/fwlink/?LinkId=83294.

Automatic updates to Internet Explorer 7 and the Blocker Toolkit

The following information applies to users' computers that are running Windows XP with SP2 or Windows Server 2003 with SP1: 

If you configure your users' computers to receive security and other important Windows updates through Automatic Updates, they will also receive high-priority Internet Explorer 7 updates automatically. (Microsoft initially distributed Internet Explorer 7 to these users through Automatic Updates.) 

Or users can download and install Internet Explorer 7 updates from either of the following sites:


Windows Update (http://go.microsoft.com/fwlink/?LinkId=284)


Microsoft Update (http://go.microsoft.com/fwlink/?LinkId=74122)
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Note 

Automatic Updates offers Internet Explorer 7 only to users with local administrator accounts. 

If you want to disable the automatic delivery of Internet Explorer 7 to your users' computers, as an administrator, you can use the Internet Explorer 7 Blocker Toolkit. The Internet Explorer 7 Blocker Toolkit does not expire, and it is available from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=76777.

For more information about distributing Internet Explorer 7 through Automatic Updates, see http://go.microsoft.com/fwlink/?LinkId=76974. 

For more information about Windows Update, Microsoft Update, and Automatic Updates for IT Professionals, see http://go.microsoft.com/fwlink/?LinkId=65776.

Troubleshooting

This section of the deployment guide provides information about troubleshooting the deployment of Windows Internet Explorer 7 in a corporate environment. Troubleshooting topics are categorized into the following areas:


IEAK 7 and custom packages

Internet Explorer 7 installation and uninstallation

Group Policy settings

Internet Explorer 7 client issues
For more information about troubleshooting specific Internet Explorer 7 features and behaviors, see the following resources:


Internet Explorer 7 Support page 

(http://go.microsoft.com/fwlink/?LinkId=71719)


Internet Explorer 7 Solution Center 

(http://go.microsoft.com/fwlink/?LinkId=80724)


Internet Explorer 7 newsgroups 

(http://go.microsoft.com/fwlink/?LinkId=83351)


Windows Vista Internet Explorer 7 Forum on TechNet 

(http://go.microsoft.com/fwlink/?LinkId=83353)


The Microsoft Knowledge Base (part of the Microsoft Product Support Services Web site) 

(http://go.microsoft.com/fwlink/?LinkId=71719)


Internet Explorer 7 Help

IEAK 7 and custom packages

Following are some common issues that you might encounter in a corporate environment when you use the Internet Explorer Administration Kit 7 (IEAK 7) or when you deploy the customized Internet Explorer 7 packages that you created using IEAK 7. 

For more information, see: 


The IEAK 7 Help (IEAKHelp.chm) 


The IEAK 7 Release Notes at http://go.microsoft.com/fwlink/?LinkId=68735
Unable to locate pages or features in the Internet Explorer 7 Customization Wizard

Various IEAK 7 installation or configuration choices can prevent you from accessing certain pages in the Internet Explorer 7 Customization Wizard.

To resolve this issue, try one of the following:


Make sure that you selected the correct version of IEAK 7 during installation (Corporate for most administrators).


On the Platform Selection page of the wizard, make sure that you selected the correct operating system. All pages are not available for some operating systems.


On the Feature Selection page of the wizard, make sure that all the features you want to customize are selected. Screens for a feature are not displayed if the check box for it is not selected. 
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Note 

Some resource files described in IEAK 7 Help and in this deployment guide are not installed until after you download or synchronize Internet Explorer 7 in Stage 2 of the Internet Explorer 7 Customization Wizard.

Unable to start Profile Manager

If you are unable to start IEAK Profile Manager according to the instructions in Managing Browser Settings Through IEAK 7 Profile Manager, you must first run the Internet Explorer 7 Customization Wizard to completion.

Branding changes made through automatic configuration are not applied

The Internet Explorer 7 Customization Wizard, IEAK Profile Manager, and some IEM settings enable you to make specific branding changes in the browsers that you deploy to your users' computers (including customizing the Internet Explorer 7 title bar and toolbar). 

Branding changes distributed to users' computers through automatic configuration are not applied if the Disable external branding of Internet Explorer policy is set in Group Policy on the users' computers. This policy prevents branding of Internet Explorer by a non-Microsoft company or entity such as an Internet service provider or Internet content provider. 

For more information about automatic configuration, see Using Automatic Configuration, Automatic Proxy, and Automatic Detection. 

For more information about Group Policy settings for Internet Explorer 7 in an Active Directory environment, see Managing Browser Settings Through Group Policy.

"UNKNOWN PUBLISHER" appears in the installation title bar of your custom Internet Explorer 7 package

When you install IEAK 7, you enter an organization name during the Setup wizard, and this name appears subsequently in the installation title bar of any custom packages you create. If you specify a name that is longer than 15 characters, the package you create will display UNKNOWN PUBLISHER in the installation title bar in place of the name of your organization (if users are running Windows XP with SP2 or Windows 2003 with SP1).

For details and workarounds, see article 927759 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=83354).

Unable to locate an MUI version of IEAK 7

Multilingual User Interface (MUI) packages for Internet Explorer 7 are available for download from the Microsoft Download Center (for Windows XP with SP2 or Windows Server 2003 with SP1). If you plan to distribute an MUI Pack as part of a custom IEAK 7 package, note that a specific MUI Pack for IEAK 7 does not exist.

You can, however, deploy an MUI Pack for Internet Explorer 7 by using any of the available localized editions of IEAK 7. To do so, download the MUI Pack to a local computer. Then add the MUI Pack as a custom component in Stage 2 of the Internet Explorer 7 Customization Wizard on the Add Custom Components page.

For more information about adding an MUI Pack, see Running the Windows Internet Explorer 7 Customization Wizard.

For more information about available localized editions of IEAK 7, see the IEAK 7 Release Notes at http://go.microsoft.com/fwlink/?LinkId=68735.

IEAK 7 is corrupted

If IEAK 7 is corrupted, you should uninstall and then reinstall IEAK 7 instead of using the Repair option in Add or Remove Programs.

Internet Explorer 7 installation and uninstallation

Following are ways to help you troubleshoot installing and uninstalling Internet Explorer 7 on your users' computers. 

For more information about troubleshooting install and uninstall issues, see the Release Notes for Internet Explorer 7 at http://go.microsoft.com/fwlink/?LinkId=82405.

Internet Explorer Setup process fails

If Setup fails, you can troubleshoot errors by using the Setup log files: 


IE7_main.log 


IE7.log 

When you run IE7Setup.exe, the log files are created in the folder where Windows is installed (typically, the C:\Windows folder). The files document the entire process from the moment IE7Setup.exe starts running until the last .cab file is downloaded. 

As you go through the Setup Wizard, log entries are continually written to these files. Most log entries are also written to the registry. This data is recorded to assist with safe recovery. The error codes below can help you determine what Setup was doing when it failed and the cause of the failure. 

	Log Entry
	Meaning

	0
	Initializing, making a temporary folder, and checking disk space.

	1
	Checking for all dependencies.

	2
	Downloading files from the server.

	3
	Copying files from download location to temporary installation folder.

	4
	Restarting download and retrying Setup because of a time-out error or other download error.

	5
	Checking trust and permissions.

	6
	Extracting files.

	7
	Running Setup program (.inf or .exe file).

	8
	Installation is finished.

	9
	Download finished, and all files are downloaded.


The following table identifies other common error codes. 

	Error code
	Description

	80100003
	Files are missing from the download folder during installation.

	800bxxxx
	Any error starting with 800b is a trust failure.

	800cxxxx
	An error code starting with 800c is a Urlmon.dll failure.


Unable to install Internet Explorer 7 after download

When you download Internet Explorer 7 to your server, Setup determines the version of the operating system that is currently running, and it automatically downloads the appropriate files. Because these files are unique to each operating system, you cannot download the Internet Explorer 7 installation files to one operating system and then install Internet Explorer 7 on a different operating system. 

If you try to deploy Internet Explorer 7 from files that were downloaded by using a different operating system than the one your users are currently running, the following error message might appear during installation: 

The Internet Explorer files on your computer are not the correct files for your operating system. To continue, you must download the correct files from the Internet. Do you want to continue? 
To quit Setup, click No. To resolve this installation issue, click Yes to continue Setup, and then download the appropriate files from the Internet. 

Error message appears: "Internet Explorer could not be installed"

Because of a failure by Setup to modify one or more registry subkeys during Internet Explorer 7 installation (or due to other trust or permissions issues), you may receive the following error message: 

Internet Explorer 7 could not be installed. You must restart your system to confirm that any changes to your system are undone. 
After you restart, follow the "Internet Explorer Troubleshooting" shortcut on your desktop to get more information.
For detailed troubleshooting steps and workarounds for this issue, see article 917925 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=63939).

Installation of Internet Explorer 7 never completes

If the Internet Explorer 7 installation from Windows Update appears to stop responding, it may be because Windows Update is unable to install applicable updates for Internet Explorer 7 (for example, the Microsoft Windows Malicious Software Removal Tool).

For details and workarounds, see article 926716 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=83356).

Installation of a custom component fails

If you created a custom package using IEAK 7 and you added one or more custom components to the package in Stage 2 of the Internet Explorer 7 Customization Wizard, each component file name (either a .cab or .exe file) must be 16 characters or shorter. If a component file name is longer than 16 characters, the installation will fail, but you will not receive an error message.

Unable to uninstall Internet Explorer 7

In most cases, you can uninstall Internet Explorer 7 and restore Internet Explorer 6 on your users' computers that are running Windows XP with SP2 or Windows Server 2003 with SP1 by using the Add or Remove Programs tool in Control Panel. 
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Note 

You do not have to reinstall Internet Explorer 6 after you uninstall Internet Explorer 7.

If you cannot use Add or Remove Programs in Control Panel to uninstall Internet Explorer 7, the uninstall information might not be on the computer. For example, custom Internet Explorer 7 packages you create with the Internet Explorer 7 Customization Wizard contain uninstall information by default, but you can choose Disable saving uninstall information during Stage 2 of the wizard to save disk space on your users' computers. 

If you chose to not save uninstall information, use the uninstaller program Spuninst.exe to uninstall Internet Explorer 7.
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To run the Spuninst.exe program

	1.
Click Start, click Run, type %windir%\ie7\spuninst\spuninst.exe,and then click OK.

2.
Follow the wizard instructions to uninstall Internet Explorer 7. 

3.
After you uninstall Internet Explorer 7, double-click the Internet Explorer icon to verify that Internet Explorer 6 is restored.
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Note 

In the command to run Spuninst.exe, %windir% points to the <Drive>:\Windows folder. The placeholder <Drive> represents the hard disk partition that contains the Windows operating system files (typically C:). By default, the %windir%\IE7 folder is a hidden folder. Therefore, you may have to make this folder visible.
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To make the %windir%\IE7 folder visible

	1.
Open Windows Explorer.

2.
On the Tools menu, click Folder Options.

3.
Click the View tab.

4.
In the Advanced settings list, under Hidden files and folders, click Show hidden files and folders, and then click OK.


Internet Explorer 7 does not run after a repair installation of Windows XP

Before you perform a repair installation of Windows XP, you must uninstall Internet Explorer 7 from the computer that is running Windows XP. If you perform a repair installation of Windows XP when Internet Explorer 7 is still installed, Internet Explorer will not work after the repair is completed.

To resolve this issue, first uninstall Internet Explorer 7 from the computer to restore Internet Explorer 6. After Windows XP is repaired, you can reinstall Internet Explorer 7.

For more information, see article 917964 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=85646).

Group Policy settings

An overview of troubleshooting Group Policy settings for Internet Explorer 7 follows. 

For an introduction to Group Policy settings that apply to Internet Explorer 7, as well as an overview of administrative tools to manage and troubleshoot Group Policy settings, see Managing Browser Settings Through Group Policy. 

For a general Group Policy troubleshooting framework, see http://go.microsoft.com/fwlink/?LinkId=55503.

Unable to find Advanced Settings in Internet Explorer Maintenance

With Internet Explorer Maintenance (IEM), you can configure Internet Explorer 7 settings in a Group Policy object in one of two modes: Normal mode or Preference mode. 

Enabling Preference mode in IEM exposes an additional Advanced folder in the console tree with further Corporate Settings and Internet Settings that you can configure. Unlike Normal mode settings, Preference-mode settings are default settings on users' browsers that users can change later.

To work with IEM in Preference mode, see Managing Browser Settings Through Group Policy.

IEM policies are not applied in Preference mode

You may experience the following issues when you try to apply an IEM policy setting to your user's computers:


The policy is applied only one time, even if you have enabled the setting Process even if the Group Policy objects have not changed. 


The policy does not respond to the GPUPDATE/FORCE command.

This behavior is by design in IEM Preference mode. Preference mode provides the initial settings for your users without enforcing these settings. For example, a user can set the corporate intranet portal page as a home page. If no other restrictions apply, the user can modify these settings. 

When an IEM setting is in Preference mode, the policy will only be applied to a user's computer again when the policy has changed. At that time, the new preferences will be introduced on the user's computer.

To enforce a specific configuration on your users' computers, use Normal mode in IEM or use Administrative Templates settings, as described in Managing Browser Settings Through Group Policy.

Differences exist between policies on a computer running Internet Explorer 7 and a computer running an earlier version of Internet Explorer

When polices that were applied to earlier versions of Internet Explorer are applied on computers that are running Internet Explorer 7, Group Policy object (GPO) reporting tools show that some policies are disabled. This issue applies to the following Administrative Templates policies for Internet Explorer 7:


Disable AutoComplete for forms 

Turn on the auto-complete feature for user names and passwords on forms
In addition, when some policies that originally applied to earlier versions of Internet Explorer are applied on computers that are running Internet Explorer 7, GPO reporting tools show that some extra registry keys have been created. These extra keys have blank values. You can configure the policies to specify a registry value for the extra keys when you apply the policies on a computer that is running Internet Explorer 7. However, the values for the extra registry keys will remain blank, even though the status of the policy is shown correctly. 

This issue applies to the following Administrative Templates policies for Internet Explorer 7: 


Disable changing home page settings 

Disable "Configuring History" 

Check for signatures on downloaded programs 
Resultant Set of Policy shows incorrect source GPO for IEM settings in Windows XP with SP2

Resultant Set of Policy (RSoP) in Windows XP with SP2 incorrectly displays "IEAK" as the name of the source Group Policy object (GPO) for all IEM settings, instead of displaying the name of the GPO in which the setting is defined.

For more information about this incorrect display, see article 327496 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=85647). 

The "Turn off sending URLs as UTF-8" policy setting does not function as expected

The Turn off sending URLs as UTF-8 policy setting for Internet Explorer 7 specifies whether to use UTF-8 to exchange Internet addresses (URLs) that contain characters in any language. (UTF-8 is a standard that defines characters so that they are readable in any language.) 

The Turn off sending URLs as UTF-8 policy setting behaves opposite of what is specified in the explanation text for this policy: 


When you enable the policy, Internet Explorer 7 allows you to use UTF-8 to send URLs and does not block them. 


When you disable this policy, users cannot use UTF-8 characters in a URL. 

Unable to set "Folder Redirection" policy setting on a computer running Windows XP with SP2 that also uses Group Policy settings to customize Internet Explorer 7

You cannot set the Folder Redirection policy setting on a computer running Windows XP with SP2 that also uses IEM Group Policy settings to customize Internet Explorer.

To resolve this issue, apply the hotfix described in Microsoft Knowledge Base article 888254 (http://go.microsoft.com/fwlink/?LinkId=83359).

Unable to locate "Populate list of search providers" policy setting

Internet Explorer 7 lets users select the search provider they want to use for searching the Internet. A list of search providers is available in the Internet Explorer 7 toolbar search box. Users can add or remove search providers from this list and select a default search provider. 

Actions that are related to search providers, including restricting the list of search providers, are controlled by Group Policy settings. Many of these refer to the Populate list of search providers policy setting. 

As an administrator you can provide a custom search provider list by using this policy setting. However, by default, this policy setting is not available. To include it, you must manually create Administrative Template files for your Windows operating system. 

To learn how to create these Administrative Templates and for details about the Populate list of search providers policy setting, see article 918238 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=67808).

Unable to locate "Enable customizing the elevation policy for Protected mode" policy setting

In Windows Vista, securable objects automatically inherit the integrity level of the process that created them. Therefore, files or registry keys have a low integrity when they are created in Protected mode. By default, when Internet Explorer 7 runs in Protected mode, the extensions cannot access medium- or high-integrity objects. This provides the best protection against malicious software attacks. 

When an extension requires access to higher integrity objects, the user is prompted through a dialog box. If the user confirms the elevation, a broker process with a higher integrity level accesses the object on behalf on Internet Explorer 7.

As an administrator you can override this default behavior. If you enable the Enable customizing the elevation policy for Protected mode policy setting, the user is not prompted to elevate. However, by default, this policy setting is not available. To include it, you must manually create Administrative Template files for your Windows operating system. 

For information about how to create Administrative Templates to enforce the desired elevation policy, see article 918239 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=83360).

Internet Explorer 7 client issues

Following are topics related to troubleshooting features or behaviors of Internet Explorer 7 on your users' computers.

Resetting Internet Explorer 7 settings

If Internet Explorer 7 on a user's computer is in an unstable state, you can use the Reset Internet Explorer Settings (RIES) feature in Internet Explorer 7 to restore the default settings of many browser features, including:


Home pages 


Search scopes 


Browsing history 


Form data 


Passwords 


Appearance settings 


Toolbars 


ActiveX® controls (reset to opt-in state, unless they are pre-approved)


Branding settings created by using IEAK 7

RIES disables all custom toolbars, browser extensions, and customizations that have been installed with Internet Explorer 7. To use any of these disabled customizations, you must selectively enable each customization through the Manage Add-ons dialog box.

RIES does not:


Clear the Favorites


Clear the RSS Feeds 


Reset connection or proxy settings


Affect Administrative Template Group Policy settings that you apply
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Note 

Unless you enable the Internet Explorer Maintenance policy processing Group Policy setting, Normal mode settings on the browser created by using IEM are lost after you use RIES.
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To use RIES in Internet Explorer 7

	1.
Click the Tools menu, and then click Internet Options. 

2.
On the Advanced tab, click Reset. 

3.
In the Reset Internet Explorer Settings dialog box, click Reset.  

4.
When Internet Explorer 7 finishes restoring the default settings, click Close, and then click OK two times.

5.
Close Internet Explorer 7. The changes take effect the next time that you open Internet Explorer 7.


For details on the RIES feature, see 


Internet Explorer 7 Help 


Microsoft Knowledge Base article 923737 (http://go.microsoft.com/fwlink/?LinkId=83361). 
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Note 

To prevent users from using the RIES feature, enable the Do not allow resetting Internet Explorer settings policy setting in Administrative Templates.

Troubleshooting Internet Explorer 7 add-ons

To isolate browser issues that might be related to Internet Explorer 7 add-ons, you can selectively disable one or more browser add-ons.
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To disable a browser add-on

	1.
Click the Tools menu, click Manage Add-ons, and then click Enable or Disable Add-ons.

2.
Click the add-on you want to disable, click Disable, and then click OK.


Alternatively, you can turn off all add-ons temporarily in Internet Explorer 7 by starting in No add-ons mode. 
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To start Internet Explorer 7 in No add-ons mode

	1.
Click Start, click All Programs, and then click Accessories. 

2.
Click System Tools, and then click Internet Explorer (No Add-ons).
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Note 

You can also start Internet Explorer 7 without add-ons by right-clicking the Internet Explorer 7 icon on the desktop and then clicking Start Without Add-ons. Or start Internet Explorer 7 with no add-ons or toolbars by running the command iexplore.exe -extoff.

Troubleshooting proxy server configurations

If your organization uses a proxy server on a local area network (LAN) to connect to the Internet, you may need to troubleshoot proxy server configurations in the browsers that you deploy to your users' computers. 

Follow these steps to help you troubleshoot your proxy server configurations: 

Step 1: Verify the proxy server address.

Step 2: Verify that automatic detection and automatic configuration are enabled within the browser.

Step 3: Verify that the browser is configured with the correct automatic configuration script address.
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To verify your proxy server address in Internet Explorer 7

	1.
On the Tools menu, click Internet Options, and then click the Connections tab.

2.
Click Settings or LAN Settings.

3.
In the Proxy server dialog box, verify the address. Click Advanced to verify the addresses if you configured multiple proxy servers.


If Internet Explorer 7 uses a proxy server for a local IP address (even if the Bypass Proxy Server for Local Addresses check box is selected), see article 262981 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=85652).
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To verify that automatic detection and automatic configuration are enabled

	1.
On the Tools menu, click Internet Options, and then click the Connections tab.

2.
Click Settings or LAN Settings.

3.
In the Automatic configuration dialog box, verify that the Automatically detect settings check box is selected. If you enabled automatic configuration, verify that the Use automatic configuration script check box is selected.


If you determine that automatic detection and automatic configuration are configured correctly and the proxy server detection still fails, click Detect my network settings in the Error dialog box to attempt the proxy server detection again. 
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To verify that the browser is configured with the correct automatic configuration script address

	1.
On the Tools menu, click Internet Options, and then click the Connections tab.

2.
Click Settings or LAN Settings.

3.
In the Automatic configuration dialog box, verify that the Use automatic configuration script check box is selected and that the address is correct for your automatic configuration or auto-proxy URL.


Part 4: Appendices

Appendix A: Structural Definition of .INF Files explores the elements and organization of the .inf files that are used to configure Internet Explorer 7 during installation.

Appendix B: Internet Explorer Maintenance Extension Settings describes using Internet Explorer Maintenance extension to configure Internet Explorer 7 after deployment.

Appendix C: Auto-Proxy Configuration Script Examples provides guidance for configuring auto-proxy scripts for your Internet Explorer 7 deployment.

Appendix D: Microsoft Phishing Filter explores configuration options for the Phishing Filter in Internet Explorer 7. 

Appendix A: Structural Definition of .INF Files

Although you can customize Internet Explorer 7 Setup with the Internet Explorer 7 Customization Wizard, Internet Explorer 7 batch files, and non-Microsoft applications, you can also use Setup information (.inf) files to develop a customized setup solution. This appendix describes the sections of an .inf file and provides samples of each. 

For more information about how to use .inf files, see Working with .INF Files in this deployment guide

Sections of an .inf file

The following table describes the sections of a basic information (.inf) file. More complex .inf files can include additional sections. The remainder of this document details how to use each section. 

	Section
	Description

	[Version]
	Provides basic version information for validating the .inf file.

	[DefaultInstall]
	Contains pointers to other sections that specify files to copy or delete, registry updates, .ini file updates, and so on. This section is executed by default.

	[OtherInstall]
	Uses the same format as the [DefaultInstall] section, but must explicitly be called. This section is useful for defining how you want a component to be uninstalled.

	[CopyFiles]
[RenFiles]
[DelFiles]
	List the files that you want to copy, rename, and delete.

	[UpdateInis]
[UpdateIniFields]
	Specify updates to .ini files. Links are created in these sections.

	[AddReg]
[DelReg]
[Ini2Reg]
	Specify registry additions and deletions.

	[UpdateCfgSys]
	Adds, updates, and renames commands in the Config.sys file.

	[UpdateAutoBat]
	Specifies commands that manipulate lines in the Autoexec.bat file.

	[DestinationDirs]
	Specifies the location on the hard disk drive where a section's files will be copied, deleted, or renamed (for example, Windows or Windows\System).

	[SourceDisksNames]
	Lists the source disks that contain the source files.

	[SourceDisksFiles]
	Lists the source files and the source disk for each listed source file.

	[Strings]
	Lists localizable strings.

	[Optional Components]
	Lists Install selections that are displayed when the user clicks the Add or Remove Programs icon in Control Panel, clicks the Windows Setup tab, and then clicks Have Disk. For situations in which this section is ignored, see the description for the [Optional Components] section later in the appendix.


[Version] section

[Version] 

Signature="$Chicago$" 

LayoutFile=filename.inf 

The [Version] section defines the standard header for all Microsoft Windows .inf files. If you do not use a signature of $chicago$, Windows does not accept the .inf file as belonging to any of the classes of devices recognized by Windows. 

The signature string recognition is not case-sensitive. For example, you can type either $chicago$ or $CHICAGO$. 

filename.inf
The .inf file that contains the layout information (source disks and files) is required to install the component. This line is optional. If this information is not provided elsewhere, you must list the [SourceDisksNames] and [SourceDisksFiles] sections in this .inf file. 

The following code example shows a typical [Version] section: 

[Version]

Signature="$CHICAGO$"

 [DefaultInstall] and [OtherInstall] sections

[install-section-name] 

CopyFiles=file-list-section[,file-list-section]… 

RenFiles=file-list-section[,file-list-section]… 

DelFiles=file-list-section[,file-list-section]… 

UpdateInis=updateinis-section-name[,updateinis-section-name]… 

UpdateIniFields=updateinifields-section-name[,updateinifields-section-name]… 

AddReg=addreg-section-name[,addreg-section-name]… 

DelReg=delreg-section-name[,delreg-section-name]… 

Ini2Reg=ini2reg-section-name[,ini2reg-section-name]… 

UpdateCfgSys=updatecfgsys-section-name 

UpdateAutoBat=updateautobat-section-name 

The Install sections, [DefaultInstall] and [OtherInstall], identify the additional sections in the .inf file that contain installation information for the component. These sections use the same format. 

Not all the entries shown in the preceding syntax are needed or required in the Install sections. If you use an entry, it must specify the name of a section in the .inf file. (The CopyFiles entry is an exception because you can use the @ symbol along with a file name to copy a single file without specifying a section name.) The section name must consist of printable characters. 

You can use only one of each type of entry in an Install section. You can list more than one section name in an entry, but you must precede each additional name with a comma. 

install-section-name
The name of the Install section can be any name that you specify, for example: [DefaultInstall] or [OtherInstall]. 

If you name the Install section [DefaultInstall], it executes when you right-click the .inf file and then click Install. This section also executes when you select an .inf file as the Setup option by using the CabPack Wizard. 

The following code example shows a typical Install section. It contains CopyFiles and AddReg entries that identify the sections containing information about which files to install. 

[MyApplication]

Copyfiles=MyAppWinFiles, MyAppSysFiles, @SRSutil.exe

AddReg=MyAppRegEntries
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Note 

If you rename the [MyApplication] section in this example to [DefaultInstall], the section is executed when you right-click the .inf file and then click Install.

The CopyFiles entry provides a special notation that allows a single file to be copied directly from the command line. You can copy an individual file by adding an @ symbol as a prefix to the file name. The destination for any file that you copy using this notation is the DefaultDestDir entry, as defined in [DestinationDirs] section later in this appendix. 

The following code example shows how to copy individual files: 

CopyFiles=FileSection1,@myfile.txt,@anotherfile.txt,LastSectionName

[CopyFiles] section

[file-list-section]

destination-file-name[, source-file-name][,temporary-file-name][,flag]

[destination-file-name[,source-file-name][, temporary-file-name]][,flag]

The [CopyFiles] section lists the names of files that you want to copy from a source disk to a destination directory. You must specify the source disk and destination directory associated with each file in other sections of the .inf file. 

You can specify the copying of a single file in the CopyFiles entry of the Install section without creating a [CopyFiles] section. To do this, specify the file-list-section name in the CopyFiles entry of the Install section and use the @ symbol to force a single file copy. Copying a single file in this way imposes limitations, because you must use the same name for the source and destination file names, and you cannot use a temporary file. For an example of the @ symbol in a CopyFiles entry, see the [DefaultInstall] and [OtherInstall] section.

file-list-section
The section name, which must appear in the CopyFiles entry in an Install section of the .inf file. 

destination-file-name 
The name of the destination file. If you do not provide a source file name, this name also specifies the source file. 

source-file-name 
The name of the source file. If you use the same name as the source and destination files for the file-copy operation, you do not need to include source-file-name. 

temporary-file-name 
The name of a temporary file for the file-copy operation. The installer copies the source file but gives it the temporary file name. The next time the operating system starts, it renames the temporary file to the destination file name. You might find this useful for copying files to a destination that is currently open or in use by Windows. 

flag 
An optional flag used to perform special actions during the installation process. You can use multiple flags by adding the values together to create the combined flag. The following table identifies valid flags. 

	Value
	Meaning

	1
	Warn if the user attempts to skip the file.

	2
	Setup-critical: Do not allow the user to skip the file.

	4
	Ignore version checking and always copy the file. This action will overwrite a newer file.

	8
	Force a rename operation. The Setup program treats a file as if it was in use. This operation occurs only if the file already exists on the users' computers.

	16
	If the file already exists on the destination computers, do not copy it.

	32
	Suppress the Version Conflict dialog box, and do not overwrite newer files.


The following code example copies three files: 

[CopyTheseFilesSec]

file11; copies file11

file21, file22, file23 ; copies file22, temporarily naming it file23

file31, file32 ; copies file32 to file31

In this example, you must define all of the source file names in a [SourceDisksFiles] section of the .inf file, and you must define the logical disk numbers that appear in that section in a [SourceDisksNames] section of the .inf file. For an alternate solution, you can use a Layout.inf file to supply this information. 

[RenFiles] section

[file-list-section] 
new-file-name, old-file-name 
This section lists the names of files that you want to rename. 

file-list-section 
The section name, which must appear in the RenFiles entry in an Install section of the .inf file. 

new-file-name 
The new name of the file. 

old-file-name 
The old name of the file. 

The following code example renames file42 to file41, file52 to file51, and file62 to file61: 

[RenameOldFilesSec]

file41, file42

file51, file52

file61, file62

In the previous example, you must define all the old file names (file42, file52, and file62) in a [SourceDisksFiles] section of the .inf file, and you must define the logical disk numbers that appear in that section in a [SourceDisksNames] section of the .inf file. 

[DelFiles] section

[file-list-section] 
file-name[,,,flag] 
This section lists the names of files that you want to delete. 

file-list-section 
The section name, which must appear in the [DelFiles] entry in an Install section of the .inf file. 

file-name 
The file that you want to delete. 

flag 
An optional flag used to force Windows to delete the named file if it is in use during the installation process. To instruct Windows to initialize the file-deletion operation in Wininit.ini after the computer has restarted, set the flag value to 1. If a file marked with the flag=1 setting cannot be deleted because it is in use, the computer will restart after the device installation is completed. 

If you do not use the flag=1 setting together with file-name, and the file is in use when the [DelFiles] section executes, it will not be deleted from the computer. 

The following code example deletes three files: 

[DeleteOldFilesSec]

file1

file2

file3

 [UpdateInis] section

[updateinis-section-name] 
ini-file, ini-section, [old-ini-entry], [new-ini-entry], [flags] 
This section replaces, deletes, or adds complete entries in the specified .ini file. 

updateinis-section-name 
The section name, which must appear in the [UpdateInis] entry in an Install section of the .inf file. 

ini-file 
The name of the .ini file that contains the entry to change. This name can be a string or a strings key. A strings key has the form %strkey%, where strkey is defined in the [Strings] section in the .inf file. In either case, you must use a valid file name. 

The .ini file name should include the name of the directory containing the file, but you should specify the directory name as a logical directory identifier (LDID) rather than an actual name. The installer replaces an LDID with the actual name during installation. 

An LDID has the form %ldid%, where LDID is one of the predefined identifiers or an identifier defined in the [DestinationDirs] section. Note that when the constants LDID_BOOT and LDID_BOOTHOST are replaced, the backslash is included in the path. For example, LDID_BOOT can be replaced with C:\. However, in your .inf file, you can either use the backslash character or not. For example, you can use either %30%boot.ini or %30%\boot.ini to reference Boot.ini in the root directory of the boot drive. 

ini-section 
The name of the section that contains the entry to change. 

old-ini-entry 
An optional entry that usually has the form Key=Value. 

new-ini-entry 
An optional entry that usually has the form Key=Value. Either the key or the value can specify replaceable strings. For example, you could use %string1% as either the key or the value specified in new-ini-entry, and define the string that replaces %string1% in the [Strings] section of the .inf file. You can use the asterisk (*) wildcard character when specifying the key and value, and it will be interpreted correctly. 

flags 
Optional action flags that specify the conditions under which old-ini-entry is replaced with new-ini-entry. The following table identifies valid flags. 

	Value
	Meaning

	0
	Default. If old-ini-entry is present in an .ini file entry, that entry is replaced with new-ini-entry. Note that only the keys of old-ini-entry and the .inf file entry must match; the value of each entry is ignored.
To add new-ini-entry to the .ini file unconditionally, set old-ini-entry to NULL. To delete old-ini-entry from the .ini file unconditionally, set new-ini-entry to NULL.

	1
	If both the key and the value of old-ini-entry exist in an .ini file entry, that entry is replaced with new-ini-entry. Note that both the key and the value for old-ini-entry and the .inf file entry must match so that the replacement can be made. This requirement is in contrast to using an action flag value of 0, where only the keys must match for the replacement to be made.

	2
	If the key in old-ini-entry does not exist in the .ini file, no operation is performed on the .ini file. 
If the key in old-ini-entry exists in an .ini file entry and the key in new-ini-entry exists in an .ini file entry, the .ini file entry that matches the key in new-ini-entry is deleted. Also, the key of the .ini file entry that matches old-ini-entry is replaced with the key in new-ini-entry.
If the key in old-ini-entry exists in an .ini file entry and the key in new-ini-entry does not exist in an .ini file entry, an entry that is made up of the key in new-ini-entry and the old value is added to the .ini file.
Note that the match of old-ini-entry and an .ini file entry is based on the key alone, not the key and the value.

	3
	Same as a flag value of 2, except that the match between old-ini-entry and an entry in the .inf file is based on both the key and the value, not just the key.


The following code examples illustrate individual entries in an [UpdateInis] section of an .inf file: 

%11%\sample.ini, Section1,, Value1=2 ; adds new entry

%11%\sample.ini, Section2, Value3=*, ; deletes old entry

%11%\sample.ini, Section4, Value5=1, Value5=4 ; replaces old entry

The following set of entries in an [UpdateInis] section of an .inf file work together to perform operations on the [Boot] section of System.ini. 

system.ini, boot, "comm.drv=*vcoscomm.drv","~CommDrvTemp~=*", 3

system.ini, boot, "comm.drv=*r0dmdcom.drv","~CommDrvTemp~=*", 3

system.ini, boot,,"comm.drv=comm.drv"

system.ini, boot, "~CommDrvTemp~=*","comm.drv=*", 3

In the previous set of .inf file entries, the conditionality built into the flags is used to add the entry comm.drv=comm.drv to the [Boot] section, unless the entries comm.drv=*vcoscomm.drv or comm.drv=*r0dmdcom.drv exist in the [Boot] section. In that case, the existing entry is preserved, and the entry comm.drv=comm.drv is not added to the .ini file. In other words, after the four .inf file entries are executed, one comm.drv= entry will exist in the [Boot] section of the .ini file: comm.drv=*vcoscomm.drv, comm.drv=*r0dmdcom.drv, or comm.drv=comm.drv. 

[UpdateIniFields] section

[updateinifields-section-name] 
ini-file, ini-section, profile-name, [old-field], [new-field],[flags] 
This section replaces, adds, and deletes fields in a value of a specified .ini file entry. Unlike the [UpdateIniFile] section, the [UpdateIniFields] section replaces, adds, or deletes portions of a value in an .ini file entry, not the whole value. 

Any comments in the .ini file entry are removed, because they might no longer apply. When fields in this entry are processed, spaces, tabs, and commas are used as field delimiters. However, a space is used as the separator when the new field is appended to the entry. 

updateinifields-section-name 
The section name, which must appear in the [UpdateIniFields] entry in an Install section of the .inf file. 

ini-file 
The name of the .ini file that contains the entry to change. For more information about specifying the .ini file name, see the [UpdateInis] section. 

ini-section 
The name of the .ini file section that contains the entry to change. 

profile-name 
The name of the entry to change. 

old-field 
The field value to delete. 

new-field 
The field value to add, if it is not already there. 

flags 
Optional flags that specify whether to treat old-field and new-field as if they had a wildcard character and to indicate what separator character to use when appending new-field to an.ini file entry. The following table identifies valid flags. 

	Value
	Meaning

	0
	Default. When matching fields, treat the * character literally and not as a wildcard character. When adding a new field to an entry, use a blank space as a separator.

	1
	When matching fields, treat the * character as a wildcard character. When adding a new field to an entry, use a blank space as a separator.

	2
	When matching fields, treat the * character literally and not as a wildcard character. When adding a new field to an entry, use a comma as a separator.

	3
	When matching fields, treat the * character as a wildcard character. When adding a new field to an entry, use a comma as a separator.


[AddReg] section

[addreg-section-name] 
reg-root-string, [subkey], [value-name], [flag], [value] 
[reg-root-string, [subkey], [value-name], [flag], [value]] 
This section adds subkeys or value names to the registry, optionally setting the value. 

addreg-section-name 
The section name, which must appear in the [AddReg] entry in an Install section of the .inf file. 

reg-root-string 
The registry root name, which can be one of the following values:


HKCR—Same as HKEY_CLASSES_ROOT


HKCU—Same as HKEY_CURRENT_USER


HKLM—Same as HKEY_LOCAL_MACHINE


HKU—Same as HKEY_USERS


HKR—Uses the value of the RelativeKeyRoot entry in the SetupInstallFromInfSection function (called by the Setup program) as the registry root.

subkey 
An optional subkey to set. You can express this subkey, which uses the form key1\key2\key3..., as a replaceable string. For example, you could use %subkey1%, and then define the string that replaces %subkey1% in the [Strings] section of the .inf file. 

value-name 
The optional value name for subkey. For a string type, if value-name is left empty, the value of the subkey is set to a NULL string. Note that you can express value-name as a replaceable string. For example, you could use %valname1% and define the string that replaces %valname1% in the [Strings] section of the .inf file. 

flag 
The optional flag that specifies the type of value and whether the registry key is replaced if it already exists. The following table identifies valid flags. 

	Value
	Meaning

	0
	Default. The value is an ANSI string. Replace the key if it exists.

	1
	The value is a hexadecimal number. Replace the key if it exists.

	2
	The value is an ANSI string. Do not replace the key if it exists.

	3
	The value is a hexadecimal number. Do not replace the key if it exists.


value 
An optional value to set. This value can be either an ANSI string or a number in hexadecimal notation and Intel format. You can use a backslash (\) character to extend any item containing a binary value beyond the 128-byte line maximum. You can also include a string key by using the form %strkey% and define strkey in the [Strings] section of the .inf file. To use a % character in the line, use %%. 

At least two fields are required; however, one can be null (empty). Therefore, when you use this form, you must include at least one comma. 

In the following code example, the two entries add two value names to the registry. Note that %25% will be expanded to the computer's Windows directory. 

[MyAppRegEntries]

HKLM,Software\MyApp,ProgramName,,"My Application"

HKLM,Software\MyApp,"Program Location",,"%25%\MyApp.exe"

[DelReg] section

[delreg-section-name] 
reg-root-string, subkey, [value-name] 
[reg-root-string, subkey, [value-name]] 
This section deletes a subkey or value name from the registry. This section can contain any number of entries. Each entry deletes one subkey or value name from the registry. 

delreg-section-name 
The section name, which must appear in the [DelReg] entry in an Install section of this .inf file. 

reg-root-string 
The registry root name, which can be one of the following values:


HKCR—Same as HKEY_CLASSES_ROOT


HKCU—Same as HKEY_CURRENT_USER


HKLM—Same as HKEY_LOCAL_MACHINE


HKU—Same as HKEY_USERS


HKR—Uses the value of the RelativeKeyRoot entry in the SetupInstallFromInfSection function (called by the Setup program) as the registry root

subkey 
A subkey to delete. You can express the subkey, which uses the form key1\key2\key3..., as a replaceable string. For example, you could use %subkey1% and define the string that replaces %subkey1% in the [Strings] section of the .inf file. 

value-name 
The optional value name for subkey. You can express value-name as a replaceable string. For example, you could use %valname1%, and then define the string that replaces %valname1% in the [Strings] section of the .inf file. 

[Ini2Reg] section

[ini2reg-section-name] 
ini-file, ini-section, [ini-key], reg-root-string, subkey[,flags] 
This section moves lines or sections from an .ini file to the registry, creating or replacing a registry entry under the specified key in the registry. 

ini2reg-section-name 
The section name, which must appear in the [Ini2Reg] entry in an Install section of the .inf file. 

ini-file 
The name of the .ini file that contains the key to copy. For more information about specifying the .ini file name, see the [UpdateInis] section earlier in this appendix. 

ini-section 
The name of the section in the .ini file that contains the key to copy. 

ini-key 
The name of the key in the .ini file to copy to the registry. If ini-key is empty, the entire section is transferred to the specified registry key. 

reg-root-string 
The registry root name, which can be one of the following values:


HKCR—Same as HKEY_CLASSES_ROOT


HKCU—Same as HKEY_CURRENT_USER


HKLM—Same as HKEY_LOCAL_MACHINE


HKU—Same as HKEY_USERS


HKR—Uses the value of the RelativeKeyRoot entry in the SetupInstallFromInfSection function (called by the Setup program) as the registry root

subkey 
The subkey that receives the value. This subkey uses the form key1\key2\key3... 

flags 
Flags that indicate whether to delete the key in the .ini file after transfer to the registry and whether to overwrite the value in the registry if the registry key already exists. The following table identifies the valid flags. 

	Value
	Meaning

	0
	Default. After moving the information in the entry to the registry, do not delete the entry from the .ini file. If the registry subkey already exists, do not replace its current value.

	1
	After moving the information in the entry to the registry, delete the entry from the .ini file. If the registry subkey already exists, do not replace its current value.

	2
	After moving the information in the entry to the registry, do not delete the entry from the .ini file. If the registry subkey already exists, replace its current value with the value from the entry in the .ini file.

	3
	After moving the information in the entry to the registry, delete the .ini entry from the .ini file. If the registry subkey already exists, replace its current value with the value from the entry in the .ini file.


For example, the following code shows the [Windows] section in the Win.ini file: 

[Windows]

CursorBlinkRate=15

If a CursorBlinkRate subkey does not exist under Control Panel\Desktop, the following entry in an [Ini2Reg] section creates the subkey, sets the value of subkey to 15, and leaves the original line in Win.ini unchanged: 

win.ini,Windows,CursorBlinkRate,HKCU,"Control Panel\Desktop"

If the subkey already exists, the .inf file entry sets the value of subkey to 15 and leaves the original line in Win.ini unchanged. 

[UpdateCfgSys] section

[updatecfgsys-section-name] 
Buffers=legal-dos-buffer-value 
DelKey=key 
DevAddDev=driver-name,configkeyword[,flag][,param-string] 
DevDelete=device-driver-name 
DevRename=current-dev-name,new-dev-name 
Files=legal-dos-files-value 
PrefixPath=ldid[,ldid] 
RemKey=key 
Stacks=dos-stacks-values 
This section contains entries that add, delete, or rename commands in the Config.sys file. 

Not all entries shown in the preceding syntax are needed or required. An update configuration section can contain as many DelKey, DevAddDev, DevDelete, DevRename, and RemKey entries as needed, but you can use the Buffers, Files, and Stacks entries only once in a section. When processing this section, the installer processes all DevRename entries first, all DevDelete entries second, and all DevAddDev entries last. 

updatecfgsys-section-name 
The section name, which must appear in the [UpdateConfigSys] entry in an Install section of the .inf file. 

Buffers entry

Buffers=legal-dos-buffer-value 
This entry sets the number of file buffers. As it does with the Stacks entry, the installer compares the existing value with the proposed value and sets the file buffers to the larger of the two values. 

legal-dos-buffer-value 
A legal MS-DOS buffer value. 

DelKey entry

DelKey=key 
This entry causes the command with the specified key to be remarked-out in the Config.sys file. For example, the following .inf file entry causes a Break=on command to be remarked-out in the Config.sys file: 

DelKey=Break
The DelKey entry has the same effect as the RemKey entry. You can use multiple DelKey and RemKey entries in a section of the .inf file. 

key 
The key of the command to be remarked-out in the Config.sys file. 

DevAddDev entry

DevAddDev=driver-name,configkeyword[,flag][,param-string] 
This entry adds a device or install command to the Config.sys file. 

driver-name 
The name of the driver or executable file to add. The installer validates the file name extension, ensuring that it is .sys or .exe. 

configkeyword 
The command name, which can be device or install. 

flag 
An optional placement flag that specifies the location of the device or install command. 

The following table identifies valid flags. 

	Value
	Meaning

	0
	Default. The command is placed at the bottom of the file.

	1
	The command is placed at the top of the file.


param-string 
Optional command strings, which must be valid for the specified device driver or executable file. 

DevDelete entry

DevDelete=device-driver-name 
This entry deletes any line containing the specified file name from the Config.sys file. 

device-driver-name 
The name of a file or device driver. The installer searches the Config.sys file for the name and deletes any line containing it. Because Microsoft MS-DOS® does not permit implicit file name extensions in Config.sys, each device-driver-name must explicitly specify the file name extension. 

In the following code example, the DevDelete entry in an [UpdateCfgSys] section deletes lines 1 and 3 of the Config.sys file, but not line 2: 

DevDelete=Filename.sys

;; lines in Config.sys

Device=Filename.sys;; line #1

Install=Filename.exe;; line #2

Device=Filename.sys /d:b800 /I:3 ;; line #3

DevRename entry

DevRename=current-dev-name,new-dev-name 
This entry renames a device driver in the Config.sys file. 

current-dev-name 
The name of the device driver or executable file to rename. The installer looks for the name on the right side of a device or install command in the Config.sys file. 

new-dev-name 
The new name for a device driver or executable file. 

Files entry

Files=legal-dos-files-value 
This entry sets the maximum number of open files in the Config.sys file. As it does with the Stacks entry, the installer compares the existing value with the proposed value and sets the maximum number of open files to the larger of the two values. 

legal-dos-files-value 
A legal MS-DOS files value. 

PrefixPath entry

PrefixPath=ldid[,ldid]... 
This entry appends the path associated with the given LDID to the path command. 

ldid 
An identifier that can be any of the predefined LDID values or a new value defined in the .inf file. For definitions of all the predefined LDID values, see the [DestinationDirs] section later in this appendix. 

RemKey entry

RemKey=key 
This entry causes the command with the specified key to be remarked-out in the Config.sys file. For example, the following .inf file entry causes a Break=on command to be remarked-out in the Config.sys file. 

RemKey=Break
The RemKey entry has the same effect as the DelKey entry. You can use multiple RemKey and/or DelKey entries in a section of the .inf file. 

key 
The key of the command to be remarked-out in the Config.sys file. 

Stacks entry

Stacks=dos-stacks-values 
This entry sets the number and size of stacks in the Config.sys file. The installer compares the existing value with the proposed value and always sets Stacks to the larger of the two values. For example, if the Config.sys file contains Stacks=9,218 and the .inf file contains Stacks=5,256, the installer sets the new value to Stacks=9,218. 

dos-stacks-values 
Legal MS-DOS stacks values. 

[UpdateAutoBat] section

[updateautobat-section-name] 
CmdAdd=command-name[,command-parameters] 
CmdDelete=command-name 
PrefixPath=ldid[,ldid] 
RemOldPath=ldid[,ldid] 
TmpDir=ldid[,subdir] 
UnSet=env-var-name 
This section contains commands that manipulate lines in the Autoexec.bat file. 

Not all entry types shown in the preceding syntax are needed or required. The section can contain as many CmdAdd, CmdDelete, and UnSet entries as needed, but you can use the PrefixPath, RemOldPath, and TmpDir entries only once in an .inf file. 

The installer processes all CmdDelete entries before any CmdAdd entries. 

updateautobat-section-name 
The section name, which must appear in the [UpdateAutoBat] entry in an Install section of the .inf file. 

CmdAdd entry

CmdAdd=command-name[,"command-parameters"] 
This entry adds the specified command and optional command parameters to the end of the Autoexec.bat file. 

command-name 
The name of an executable file with or without an extension. If the file name is also defined in the [DestinationDirs] and [SourceDisksFiles] sections of the .inf file, the installer adds the appropriate path to the file name before writing it to the Autoexec.bat file. 

command-parameters 
A string enclosed in double-quotation marks or a replaceable string. For example, you could use %string1% or %myparam%, and then define the string that replaces %string1% or %myparam% in the [Strings] section of the .inf file. The installer appends the string to command-name before appending the line to the end of the Autoexec.bat file. The format of this line depends on the command-line requirements of the specified executable file. 

CmdDelete entry

CmdDelete=command-name 
This entry deletes any lines from the Autoexec.bat file that include the specified command-name. The installer searches for and deletes any occurrence of the given name that has an extension of.exe, .com, or .bat. 

command-name 
The name of an executable file without an extension. 

PrefixPath entry

PrefixPath=ldid[,ldid]... 
This entry appends the path associated with the specified LDID to the path command. 

ldid 
An identifier that can be any of the predefined LDID values or a new value defined in the .inf file. For definitions of all the predefined LDID values, see the [DestinationDirs] section later in this appendix. 

RemOldPath entry

RemOldPath=ldid[,ldid] 
This entry removes the path associated with the given LDID from the path command. For example, if the user installs a new version of Windows into C:\Newwin and has an old copy of Windows in C:\Windows, the following .inf file entry removes C:\Windows from the path environmental variable: 

RemOldPath=10

ldid 
An identifier that can be any of the predefined LDID values or a new value defined in the .inf file. For definitions of all the predefined LDID values, see the [DestinationDirs] section later in this appendix. 

TmpDir entry

TmpDir=ldid[,subdir] 
This entry creates a temporary directory within the directory identified by the LDID, if it does not already exist. 

ldid 
An identifier that can be any of the predefined LDID values or a new value defined in the .inf file. For definitions of all the predefined LDID values, see the [DestinationDirs] section later in this appendix. 

subdir 
The path name. If the Ldid\Subdir directory does not already exist, it is created. 

UnSet entry

UnSet=env-var-name 
This entry removes any set command that includes the specified environment variable name from the Autoexec.bat file. 

env-var-name 
The name of an environment variable. 

 [DestinationDirs] section

[DestinationDirs] 
file-list-section=ldid[, subdir ] 
[DefaultDestDir=ldid[, subdir ]] 
The [DestinationDirs] section defines the destination directories for the operations specified in file-list-section of CopyFiles, RenFiles, or DelFiles entries. Optionally, you can specify a default destination directory for any CopyFiles, RenFiles, or DelFiles entries in the .inf file that are not explicitly named in the [DestinationDirs] section. 

file-list-section 
The name of a CopyFiles, RenFiles, or DelFiles entry. You must also include the Copyfiles, RenFiles, or DelFiles entry in an Install section of the .inf file. 

ldid 
The logical disk identifier. The following table identifies valid LDID values. 

	Value
	Meaning

	00
	Null LDID—can be used to create a new LDID

	01
	Source Drive:\pathname

	10
	Computer directory (maps to the Windows directory for server-based setup)

	11
	System directory

	12
	IOSubsys directory

	13
	Command directory

	17
	Inf directory

	18
	Help directory

	20
	Fonts

	21
	Viewers

	22
	VMM32

	23
	Color directory

	24
	Root directory of the drive that contains the Windows directory

	25
	Windows directory

	26
	Guaranteed boot device for Windows (Winboot)

	28
	Host Winboot

	30
	Root directory of the boot drive

	31
	Root directory for host drive of a virtual boot drive


subdir 
The name of the directory within the directory identified by LDID as the destination directory. 

The optional DefaultDestDir entry provides a default destination for any CopyFiles entries that use the direct copy (@file name) notation or any CopyFiles, RenFiles, or DelFiles entries not specified in the [DestinationDirs] section. If you do not include the optional DefaultDestDir entry in a [DestinationDirs] section, the default directory is set to LDID_WIN. 

The following code example sets the destination directory for the MoveMiniPort entry to Windows\Iosybsys and sets the default directory for other sections to the Bin folder on the boot drive: 

[DestinationDirs]

MoveMiniPort=12 ; Destination for MoveMiniPort section is ; windows\iosubsys

DefaultDestDirs=30,bin ; Direct copies go to boot:\bin

[SourceDisksNames] section

[SourceDisksNames] 
disk-ordinal="disk-description",disk-label,disk-serial-number 
This section identifies the source disk(s) that contain the source files for file copy and rename operations. 

disk-ordinal 
The unique number that identifies a source disk. If more than one source disk exists, each disk must have a unique ordinal. 

disk-description 
The string or strings key that describes the contents or purpose of the source disk. The installer displays this string to the user to identify the disk. The description is enclosed in double quotation marks. 

disk-label 
The volume label of the source disk that is set when the source disk is formatted. 

disk-serial-number 
This unused value must be 0. 

The following code example identifies one source disk with the disk description specified as a strings key: 

[SourceDisksNames]

55 = %ID1%, Instd1, 0

[Strings]

ID1="My Application Installation Disk 1"

[SourceDisksFiles] section

[SourceDisksFiles] 
file-name=disk-number[,subdir] [,file-size] 
This section specifies the source files that are used during installation and the source disks that contain the source files. 

file-name 
The name of the file on the source disk. 

disk-number 
The ordinal of the source disk that contains the file. You must define this ordinal in the [SourceDisksNames] section, and it must have a value greater than or equal to 1 (zero is not a valid value for disk-number). 

subdir 
An optional subdirectory on the source disk where the file resides. If subdir is not specified, the root directory of the source disk is the default. 

file-size 
An optional entry that specifies the size of the file in bytes. 

The following code example shows a [SourceDisksFiles] section that identifies a single source file, SRS01.386, on the disk having ordinal 1: 

[SourceDisksFiles]

SRS01.386 = 1

[Strings] section

[Strings] 
strings-key=value 
This section defines one or more strings keys. A strings key is a name that represents a string of printable characters. Although the [Strings] section is generally the last section in the .inf file, a strings key defined in this section can be used anywhere in the .inf file that the corresponding string would be used. The installer expands the strings key to the specified string and uses it for further processing. You must enclose a strings key in percent characters (%). 

The [Strings] section makes translation of strings for international markets easier by placing all strings that can be displayed in the user interface in a single section of the .inf file. Strings keys should be used whenever possible. 

strings-key 
A unique name consisting of letters and digits. 

value 
A string consisting of letters, digits, or other printable characters. If you use the corresponding strings key in an entry that requires double-quotation marks, you must also enclose the value in double quotation marks. 

The following code example shows the [Strings] section for a sample .inf file: 

[Strings]

String0="My Application"

String1="My Application Readme File"

String2="CX2590 SCSI Adapter"

 [Optional Components] section

[Optional Components] 
install-section-name 
[install-section-name] 
This section lists Install sections that are displayed when the user clicks Add or Remove Programs in Control Panel, clicks the Windows Setup tab, and then clicks Have Disk. The Install sections appear as check boxes in the list. 

Note that the [Optional Components] section is ignored when you right-click an .inf file and then click Install to execute the file. When you use an .inf file in this way, the [DefaultInstall] section executes. The [Optional Components] section is also ignored if the .inf file is being executed through the InstallHinfSection entry-point function in Setupx.dll. When executing an .inf file by using this entry-point function, the Install section specified in the parameter of the entry point is executed. 

The Install sections follow the same format as described in the [DefaultInstall] section and [OtherInstall] section earlier in this appendix. To create the interface in the Have Disk dialog box, you can include the following additional keys in an Install section: 

OptionDesc=option-description 

Tip=tip-description 

InstallDefault=0 | 1 

IconIndex=icon-index 

Parent=install-section-name 

Needs=install-section-name, [install-section-name] 

Include=inf-file, [inf-file] 

option-description 
The string value that displays as the component name in the list box. For example, you could use %string1% and define the string that replaces %string1% in the [Strings] section of the .inf file. 

tip-description 
The string value that displays in the description box when the user selects the component in the list box. The value has a 255-character limit. For example, you could use %string1%, and then define the string that replaces %string1% in the [Strings] section of the .inf file. 

icon-index 
The numeric value that determines the mini-icon that displays next to the component name. The following table identifies valid values for icon-index. 

0 | 1 (InstallDefault) 
A numerical value that identifies whether to install this component by default. A value of 0 equals No, and a value of 1 equals Yes. 

	Value
	Icon

	0
	Machine (base and display)

	1
	Integrated circuit chip

	2
	Display

	3
	Network wires

	4 
	Windows flag

	5
	Mouse

	6
	Keyboard (three keys)

	7
	Phone

	8
	Speaker

	9
	Hard disks

	10
	Comm connector

	11
	Diamond (default value)

	12
	Checked box

	13
	Unchecked box

	14
	Printer

	15
	Net card

	16
	Same as 0

	17
	Same as 0 with a sharing hand underneath

	18
	Unknown (question mark)

	19
	At work

	20
	Dimmed check box

	21
	Dial-up networking

	22
	Direct cable connection

	23
	Briefcase

	24
	Exchange

	25
	Partial check

	26
	Accessories group

	27
	Multimedia group

	28
	QuickView

	29
	MSN

	30
	Calculator

	31
	Defrag

	32
	Generic document

	33
	DriveSpace

	34
	Solitaire

	35
	HyperTerminal

	36
	Object packager

	37
	Paint 

	38
	Screen saver

	39
	WordPad

	40
	Clipboard Viewer

	41
	Accessibility

	42
	Backup

	43
	Bitmap document

	44
	Character map

	45
	Mouse pointers

	46
	Net Watcher

	47
	Phone Dialer

	48
	System Monitor

	49
	Help book

	50
	Globe (international settings)

	51
	Audio compression

	52
	CD player

	53
	Windows Media® Player

	54
	Sound scheme

	55
	Video clip

	56
	Video compression

	57
	Volume control

	58
	Musica sound scheme

	59
	Jungle sound scheme

	60
	Robotz sound scheme

	61
	Utopia sound scheme


install-section-name (Parent) 
The list box displayed in the optional components interface can contain sublevels. If the optional component is a child, install-section-name for the Parent key defines the Install section that is the parent. 

install-section-name (Needs) 
If this component has dependencies on other components, install-section-name defines the Install sections that this component requires. If the component is selected, the user will be warned that the component requires the component(s) described in the Install section(s) listed for the Needs key. 
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Note 

The Install sections listed for the Needs key must be in the same .inf file. However, if dependent components from other .inf files are listed for the Needs key, the .inf files must be specified for the Include key.

inf-file (Include) 
Additional .inf files that the sSetup program must load into memory when it loads your .inf file. These .inf files contain sections that must be run in addition to the Install sections in your.inf file. The Needs key specifies the names of the sections that you intend to run in the additional.inf file(s). 

The following code example shows two [Optional Components] sections, with each section specifying additional entries for interface elements and dependencies: 

[Optional Components]

InstallMyToys

InstallOtherApps

[InstallMyToys]

OptionDesc=%Toys_DESC%

Tip=%Tomytoysys_TIP%

IconIndex=35 ;Phone mini-icon for dialogs

Parent=MailApps

Needs=MSMAIL, MAPI, MicrosoftNetwork

Include=mos.inf, msmail.inf

CopyFiles=MyToysFiles

UpdateInis=MyToysLinks

AddReg=MyToysRegItems

[InstallOtherApps]

OptionDesc=%Other_DESC%

Tip=%Other_TIP%

IconIndex=4 ;Windows mini-icon for dialogs

CopyFiles=OtherFiles

UpdateInis=OtherLinks

AddReg=OtherRegItems

[Strings]

Toys_DESC="Mail Utilities"

Toys_TIP="Additional utilities for sending and organizing mail"

Other_DESC="Other Helpful Utilities"

Other_TIP="Calculator, disk checker, and performance monitor"

Sample .inf File

The following code example shows an .inf file that performs a number of different actions: 

; - Copies files to the Windows, System, Inf, and Help folders.

; - Makes a number of registry entries (including entries that 

; will rename the copied files to long file names).

; - Creates a link on the Help menu.

; - Has an uninstall section that registers the uninstall 

; action in the Add or Remove Programs dialog box in Control Panel.

; - Uses replaceable strings to make localization easy.

[Version]

Signature=$CHICAGO$

[DestinationDirs]

SampleCopy = 24,%PROGRAMF%\Sample

SampleDel = 24,%PROGRAMF%\Sample

SampleWinCopy = 25

SampleSysCopy = 11

SampleINFCopy = 17

sampleHLPCopy = 18

[DefaultInstall]

CopyFiles = SampleCopy, SampleWinCopy, SampleSysCopy, SampleINFCopy, SampleHLPCopy

AddReg = SampleRegisterApp, SampleRegUninstall, SampleRenameFiles

UpdateInis = SampleAddLinks 

[RemoveSample]

DelFiles = SampleWinCopy, SampleSysCopy, SampleINFCopy, SampleHLPCopy

DelReg = SampleUnRegisterApp, SampleRegUninstall

AddReg = SampleRemoveLFNs

UpdateInis = SampleRemoveLinks

[SampleCopy]

sample.bmp

[SampleWinCopy]

sample.exe

[SampleSysCopy]

sample.dll

[SampleINFCopy]

sample.inf

[SampleHLPCopy]

sample.hlp

[SampleRegisterApp]

;Makes an arbitrary registry entry (for private use of Sample.exe):

HKLM,Software\Sample,Installed,,"1"

[SampleUnRegisterApp]

;Deletes the registry entry (note that this deletes the entire key):

HKLM,Software\Sample

[SampleRegUninstall]

;Adds entry to the Add or Remove Programs dialog box in Control Panel 

;to uninstall the program:

HKLM,SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Sample,

"DisplayName",,"Sample Application"

HKLM,SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Sample,

"UninstallString",,"RunDll setupx.dll,InstallHinfSection RemoveSample 

4 sample.inf"

[SampleRenameFiles]

;Renames 8.3 file names to long file names:

HKLM,Software\Microsoft\Windows\CurrentVersion\RenameFiles\Sample,,,"%24%\

%PROGRAMF%\Sample"

HKLM,Software\Microsoft\Windows\CurrentVersion\RenameFiles\Sample,

sample.bmp,,"Sample Bitmap.bmp"

[SampleRemoveLFNs]

;Deletes files with long file names during uninstall:

HKLM,Software\Microsoft\Windows\CurrentVersion\DeleteFiles\Sample,,,"%24%\

%PROGRAMF%\Sample"

HKLM,Software\Microsoft\Windows\CurrentVersion\DeleteFiles\Sample,

sample.bmp,,"Sample Bitmap.bmp"

[SampleAddLinks]

;Adds shortcut to Sample.exe on the Start menu:

setup.ini, progman.groups,, "Sample=%SampleFolder%" ;creates folder

setup.ini, Sample,, """%SampleDesc%"", %25%\SAMPLE.EXE" ;creates link

[SampleRemoveLinks]

;Removes shortcut to Sample.exe on the Start menu during uninstall:

setup.ini, progman.groups,, "Sample=%SampleFolder%" ;creates folder

setup.ini, Sample,, """%SampleDesc%""" ;deletes link

[SourceDisksNames]

99 = %DiskName%,Sample,0

[SourceDisksFiles]

sample.exe = 1,,13456

sample.dll = 1,,20987

sample.bmp = 1,,64098

sample.hlp = 1,,55441

sample.inf = 1,,5687

[Strings]

PROGRAMF = "PROGRA~1"

SampleFolder = "Samples"

SampleDesc = "Sample Application"

DiskName = "Sample Application Installation Disk"

Appendix B: Internet Explorer Maintenance Extension Settings

The following table lists Internet Explorer Maintenance (IEM) extension settings in Group Policy that you can use to manage browsers on your users' computers. Except where noted, these settings apply to Internet Explorer 7 as well as Internet Explorer 6. 

Some of these settings are only available when you are using IEM in Normal mode, and other settings are only available when you are using IEM in Preference mode. 


In Normal mode, policy settings are refreshed regularly on your users' computer, ensuring that your users cannot change those settings permanently. 


In Preference mode, users are provided with the same starting configuration for their browsers, but they can personalize the configuration.
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Note 

You must be a member of the Administrators group to work with Group Policy settings and Group Policy objects.

For more information about using Group Policy settings (including Administrative Templates settings) to manage Internet Explorer 7, see: 


Managing Browser Settings Through Group Policy

The in-product Help (Ieakmmc.chm) for the IEM snap-in for the Microsoft Management Console


Group Policy Settings Reference for Windows Vista (http://go.microsoft.com/fwlink/?LinkId=54020)

	Settings Category
	Settings Page
	Description
	IEM Mode

	Browser User Interface
	Browser Title
	Customize the text that appears in the title bar of Internet Explorer. The text you enter appears after the string “Windows Internet Explorer provided by”.
	Normal only

	Browser User Interface
	Custom Logo and Animated Bitmaps
	Customize the static and the animated Internet Explorer logos in the upper-right corner of the Internet Explorer window.
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Note 

These settings do not apply to Internet Explorer 7.
	Normal only

	Browser User Interface
	Browser Toolbar Customizations
	Customize the toolbar background (Internet Explorer 6 only) and add, edit, or remove custom toolbar buttons in Internet Explorer.
	Normal or Preference

	Connection
	Connection Settings
	
Import connection settings from the Connections tab of the Internet Exlplorer Control Panel on your computer to preset your users' connection settings. 


Remove old dial-up connection settings from users’ computers. 
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Note 

If you are planning to use an .ins file to configure your users' browser settings, the URL for automatic configuration is not imported with other connection settings. That URL must be set manually with Automatic Browser Configuration settings.
	Normal or Preference

	Connection
	Automatic Browser Configuration
	
Update your users' browsers after deployment by specifying a URL to an .ins file, an auto-proxy URL, or both. See Using Automatic Configuration, Automatic Proxy, and Automatic Detection. 


Set the interval in minutes for how often automatic configuration will occur. If the interval value is left blank, or at zero, automatic configuration occurs only when users restart their computers. 
	Normal or Preference

	Connection
	Proxy Settings
	
Specify which proxy servers, if any, your users' browsers connect to for various services. 


Specify addresses, such as those on your corporate intranet, that do not require proxy servers.
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Note 

The gopher:// protocol type is not available for Internet Explorer 7.
	Normal or Preference

	Connection
	User Agent String 
	Enter custom text that will be appended to the default Internet Explorer 7 user agent string. Internet Explorer 7 sends the user agent string to Web servers with each page request to identify itself, its version number, and the operating system. The string can be used by Web servers to display specialized content or to maintain site statistics.
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Note 

Customizing the user agent string is optional, but if you decide to do this, be aware that Web server software in other organizations may detect the customized string.
	Normal only

	URLs
	Favorites and Links
	
Customize Favorites and Links in your users' browsers by pre-entering URLs. 


Specify the order of each folder, add an icon for each Favorite and Link, and import an existing folder structure from your computer.
	Normal or Preference

	URLs
	Important URLs
	Specify custom URLs for the home page, Search bar (Internet Explorer 6 only), and Online Support page instead of using the default values provided by Internet Explorer.
	Normal or Preference

	Security
	Security Zones and Content Ratings
	
Import security zones and privacy settings from your computer and customize them before applying them to browsers on your users' computers. 


Import content ratings from your computer and customize them to prevent users from viewing sites with risky content. 
	Normal or Preference

	Security
	Authenticode Settings
	Import Authenticode settings from your computer and customize them before applying them to your users' computers. Authenticode enables you to designate software publishers and credentials agencies as trustworthy.
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Note 

This option is not available for Internet Explorer 7.
	Normal or Preference

	Programs
	Programs
	Import the current default programs settings from your computer for Internet services such as e-mail and newsgroups, and modify them before applying them to browsers on your users' computers.
	Normal or Preference

	Advanced
	Corporate Settings
	Set user and computer preferences in the Inetcorp.iem template for the browsers on your users' computers. These settings enable you to specify the behavior of temporary Internet files, the location used to download ActiveX or Java controls, and which error codes are allowed.
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Note 

Error code settings are not applied on computers running Internet Explorer 7.
	Preference only

	Advanced
	Internet Settings
	Set user and machine preferences (not all are applicable to Internet Explorer 7) in the Inetset.iem template for the browsers on your users' computers. (These settings correspond to options in Internet Options in Control Panel.) 
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Note 

All of these settings can also be managed as true policies by using Group Policy Administrative Templates. In Group Policy, expand Computer Configuration or User Configuration, and then expand Administrative Templates\Windows Components\Internet Explorer\Internet Settings.
	Preference only


Appendix C: Auto-Proxy Configuration Script Examples

The following ten scripts provide JavaScript or Microsoft JScript examples of auto-proxy configuration (.pac) files. As described in Using Automatic Configuration, Automatic Proxy, and Automatic Detection, you can use a .pac file to configure proxies automatically, based on URL requests from your users' browsers. 

Each script consists of a function FindProxyForURL(<url>, <host>), where <url> is the full URL being accessed and <host> refers to the host name extracted from the URL. To use these scripts, you must change the placeholder proxy server names, port numbers (typically 80), and IP addresses to refer to the actual names, numbers, and addresses in your organization. 
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Note 

The isInNet, isResolvable, and dnsResolve functions used in these scripts query a DNS server. 

Following is the list of example scripts:


Example 1: Local hosts connect directly, all others connect using a proxy

Example 2: Hosts inside the firewall connect directly, outside local servers connect using a proxy

Example 3: If host is resolvable, connect directly—otherwise, connect using a proxy

Example 4: If host is in specified subnet, connect directly—otherwise, connect using a proxy

Example 5: Determine connection type based on host domain

Example 6: Determine connection type based on protocol being used

Example 7: Determine proxy setting by checking to see if host name matches IP address

Example 8: If host IP matches specified IP, connect using a proxy—otherwise, connect directly

Example 9: If there are any dots in the host name, connect using a proxy—otherwise, connect directly

Example 10: Specify days of the week to connect using a proxy—other days, connect directly
Example 1: Local hosts connect directly, all others connect using a proxy

The following function checks whether the host name is a local host, and if it is, whether the connection is direct. If the host name is not a local host, the connection is made through a proxy server (<proxy>). 

function FindProxyForURL(url, host)
{
if (isPlainHostName(host))
return "DIRECT";
else
return "PROXY proxy:80";
}
The isPlainHostName function checks whether there are any dots (periods) in the host name. If there are, it returns FALSE; otherwise, it returns TRUE. 

Example 2: Hosts inside the firewall connect directly, outside local servers connect using a proxy

The following function checks whether the host name is a "plain" host name (it does not contain the domain name) or part of a particular domain (such as <.company.com>), and it does not contain the text "www" or "home." 

function FindProxyForURL(url, host)
{
if ((isPlainHostName(host) ||
dnsDomainIs(host, ".company.com")) &&
!localHostOrDomainIs(host, "www.company.com") &&
!localHostOrDomainIs(host, "home.company.com"))
return "DIRECT";
else return "PROXY proxy:80";
}
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Note 

The localHostOrDomainIs function is executed only for URLs in the local domain. The dnsDomainIs function returns TRUE if the domain of the host name matches the domain given.

Example 3: If host is resolvable, connect directly—otherwise, connect using a proxy

The following function requests the DNS server to resolve the host name passed to it. If it can resolve the name, then a direct connection is made. If it cannot, the connection is made using <proxy>. This is useful when an internal DNS server is used to resolve all internal host names.

function FindProxyForURL(url, host)
{
if (isResolvable(host))
return "DIRECT";
else
return "PROXY proxy:80";
}
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Note 

The isResolvable function used in this script queries a DNS server.

Example 4: If the host is in the specified subnet, connect directly—otherwise, connect using a proxy

The following function compares a given IP address pattern and mask with the host name. This is useful if certain hosts in a subnet should be connected directly and others should be connected using a proxy.

function FindProxyForURL(url, host)
{
if (isInNet(host, "999.99.9.9", "255.0.255.0"))
return "DIRECT";
else
return "PROXY proxy:80";
}
The isInNet(<host>, <pattern>, <mask>) function returns TRUE if the <host> IP address matches the specified <pattern> (such as <999.99.9.9>). The <mask> indicates which part of the IP address to match (255=match, 0=ignore). 
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Note 

The isInNet function used in this script queries a DNS server

Example 5: Determine connection type based on host domain

The following function specifies a direct connection if the host is local. If the host is not local, this function determines which proxy to use (<comproxy>, <eduproxy>, or <proxy>) based on the host domain. This is useful if the host domain name is one of the criteria for proxy selection.

function FindProxyForURL(url, host)
{
if (isPlainHostName(host))
return "DIRECT";
else if (shExpMatch(host, "*.com"))
return "PROXY comproxy:80";
else if (shExpMatch(host, "*.edu"))
return "PROXY eduproxy:80";
else
return "PROXY proxy";
}
The shExpMatch(<str>, <shexp>) function returns TRUE if <str> matches the <shexp> shell expression pattern. 

Example 6: Determine connection type based on protocol being used

The following function extracts the protocol being used and makes a proxy server selection (<proxy>, <fproxy>, <gproxy>, or <secproxy>) accordingly. If no match is made for the protocol, a direct connection is made. This function is useful if the protocol being used is one of the criteria for proxy selection. 

function FindProxyForURL(url, host)
{
if (url.substring(0, 5) == "http:") {
return "PROXY proxy:80";
}
else if (url.substring(0, 4) == "ftp:") {
return "PROXY fproxy:80";
}
else if (url.substring(0, 7) == "gopher:") {
return "PROXY gproxy";
}
else if (url.substring(0, 6) == "https:") {
return "PROXY secproxy:8080";
}
else { 
return "DIRECT";
}
}
The substring function in this example extracts the specified number of characters from the beginning of a string. 
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Note 

The gopher:// protocol type is not available for Internet Explorer 7.

Example 7: Determine proxy setting by checking to see if host name matches the IP address

The following function selects a proxy server by translating the host name into an IP address and comparing it to a specified string (such as <999.99.99.999>). 

function FindProxyForURL(url, host)
{
if (dnsResolve(host) == "999.99.99.999") { // = http://secproxy 
return "PROXY secproxy:8080";
}
else { 
return "PROXY proxy:80";
}
}
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Note 

The dnsResolve function used in this script queries a DNS server.

Example 8: If the host IP matches specified IP, connect using a proxy—otherwise, connect directly

The following function is another way to select a proxy based on specifying an IP address. 

function FindProxyForURL(url, host)
{
if (myIpAddress() == "999.99.999.99") {
return "PROXY proxy:80"; }
else {
return "DIRECT";
}
}
The myIpAddress function returns the IP address (in integer-dot format) of the host that the browser is running on. This example, unlike Example 7, uses the function call to explicitly get the numeric IP address. (Example 7 uses dnsResolve to translate the host name into the numeric IP address.) 

Example 9: If there are any dots in the host name, connect using a proxy—otherwise, connect directly

The following function checks to see how many dots (periods) are in the host name. If there are any dots in the host name, the browser will make a connection using <proxy>. If there are no dots in the host name, it will make a direct connection. This is another way to determine connection types based on host name characteristics.

function FindProxyForURL(url, host)
{
if (dnsDomainLevels(host) > 0) { // if number of dots in host > 0 
return "PROXY proxy:80";
}
return "DIRECT";
}
The dnsDomainLevels function returns an integer equal to the number of dots in the host name. 

Example 10: Specify days of the week to connect through a proxy server—on other days, connect directly

The following function determines the connection type by specifying a weekday range when the browser uses a proxy server (<proxy>). On days that do not fall within the range, the browser makes a direct connection. This function can be useful in situations when you want to use a proxy when traffic is heavy, and then allow a direct connection when traffic is light.

function FindProxyForURL(url, host)
{
if(weekdayRange("WED", "SAT", "GMT"))
return "PROXY proxy:80";
else
return "DIRECT";
}
The weekdayRange( <day1> [, <day2>] [,"GMT"] ) function returns TRUE if the current system time falls within the range specified by the parameters <day1> and optionally, <day2>. The optional GMT parameter specifies that times are in Greenwich Mean Time rather than in the local time zone. 

Appendix D: Microsoft Phishing Filter

In Internet Explorer 7, the Phishing Filter feature is fully controllable through Group Policy settings and by using the Internet Explorer 7 security zone settings. 

By default, the Phishing Filter in Internet Explorer 7 will check the addresses of any sites in the Trusted sites zone. However, you can turn off this zone checking. Any user can then create a custom list of trusted sites, and corporate administrators can add a list of sites that the company has decided are safe or trusted.
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To add to Internet Explorer Trusted sites zone and turn off Phishing Filter in this zone

	1.
On the Internet Explorer Tools menu, click Internet Options.

2.
Click the Security tab.

3.
Click the Trusted sites icon, and then click Sites. 

4.
In the Add this website to the zone dialog box, enter the Web site URL, and then click Add.

5.
Close the dialog box.

6.
On the Security tab, click Custom level, and then under Use Phishing Filter, select Disable. (You may have to scroll through several items.)

7.
Click OK.


For more information about anti-phishing strategies, see 

http://go.microsoft.com/fwlink/?linkid=69167.
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Note 

To prevent users from disabling Phishing Filter and to enforce a Phishing Filter mode, enable the Turn off Managing Phishing Filter policy setting in Group Policy Administrative Templates. 
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