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Introduction

This document guides you through the deployment of Microsoft® Office Live Communications Server 2005 with SP1 Standard Edition. It contains the following sections:

· Overview of Live Communications Server 2005 Standard Edition, which explains how the Standard Edition varies from the Enterprise Edition and the type of deployments for which Standard Edition is optimal.

· Infrastructure Requirements explains the necessary prerequisites for installing Live Communications Server. For example, Active Directory® directory service must be deployed, DNS (Domain Name Services) must be configured, and PKI (Private Key Infrastructure) must be available.

· Overview of the Deployment Process guides you through the high-level deployment steps.

· Deploying Live Communications Server 2005 Standard Edition guides you through the process of deploying a Standard Edition Server.

· Configuring Standard Edition Server explains how to configure your Standard Edition Server by using the Live Communications Server 2005 administrative snap-in, the command-line tool, LcsCmd.exe, and WMI (Windows Management Instrumentation) interfaces.

· Requesting and Configuring Certificates and TLS explains how to configure certificates on Microsoft Windows Server™ 2003 Enterprise CA (certification authority) and to enable TLS on your servers.

· Configuring DNS, Client Access, and User Settings explains how to configure DNS, Client Access, and User Settings for your users and your clients accessing Live Communications Server 2005.

· Configuring SIP URI Domains and Other Global Settings explains how to configure SIP URI (Session Initiation Protocol Uniform Resource Identifier) Domains and other global settings for your Standard Edition Server.

· Backup and Restore Operations includes procedures for backing up your data and instructions for how to restore Live Communications Server data in the event of data loss.

· Removing Live Communications Server describes deactivating and removing the Standard Edition Server from your IT infrastructure.

· Appendix A: Enabling Activation without Using Domain Admins Credentials explains how to set the permissions necessary to activate Live Communications Server without using Domain Admins credentials. 
· Appendix B: Additional Resources contains links to additional supporting documentation.

Overview of Live Communications Server 2005 Standard Edition
Live Communications Server 2005 offers a Standard Edition and an Enterprise Edition. 

· Live Communications Server 2005 Standard Edition is designed for use in small- or medium-sized organizations to support a maximum of 20,000 users distributed across multiple Standard Edition Servers. A single Standard Edition Server can support up to 15,000 users on the recommended high-end hardware and software. This server is a standalone server with a local MSDE (Microsoft Desktop Engine) database that stores user data.

· Live Communications Server 2005 Enterprise Edition is designed for use in larger organizations. It is intended for large-scale deployments supporting up to 125,000 users. In an Enterprise deployment, one or more Live Communications Servers, deployed behind a load balancer, form what is called an Enterprise pool and share a central SQL database that stores user data.
Enterprise Edition Servers in a pool are connected to a load balancer that distributes incoming requests from clients across these servers. A load balancer is always required when you deploy a pool.
For deployments of up to 20,000 users, we recommend that you use a Standard Edition Server. The Live Communications Server 2005, Access Proxy, Director, and Proxy servers require only a Standard Edition license and product key even though they are included with both Standard Edition and Enterprise Edition.

Infrastructure Requirements

Before you install Live Communications Server 2005 Standard Edition ensure that your environment meets the following prerequisites:

· Active Directory is deployed.

· Domain controllers require Microsoft Windows® 2000 SP4 (Service Pack 4) or Windows Server 2003.

· Global catalog servers require Windows 2000 SP4 or Windows Server 2003, and at least one global catalog server is in the forest root.

· PKI is deployed and configured either by using PKI from Microsoft or from a third-party CA infrastructure. If you plan to use TLS for client connectivity, consider using an internal CA for your required PKI.

· DNS is deployed and configured correctly.

· Active Directory is prepared for Live Communications Server 2005. For more information about preparing Active Directory, see the Live Communications Server 2005 Active Directory Preparation guide in the Deployment Series at http://office.microsoft.com/en-us/FX011450741033.aspx.
· MSMQ (Microsoft Message Queuing) is required for the instant messaging (IM) Archiving service.

· Servers that will host Live Communications Server 2005 Standard Edition require one of the following Windows Server 2003 editions:

· Windows Server 2003, Standard Edition

· Windows Server 2003, Enterprise Edition

· Windows Server 2003, Datacenter Edition

· Live Communications Server 2005 Standard Edition requires MDSE. No other database product is supported. An MSDE instance is installed by Setup on the server that will host Live Communications Server 2005 Standard Edition. 
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Important

After installing MDSE be sure to download and install the MS03-031 security patch. For more information about this patch, read the security bulletin at http://www.microsoft.com/technet/security/bulletin/MS03-031.mspx.

Overview of the Deployment Process

The following flow chart illustrates the process of deploying and configuring Live Communications Server 2005 Standard Edition after meeting the previously mentioned requirements. For the purposes of simplicity these steps are presented in a linear fashion. 

Figure 1 Standard Edition Server deployment flow chart
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Supported Configurations

Live Communications Server 2005 Standard Edition supports the following configurations:

· One or more Standard Edition Servers deployed alone or in combination with one or more Enterprise pools.

· Two or more Standard Edition Servers configured as an array of Directors.

· Remote user access and federation are supported for Standard Edition Server; however, an Access Proxy is required and a Director is strongly recommended.

One or more Standard Edition Servers deployed behind a load balancer is not supported.

We do not recommend putting the same components on the same computer in a production environment, such as Live Communications Server 2005 Standard Edition, an Active Directory domain controller, and DNS.

For more information about deploying a Director, Access Proxy, or Proxy see the Microsoft Office Live Communications Server 2005 Planning Guide or for more information about configuring remote user access and federation see Live Communications Server 2005 Deploying Access Proxy for Federation or Remote Access at http://office.microsoft.com/en-us/FX011450741033.aspx.

Supported Communication

Live Communications Server 2005 supports three types of communication:

· Server

· Client-Server

· Client-Client

Server Communication

All server-to-server communication, either inside the internal network boundary, outside the internal network boundary, or across the internal network boundary requires MTLS. Without MTLS, users may be able to log in to Live Communications Server and view other users’ presences, but IM communication will not work.

Client-Server Communication

Client-to-server and server-to-client communication can be TCP or TLS within the internal network perimeter, outside the internal network perimeter, or across the internal network perimeter. We recommend that you use TLS when communicating outside or across the network perimeter because this protocol helps to provide higher security levels. TLS requires PKI and certificates, whereas TCP does not.

Client-Client Communication

All client communication passes through at least one Live Communications Server. Client-to-client communication never bypasses a server.

Deploying Live Communications Server 2005 Standard Edition

Deploying Live Communications Server 2005 Standard Edition involves two phases:

· Installation of Live Communications Server 2005 Standard Edition files.

· Activation of Live Communications Server 2005 Standard Edition.

Before installing and activating Live Communications Server 2005 Standard Edition, verify that no applications are using ports 5060 and 5061. These ports are used to send SIP communications over Live Communications Server.

Completing these two phases sets initial configurations for Standard Edition Server in Active Directory and on the local computer, enabling the service to start. Tasks completed by these two phases include:

· Creating or preparing a service account.

· Assigning permissions and memberships to the account.

· Adding domain global groups to the local Standard Edition Server groups.

· Creating or modifying Active Directory objects used by Live Communications Server 2005.

· Registering the SPN (security principal name), which is required for the Standard Edition Server to provide client-server authentication, and is required for starting the service.
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Important

When you install files for Live Communications Server 2005, the installation process installs MSDE on your sever. After MSDE is installed, be sure to download and install the MS03-031 security patch. For more information about this patch, read the security bulletin at http://www.microsoft.com/technet/security/bulletin/MS03-031.mspx.

Depending upon your deployment, additional tasks might be necessary and includes:

· Certificate configuration

· Client configuration

· Director deployment

· Access Proxy deployment

· Proxy deployment

· Remote user access or federation configuration

Overview of Procedures for Deployment

This section provides step-by-step instructions for deploying a Standard Edition Server by using Setup.exe, a GUI deployment tool that guides you through the required deployment procedures for different Live Communications Server 2005 roles. To ease the process, Setup explains tasks, provides tips about permissions and prerequisites, includes warnings, and uses task wizards to lead you through each step. 

You can also use the command-line utility, LcsCmd.exe, to deploy Live Communications Server 2005. For more information about deploying through a command line, see the Live Communications Server 2005 Command-Line Reference at http://office.microsoft.com/en-us/FX011450741033.aspx.

Table 1 lists the procedures involved in the deployment of a Live Communication Server 2005 Standard Edition Server.

Table 1   Deploying a Live Communications Server 2005 Standard Edition

	Task 
	Required
	Description
	Administrative Credentials

	Install the MSDE instance.
	Yes. Setup automatically creates the MSDE instance. 
	Installs the MSDE database instance on Live Communications Sever 2005 Standard Edition. MSDE is used to store user data, user preferences, user routing information, and configuration data. This step is necessary before you install the files for Live Communications Server itself.
	Local Administrator

	Install files for Live Communications Server 2005 Standard Edition (latent installation).
	Yes
	Installs and register files, creates local groups, defines and initializes the WMI settings.

Note: This procedure is only a latent installation. Although the service is installed on the server, additional configurations for the server and in Active Directory are required to start the service. You must activate the server before starting the service.
	Local Administrator

	Install MS03-031 security patch.
	Yes
	To help increase server security, you must install this security patch for MSDE.
	Local administrator

	Activate Live Communications Server 2005 Standard Edition.
	Yes
	Sets the configurations for the Live Communications Server in Active Directory and on the computer required to get the Live Communications Server service to start. 

Specifically, it creates various objects in Active Directory, registers SPN, creates domain accounts, adds domain groups, and starts the service.
	Domain Admins and also RTCDomainServerAdmins if you are deploying in a domain other than the forest root


Prerequisites

Before you install the Standard Edition Server you must do the following:

· For deployments within a domain that is outside of the forest root, add the deploying user or user group to the RTCDomainServerAdmins security group. You must be a member of the RTCDomainServerAdmins security group to activate a server in a domain that is outside of the forest root.

· Determine if the TEMP environment variable folder is encrypted, and if it is, change the variable to point to a folder that is not encrypted.

Adding an Account to the RTCDomainServerAdmins Group for Non-Forest Root Deployments

If you are deploying the Standard Edition Server in a domain outside of the forest root, add the deploying user or user group to the RTCDomainServerAdmins security group. You must be a member of the RTCDomainServerAdmins security group to activate a server in a domain that is outside of the forest root.
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To add a domain administrator to the RTCDomainServerAdmins security group

1. Log on to a computer by using Domain Admins or Account Operators credentials for the domain where you will deploy the Standard Edition Server .

2. Click Start, point to Programs, point to Administrative Tools, and then click Active Directory Users and Computers.

3. Under the domain node in the console tree, click the Users folder, right-click RTCDomainServerAdmins, click Properties, and then click Members.

4. Click Add, and in the Enter the object names to select box, and enter the name of the user with Domain Admins credentials who will be installing Standard Edition Server.

5. Click OK twice.

If the user who will be installing Standard Edition Server is the currently logged on user, log off and log back on to refresh the access token and to ensure that the Domain Admins account has access to the RTCDomainServerAdmins security group.

Determining if the Temp Folder Is Encrypted

Before you begin the installation of the Standard Edition Server, determine if the folder specified by the TEMP environment variable, usually the Temp folder, is encrypted. If the folder specified by the TEMP environment variable is encrypted, Setup will fail. To successfully install the Standard Edition Server, you must identify the Temp folder, determine whether it is encrypted, and if so, assign the TEMP environment variable to a folder that is not encrypted.
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To identify the Temp folder

At a command prompt type SET. The output of this command shows the environment variables and their current values. The identification of the TEMP environment variable follows the TEMP= entry in the command window output.

To determine whether a folder is encrypted

6. Right-click Start, click Explore.

7. Browse to and right-click the folder identified in the TEMP= entry.

8. Click Properties.

9. Click Advanced.

10. If the Encrypt contents to secure data check box is selected, the folder is encrypted. If the check box is cleared, the folder is not encrypted. 

11. If the folder is not encrypted proceed with the installation. If the folder is encrypted, you must assign the TEMP environment variable to a folder that is not encrypted by performing the following:

a. Find a nonencrypted directory that you want to assign to the TEMP environment variable.

b. Right- click My Computers

c. Click Properties.

d. Click Advanced.

e. Click Environment Variables.

f. Under User Variables for UserName, click TEMP.

g. Click Edit.

h. Enter Variable Value=<drive>\<directory>

i. Click OK three times to save the value

Installing and Activating Live Communications Server 2005 Standard Edition

Implementing Standard Edition Server is a two phase process: installation and activation.
· Installation Installs MSDE, installs and registers the files for Standard Edition Server, creates and initializes the WMI settings, and creates local groups and sets up permissions. At the end of the installation phase, a message box appears with the option to continue by activating the Standard Edition Server.

· Activation Creates or assigns a service account with permissions and memberships to the account, adds domain global groups to the local Standard Edition Server groups, creates or modifies Standard Edition Server Active Directory objects and attributes including the Server object, registers the SPN (required for the server to provide client/server authentication), and starts the service, if desired.

This procedure must be run locally from the server on which the files will be installed. For installation, you must have local administrator credentials. For activation, you must have credentials for the Domain Admins group in the domain where you are deploying Standard Edition Server. Additionally, if you are deploying in a domain other than the forest root, you must have RTCDomainServerAdmins credentials to activate the server. You can also use LcsCmd.exe and LCServer.msi at the command prompt to perform installation and activation tasks. See the Live Communications Server 2005 Command-Line Reference for more information about LcsCmd.exe. 
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Important

Installing a Standard Edition Server on a domain controller is not recommended for security reasons. Live Communications Server 2005 Setup adds the Live Communications Server 2005 domain server administrators group (RTCDomainServerAdmins) to the computer's local administrators group to enable certain required permissions to manage Live Communications Server infrastructure. On a domain controller, the local administrators group is actually the domain's administrators group, which would give RTCDomainServerAdmins group an escalation of privileges. Also, all Live Communications Server local groups (such as RTC Server Local Group) are promoted to domain local groups which can cause problems particularly if you deploy more than one Live Communications Server on domain controllers (including a Live Communications Server 2003 home server). For example, uninstalling one of these Live Communications Servers will break the other Live Communications Servers on domain controllers because uninstallation will remove the unique instance of the domain local groups that all these servers rely on for required permissions.

Installing Files for Live Communications Server 2005 Standard Edition

While you can install files for Standard Edition Server prior to the following tasks being completed, you must complete them before you can activate the Standard Edition Server:

· Prep Schema

· Prep Forest

· Prep Domain

· Domain Add to Forest Root (if you are installing the server in a child domain)

Interactive Logon Using a Smart Card

Live Communications Server 2005 does not support interactive logon when using a Smart Card on any Live Communications Server service account. If the Live Communications Service account is configured in this manner, the Live Communications Server service will not start, and clients will not be able to log on to a SIP server. Setting this option on an account automatically resets the password to a random and complex value and the Password Never Expires account option is set. 
If the Live Communications Server service account has been configured to require a Smart Card for interactive logon, remove this requirement as follows:
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To Remove the Smart card requirement 

12. Open Active Directory Users and Computers. 
13. Right-click the service account and click Properties.
14. Click the Account tab.
15. In Account options, clear the Smart card is required for interactive logon check box, and click Apply to save the setting.
16. Reset the password of the service account back to the original. 
17. Start the service.

Use the following procedure to install the Standard Edition Server:
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To install files for Live Communications Server 2005 Standard Edition
18. Log on to the computer where you want to deploy your Standard Edition Server by using local administrator or equivalent permissions.
19. On the Live Communications Server install folder or CD, run Setup.exe to open the Deployment Tool. Click Standard Edition Server.
Figure 2 Standard Edition Server Deployment Tool
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Ideally, the Deployment Tool should have check marks next to Prep Schema, Prep Forest, and Prep Domain to indicate that these tasks have been completed. However, you can install the files before these tasks are completed. You cannot activate the server until these tasks have been completed. 
For more information about Prep Schema, Prep Forest, and Prep Domain see the Live Communications Server 2005 Active Directory Preparation guide at http://office.microsoft.com/en-us/FX011450741033.aspx.

20. Click Install Files for Live Communications Server. While installing the files, Setup also configures MSDE.
Figure 3 Install Files for Live Communications Server
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21. When MSDE is finished being configured, the Live Communications Server 2005 Setup Wizard appears. Click Next.

Figure 4 Standard Edition Server Setup Wizard page
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22. On the License Agreement page, read the license agreement, and if you agree, click the I accept the terms in the license agreement option, and click Next.

Figure 5 License Agreement page 
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23. On the Customer Information page, in User name, enter a name. In Organization, type the name of your organization, and under Product key, type your Live Communications Server 2005 product key, and click Next. 
[image: image14.wmf]
Note

If you are using a volume license CD, the product key field is configured for you and the product key field does not appear in the dialog box.

Figure 6 Customer Information page
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24. On the Choose Destination Locations, select the folders to which you want the files installed, and click Next.
Figure 7 Choose Destination Locations page
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25. On the Ready to Install the Program page, review the settings and click Install to proceed. Click Back to make changes to the settings.

Figure 8 Ready to Install the Program page
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26. On the Setup Wizard Completed page, click Finish.

27. In the Server Activation message box, click Yes to activate the server, or click No to activate the server at a later time. If the Active Directory preparation cannot be verified, this message box does not appear.

Figure 9 Server Activation
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Activating Live Communications Server 2005 Standard Edition

The following tasks must be completed before you can activate Standard Edition Server:

· Prep Schema

· Prep Forest

· Prep Domain

· Domain Add to Forest Root (if you are installing Live Communications Server in a child domain)

· Install Files for Live Communications Server

For more information about Prep Schema, Prep Forest, Prep Domain, and Domain Add to Forest Root see the Live Communications Server 2005 Active Directory Preparation guide at http://office.microsoft.com/en-us/FX011450741033.aspx.

You can enable Archiving for this Standard Edition Server during the activation process. However, you must have already installed and activated the Archiving service to enable it for this server. For more information about these steps see Installing the Archiving Service later in this document.

Use the following procedure to activate the Standard Edition Server:
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To Activate Live Communications Server 2005 Standard Edition

28. On the Server Activation message box, click Yes. If you have previously clicked No in the Server Activation message box, restart the wizard by doing the following:
j. Log on to the computer to which you want to deploy your Standard Edition Server with domain admin and RTCDomainServerAdmins or equivalent permissions. If you are installing in the forest root domain, only domain admin permissions are required.
k. On the Live Communications Server install folder or CD, run Setup.exe to open the Deployment Tool. Click Standard Edition Server.

l. On the Deployment Tool, click Activate Live Communications Server.

29. On the Welcome to the Activate Standard Edition Server Wizard page, click Next.

30. On the Select Service Account, the default selection is Create A New Account if you have no other Live Communications Server 2005 deployed  with the default service account name, LCService. If you have already deployed a Live Communications Server with the default service account name (LCService), the default selection is to Use An Existing Account. In either case, you can use an existing account by selecting the Use An Existing Account option and completing the Account Name and Password for that account. Or you can click Create A New Account and complete the Account Name, Password, and Confirm Password boxes. Click Next.

Figure 10 Select Service Account page
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Important

By default, Setup configures the service account password to expire in 14 days. When the service account password expires, you must specify the service account’s new password for Live Communications Server and restart the service. If this is not acceptable in your organization, you can modify the service account configuration in Active Directory Users and Computers.

31. In the Option to Enable IM Archiving page, click the Enable Archiving Agent check box to enable Archiving. MSMQ must be installed on this server. To enable the archiving agent The Archiving service must also be installed and running on a Windows Server 2003 member server in the same domain as this server. If you click the check box, enter the message queue path by specifying the Archiving Server name and queue name. Click Next.

Figure 11 Option to Enable IM Archiving page
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32. On the Start Service Option page, the default is to start the service after activation. You can override the default by clearing the Start the service after activation check box. Click Next.

Figure 12 Start Service Option page
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33. On the Ready to Activate Standard Edition Server page, review your Current Settings, and click Next to activate the Standard Edition Server.

Figure 13 Ready to Activate Standard Edition Server page
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34. In the Completed page, click the View Log button to view the log file.

Figure 14 Activate Standard Edition Server Wizard has Completed page

[image: image25.png]e Communications Server 2005 ate St

Activate Standard Edition
Server Wizard has completed.

Afer activation, you can configu the Standerd Ediian
Server fram the Live Communicalions Server
adimiristialive snapin Ses the Deploymen Seies for
mare iformaton,

For detailed st nformation, lick "View Log' button

oo

Firish





35. The log should show Success for each action under Execution Result.

Figure 15 Live Communications Server deployment log
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You now have Live Communications Server 2005 Standard Edition successfully installed and activated on the computer. Close the log file and click Finish on the Activate Standard Edition Server Wizard has Completed page.

Confirming Successful MSDE Installation

The installation of MSDE during Standard Edition Server is silent. The log file for MSDE installation is in the Temp folder, and is named Lcsmsde.log. Use the following procedure to confirm that the installation of MSDE was successful.

To confirm that MSDE has been successfully installed

36. Right-click My Computer and click Manage.

37. Double-click Services and Applications.

38. Double-click Services.

39. Confirm that MSSQL$RTC is in the list of services. Other instances may exist; if they do they will be listed as MSSQL$**** (where asterisks indicate the name of the instance).

Install MS03-031

You must download the security patch for MSDE on your Standard Edition Server. For more information about this security patch, see the security bulletin on the Microsoft Web site at http://www.microsoft.com/technet/security/bulletin/MS03-031.mspx.

Installing the Archiving Service

You can install the Archiving service during or after activation of Live Communications Server 2005 Standard Edition. 

For more information about the Archiving service, see the Live Communications Server 2005 Deploying Archiving guide at http://office.microsoft.com/en-us/FX011450741033.aspx.

[image: image27.wmf]
Important

By default, Setup configures the service account password to expire in 14 days. When the service account password expires, you must specify service account’s new password for Live Communications Server and restart the service. If this is not acceptable in your organization, you can modify the service account configuration in Active Directory Users and Computers.

Configuring the Standard Edition Server

For both Standard Edition Servers and Enterprise pools, all pool-level settings are stored in the in the Configuration Database (RTCConfig) in MSDE or SQL Server, respectively. Server-level settings are stored in the WMI repository, and are stored per server and include server-specific settings. Both types of settings are managed by the Live Communications Server 2005 WMI provider and are accessible by using the Live Communications Server 2005 administrative snap-in, the command-line tool, LcsCmd.exe, or the WMI interface.

Once Live Communications Server Enterprise Edition is installed, you can configure your servers by:

· Using the Live Communications Server 2005 administrative snap-in. You can access the administrative snap-in on any Live Communications Server joined to an Active Directory domain, or any computer joined to an Active Directory domain where the Live Communications Server 2005 administration tools are installed.

· Using the Live Communications Server 2005 command line (LcsCmd.exe) export-import configuration tool. You can use LcsCmd.exe to export pool- and server-level configuration settings from an existing server or a lab deployment to ensure consistent configuration. LcsCmd.exe is installed on each Live Communications Server and is available on the CD.
· Using the WMI to programmatically modify settings. All pool and server settings are exposed through the WMI interfaces. Scripts and tools are available in the Live Communications Server 2005 Resource Kit.

Configuring Using the Administrative Snap-In

After you have installed Live Communications Server, you can use the Live Communications Server administrative snap-in to configure your server.

[image: image28.wmf]
To start the administrative snap-in

Click Start, point to Programs, point to Administrative Tools, and click Live Communications Server 2005. The Live Communications Server administrative snap-in shows your Live Communications Server topology.

Figure  16   Live Communications Server 2005 MMC
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Two nodes appear in the tree view for Standard Edition Server or an Enterprise Server:

· <Pool or server> node, which allows you to manage pool-level settings that apply to all Enterprise Edition Servers within a pool or the Standard Edition Server.

· FQDN (fully qualified domain name) node of each server allows you to manage individual server settings applied to the computer itself.

[image: image30.wmf]
To access pool-level settings

40. Right-click the Standard Edition Server, and then click Properties.

Figure 17 <server_name> Properties page
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To access server-level settings

41. Expand the Standard Edition Server or Enterprise pool.

42. Right-click the FQDN of the server you want to access, and then click Properties.

Figure 18 FQDN Properties
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Selecting Communication Protocols

You can choose TCP, TLS, or MTLS for the Connections on the <FQDN> node General tab dialog box. By default, TCP connections are specified. To enable server-to-server communication, you must add a TLS connection, which automatically selects the Authenticate remote server (Mutual TLS) check box.

[image: image34.wmf]
To add or edit a connection in the Connections text box on the <FQDN> node General tab dialog box

43. Expand the server or pool name.

44. Right-click the <FQDN> node and click Properties.

45. On the General tab, select a connection and click Edit to modify the connection. Click Add to add a connection.

46. In the Add Connection or Edit Connection dialog box, enter the connection information. You have two choices from the Transport type drop down list box; TCP or TLS. Selecting the Authenticate remote server (Mutual TLS) check box configures the connection as MTLS for servers. You must select a certificate when you choose TLS.

Figure 19 Add Connection page
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Exporting Server Settings Using the Command-Line Tool

Both the Standard Edition Server and the Enterprise pool have pool- and server-level settings. In a Standard Edition Server, pool-level settings are stored in the Configuration Database (RTCConfig) in MSDE. Server-level settings are stored in the WMI repository. Both types of settings are managed by the Live Communications Server 2005 WMI provider. 
The LcsCmd.exe command-line tool provides a way to import and export all the pool- and server-level settings as a group by using the ImportServerConfig and ExportServerConfig commands. These commands can be used to begin preparing the configuration settings for a Standard Edition Server (your first server or a lab deployment) and then to export and save these settings for importing into another Standard Edition Server. In this scenario importing server-level configurations will skip over computer-specific settings (such as certificate references and IP addresses) and you will have to configure those. 
For more information about the exact steps and procedures for running these procedures, see the Live Communications Server 2005 Command-Line Reference at http://office.microsoft.com/en-us/FX011450741033.aspx.
The LcsCmd.exe ExportServerConfig command can be used to back up configurations used to recover from critical failures or from improper configurations (such as rolling back to the last known valid configuration). Furthermore, periodically exporting configurations each time you make changes will give you the basic capability to audit your configuration process. 

Configuring Settings Using WMI Interfaces

All settings available from the Live Communications Server 2005 administrative snap-in and from the LcsCmd.exe Deployment Tool are also exposed in the WMI interfaces. Both the administrative snap-in and the command-line tools use the WMI interface to configure settings. Scripts and tools are available from the Live Communications Server 2005 Resource Kit. These interfaces are documented in the Live Communications Server 2005 Resource Kit.

You can use these interfaces to programmatically manage your server and pool configuration settings in bulk. For example, you could create a script or tool that configures your required settings for static routes or for archiving, and use this script to configure servers uniformly. 
WMI is also used in Live Communications Server as the interface for all data stored for Live Communications Server and can be managed by administrators. In addition to server- and pool-level settings, you can also mange global settings, user SIP settings, and user data all from WMI interfaces. Examples of using WMI for these settings include (samples are in the Resource Kit):

· Populating contacts for all users hosted on a Standard Edition Server. For example, you can add all users in a department or a smaller organization to everyone’s contact list so your users do not have to manually add these contacts.

· Enabling groups of users for Live Communications Server. You can programmatically enable users for SIP, host them on a specific server and configure the required settings.

Requesting and Configuring TLS and Certificates 

To help increase security, consider configuring TLS and certificates on your Live Communications Servers and clients. TLS and MTLS require certificates, whereas TCP does not. You must configure Live Communications Server 2005 to communicate with other Live Communications Server 2005 servers to use MTLS. You can configure Windows Messenger 5.0 and 5.1 clients within the internal network perimeter to use either TCP or TLS to communicate with Live Communications Server 2005 servers and clients. You must configure clients outside the internal network perimeter to use TLS to communicate with Live Communications Server servers and clients inside the internal network perimeter and other remote clients.

You must configure certificates on computers using TLS. This section covers server configuration, and assumes that your organization already has a PKI and CA (certification authority). For client certificate configuration, see “Configuring Your Clients to Recognize Certificates” later in this document.
For more information about the certificate requirements and supported topologies in Live Communications Server 2005, see the Live Communications Server 2005 Configuring Certificates document at http://office.microsoft.com/en-us/FX011450741033.aspx.
Configuring certificates and TLS on your enterprise servers involves the following tasks:

· Configuring certificates on your Standard Edition Servers.

· Configuring Mutual TLS connections.

· Configuring certificate used for routing.
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Note

For more information about Windows Server 2003 and certificates, see Implementing and Administering Certificate Templates in Windows Server 2003 available on the Microsoft Web site at http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/ws03crtm.mspx. For information about Windows 2000 and certificates, see http://www.microsoft.com/technet/prodtechnol/windows2000serv/howto/casetup.mspx#XSLTsection125121120120.
Configuring Certificates on Your Standard Edition Servers

Live Communications Server 2005 Standard Edition supports a Windows Server 2003 Enterprise CA running on the following Windows Server 2003 editions:

· Windows Server 2003, Enterprise Edition

· Windows Server 2003, Datacenter Edition

Live Communications Server 2005 Standard Edition supports a Windows Server 2003 standalone CA running on the following Windows Server 2003 editions:

· Windows Server 2003, Standard Edition

· Windows Server 2003, Enterprise Edition

· Windows Server 2003, Datacenter Edition

Live Communications Server 2005 Standard Edition supports a Windows 2000 standalone CA running on the following Windows 2000 editions:

· Windows 2000 Server

· Windows 2000 Advanced Server

· Windows 2000 Datacenter 

This section explains how to configure certificates on your Standard Edition Servers using Windows Server 2003 Enterprise CA. This section assumes that you have deployed a PKI and an Enterprise CA on Windows Server 2003.

Before you install your certificates, refer to the Live Communications Server 2005 Configuring Certificates document at http://office.microsoft.com/en-us/FX011450741033.aspx for more information about certificate requirements, other configurations, best practices, and a broader explanation of how Live Communications Server works with certificates.

You can issue certificates for Live Communications Server 2005 from a root CA without using a subordinate CA. This topology might suffice for a lab deployment. However, this is not accordance with implementing best practices, which are:

47. Do not issue certificates to users or computers directly from the root certification authority.
48. Deploy at least a two-level CA hierarchy comprised of Root-Issuer CAs to provide flexibility and to insulate the root certification authority from attempts to compromise its private key by malicious individuals. 
For more information about these best practices, see http://www.microsoft.com/resources/documentation/WindowsServ/2003/standard/proddocs/en-us/sag_CS_BestPract.asp.
Configuring certificates on your servers involves the following steps:

· Step 1 Download the CA certification path 

· Step 2 Install the CA certification path

· Step 3 Request a certificate

· Step 4 Install the certificate request

The following instructions assume that the user and computer have the ability and the permission to access the internal CA by using the physical network and Certificate Services Web enrollment. If you use an external CA, check with your external CA for instructions.

Considerations for a Mixed Client Environment

If your organization uses Windows Messenger 5.1 and Communicator with DisableStrictDNSNaming policy disabled and you want to use the same Standard Edition Server to serve both the types of clients, both the sip.domain.com and sipinternal.domain.com FQDN should point to the Standard Edition Server. The server certificate should use the local machine FQDN in the subject name (SN) and use local machine FQDN, sip.domain.com and sipinternal.domain.com in the subject alternate name (SAN), where domain is the SIP domain used by your organization.

Step 1 Download the CA Certification Path

Use the following steps to download the CA certificate path.
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To download the CA certification path

49. With your Enterprise root CA offline and your Enterprise subordinate (issuing) CA Server online, log on to your Live Communications Server. Click Start, click Run, and then type http://<name of your Issuing CA Server>/certsrv, and then click OK.

50. From Select a task, click Download a CA certificate, certificate chain, or CRL.

51. From Download a CA Certificate, Certificate Chain, or CRL, click Download CA certificate chain.

52. In the File Download dialog box, click Save.

53. Save the .p7b file to a drive on your server. If you open this .p7b file, the chain will have the following two certificates:

· <name of Enterprise root CA> certificate

· <name of Enterprise subordinate CA> certificate 

Step 2 Install the CA Certification Path

Use the following steps to install the CA certificate path in the trusted root certifications authorities on each Enterprise Edition Server.
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To install the CA certification path

54. Click Start, click Run, type mmc, and then click OK.

55. On the File menu, click Add/Remove Snap-in.

56. In the Add/Remove Snap-in dialog box, click Add.

57. In the Available Standalone Snap-ins list, click Certificates, and click Add.

58. Click Computer account, and then click Next.

59. In the Select Computer dialog box, ensure that  Local computer: (the computer this console is running on) is selected, and then click Finish.

60. Click Close, and then click OK. 

61. In the navigation pane of the Certificates console, expand Certificates (Local Computer).

62. Expand Trusted Root Certification Authorities.

63. Right-click Certificates, point to All Tasks, and then click Import.

64. On the Import Wizard, click Next.

65. Click Browse and go to where you saved the certificate chain, select the .p7b file, and then click Open.

66. Click Next.

67. Accept the default value Place all certificates in the following store and ensure that Trusted Root Certification Authorities appears under the Certificate store.

68. Click Next.

69. Click Finish.

Step 3 Request the Certificate 

Use the following steps to request a certificate used for authentication on each server.

[image: image39.wmf]
To request the certificate 

70. Open a Web browser and type the URL http://<name of your Issuing CA server>/certsrv and press ENTER.
71. Click Request a Certificate.

72. Click Advanced certificate request.

73. Click Create and submit a request to this CA.

74. In Certificate Template, select the Web Server template.

75. In Identifying Information for Offline Template, in Name, type the FQDN of the Standard Edition Server.

76. In Key Options, in CSP, verify the default value, Microsoft RSA SChannel Cryptographic Provide is selected. 

77. Select the Store certificate in the local computer certificate store check box.

78. Click Submit.

79. Click Yes in the Potential Scripting Violation dialog box.

Step 4 Install the Certificate

Use the following procedure to install the certificate.
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To install the certificate on the computer

If your CA requires CA administrator approval to issue a certificate, the administrator must manually approve or deny the certificate issuance request on the issuing CA. Otherwise, click Install this certificate and in the Potential Scripting Violation dialog box, click Yes.
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To manually approve a certificate issuance request after the request is made

80. Log on to the Enterprise subordinate CA server with Domain Admins credentials.

81. Click Start, click Run, type mmc, and then press ENTER.

82. On the File menu, click Add / Remove Snap-in.

83. Click Add.

84. In Add Standalone Snap-in, click Certification Authority, and then click Add.

85. In Certification Authority, leave the default option, Local computer (the computer this console is running on).

86. Click Finish.

87. Click Close and then click OK.

88. In MMC, expand Certification Authority, expand your issuing certificate server.

89. Click Pending request.
90. In the details pane, right-click the request identified by its request ID, point to All Tasks, and then click Issue. 

91. On your server from which you requested the certificate, click Start and click Run.

92. Type http://<name of your Issuing CA Server>/certsrv and click OK.

93. From Select a task, click View the status of a pending certificate request.
94. From View the Status of a Pending Certificate Request, click your request.

95. Click Install this certificate.

Configuring Mutual TLS Connections

The following procedure is required if you have multiple servers in an Enterprise pool or multiple servers or pools in your Live Communications Server 2005 deployment because the servers and pools use MTLS (Mutual TLS) to connect to each other. A similar procedure is required to configure TLS for client connections to your pool. For client connections, TLS is recommended to help increase security.
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To configure an MTLS connection

96. Click Start, point to Programs, point to Administrative Tools, and click Live Communications Server 2005. 
97. In the console tree, click the Forest node.

98. Expand subsequent nodes under the Domains node until you reach the domain where the pool resides.

99. Expand the Live Communications Servers and Pools that you want to configure.

100. Expand the Standard Edition Server. 

101. Right-click the FQDN of the server, and then click Properties.

102. On the General tab, click Add.

Figure 20   Authenticating a remote server using MTLS
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103. On the Add Connection page, do the following:

m. Select whether you want this connection to listen on all available IP addresses (default) or enter a specific IP address.

n. Click TLS as the Transport type. This automatically activates the Authenticate remote server (Mutual TLS) check box and defaults the Listen on this port value to port 5061. 
[image: image44.wmf]
Caution

The default port number, 5061, for Authenticate remote server (Mutual TLS) must not be changed as servers expect to communicate with other servers over this port. The Mutual TLS check box must be selected to enable communication between servers running Live Communications Server 2005.

o. Click Select Certificate, highlight the issued computer certificate, and then click OK three times.

Configuring Certificates for Automatic Routing

 Configure a default server certificate because Live Communications Servers use mutual TLS to connect among each other for automatic routing of user traffic (which is always routed first to the sender’s pool or server and then to the receiver’s pool or server). The same certificate that is configured to enable MTLS for automatic routing among pools and servers can also be used for static routes you may create.
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To configure certificates used for automatic routing among pool and servers

104. Click Start, point to Programs, point to Administrative Tools, and click Live Communications Server 2005.

105. In the console tree, expand the Forest node.

106. Expand Domains.

107. Expand subsequent nodes under the Domains node, expand the domain where your server resides.

108. Expand Live Communications Servers and Pools.

109. Expand the Standard Edition Server.

110. Right-click the FQDN of the server, and then click Properties.

111. Click the Security tab.

112. Click Select Certificate, select the certificate issued by your issuing CA, and click OK twice. This CA must be in the Trusted Root Certification Authorities, Certificates folder for the computer.
Configuring DNS, Client Access, and User Settings
Before you can connect your Live Communications Server 2005 Standard Edition users, you must deploy Windows Messenger on all client computers. Communicator 2005 running on Windows XP SP2 is the recommended client configuration, but Windows Messenger 5.1 is also supported.

After you have installed Standard Edition Server, you must configure client access. Configuring client access involves the following tasks:

· Installing and configuring the client.

· Ensuring your clients can connect to Live Communications Server.

· Creating and configuring users in Active Directory.

· Configuring your clients to recognize certificates issued by your CA.

Installing and Configuring Your Client

You must install and configure Communicator (recommended) or Windows Messenger 5.1 to test and verify the implementation of your servers running Live Communications Server. These clients can be downloaded from the Microsoft Web site. 

Ensuring Your Clients Can Connect to Live Communications Server

Your clients using a Standard Edition Server must be able to resolve to the FQDN of the Standard Edition Server to communicate within the Live Communications Server 2005 environment. There are two methodologies for provisioning the client to connect to the Standard Edition Server:
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Note

Before you can configure certificates and TLS you must assign a static IP for each Live Communications Server within the deployment.

· Automatic Configuration: Creating a DNS Record and Enabling Auto Configuration. Client will automatically query for DNS SRV resource record and will either directly connect or be redirected to the correct Live Communications Server. This requires creating a DNS SRV resource record for your Live Communications Server deployment.

· Manual Configuration: Modify the Host File or Registry and Manually Connecting. Client can be preconfigured to connect to the FQDN of a specific server. This can be achieved by configuring the relevant registry key by using Group Policy settings. Alternatively, this can also be achieved by manually providing the FQDN of the server.

Automatic Configuration

Automatic configuration of your clients using a Standard Edition Server involves creating a DNS resource, which contains the IP address of the Standard Edition Server.
Step 1 Configuring DNS

Configuring DNS involves creating a DNS server (SRV) record for the FQDN that points to the IP address of the Standard Edition Server.

Creating a DNS SRV Record

By configuring a DNS SRV resource record for Live Communications Server, you can test the bootstrapping process of the client in which it locates Live Communications Server without the client having been preconfigured with the name of its server or pool. An example of a DNS SRV resource record is: _sipinternaltls._tcp.example.com, where _sipinternaltls  represents the service, _tcp represents the transport protocol, and example.com represents the SIP URI namespace for the example domain. To perform this procedure, you must be a member of the administrators group of the DNS server.
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Note

The client only uses the first A record of multiple A records returned as a response to the DNS query. If this server is unavailable, the client does not try any other of the records until the query result is flushed from the DNS cache and replaced with a DNS response with a different record ordering.
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To create a DNS SRV record

113. To open DNS, click Start, point to Settings, click Control Panel, double-click Administrative Tools, and then double-click DNS. 

114. In the console tree for your domain, expand Forward Lookup Zones, and right-click the domain.

115. Click Other New Records.

116. In Select a resource record type, select Service location (SRV).

117. Click Create Record.

118. Select one of the following:

· If your organization uses only Communicator clients:

·  If you are using TLS, type _sipinternaltls for the Service, type _tcp in Protocol, and then type 5061 in Port Number.

· If you are using TCP, type _sipinternal for the Service, type _tcp in Protocol, and then type 5060 in Port Number.

· If your organization uses Windows Messenger clients:

· If you are using TLS, type _sip for the Service, type _tls in Protocol, and then type 5061 in Port Number.

· If you are using TCP, type _sip for the Service, type _tcp in Protocol, and then type 5060 in Port Number
· If your organization uses a mix of clients, publish one of each SRV record, and point both SRV records to the internal FQDN of your Enterprise pool used by your clients. Add cross reference to cert portion.
119. In Host offering this service, type the FQDN of the server and enter the IP address assigned to the Standard Edition Server to which the client connects.
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To verify the creation of a DNS SRV resource record
To verify the existence of the created DNS SRV resource record from any computer on the network, use the network diagnostic tool, Nslookup.exe. For illustration purposes, the following steps use example.com for the domain portion of the SIP URI namespace.

If you deployed TLS, use the following steps:

120. Click Start, click Run, type cmd, and then press ENTER.
121. Type nslookup, and then press ENTER.

122. Type set type=srv, and then press ENTER.

123. Select one of the following options:

· For deployments with Communicator clients only, type _sipinternaltls._tcp.example.com, and then press ENTER. The output displayed for the TLS record is as follows:

Server:  <dns server>.corp.example.com

Address:  <IP address of DNS server>

Non-authoritative answer:

_sipinternaltls._tcp.example.com SRV service location:

          priority       = 0

          weight         = 0

          port           = 5061

          svr hostname   = sipinternaltls.example.com

sipinternaltls.example.com       internet address = <Standard Edition Server IP Address >

sipinternaltls.example.com       internet address = <Standard Edition Server IP Address>

· For deployments with Windows Messenger 5.1 clients, type _sip._tls.example.com, and then press ENTER. The output displayed for the TLS record is as follows:

Server:  <dns server>.corp.example.com

Address:  <IP address of DNS server>

Non-authoritative answer:

_sip._tls.example.com SRV service location:

          priority       = 0

          weight         = 0

          port           = 5061

          svr hostname   = sip.example.com

sip.example.com       internet address = <Standard Edition Server IP address>
sip.example.com       internet address = <Standard Edition Server IP address>

If you plan to use TLS as a secure transport protocol, you will need to deploy a PKI infrastructure including certificates.

Next verify that the FQDN of the Standard Edition Server can be resolved by DNS.
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To verify the FQDN of the Standard Edition Server can be resolved

124. Click Start, click Run, type cmd, and then press ENTER.
125. Type ping <FQDN of the SE Server> and press ENTER.

126. Verify that you receive a response similar to the following: where the IP addressed returned is the IP address of a single Standard Edition server.

Reply from 172.27.176.117: bytes=32 time<1ms TTL=127

Reply from 172.27.176.117: bytes=32 time<1ms TTL=127

Reply from 172.27.176.117: bytes=32 time<1ms TTL=127

Reply from 172.27.176.117: bytes=32 time<1ms TTL=127

If you deployed TCP, use the following steps:

127. Click Start, click Run, type cmd, and press ENTER

128. Type nslookup, and then press ENTER.

129. Type set type=srv, and then press ENTER.

130. Select one of the following:

· For deployments with Communicator clients only, type _sipinternal._tcp.example.com, and then press ENTER. The output displayed for the TCP record is as follows:

Server:  <dns server>.corp.example.com

Address:  <IP address of DNS server>

Non-authoritative answer:

_sipinternal._tcp.example.com SRV service location:

          priority       = 0

          weight         = 0

          port           = 5060

          svr hostname   = sip.example.com

sip.example.com       internet address = <Standard Edition Server IP address>

sip.example.com       internet address = <Standard Edition Server IP address>

· For deployments with Windows Messenger 5.1 clients, type _sip._tcp.example.com, and then press ENTER. The output displayed for the TCP record is as follows:

Server:  <dns server>.corp.example.com

Address:  <IP address of DNS server>

Non-authoritative answer:

_sip._tcp.example.com SRV service location:

          priority       = 0

          weight         = 0

          port           = 5060

          svr hostname   = sip.example.com

sip.example.com       internet address = <IP address the Standard Edition Serverr>

sip.example.com       internet address = < IP address the Standard Edition Serverr>

Step 2 Enabling Automatic Configuration

After configuring the DNS SRV resource record you can choose to automatically configure the connection settings in either Communicator or Windows Messenger 5.1
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To enable automatic configuration for Communicator clients

131. With Communicator open, click the Actions menu, and then click Options.

132. Click the Accounts tab.

133. Click Advanced, and then click Automatic Configuration.
134. Click OK twice.

.
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To enable automatic configuration for Windows Messenger clients

135. With Windows Messenger open, click Tools, and then click Options.
136. Click the Accounts tab.

Figure 21 Windows Messenger Options 
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137. If necessary, click the My contacts include users of a SIP Communications Service check box and type your sip:<Username>@<SIP namespace>. For example, sip:tedb@contoso.com.
138. Under the SIP Communications Service Account, click Advanced.

139. In the SIP Communications Service Connection Configuration dialog box, click the Automatic configuration option.

140. Click OK twice.

Manually Enabling Client Connectivity to Live Communications Server

To manually enable client connectivity to Live Communications Server 2005 Standard Edition, without using the SRV records, you must manually configure each client to connect to the FQDN of the Standard Edition Server. If you do not publish an A record for your Standard Edition Server, you must modify the Hosts file for clients to resolve the server FQDN. 
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Note

Modifying the host file is not a requirement for Live Communications Server and is only needed if your organization does not use DNS.
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To modify the host file on a client computer

141. Log on to the client computer.

142. Click Start, click Run, type %windir%\system32\drivers\etc, and then press ENTER.

143. Open the Hosts file using Notepad.

144. Add the following line to the end of the host file, for example:

<IP_address_of_Standard_Edition_Server>      <FQDN_of_Standard_Edition_Server>
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To manually configure connectivity
145. Open Windows Messenger.

146. On the Tools menu, click Options.

147. Click the Accounts tab.

148. Click Advanced.

149. Click Configure Settings.

150. In Server name or IP address, type either the FQDN of the server or the IP address.

151. Click the option for the protocol that you want to use for the connection.

Figure 22 Advanced settings for the SIP Communications Service Account
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Creating and Configuring Users in Active Directory

The following procedures are required to add users to their respective Live Communications Server. The Live Communications Servers periodically request and store its user information from Active Directory.

Creating User Accounts

Follow these steps to create the user accounts in Active Directory that will be using the Live Communications Server services.
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To create user accounts

152. Open the Active Directory Users and Computers snap-in.

153. Create an organizational unit that contains all the users you want to create for the Live Communications Server services or create users by right-clicking the Users container, clicking New, and then clicking User.

154. Complete the New Object - User Wizard.

Configuring User Accounts for Live Communications Server

Configure user accounts for Live Communications Servers in one of two environments:

155. Configure mail-enabled or mailbox-enabled user accounts.

156. Configure user accounts that are not mail-enabled or mailbox enabled.
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To configure mail-enabled or mailbox-enabled user accounts for Live Communications Server

157. Log on to a Live Communications Server or a computer with the Live Communications Server Administration tools installed and joined to an Active Directory domain with an account that has RTCDomainUserAdmins permissions.

158. Open Active Directory Users and Computers. Click Start, click Run, type dsa.msc, and then click OK.

159. Right-click the user or users who you want to enable, and click Enable users for Live Communications.

160. On the Welcome to Enable Users Wizard page, click Next.

161. In Select a Pool, select the server that will host these users, and then click Next.

162. Click Finish. 
163. The SIP URI for these users is automatically populated by using the default e-mail address of the user.
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To configure a user account for Live Communications Server that is not e-mail enabled or mailbox enabled

164. Open Active Directory Users and Computers. Click Start, click Run, type dsa.msc, and then click OK.

165. Right-click the user account you want to enable for Live Communications Server, and then click Properties.

166. Click the Live Communications tab, and then click Enable Live Communications for this user.
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Note

The Live Communications tab will not be available unless you have either the server configuration or administration tools installed on the computer that you are managing user properties from.

167. In the Primary SIP URI field type: sip:username@dns root domain.com. This example uses sip:user1@woodgrovebank.com.

168. Click the drop-down list, click the server that you want to assign this user account to — keeping in mind that careful planning should take place to determine the number of users per server.

169. Click OK.
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Important

Ensure that the domain portion of the SIP URI used in step 4 is a supported domain. Supported domains are listed in the General tab of the Live Communications Global Setting Properties page of the forest node. 

Configuring Your Clients to Recognize Certificates

In order to use TLS on your clients, the client computer must trust your certification authority and the certificate chain. Unless you use a CA that is one of the default trusted CAs on a Windows operating system, you must manually configure your clients to recognize the certificate issued by your CA and used by your Live Communications Server. 
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To configure your client to trust the certification authority and certificate chain

170. Log on to your client computer with local administrator rights.

171. Type http://<name of your CA>/certsrv and click OK.

172. Click Download a CA certificate, certificate chain or CRL.

173. Click Install this CA chain.

174. In the Potential Scripting Violation message box, click Yes.

175. Once the certificate is successfully installed, click Back.

176. In CA certificates, select the certificate. 

177. Click Download a certificate.

178. Click Save, and save the certificate to a local drive on your computer.

179. Click Start, click Run, type mmc, and then click OK.

180. On the File menu, click Add/Remove Snap-in.

181. Click Add.

182. Select Certificates.

183. In Certificate Snap-in, click Computer account.

184. Click Next.

185. In Select Computer, ensure that Local computer (the computer this console is running on) is selected.

186. Click Finish.

187. Click Close and then click OK.

188. In MMC, expand Certificates, expand Trusted Root Certification Authorities.

189. Right-click Certificates, and then click Import.

190. In the Certificate Import Wizard, click Next.

191. On the File to Import page, click Browse.

192. In the Open dialog box, click Files of type, and select All Files (*.*).

193. Browse to your certificate and click Open.

194. Complete the wizard with the default selections.

Configuring SIP URI Domains and Other Global Settings

Live Communications Server 2005 stores global settings in the forest root domain under the Microsoft container (at CN=Global Container,CN=Microsoft,CN=RTC Service,CN=Systems, DC=domain…). These global settings are used by your entire Live Communications Server deployment in the organization. The settings include:

· The list of SIP URI domains supported in the organization. 

· Settings for end-user registration and user search.
· Global settings for enabling federation and remote user access in the organization. 
· Global setting defaults for user archiving.

The following procedure is necessary to allow your Live Communications Servers to recognize and validate the user URI domains component of your Live Communications Server 2005 deployment. Run this procedure initially to add any domains that are part of your SIP URI namespace. Also remember to run this procedure again if you add additional SIP URI domains to your Live Communications Server 2005 deployment at a later time. By default, the forest root domain will be added to this list. If your SIP URI namespace is flat and based upon your forest root, then do not perform this task.

As an example, suppose your organization uses the following user SIP URIs <user>@sales.contoso.com, <user>@corp.contoso.com, and <user>@support.contoso.com. In this case, you must add corp.contoso.com, sales.contoso.com, and supoort.contoso.com.com to the SIP URI domain list. However, if you are only supporting user SIP URIs of contoso.com namespace, then you will only need to add contoso.com to the SIP URI domain list. Additionally, if contoso.com is the forest root domain, it is added by default to the list of SIP URI domains.
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To configure the list of SIP URI domains that are part of the Live Communications Server 2005 Deployment

195. Click Start, point to Programs, point to Administrative Tools, and then click Live Communications Server 2005. 

196. In the console tree, right-click the Forest node.

197. Click Properties.

198. Click the General tab to view the list of domains.

199. Click Add and enter the domain you want to include in your Live Communications Server environment.

Backup and Restore Operations

Should a data-loss situation occur, backing up your MSDE database and Standard Edition Server configurations can help minimize the amount of time and work required to restore your environment. The following sections explain how to back up and restore the Live Communications Server 2005 Standard Edition server configurations and MSDE database.
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Important

You must use the same service account to back up and restore the MSDE database embedded in the Live Communications Server Standard Edition.

Backing Up Live Communications Server 2005 Standard Edition

Backing up a Live Communications Server 2005 Standard Edition includes backing up the:

· Forest, server, and pool configurations

· MSDE database

Backing Up Forest, Server, and Pool Configurations

You can use LcsCmd.exe to backup forest, server, and pool configurations. LcsCmd.exe has the following Syntax:

LcsCmd.exe /? Prints Help to the console.

LcsCmd.exe /batch:{input file} [/l:{log file}]

LcsCmd.exe /forest[:{FQDN} /action:{action name} [Parameter 1] ... [Parameter N]

LcsCmd.exe /domain[:{FQDN}] /action:{action name} [Parameter 1] ... [Parameter N]

LcsCmd.exe /server[:{FQDN}] /action:{action name} [Parameter 1] ... [Parameter N]

Forest Actions
ExportGlobalConfig is a forest action you can use to export the global-level configuration to an XML file. It requires /configFile and providing an FQDN after the /forest switch is not supported (it always takes the setting from the current forest).
ImportGlobalConfig is a forest action you can use to import the global-level configuration to an XML file. It requires /configFile. Giving an FQDN after the /forest switch is not supported (it always applies the setting to the current forest).
Switches:
· /configFile:{file name} Specify the file to which to export configuration or from which to import configuration. No default value exists.

· /xml[:{0|1|true|false}] Specifies whether the log file to be generated should be in XML format instead of HTML. By default HTML is generated.

Server Actions

ExportServerConfig is an action that you can use to export the computer-level and pool-level configurations for Standard Edition Server to an XML file. It requires /role and /configFile.

ImportServerConfig is an action that you can use to import the computer-level and pool-level configurations for Standard Edition Server to an XML file. It requires /role and /configFile, and also uses the optional /restore switch. 

When the /restore switch is not specified or it is false it only imports the classes that don't contain computer-specific information. Otherwise, it will try to import everything. For the restore operation to succeed, ensure that all the computer-specific settings from the XML file are valid. For example, the certificates that were configured when the ExportServerConfig was run need to exist and still be valid on the computer where the import happens.

Switches
/restore[:{0|1|true|false}] Specifies whether the classes that contain computer-specific settings (for example: certificate, directories, or files) should be imported from a Config.xml. It is only valid with /ImportServerConfig.

Examples
LcsCmd.exe /server /action:ExportServerConfig /role:SE /configFile:c:\HSConfig.xml

LcsCmd.exe /server /action:ImportServerConfig /role:SE /configFile:c:\HSConfig.xml

LcsCmd.exe /server /action:ImportServerConfig /role:SE /configFile:c:\HSConfig.xml /restore

LcsCmd.exe /forest /action:ExportGlobalConfig /configFile:c:\GlobalConfig.xml

LcsCmd.exe /forest /action:ImportGlobalConfig /configFile:c:\GlobalPoolConfig.xml

LcsCmd.exe /forest /action:ImportGlobalConfig /configFile:c:\GlobalPoolConfig.xml /restore

Backing Up the MSDE Database

Back up the MSDE database periodically. MSDE doesn’t have its own UI, and is designed to be managed from within the application in which it is embedded. 
Use the Dbbackup command to back up the user contact and allow/block lists information that are stored in the Live Communications Server database. For the purpose of this section it is assumed that Server01 is the server that is being backed up, whereas Server02 is the backup server available in case of a hardware failure. Develop a backup schedule to minimize loss of data in the event of database corruption.
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To back up the Standard Edition Server database by using the Dbbackup command

200. Log on to Server01 as an administrator if not already logged on.

201. Create a folder: C:\Backup.

202. Share the folder and grant read permissions to the Domain Admins group in the Server01 domain.

203. Open a command window. Click Start, click Run, type cmd, and then click OK.

204. At the command prompt, go to the <LCDirectory>\Support folder. (By default this is: C:\Program Files\Microsoft LC 2005\Server\Support.)

205. Backup the Live Communications Server database with the following command: 

Dbbackup /backupfile:c:\backup\home-srv-1n

The backup should be copied to a secure, remote directory that will be available in the event of a data loss situation.

Use Scheduled Tasks to schedule backups automatically at intervals consistent with the activity and rate of change of the Live Communications Server database, and your organization’s tolerance for potential loss. To schedule the backup command: click Start, click Control Panel, double-click Scheduled Tasks, and then double-click Add Scheduled Task.

Restoring Live Communications Server 2005 Standard Edition

To restore a Live Communications Server 2005 Standard Edition backup, you must have a backup of the:
· Forest, server, and pool configurations

· MSDE database
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Important 

Back up the MSDE database periodically. If too much time passes between backups, you might not be able to back up the MSDE database after a Standard Edition Server corruption. 

Restoring a Live Communications Server 2005 Standard Edition server consists of a number of steps.
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To restore a Live Communications Server 2005 Standard Edition Server

206. Deactivate the corrupt Live Communications Server 2005 Standard Edition server. See “Deactivating Live Communications Server 2005 Standard Edition” later in this document.
207. Uninstall files for the corrupt Live Communications Server 2005 Standard Edition server. See “Uninstalling Live Communications Server 2005 Standard Edition” later in this document.

208. Reinstall files for, and Reactivate Live Communications Server 2005 Standard Edition server. See “Installing and Activating Live Communications Server 2005 Standard Edition” earlier in this document.

209. Restore the forest, server, and pool configurations. See “Restoring Forest, Server, and Pool Configurations” next.

210. Restore the MSDE database. See “Restoring the MSDE Database” later in this section.

Restoring Forest, Server, and Pool Configurations

You can restore your backed up configurations from the command line by using LcsCmd.exe. Depending upon your Live Communications Server implementation, you can use the following actions:

· ImportServerConfig

· ImportGlobalConfig

· ImportPoolConfig (Supported for Enterprise pool only)
Examples:

LcsCmd.exe /server /action:ImportServerConfig /role:SE /configFile:c:\HSConfig.xml /restore

LcsCmd.exe /forest /action:ImportGlobalConfig /configFile:c:\GlobalPoolConfig.xml /restore

Restoring the MSDE Database

In the event of an MSDE database corruption, use the following procedure to restore the MSDE database to the point at which it was last backed up.
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To restore the MSDE database from the backup of the failed server on the backup server

211. Log on to Server02 as an administrator.

212. Create a folder C:\Backup.

213. Copy the backup file that was created on Server01 and moved to a secure, remote directory to the C:\Backup directory. 

214. Open a Command window. Click Start, click Run, type cmd, and then click OK.

215. At the command prompt, go to the <LCDirectory>\Support folder. (By default this is: C:\Program Files\Microsoft LC\Server\Support.)

216. Restore the Live Communications Server database by using the command:

Dbbackup /restore /backupfile:c:\backup\home-srv-1n

Recovering from Active Directory Domain Problems

The user database (RTC) on Live Communications Server 2005 MSDE database retains a mapping of Active Directory user GUIDs (globally unique identifiers) and SIDs (security identifiers) to the user and SIP URI. As a result, database backups contain these mappings. 

If Active Directory encountered a problem and was not restored as part of the disaster recovery procedures, a database restoration of the RTC database can restore Live Communications Server 2005.

If you must restore the Active Directory domain, these mappings will change and you will need to export user data by using the Live Communications Server (RTC) database, rebuild your Active Directory domain, and import user data back into the database. If you rebuild a domain, you cannot simply restore the database backup because it now contains obsolete mappings to the previous domain.
Removing Live Communications Server Standard Edition

When you uninstall a Standard Edition Server, the default is to detach the Live Communications Server databases. Detach means to keep all data files. If you clear the Keep the Home Server Database option during uninstall, the databases will be dropped, and the files in the LC Data and LC Logs are deleted. However, the directories remain.

Use the following procedures to remove Live Communications Server 2005 Standard Edition. This involves: 

217. Deactivating Live Communications Server Standard Edition
218. Uninstalling Live Communications Server Standard Edition files
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Important

The deactivation procedure removes Active Directory objects and configuration for this server. Uninstalling your Live Communications Server without deactivating the server first is strongly discouraged. 

Deactivating Live Communications Server 2005 Standard Edition

Use the following procedure to deactivate Live Communications Server 2005 Standard Edition. For information about how to deactivate and uninstall at a command line see the Live Communications Server 2005 Command-Line Reference at http://office.microsoft.com/en-us/FX011450741033.aspx. 
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To deactivate Live Communications Server 2005 Standard Edition

219. Log on to a Standard Edition Server as a user with Domain Admins credentials for the domain where Live Communications Server 2005 Standard Edition is deployed. 
If the domain is a child domain, the user will also need to have RTCDomainServerAdmins credentials. The Standard Edition Server can be anywhere in the enterprise as long as it is joined to a domain and the user has relevant credentials. This can also be performed from a domain member server with Live Communications Server administrator tools installed.
220. Click Start, point to Programs, point to Administrative Tools, and then click Live Communications Server 2005.

221. Expand the console tree in MMC and select the <FQDN> node for the Standard Edition Server that you want to deactivate.

222. In the Results Pane, click the Deactivate link, and complete the Deactivate Wizard to deactivate the Standard Edition Server.
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Note

The recommended practice is to deactivate Live Communications Server 2005 Standard Edition before you uninstall files. Otherwise, cleanup of the Active Directory objects and your server will not be complete. If you still want to deactivate after already uninstalling, you will need to run LcsCmd.exe from either shared_install_folder_path\Setup\I386 or from any existing deployments of Live Communications Server 2005. This is because LcsCmd.exe is copied to C:\Program Files\Common Files\Microsoft LC 2005 during installation.

Uninstalling Live Communications Server 2005 Standard Edition

Use the following procedure to uninstall the Standard Edition Server.
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To uninstall files for Live Communications Server 2005
223. Log on to the Live Communications Server 2005 server using local administrator credentials.
224. Click Start, point to Settings, click Control Panel, and then double-click Add or Remove Programs. 

225. In Add or Remove Programs, click Microsoft Office Live Communications Server 2005, and then click Change.

226. On the Setup Wizard page, click Next.

227. On the Remove the Program page, if you would like to retain the Users Servers database data files, accept the default. Otherwise, clear the Keep the Home Server Database check box.

If you do not keep the home server database, user data for this server will be lost.

228. Click Remove.
Remove the Service Account Used by the Standard Edition Server

The above procedures (deactivating and uninstalling) do not remove the service account used by the Standard Edition Server, because these procedures cannot determine whether the existing account was created prior to activate the Standard Edition Server. If you allowed activation to create a new service account, and you do not plan to reinstall the server, you should remove the service account to avoid the possibility that it might be accessed by an unauthorized user.

If you used an existing account during activation, then you must decide if this service account should be retained after Live Communications Server is uninstalled. If not, then delete the service account after you have uninstalled the server.

Appendix A: Enabling Activation without Using Domain Admins Credentials

Activating the Standard Edition Server ordinarily requires Domain Admins or equivalent credentials. You can allow an administrator who is not a member of the Domain Admins group to activate a server by:
229. Setting access control entries (ACEs) on particular objects before the installation of the server.
230. Granting the rights to install the server to this administrator’s account. 

The following permissions are required to run activation: 

· Permissions on the local computer, which are granted with local administrator credentials.

· Permissions on the Live Communications Server Active Directory objects. This requires RTCDomainServerAdmins credentials. 

· Permissions on the domain service account.

· Permissions on the Computer object.

· Permissions to modify membership in the RTCHSDomainServices group.

· Permissions to modify membership in the Domain Users group.

Therefore, to grant a user these permissions, perform the following tasks:

· Add the user account to the RTCDomainServerAdmins groups.

· Grant the user account permissions to edit a service account.

· Grant the user account rights on the Computer object.

· Grant the user rights to modify membership in the RTCHSDomainsServices group.

Step 1 Add the user account to the RTCDomainServerAdmins groups

Membership in the RTCDomainServerAdmins group allows a user to create Active Directory objects for Live Communications Server in the current domain and in the forest root during activation. Membership in this group also gives the user permission to run Prep Domain and Domain Add in this domain.
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To add an account to the RTCDomainServerAdmins security group

231. Log on to a computer as a user with permissions to manage the memberships of domain global groups, such as Domain Admins or Account Operators, for the domain where you will deploy Live Communications Server 2005.

232. Click Start, click Programs, click Administrative Tools, and then click Active Directory Users and Computers.

233. Under the domain node in the console tree, click the Users folder, right-click RTCDomainServerAdmins, click Properties, and then click Members.

234. Click Add in the Enter the object names to select box and enter the name of the user who will be installing Live Communications Server.

235. Click OK twice.
236. If the user who will be installing Live Communications Server is the currently logged on user, log off and log back on to refresh the access token.

Step 2 Grant the User Permissions to Edit a Service Account

This procedure assumes that you will use an existing service account rather than create a new account during activation. 

The permissions required on the existing service account are:

· Write access on the validated service principal name (SPN) service account used by the server. While installing the software on a Standard Edition or Enterprise Edition Server, the server registers its SPN in Active Directory. This is required for Kerberos protocol authentication to function. . 
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To grant write access on the validated SPN service account

237. In the root domain, open a command window.

238. Type cscript checkspn.vbs /setace and press ENTER.
This step allows you to set the SPN using the Active Directory security Microsoft Management Console (MMC) in the next step.

239. In the domain where Live Communications Server will be installed open ADSIEdit.

240. In ADSIEdit, expand Domain, expand DC, and expand Users or the container where the service account exists. 

241. Right-click service account and click Properties.

242. Click the Security tab.

243. Click Advanced.

244. Click Add.

245. Enter the group or account name of the administrator who will install the Live Communications Server and click OK.

246. In the Permission Entry dialog box, next to Validated Write to Service Principal Name, click the Allow check box.

247. In Apply onto, select This object only.

248. Click the Properties tab.

249. In the Permission Entry dialog box, next to Write servicePrincipalName, click the Allow check box.

250. In Apply onto, select This object only and click OK three times.
Step 3 Grant Rights on the Computer Object

Rights on the Computer object are required to create the Live Communications Server 2005 Server object under the Computer object. The following permissions are usually required. If you encounter problems after granting these permissions, one workaround is to grant full control of the computer object:

· List Contents

· Read All Properties

· Write All Properties

· Create All Child Objects
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To grant rights on the computer object

251. In ADSIEdit, in the domain where Live Communications Server will be installed, expand Domain, expand DC, and expand CN=Computers.

252. Right-click the target computer for Live Communications Server, and click Properties.

253. Click the Security tab.

254. Click Advanced.

255. Click Add.

256. Enter the account or group name of the administrator who will install the Live Communications Server. Click OK.

257. In the Permissions Entry dialog box, next to List Contents, Read All Properties, Write All Properties, and Create All Child Objects, click the Allow check box. 

258. Click OK three times.

Step 4 Grant the User Rights to Modify Membership in the RTCHSDomainsServices Group
The ability to modify memberships in the RTCHSDomainServices group is required during activation so that the service account can be added to the RTCHSDomainServices group.
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To grant rights to modify membership in the RTCHSDomainServices group

259. In ADSIEdit, expand Domain, expand DC, and expand CN=Users or the container where the RTCHSDomainServices group exists.

260. Right-click RTCHSDomainServices and click Properties.

261. Click the Security tab.

262. Click Advanced.

263. Click Add.

264. Enter the account or group name of the administrator who will install the Live Communications Server. Click OK.

265. In the Permissions Entry dialog box, click the Properties tab.

266. On the Properties tab, click the Allow check box for Read Members and Write Members.

267. Click OK twice.
Note

Activation also attempts to remove the provisioned service account from its membership in the Domain Users domain local group. This action is performed for security purposes to prevent the domain service account for receiving remote login privileges it would receive as part of the Domain Users group. This step is only performed if the user has permission to read/write members in the Domain Users group and is skipped otherwise. This can be addressed in non-Domain Admins activation by either giving this administrator temporary permissions to modify membership in Domain Users group or to notify a Domain Admins to do this offline.

Appendix B Additional Resources

For more information about deploying Live Communications Server Standard Edition, see the following resources.
Additional Live Communications Server Documentation

The following Live Communications Server documents are referenced in this document and all are available at http://office.microsoft.com/en-us/FX011450741033.aspx.
· Live Communications Server 2005 Active Directory Preparation
· Live Communications Server 2005 Deploying Access Proxy for Federation or Remote Access 
· Live Communications Server 2005 Command-Line Reference 

· Live Communications Server 2005 Deploying Archiving 

· Live Communications Server 2005 Configuring Certificates 

Additional Resources on the Web
· MS03-031 security patch at http://www.microsoft.com/technet/security/bulletin/MS03-031.mspx
· MSDE Home page at http://www.microsoft.com/sql/msde/default.asp
· MSDE 2000 Technical Resources page at http://www.microsoft.com/sql/msde/techinfo/default.asp
· Deploying and Managing MSDE at http://www.microsoft.com/technet/community/events/sql2000/tnt1-77.mspx
· Microsoft Knowledge Base Article - 325003 How To Manage the SQL Server Desktop Engine (MSDE 2000) by Using the Osql Utility at http://support.microsoft.com/default.aspx?scid=kb;en-us;325003
· Backing Up and Restoring Microsoft Desktop Engine Databases at http://www.microsoft.com/resources/documentation/office/2000/all/reskit/en-us/75t2_6.mspx
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