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1 Introduction

Software update management is an important and challenging task for customers worldwide. Over the past few years, Microsoft has released a number of software update solutions to address enterprise security and administrative concerns.  Two of these products have become popular in the enterprise for comprehensive software update management: Windows Server Update Services (WSUS) and Systems Management Server (SMS).  While both solutions have each been proven effective, increasingly complex customer environments require administrators to either implement both solutions, or make a difficult choice between simplicity and superior administrative control.

WSUS allows the administrator to quickly approve and apply updates to the enterprise, yet lacks a number of important deployment targeting, monitoring, and reporting features available in SMS 2003.  SMS 2003 offers superior targeting, monitoring, and reporting features, but approving and applying updates with SMS 2003 can require much more administrative effort than with WSUS.

By combining the best of both of these solutions, System Center Configuration Manager 2007 offers customers a comprehensive software update management solution.

Purpose

While the release of Configuration Manager 2007 has been accompanied by robust functional and procedural product documentation, the integration of WSUS introduced two additional challenges:

· Successful migration of SMS 2003 environments to Configuration Manager 2007 while maintaining the existing software update levels of service.

· Clarifying a dramatic shift in a fundamental process in the minds of experienced SMS 2003 administrators.

This whitepaper provides guidance on how to migrate software update management from SMS 2003 to Configuration Manager, how to operate in the transition period while maintaining ongoing software update deployments for both SMS 2003 and Configuration Manager clients, and best practices for managing software updates using Configuration Manager.

Scope

When appropriate, the official product documentation will be referenced and not duplicated.

Audience

This document assumes that the reader has experience with both SMS 2003 and the Inventory Tool for Microsoft Updates (ITMU).  Additionally, it is beneficial for the reader to be familiar with the operational processes associated with enterprise software update management.  

2 Concepts
In this chapter, we will cover the basic concepts applicable to Software Updates in Configuration Manager 2007.  This includes a review of new processes, new objects, and how these relate to SMS 2003.  Before getting started, it is important to discuss WSUS.  

2.1 Summary of WSUS

WSUS is a free download for Windows Server computers.  WSUS is recommended for those customers that require a simple, single-purpose enterprise software update management solution.  [Link] [Download]
Because Microsoft considers software update management critical to the success and security of our customers, a significant amount of effort has been invested in making WSUS a powerful, yet simple enterprise software update tool.

WSUS in a nutshell:

· A local WSUS server synchronizes with a remote Microsoft Update server to receive the latest software updates metadata.

· If necessary, a hierarchy of WSUS servers can be created, allowing child WSUS servers to synchronize with parent WSUS servers, with a single top-level site synchronizing directly with Microsoft Update.

· Windows clients use the native Windows Update Agent (WUA) in conjunction with the WSUS server to scan and report applicability status on the latest updates.

· A Web console and reporting page make enterprise security data extremely accessible.

· The process required to deploy an update consists of changing a single setting to authorize its installation.

Unfortunately, this simplicity comes at a cost.  Enterprise service level agreements can be difficult to meet using WSUS, making this tool inappropriate for a number of enterprise customer environments.  These customers require additional functionality such as:
· Change control windows.
· Detailed status and deployment reporting.

· Granular targeting of approved updates.

· Improved installation behavior control on clients.

· Robust content distribution control.

· Object level security for update and applicability reports.

· Detailed client data and deployment trends in reports.

A number of these functional gaps are considered strengths of the legacy SMS 2003 product.  Therefore, integrating the simplicity and efficiency of WSUS with the robust reporting and management capabilities of SMS was a logical goal for the Configuration Manager 2007 product.
Note

Configuration Manager 2007 supports only WSUS 3.0 or later.

2.2 Summary of Software Updates Management in Configuration Manager 2007

Software updates management consists of two separate processes: the software updates compliance scan, which identifies the missing updates; and the software update deployment, which downloads and installs the missing updates.  Each of these two processes has changed significantly in Configuration Manager 2007.

Scan for software updates compliance in SMS 2003
The scan for software updates compliance in SMS 2003 consists of an advertised package containing a scan tool and a regularly updated software update manifest file.  The clients install and run the scan tool against this manifest, store the results locally, and require an inventory cycle to occur to pick up the results. This process consists of three components:

· Synchronizing software update information with Microsoft Update.

· Advertising the scan tool.

· Inventorying the results
Scan for software updates compliance in Configuration Manager 2007
With Configuration Manager 2007, each of these components has been replaced with more efficient and effective methods.
Software Update Point
The software update point (SUP) is a new site role in Configuration Manager 2007, replacing the synchronization and scan advertisement components mentioned above.  A SUP is a server running WSUS services that has been designated in the Configuration Manager console to be a SUP.

When a server is designated as a SUP, a Configuration Manager component is installed on the SUP.  This component is used to configure and manage the WSUS services.  Because the software update distribution capabilities of WSUS are not used, each SUP can support an increased number of clients.

· Up to 25,000 clients supported per SUP on a standalone server

· Up to 100,000 clients for a SUP on four servers configured as an NLB cluster.

The role of the SUP in Configuration Manager is to facilitate the client scan process.  Unlike SMS 2003 where the client ran a reoccurring advertisement to trigger the scan for software updates compliance, Configuration Manager takes advantage of the relationship between WSUS and the local native WUA service on each client.

The WUA is the core engine used by Microsoft to scan systems for applicable and installed updates.  In unmanaged customer environments, the latest software update information is obtained directly from Microsoft Update.  In more controlled environments, a WSUS server is installed, and the WUA on each client is directed to communicate with that WSUS server.  

By integrating with the functional processes of WSUS, Configuration Manager is able to eliminate the need for a redundant scan for software updates compliance and synchronization technology.  For example, the following are the high-level steps required to synchronize and scan for new updates:

· Synchronize with Microsoft Update – (Native WSUS)

· Synchronize with Configuration Manager SQL database – (New Configuration Manager process)

· WUA on client runs scheduled scan – (Native WSUS)

· WUA on client uses new software updates metadata on WSUS during scan – (Native WSUS)

· Results of the WUA scan are sent to primary site via state messages – (New Configuration Manager process)

In SMS 2003, the scan results were written to the Win32_PatchState and Win32_PatchState_Extended Windows Management Instrumentation (WMI) data classes, where they waited to be inventoried by the Hardware Inventory agent.  This mechanism has changed in Configuration Manager 2007. 
State Messages

Configuration Manager clients also store the scan for software updates compliance results into a WMI repository.  However rather than using hardware inventory, Configuration Manager clients report data to their assigned Site Servers using a new object called a State Message.  
SMS 2003 provided good reporting on the deployment of software updates, but the results were constrained to the limitations of software deployment and hardware inventory framework.  To address a need for improved accuracy and granularity during the software updates process, the state message engine has been developed. 
There are a variety of state messages types for Software Updates such as:

· Scan state for an update source

· Detection state for an update

· Enforcement state for an update

· Evaluation state for a deployment

· Compliance state for a deployment

Each state message is generated and submitted to the Configuration Manager primary site independently.  The client compliance data is collected by the Configuration Manager client agent and submitted via the State Message to the client’s assigned primary site via the management point.  
State Messages are used by other Configuration Manager features, such as Desired Configuration Management, Asset Intelligence license tracking, and the Fallback Status Point. These messages provide tremendous detail for reporting, but also present a significant initial and potentially ongoing load on the primary site, so state message backlogs should be actively monitored during periods of heavy use such as initial client deployment or monthly software update deployments.
The following diagram shows state message flow in relation to SMS 2003 Status Messages.
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Compliance State Messages

After an SMS 2003 scan for software updates compliance, the results of the scan are written into WMI with one of two values:

· Applicable

· Installed

While this information is valuable, there are a number of shortcomings:

· The data does not appear in SMS 2003 until a hardware inventory is performed.

· The inventory can be expedited, but can generate unnecessary overhead if scheduled frequently.

· There is no designation in SMS 2003 for “Not Applicable”.  On the client it is easy to infer that updates missing from the WMI list are not applicable, but from the SQL database, there is no way to distinguish “Not Applicable” from “no data received from client (unknown result)”.

In Configuration Manager 2007, the compliance state for each update can be:

· Update is Installed – Identified during the scan process, submitted as state message.

· Update is Required – Identified during the scan process, submitted as state message.

· Update is Not Required – Inferred using the scan results.  If an update was previously applicable to a system and is no longer applicable, this configuration item is now “Not Required”.

· Detection State Unknown – If applicability could not be determined.

For every software update, a compliance state message is generated and submitted to the clients’ assigned primary site.  Using the four states listed above, administrators can now create more accurate and reliable enterprise compliance reports.  Previously, report data could be skewed by Service Pack application, superseding updates, software previously requiring updates that has subsequently been removed, and situations where systems simply did not report or failed to scan appropriately.

New possibilities with compliance state messages include:

· Identify systems failing to report data by querying for systems with no record for a particular update.

· Identify systems failing to properly scan for a particular update by querying for computers where detection state is unknown.

· Create a report that provides per-computer compliance for any specified list of updates (generated from an update list).

· Create a report for enterprise compliance per update, or a list of updates in Configuration Manager.

· Create accurate software updates compliance and audit reports per update, for all systems.  I.e. “Percentage of All Systems that require update 123456, yet update 123456 is not installed”.

Enforcement State Messages

Enforcement state messages use the same engine as compliance state messages, but provide operational details during the software update deployment process.  When a client receives deployment policy, the client will determine which updates should be installed, and will install applicable updates as specified in the properties of the deployment.  An enforcement state message is provided for each applicable update for each computer to provide granular detail.

In SMS 2003, status was available only for the state of the software update advertisement as a whole.  In Configuration Manager 2007, enforcement state messages provide the detail on a per-update, and per-deployment level.

The following are the enforcement state messages submitted to Configuration Manager for individual updates:

· Enforcement started

· Waiting for content

· Waiting for installation

· Waiting for maintenance window

· Restart required before installing

· General failure

· Pending installation

· Applying

· Pending restart

· Successfully installed

· Failed to install update

· Downloading update

· Downloaded update

· Failed to download

· Enforcement state unknown

The following are the enforcement state messages submitted to Configuration Manager for each deployment, by each client:

· Installing update(s)

· Waiting for restart

· Waiting for installation

· Waiting for maintenance window

· Successfully installed

· Pending restart

· Failed to install update

· Downloading update(s)

· Downloaded update(s)

· Failed to download

· Enforcement state unknown

By segregating update enforcement state messages, and deployment enforcement state messages, administrators are able to create detailed, granular, near-real-time reports for management that were previously difficult, if not impossible, to create.
A good example of the power of state messages can be observed in the operational report “States 1 – Enforcement state for a deployment,” which can be used to determine overall progress of an ongoing deployment, providing the number of clients in each state along with drill-down capabilities to identify the exact clients that are in each state.  Computers that experiencing failures or that have not progressed from a particular state can be efficiently identified and remediated. 
Software update distribution in SMS 2003

Software deployment packages in SMS 2003 are advertised in the same fashion as any other software installation.  The client gets the software distribution policy update and triggers the update installation executable.  Based upon the command-line switches and contents of the patch installer XML file, the client will use the WUA to install each applicable update.

This process works quite well and has been refined over the years.  However, there are a number of shortcomings:

· The applicable updates are submitted to the WUA independently by the SMS client, causing additional resource overhead on the clients.

· Creating a software update package requires navigating a relatively long wizard where all settings must be manually modified.

· Software update packages are considered as software installations, and therefore you can install from the distribution point, or download and run.  If a software update package contains a large number of updates, download and run appears to be beneficial.  However, if none of the updates are applicable, the entire package must still be downloaded before that determination is made.

Software update deployment in Configuration Manager 2007
The second core component of software updates management in Configuration Manager 2007 is the deployment of updates.  While SMS 2003 and WSUS are strong in this department, Configuration Manager merges the strengths of the two products and creates a simple, powerful process for updating the enterprise.

Configuration Manager 2007 moves the update deployment process out of software distribution and into a new, policy driven process.  Using a methodology similar to WSUS, the administrator identifies a set of updates to authorize, downloads the files for those updates, and makes them available to a set of target computers.  To make this process more efficient, Configuration Manager:

· Uses deployments and deployment templates, which removes the update installation settings from the package properties, and eliminates the requirement to reenter standard settings for each new deployment.

· Clients receive software update policy for deployments, which are handled by the Software Updates Client Agent component.  After the scan for software updates compliance, required updates are entered into a class in WMI, allowing required updates from multiple deployments to be combined into a single update installation process.

· Clients always download required updates prior to installation.  This occurs at runtime for optional deployments and immediately upon receipt of policy for mandatory deployments.

· Only required updates are downloaded.  The Configuration Manager client requests the exact update files and downloads them to a local cache.

· Provides more robust system restart options.

· Runs a deployment reevaluation cycle to ensure updates previously deployed are still installed.  If not, the update is installed from the local cache or downloaded from a distribution point if not available locally.  This cycle is 7 days by default, but can be customized.

· Deployments are not tied to any particular deployment package.  Therefore, a client can use software update source files from any distribution point and deployment package.

· Offers maintenance windows and requires software updates to operate within that timeframe.

· Creates update and deployment enforcement state messages for detailed information about each client including incremental success metrics and standard update error codes.

These are only a few of the features and enhancements provided in Configuration Manager to both deploy software updates and ensure compliance in the enterprise.

2.3 Software Update Process Comparison with ITMU

To better illustrate the changes in the software update process in Configuration Manager, the table below will outline a typical scenario for deploying new updates to a standard set of computers:

	Timeline
	SMS 2003 with ITMU
	Configuration Manager 2007

	Synchronization with Microsoft Update
	· An ITMU program is advertised to a client system which runs the synchronization process with a reoccurring mandatory software distribution advertisement.

· The synchronization software distribution advertisement runs, downloading the software updates manifest file from Microsoft Update to a designated folder.

· The CAB file is parsed with new entries added to SQL to be used in the Distribute Software Updates Wizard (DSUW).

· The ITMU package source is replicated to the assigned distribution points on a reoccurring basis to replicate the CAB.
	· Administrator configures the SUP from Configuration Manager console to synchronize with Microsoft Update using the existing WSUS synchronization process.  Synchronization settings and time are managed via Configuration Manager.

· Software updates metadata from Microsoft Update is synchronized with WSUS and then subsequently with the Configuration Manager central primary site to create a configuration item for each new update.

· Software updates metadata is replicated from SUP to SUP, and configuration items created on the central primary site are replicated to the rest of the Configuration Manager hierarchy. 

· Unlike SMS 2003, Configuration Manager does not require software distribution, clients, or additional rights to WMI providers to perform synchronization.

	Scan clients for software update compliance
	· Clients are advertised a scan program under the ITMU package.

· Using the replicated CAB file, the scan determines applicable and installed updates.

· All applicable and installed updates are written to WMI.

· A hardware inventory is run which gathers the update information and submits the data to the management point.  This occurs immediately if the Expedited program is being run, otherwise when the next hardware inventory cycle is scheduled.

· The hardware inventory information, including the latest update information, is written into the database.
	· The Configuration Manager Software Updates Client Agent is configured to scan the system on a schedule using metadata from the SUP (WSUS).

· Detailed software update information is written to WMI.

· A compliance state message is generated for each software update and submitted to the management point.  State messages generated during the scan are:  Installed, Required, or Not Required.

· Compliance state messages are written to the database.

· Unlike SMS 2003, Configuration Manager acknowledges update bundles.  If an Internet Explorer update is released in 15 languages, Configuration Manager will list a single update, while SMS 2003 with ITMU will list 15 separate updates.

	Report results
	· Reports available to identify systems requiring an update and systems where specific updates are installed.
	· Additional reports available to identify systems where updates are both not installed and not required.

· Additional reports to identify global impact of target updates and non-functional systems.

· Additional reports for new features, such as enterprise compliance by update list.

	Create Software Deployment package
	· Run Distribute Software Updates Wizard.

· Create new or use existing package.

· Identify updates by filtering on KB number, name, and/or OS version applicability.

· Download updates to source location.

· (Optional) Configure individual update settings.  These settings are reflected in the patchinstall.xml file.

· Configure package installation settings and functional behavior.  These settings are reflected in the command line switches for the specified program.

· If multiple languages for an update are required, each individual update for each language must be selected.
	· (Optional) Create a software update search folder with robust filters and queries.

· (Optional) Create an update list from contents of the aforementioned search folder, or any other list view in the console.

· Create new or modify existing deployment package using the Download Updates Wizard or Deploy Software Updates Wizard and identify individual updates to be included.  This can be done either manually, or automatically added using the previously created update list.

· Updates are downloaded to the package source folder.  Unlike SMS 2003, deployments are not tied to a particular deployment package.  A deployment can contain multiple updates, each of which can be downloaded to a different deployment package.

	Deploy Updates
	· An advertisement is automatically created at the end of the DSUW, or manually if desired.

· Clients in the target collection are instructed when and how to run the deployment package via policy.
	· A new update deployment is created by:

· Selecting update(s) on the Software Updates home page or any other list view in the console.

· Selecting update(s) from the updates repository.

· Running the “Deploy Software Updates” action.

· Dragging a previously created update list or single update onto a previously saved deployment template.

· If a deployment template is used, fields defined in the update template will not prompt the administrator during the Deploy Software Updates Wizard.  Those fields left blank in the template will prompt for input.

· Policy is created for each target system for the updates included in the specified deployment package.

	Updates Installed
	· The client runs the deployment package, sending status messages typical of a software distribution.

· Advertisement settings and roaming client settings determine if the client runs the package from the distribution point, downloads the package and then runs, or does not run the package at all.

· If running from the distribution point, the client will scan for applicable updates using the previously installed scan tool, and submit applicable updates one by one to the WUA.

· WUA will run an additional applicability scan and install each update individually.
	· The client receives updated machine policy and the Software Update client component initiates a scan for software updates compliance.

· All required software updates in mandatory deployments, and optional installs with deadlines, are downloaded immediately.

· WUA uses update bundles to apply the appropriate changes to a specific computer without additional administrative effort.

· All required software updates in the deployment(s) are installed based upon administrator defined settings.

· Updates are obtained from any deployment package on any available distribution point, even those unrelated to the initial deployment.

· Applicable updates from all deployments are presented as a single set of updates on the clients.

	Report Results
	· Status messages identify standard advertisement status, waiting for content, restart pending, etc.

· Scan for software updates compliance available immediately after update installation, but will not catch updates that required a restart.

· Accurate results available after next scheduled or forced scan for software updates compliance, and subsequent schedule or forced Hardware Inventory, with caveats for systems that still require restarts.
	· Update and deployment enforcement state messages are generated during and after the software update installation process.

· Rapid reporting available on the state of the deployment and software update compliance status of the enterprise.  (Limited by site-to-site replication and the speed of state message processing)

	Ongoing Compliance
	· Deployment packages are distributed on a regular basis to all systems.

· The software update scan that precedes the installation of updates will identify if any updates contained in the deployment package are applicable.

· Applicable updates, contained in the deployment package, will be installed.

· Applicable updates not contained in the deployment package are not installed.
	· Every 7 days (default) the deployment evaluation cycle runs on each client to determine whether or not any previously deployed updates are applicable.

· Every 7 days (default) the scan for software updates compliance runs on each client to determine the applicability or compliance of a computer against all updates.

· Applicable updates are installed from the local cache, if available, otherwise the client downloads the update from any deployment package on any available distribution point.


Table 1: SUM to ITMU Comparison

2.4 Summary of Concepts
The concepts discussed in this chapter provide an important foundation that can be applied in understanding the planning, migration, and operations best practices discussed in later chapters.  Key takeaways from this chapter:

· A SUP is a WSUS server configured and managed by Configuration Manager to support the software update synchronization and client scanning tasks.

· Deployment packages are used for distribution of software update files through Configuration Manager distribution points.  These updates are made available to target computers via deployments.

· Deployments are the set of instructions that enable clients to acknowledge and install applicable updates, using administrator configured settings.

· Deployment packages are used as replication and reference objects, but required updates in a deployment will be downloaded and run from any deployment package on any available distribution point, even if that distribution point was not referenced in the original deployment settings.

3 Planning and Preparation
In this chapter, we will discuss installation prerequisites, migration planning, and underlying behavior during an SMS 2003 upgrade to Configuration Manager, relative to software updates management.  This chapter will also further define key scenarios and best practices to prepare customers for a successful migration.

WSUS?  I thought I was installing Configuration Manager?

WSUS 3.0 is a prequisite for software update management in Configuration Manager and is used as the foundation component for the software update point server role.  The addition of WSUS technology into Configuration Manager requires new planning and process considerations for SMS 2003 customers.  
· Each Configuration Manager primary site will have a configured WSUS server to act as a SUP and thus a WSUS infrastructure will be deployed in conjunction with the Configuration Manager infrastructure to enable software updates management  
· This infrastructure introduces additional planning considerations:

· The WSUS infrastructure synchronizes with Microsoft Update from the top-down.  
· Each child WSUS server synchronizes with the parent WSUS server, unless using the WSUS import/export tool.

· WSUS can be co-located with the same server as the Configuration Manager primary site server
· WSUS can be installed on a remote computer from the primary site server

· If the SUP is on a remote server, the WSUS administration console must be installed on the primary site server.

· SUPs will synchronize update metadata with the primary site server

· SUPs will manage the scan for software updates compliance with clients assigned to the respective primary site server.

Reality Check

In the example below, we have a customer server to be used as a Configuration Manager primary site supporting software updates:
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To support software updates, it is necessary to properly configure the server to support all Configuration Manager site roles, install SQL, install WSUS, and install Configuration Manager.
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3.1 Basic Infrastructure

Before planning a Configuration Manager infrastructure implementation and migration from SMS 2003, it is best to start by understanding the basics.  A simple Configuration Manager infrastructure would consist of a single server with all Configuration Manager site roles.  The installation process would resemble the following:

· Extend the AD schema.

· Install and configure Internet Information Server (IIS) on the server.

· Install and update SQL

· Install WSUS

· Install and configure Configuration Manager 2007

· Discover enterprise client resources

· Install Configuration Manager clients

These basic steps will yield a Configuration Manager infrastructure capable of handling a relatively large number of clients.  A few items to note during a basic installation:

· IIS components for a SUP are a subset of those required for the Management and Reporting Points.

· Configuration Manager requires WSUS version 3.0 for the SUP role.

· WSUS is not installed during the Configuration Manager installation.  As an autonomous product, it must be installed independently. When designated as a SUP in the Configuration Manager console, the WSUS server will be configured to functionally integrate with Configuration Manager.

· During the installation of WSUS, the option is given to use the default or a custom Web site.  For a standalone WSUS infrastructure, the install dialog boxes recommend using the default Web site.  When integrating WSUS with Configuration Manager, Microsoft recommends using a custom Web site, thereby reducing the potential conflict with other Configuration Manager site roles, such as management points.

· The default ports specified for a custom Web site are port 8530 for HTTP and port 8531 for HTTPS (SSL).  These will need to be specified when designating the active SUP through the console.  If these are not specified, and the default Configuration Manager settings are used (port 80 and port 443), Configuration Manager will not be able to communicate with the SUP, and a failure will be logged under the SMS_WSUS_SYNC_MANAGER component in the site status.  An error 6703 will appear with the message “WSUS server not configured.”

· The initial client rollout generates significant traffic and resource utilization in the Configuration Manager infrastructure, mostly due to the addition of compliance state messages.  This initial spike will normalize over time, but it is a good practice to scale hardware requirements slightly higher than with SMS 2003.

· It is also a good practice to scale back and pace the client rollout process to avoid inundating the infrastructure.  State messages are not only inserted into the database of the assigned primary site servers, but they will propagate up the hierarchy, causing a greater aggregated load.

· The New Site Role Wizard within the Site Systems node in the Configuration Manager console is used to configure the WSUS server as a SUP.

· It is not necessary to configure or modify a new WSUS installation from the WSUS console.  After WSUS is installed, the server can be configured as a SUP from the Configuration Manager console.  Configuration Manager will initiate the appropriate synchronization processes automatically.

Reality Check

In the example below, we have a simple customer that requires a Configuration Manager site which supports software updates.  Using the same installation steps described above, we would have the following:
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· The WSUS services, acting as a SUP, will synchronize with Microsoft Update, followed by synchronization with Configuration Manager.

· The Configuration Manager client is configured through communication with the management point.

· The client is scanned using the local WUA connecting to the SUP.

· The client submits compliance state messages for each update to the management point, which are written to the Configuration Manager database.

3.2 Advanced Infrastructure

In most environments, there will be multiple primary sites, secondary sites, physical locations, and decisions to be made on the assignment of site roles.  Luckily, designing a Configuration Manager infrastructure is very similar to SMS 2003.  A few exceptions are noted below:

· Due to the addition of state messages, it is necessary to calculate additional traffic and resource utilization during the initial client rollout.  In the figure above, only one client is submitting compliance state messages to the database.  On a larger scale, thousands of clients will generate hundreds of thousands of these messages, potentially inundating the primary site servers.

· Every primary site server should have a corresponding WSUS server, configured as a SUP.

· Configuration Manager and WSUS can be collocated on a single piece of hardware.

· Configuration Manager clients synchronize their scan process with the SUP on their assigned primary site.  Therefore, while Configuration Manager does not programmatically force each primary site to have an associated active SUP, it is necessary for scan for software updates compliance coverage to be comprehensive.

· As mentioned earlier, WSUS is installed independent of Configuration Manager.  When designing a Configuration Manager hierarchy, the WSUS hierarchy will need to be considered in the project plan.

· In most cases, the Configuration Manager primary site and SUP can be placed on the same server if the hardware is adequate, appropriately apportioned, and the client count is below a certain amount.

· If the server hardware is less than adequate or the client count is high, it is a good practice to consider placing the SUP on a separate server.

· It is recommended to consider similar criteria to management point remote location for assessing remote SUP placement.  Relocating a SUP uses the same decision tree as relocating the management point role.  If the decision is made to place the MP on a separate server, the SUP should also be placed on a separate server.

· In some cases where server or disk performance is questionable, it may be appropriate to separate the WSUS SQL database from the Configuration Manager SQL database.

· If the SUP is on a server other than the primary site, it is still necessary to install, at a minimum, the WSUS administration console on the primary site server.  This is due to the fact that Configuration Manager uses the WSUS console application programming interface (API) files to appropriately communicate with the WSUS server that has been designated as a SUP.  If WSUS is on the same server as the primary site, this step is not necessary.

Reality Check

In the example below, we have a more complex network that requires a Configuration Manager infrastructure which supports software updates:
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While a number of details have been excluded from the above diagram for simplicity, a potential solution would be as follows:
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The following diagram shows the communication channels used by Configuration Manager.  While the diagram is complex, it identifies a number of ports and potential configurations:

· A central primary site with zero assigned clients.

· A primary site with all necessary server roles configured locally.

· A primary site with a remote management point and SUP.

· A primary site supporting a remote protected distribution point.

· A secondary site with a local proxy management point and protected distribution point.

· SUP to SUP communication using the default ports of 8530 or 8531 when using custom Web sites.  (port 80 used if a custom Web site is not selected during Setup.
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3.3 Infrastructure Migrations and Upgrades

One might expect an SMS 2003 infrastructure migration to be simpler than a fresh installation, but this is often not the case.  A migration includes a number of variables that can be excluded from green-field designs, such as continued support for existing service levels, software and update distributions, and challenges involved in retraining administrators and end-users to use the new solution.  

In this section, we will discuss key migration scenarios considered during the design and testing of Configuration Manager, as well as how to best address the challenges that each might present.

Key Migration Scenarios

During a migration from SMS 2003 to Configuration Manager 2007, there are a number of common and uncommon scenarios that might be applicable:

· Side by Side migration from SMS 2003 to Configuration Manager.

· WSUS migration to, or coexistence with, Configuration Manager.

· SMS 2003 in place upgrade with a significant investment in ITMU objects and advertisements.

· SMS 2003 in place upgrade with a significant requirement to retain existing service levels.

· Extremely long transition periods requiring Configuration Manager 2007 and SMS 2003 server and client interoperability over the course of months or years.

Side by Side Migration

Side by side migrations assume that an existing SMS 2003 infrastructure is in place, but a parallel infrastructure will be implemented for Configuration Manager 2007.  Reasons for this type of implementation include:

· New hardware has been purchased to replace depreciated SMS 2003 hardware.

· The existing infrastructure was upgraded from SMS 2.0, and/or contains design decisions that are no longer relevant.

· The migration is run in parallel with another enterprise project, such as Windows 2000 to Vista or an AD domain migration.

In any case, there are a number of items that should be taken into consideration during the planning and preparation phase:

· A package can be advertised to the SMS 2003 clients through the SMS 2003 infrastructure which runs the Configuration Manager 2007 client installation process.  If this method is used, remember that the client will report a status message on the installation of the package, but the nature of the package means there will never be a report of success.

· While objects can potentially be exported from SMS 2003 and imported into Configuration Manager 2007, this process is unsupported.  It is highly recommended to create new Configuration Manager deployments of software updates and not attempt to recreate ITMU deployments in the new environment.  The Configuration Manager software update deployment process is significantly more effective in applying and retaining update compliance on Configuration Manager clients.

· Also, Configuration Manager provides the option to allow the new deployment objects to apply to SMS 2003 clients that were re-assigned to the new infrastructure and not upgraded to the Configuration Manager client.

WSUS to Configuration Manager

There are two similar scenarios that we will discuss in this section:

· Customers looking to replace a current WSUS infrastructure.

· Customers with a current WSUS infrastructure, but are looking to run Configuration Manager and WSUS in tandem.

In the first situation, it is appropriate to consider the following:

· If the current WSUS infrastructure is healthy and using well-suited hardware, it is possible to use the existing hardware as the basis for the Configuration Manager SUP infrastructure.

· A properly architected WSUS site positions WSUS servers in enterprise hub locations using much of the same logic as would be used for primary site server placement.

· If pieces of the current WSUS infrastructure seem questionable, a full assessment of design and architecture is recommended.  While the hardware and WSUS services may be reused, their role within the final Configuration Manager infrastructure should be validated.

· Ensure that WSUS is configured to store updates data locally to address potential license terms (EULA) issues discussed earlier.

The second scenario requires additional considerations.  When a WSUS server is designated as a SUP in the Configuration Manager console, using the WSUS services independent of Configuration Manager is not tested, nor supported.  If requirements remain to maintain WSUS in a customer environment, the following should be considered:

· Configuration Manager clients assigned to a primary site server with a SUP configured will not be configured to function with an independent WSUS infrastructure.

· If a domain or site-based policy is configured to direct the local WUA to point to a separate WSUS server, this will override the Configuration Manager configured local policy.

· The WSUS server being used as a SUP will need to be configured to run in autonomous mode, not replica, with two exceptions:

· WSUS is on a secondary site server.

· Peer WSUS servers configured to support Internet-based clients.

· The WSUS server will be required to maintain a separate set of downloaded updates.

· Because dual use of a WSUS server is not tested or supported, a parallel WSUS infrastructure may be required, with one being used strictly for WSUS, and the other integrated with Configuration Manager.

· Configuration Manager clients assigned to a primary site without an enabled SUP or client agent settings, will be able to be supported by the autonomous WSUS infrastructure.

SMS 2003 to Configuration Manager 2007 Migration

When a customer has made a substantial investment in adopting and maintaining ITMU with SMS 2003 as a software update management solution, it is difficult to suggest that an entirely new, incompatible process be used in the next version of a product.  Therefore, significant effort was made during the design of Configuration Manager to both provide an improved software update experience for Configuration Manager clients and to migrate existing functionality for SMS 2003 clients.

In other words, for SMS 2003 clients, what works today, will work tomorrow...with caveats.  The upgrade process from SMS 2003 to Configuration Manager 2007 includes the following actions:

· Existing ITMU update records are retained and can be referenced in the Configuration Manager console.  These update records are labelled “Legacy” to avoid confusion with new software update configuration items synchronized through the Microsoft Update/SUP/Configuration Manager synchronization cycle.

· Existing ITMU packages and associated advertisements are translated into Configuration Manager Software Update programs and deployments.  This enables Configuration Manager clients to receive previously advertised updates through the new software updates deployment process.

· Existing ITMU packages and advertisements are retained to provide continued support for SMS 2003 clients that have yet to be upgraded.

Caveats
The following items should be taken into consideration:

· Existing ITMU packages and associated advertisements are translated into Configuration Manager objects to support new Configuration Manager clients, as well as retained for continued SMS 2003 client support.
However, there is a slightly different way Configuration Manager provides support for SMS 2003 clients when deployment packages and deployments are created natively within Configuration Manager.  Therefore, if a deployment that was derived from an SMS 2003 package and advertisement is modified, it is likely that the original SMS 2003 package and advertisement will be orphaned and a new, native Configuration Manager object providing identical support will be created.

· SMS 2003 software update advertisements which have been created on child primary sites will not be migrated into Configuration Manager 2007.  Therefore, Configuration Manager clients will not receive updates that have been targeted in this fashion after the upgrade to Configuration Manager 2007.

· Legacy ITMU software updates metadata will be retained and referenced in the Configuration Manager console.
However, this software updates metadata may not be identical to metadata acquired and maintained natively in Configuration Manager.  This is due to inconsistencies and variations in the update manifests used by the two different tools, the ITMU offline scan tool and the WUA using metadata from Microsoft Update.
In SMS 2003, each variation of a particular update (for each language or operating system version) was shown separately.  In Configuration Manager, this is no longer the case, as the updates are all contained within a single update bundle.

· Some updates that are contained in the ITMU may not appear in the Configuration Manager native software update records, or may appear differently.  In some cases, old leaf updates have been added to WSUS bundles, thereby leading to inconsistencies in the scan results.

· If the package source for update content is not accessible to the site server during the migration, then all update content would need to be re-downloaded, as Configuration Manager will mark the content as invalid.

Retain Existing Service Levels

Retaining functionality during and after a migration is extremely important, and well managed by Configuration Manager.  By migrating existing software update objects, as well as translating them into the new deployment process, both SMS 2003 and Configuration Manager 2007 clients will continue to apply previously approved updates.

· After the site server update process, existing SMS 2003 clients will continue to run the ITMU security scan process, as well as install updates using the packages and advertisements previously created in SMS 2003.

· When clients are upgraded to Configuration Manager, they will cease to run the ITMU scan and software update packages previously advertised.

· The new clients will receive policy for their assigned SUP and will perform a security scan using the WUA.

· The new clients will then receive policy for the software update deployments that were automatically generated during the upgrade process, applying all authorized, available updates using the new Configuration Manager processes.

Interoperability During the Transition Period

Some migrations from SMS 2003 to Configuration Manager 2007 will be able to occur over the course of a few days while others will require months.  In either case, it will be necessary to continue to operate with as little disruption as possible.  Configuration Manager offers the following features to promote greater interoperability during both short and long migrations:

· SMS 2003 clients are compatible with a Configuration Manager 2007 primary site.  SMS 2003 SP2 or higher is required.

· SMS 2003 primary sites may report to Configuration Manager 2007 primary sites.  Any SMS 2003 hierarchy should be upgraded to Configuration Manager 2007 from the top-down.

· SMS 2003 clients will continue to be scanned using the Configuration Manager compatible version of ITMU, which should be installed on central site.

· The Deploy software updates to SMS 2003 clients setting is available in the Deploy Software Updates Wizard to allow Configuration Manager software update deployments to apply to SMS 2003 clients.  If selected, a complementary package, program, and advertisement will be created to apply the specified updates using the same settings as the Configuration Manager deployment.

· Integrated deployment status and reporting for both SMS 2003 and Configuration Manager 2007 clients for deployments created natively within Configuration Manager.

Not only will administrators be able to immediately take advantage of the new features and functionality provided by the Configuration Manager console, but managing SMS 2003 clients during the migration process will not require duplication of effort. 

3.4 Final checklist

The following items are important, occasionally neglected items to be considered prior to deployment:

· Mixed mode is the equivalent of SMS 2003 Advanced Security.  Native mode adds an additional layer of security which uses certificates.  An infrastructure can be upgraded to native mode after it is deployed.

· SCCMNativeModeReadiness.exe can be run on client systems to determine if they are ready for native mode.

· The Configuration Manager SUP and the Deploy Software Updates Wizard might require access to the Internet.  If a proxy is required, or possibly a special domain account, these should be created prior to the deployment.  The proxy settings for the SUP can be configured when the WSUS server is designated in the Configuration Manager console, but the settings to enable Configuration Manager to download updates must be configured using the UPDDWNLDCFG.EXE tool.

· Deployments in Configuration Manager report enforcement status to the originating primary site server.  Therefore, if a hierarchy is created with a top-level reporting/consolidation site with an administrative site set as a child primary site, reports on the reporting/consolidation site for deployment status will be empty.

· Confirm that there are no WSUS-related Active Directory group policies in place in the enterprise which may conflict with the Configuration Manager client configuration.

· Make sure that the package source files for software updates packages still exist.

· Uninstall all extraneous scan tools from SMS 2003 except for ITMU on the central site.  (ITCU, Extended Scan Tool, etc)

4 Deployment and Operations
This section covers best practices for deploying Configuration Manager in multiple scenarios to support software updates, as well as software updates operations recommendations to be used after Configuration Manager is successfully rolled out.

4.1 Deployment

New Configuration Manager 2007 Infrastructure

The following steps are recommended for deploying a new Configuration Manager 2007 infrastructure:

· Pre-deployment preparation

· Software Installation

· Software Configuration/Stabilization

· Client Deployment

These steps are detailed below:

Pre-deployment preparation

· Initiate resource and user training for Configuration Manager 2007.

· Order, floor, and configure infrastructure servers.

· Extend Active Directory.

· Create appropriate accounts and domain groups:

· Client Installation Account

· Network Access Account

· Reporting Users Group

· SMS Administrators Group

· Software Distribution/Software Update Deployment Group (if necessary)

Software Installation
· Install and configure SQL.

· WSUS and Configuration Manager require a SQL database.  If the site design requires SQL to reside in a separate server than the primary sites or the WSUS servers (SUPs), configure appropriate security policies to permit communication.

· Configure SQL clusters if necessary.

· Install WSUS 3.0

· WSUS must be configured to synchronize with Microsoft Update on the Internet.  This may include configuring a proxy, potentially using a privileged domain account.

· This should be configured on the top-most WSUS server in the infrastructure only.

· After the installation of WSUS, a wizard appears to apply final configuration changes to WSUS.  Because Configuration Manager will configure the WSUS settings when the system is designated as a SUP, for Configuration Manager purposes, it is not necessary to complete this wizard.

· All downstream servers (DSS), must be configured to synchronize with this top-level WSUS server, or a parent WSUS server in the WSUS hierarchy, unless the WSUS import/export tool is to be used instead.  This, too, is configured when the WSUS server is designated as a SUP.

· WSUS must be configured to store updates locally.  This allows centralized administration of license terms (EULA) acceptance.  While this option is available during the installation of WSUS, Configuration Manager requires updates to be stored locally and will confirm or force this configuration change onto all SUPs every 60 minutes.

· If the design calls for WSUS to reside on a remote server, the WSUS administration console must be installed on the Configuration Manager primary site servers.  This provides the appropriate WSUS API files on the primary site to allow Configuration Manager to communicate with the remote WSUS server.

· Install Configuration Manager 2007 and configure settings (except client deployment and SUPs)

· If using native mode for Configuration Manager security, ensure that the proper steps have been taken to ensure full support.  More information can be found in the Configuration Manager 2007 help file under “Administrator Checklist:  Deploying the PKI requirements for Native Mode” and “Prerequisites for Native Mode”.

· During the installation of Configuration Manager, the install process asks to download the latest updates for required components.   These components can be downloaded beforehand with the location specified during the install, or they can be automatically downloaded.

· These required components include important hotfixes and updates to the WUA.  If automatic download is selected, over 70 updates will be downloaded.  However, the majority of these updates are language and platform variants of the same update.

Software Configuration/Stabilization
· Configure WSUS servers as SUPs.

· Configuration Manager will initiate a WSUS synchronization with Microsoft Update, and will then synchronize with the active SUP, creating a configuration item in the database for each update.

· With approximately thirty thousand software updates, this may take a while.  When configuring the SUP on the central primary site, administrators are given the option to select the type and severity and language to be used during the software update scans.  The fewer options selected, the faster the initial and subsequent synchronization processes will be.

· If the synchronization fails, Configuration Manager will retry each hour until successful.

· The wsyncmgr.log file provides details on both the updates currently being synchronized, as well as the overall progress.

· Pause the deployment process.  Because the initial synchronization between WSUS and Configuration Manager can take a long time, a pause is recommended.  This pause may be superfluous in larger infrastructures if the synchronization process completes before all of the Configuration Manager site servers are deployed.

Client Deployment
· Deploy Configuration Manager clients to pilot group for a single primary site server.

· With the primary site servers configured, WSUS deployed, and successful synchronization between WSUS and Configuration Manager, the target systems will be able to install and run the functions of all commonly configured client agents; hardware inventory, software inventory, software metering, software distribution, and software update scanning.

· Deploying to a pilot group for a single primary site ensures that the settings and installation process for the infrastructure works across all information and process streams.

· Deploy Configuration Manager clients to a pilot group with clients assigned to each primary site in the hierarchy.

· This will confirm the information and process streams site-wide.

· Additionally, business unit representatives will have the opportunity to vet and test the Configuration Manager client installation and behavior in the production environment.

· Gradually deploy Configuration Manager clients to production groups across the hierarchy.

· Client deployment in both SMS 2003 and Configuration Manager 2007 requires caution due to bandwidth availability and end user impact.

· Configuration Manager clients require additional bandwidth due to a significant number of compliance state messages which are transferred to the assigned primary site server through the default management point.

· More importantly, each client will be submitting potentially hundreds of compliance state messages to their assigned primary site; one for each update.  Due to this process, the client rollout in Configuration Manager has a significantly greater impact on site server resource utilization than in SMS 2003.

· The number of records to be written to the database will aggregate during propagation up the hierarchy.  This may cause an unacceptable backlog on the central primary site.  The pace of the client rollout should directly correlate to the ability of the primary site servers to process the compliance state messages without a significant backlog.

· Stabilize the infrastructure

· Identify and address systems without a healthy Configuration Manager client.

· Identify and address site server issues.

Post-Installation operations guidance will be provided below.

Migration from WSUS to Configuration Manager 2007

When migrating from WSUS to Configuration Manager 2007, most of the deployment steps discussed above are applicable.  Consider the items covered in Section 3.3 Infrastructure Migrations and Upgrades.  Is the existing WSUS infrastructure reliable and healthy?  If so, continue with deployment with the following notes:

· Remove global group policy settings for Automatic Updates.  Configuration Manager will configure the clients to point to the appropriate SUP (WSUS).

· In some situations, customers have chosen to maintain a fallback WSUS infrastructure should Configuration Manager fail.  To use the WSUS infrastructure, create a global policy to point clients to WSUS.  Remove the policy when Configuration Manager is available.

· The following article provides details for managing WSUS using group policy:  http://www.microsoft.com/technet/community/columns/sectip/st0506.mspx
· Un-approve all existing WSUS update deployments.  The SUPs (WSUS) will be used to handle client scans, but Configuration Manager is used for update deployment.  This will no longer be managed through the WSUS servers.

· Un-approving updates will prevent further deployment of the updates via WSUS.  This action will not remove updates from the enterprise environment.

· The WSUS server, configured as a SUP, may still be used independently of Configuration Manager.  However, this has not been tested, and is not supported.

· WSUS will be configured to store update data locally when designated a SUP.

· WSUS must run in autonomous mode, and not as a replica, unless configured on a secondary site server.

Migration from SMS 2003 with ITMU to Configuration Manager 2007

Side-by-Side

Deployment steps for a side-by-side migration are very similar to those for a new infrastructure.

· Create and configure the Configuration Manager 2007 infrastructure as detailed above, skipping the client deployment.

· Prior to client migration, create/import all critical collections, reports, non-software update packages, and advertisements to maintain appropriate service levels for non-software update related distributions.

· SMS 2003 clients (SP2 or higher) may be directly reassigned to the Configuration Manager 2007 infrastructure using scripts or manual reassignment.  However, it is recommended that SMS 2003 clients be reassigned during the upgrade process to Configuration Manager.

·  The Configuration Manager 2007 client may be deployed using the existing SMS 2003 infrastructure via an advertisement.  Remember to appropriately scope the deployment to avoid overwhelming the new infrastructure with compliance state messages.

· It is possible to script a capture of the current assigned site and trigger the installation of the Configuration Manager client using the same assigned site.  There are a number of scripts available from SMS and Configuration Manager community Web sites, such as http://www.myITforum.com.

· If automatic assignment is used for client assignment, the timing of boundary migration is important:

· Configuration Manager clients can still be installed via SMS 2003, but they will not be successfully assigned until the boundaries are migrated, unless the new site is explicitly defined in the client installation command-line.

· Boundaries may be migrated prior to the Configuration Manager client deployment, however new systems may inadvertently get the client installed, and existing systems will run all advertisements as if they are remotely roaming.  This may impact the current level of service.

Additional information can be found here:  http://technet.microsoft.com/en-us/library/bb632845.aspx
In-place or Mixed Upgrades

In-place and mixed upgrades are both common and risky.  Some risks include:

· Inadequate hardware or infrastructure design.

· Unexpected configurations or site customization.

· Increase in resource utilization while maintaining existing levels of service.

While both upgrades are nearly identical mid-deployment, there are a number of unique considerations during the first stages.

Mixed

In most cases, mixed upgrades consist of a new central primary site on new hardware to be joined to the current SMS 2003 infrastructure.  This provides a cost effective means of providing improved reporting and administrative performance, while addressing the relative increase in resource requirements.

Best practices for this type of upgrade are provided below:

· At a minimum, install and configure the Configuration Manager 2007 central site and a WSUS server, designated as an active SUP.

· Uninstall the ITMU from the SMS 2003 child primary sites and install the Configuration Manager compatible ITMU package on the Configuration Manager central primary site  (Configuration Manager ITMU).
· While it is recommended, uninstalling the ITMU from the SMS 2003 child primary sites is not required.  Configuration Manager requires centralized administration of software updates therefore it is required to install ITMU on the central primary site.  ITMU objects on the child primary sites will be overwritten (if given the same name).

· Uninstalling the ITMU from the SMS 2003 child primary sites will remove the scan packages and expire the updates in the SMS databases.  When the ITMU is installed on the central primary site, both the updates and new scan objects will replicate to the child primary sites and the updates will un-expire.

· If ITMU is not uninstalled from the child primary sites, and assuming the Configuration Manager ITMU is installed on the central site, it is recommended to at least disable the ITMU synchronization process on the child sites.  If the ITMU synchronization process is not disabled, an error will be generated stating that the synchronization process is already occurring on a site higher in the hierarchy.

· Disconnect the SMS 2003 primary sites from the current infrastructure and join them to the new Configuration Manager central primary site.

· All clients will still be SMS 2003, and reporting to SMS 2003 primary sites.

· All clients will continue to scan for and apply software updates using the packages, programs, and advertisements configured using ITMU.  This will occur after the ITMU objects have replicated from the Configuration manager central site to the SMS 2003 child primary sites.

In-Place
In-place upgrades share many of the same concerns as mixed upgrades, except for the migration of data and objects on the central primary.

· If any site in the SMS 2003 infrastructure has ITMU installed, ensure that the central primary site has the ITMU installed.  As mentioned above, software update deployments in Configuration Manager can be performed from child sites, but management of the software update objects is handled from the top-down.

· If no SMS 2003 primary sites have ITMU installed, this step can be performed after the Configuration Manager upgrade.

· ITMU is required at the top of the hierarchy mostly due to the need for the offline scan for software updates compliance.  SMS 2003 clients cannot use the SUPs to perform their scans, and will require the ITMU scan until they are upgraded to Configuration Manager.

· Uninstall all extended scan tools from the central primary site; Inventory Tool for Custom Updates, Extended Scan Tool, and any other custom scan tools used by SMS 2003 to identify missing updates.

· An upgrade from SMS 2003 with ITMU to Configuration Manager 2007 requires user input therefore the silent installation/upgrade is not available.

· Install and configure a WSUS server to be used as a SUP and provide enough time to synchronize with Microsoft Update.

· Trigger the Configuration Manager upgrade on the central primary site.

· Upgrading the site to Configuration Manager will migrate existing packages and advertisements created using the SMS 2003 Deploy Software Updates Wizard.

· Configuration Manager deployments will be created to authorize and install previously advertised updates using the new deployment process.

· A package containing ten (10) software updates and advertised to the collection MySystems will translate to a Configuration Manager deployment package with ten (10) software updates, and a deployment to the MySystems collection with similar installation settings.

· SMS 2003 clients will continue to process the policy and install the updates using the legacy process, while Configuration Manager clients will apply the updates using the new process.

Note

SMS 2003 software update advertisements created on child primary sites, to deploy an update package created on a parent site, will not be migrated as deployments during the upgrade to Configuration Manager.  Only advertisements and packages created on the SMS 2003 central primary site will be migrated.

Rollout Process
For both in-place and mixed upgrades the rest of the deployment is identical:

· Install WSUS on the primary site servers or on a separate server over a network link with sufficient bandwidth.

· Upgrade the remaining primary sites from the top-down.

· Configure each WSUS server as a SUP for its respective primary site.  Remember that WSUS may not be configured to use the default ports (80 and 443) when using a custom Web site instead of the default Web site.

· Provide enough time for Configuration Manager to synchronize with the SUPs before upgrading and assigning Configuration Manager clients to the site.

· Upgrade clients to Configuration Manager and assign to an appropriately configured Configuration Manager primary site.

Internet-based Clients and SUPs in a Perimeter Network

http://technet.microsoft.com/en-us/library/bb680388.aspx
While the product documentation provides explicit details on configuring Internet-based clients, a few software update-related items are provided below:

· A primary site can have a SUP to support internal or external clients.  The properties for a particular SUP will designate the type of client permitted to interact with the SUP.

· A SUP in the Perimeter Network (Internet-based SUP) requires WSUS to be installed on a server, and that server to be configured in Configuration Manager as a SUP available to Internet-based clients.

· WSUS should be installed using a custom Web site, which uses 8530 for HTTP and 8531 for SSL by default.  The firewall between the intranet and the Perimeter Network must be configured to allow the Configuration Manager primary site to communicate with the Internet-based SUP.  Additional details are provided in the core documentation.

· The Internet-based SUP must also be configured as part of the internal WSUS infrastructure, permitting communication between this server and the central WSUS upstream server, unless the import/export function of the WSUSUtil tool is used to manually update the servers.

· When clients communicate with the Internet-based management point, they attempt to locate an appropriate SUP.  Because no domain controllers are available for a lookup, no SUP can be found.

· To address this, clients communicating with the management point in the Perimeter Network will have their registry modified to point to the Internet-based SUP, and the Automatic Update service will be stopped and started to recognize the change.

Workflow – Enabling Software Updates Management

In some cases, it will be necessary to deploy Configuration Manager in an enterprise prior to enabling the client services.  The following steps provide guidance when enabling software update capability after the rollout:

· Create and advertisement for a zero-impact package and deploy to all clients.

· This package can be as simple as “CMD /C”, run while hidden, suppressing user notification.

· This can give the deployment team an idea of the current health and overall coverage of the Configuration Manager clients.

· Identify clients with older versions of the WUA.

· A report is available out of the box.

· In most cases clients should automatically update WUA from their respective SUP.

· If WUA is out of date, it is either broken, disabled, or the client is unable to configure the computer to point to the appropriate SUP.

· WUA can be updated manually if necessary.

· Enable the Software Updates Client Agent in the console.

· This is located under Site Settings\Client Agents\Software Updates Client Agent

· Track the scan state reports in Configuration Manager to identify problematic clients.

· Address problems identified on available clients.

· Create and deploy a zero-impact update using a Configuration Manager deployment.

· A custom update can be created using the System Center Updates Publisher.

· http://technet.microsoft.com/en-us/library/bb632895.aspx
· Track the deployment using the deployment enforcement state reports to verify the relative health of the software update process in the enterprise.

· Identify errors using the deployment errors report.  Address the top tier issues on the stack-ranked lists provided to see rapid improvement in meeting software updates service level agreements (SLA).

4.2 Deployment Notes

While we will discuss operations below, there were a number of items to be covered before leaving the deployment section:

· SUPs can be used to install Configuration Manager clients, as well as to deploy Configuration Manager client updates.  

· This is done by a publishing the client to WSUS (the SUP) as a system update through the Site Settings/Client Installation Methods node under Software Update Point Client Installation.  This process is similar to the one used by the System Center Updates Publisher. 
· Computers with an old client will receive the new client as an update.  Computers with no client will require a configured group policy to point them to the WSUS server and enable Automatic Updates to receive the client update.

· Additional details can be found in the Configuration Manager help file under “How to Install Clients Using Software Update Point Based Installation”.

· The WUA is upgraded (when necessary) on target systems during the installation of the Configuration Manager client.

· If the WUA is in use during the client installation, this part of the client install will fail, but the rest will continue.  The client does not attempt to upgrade this component during standard maintenance.  It is therefore important to advertise the latest WUA or install the component manually.

· If group policy is set to disable “Configure Automatic Updates”, the WUA will not be able to self-update through WSUS.  WUA will need to be upgraded via a client installation or through a software distribution.

· The Automatic Update service should not be disabled.  The hardware inventory process will scan for win32_Service by default and will report to Configuration Manager whether the service is disabled or stopped (potentially non-functional).  This can be identified through the available hardware inventory reports.

· The group policy setting “Remove all access to Windows Update features” in Active Directory does not impact Configuration Manager.

· In SMS 2003, a reporting/consolidation primary site was frequently added as a parent to the primary site used for administration.  It is important to remember that Configuration Manager is designed for all software updates metadata and synchronization to occur from the central primary site, which would be the reporting site in this scenario.

· Administration can still occur from child primary sites. But it is recommended that deployments be configured centrally.

· Using a reporting/consolidation primary site without centralized software update deployment can cause valuable data to be unavailable.  Software update deployment status from Configuration Manager clients will propagate through the hierarchy to the originating site.  Therefore, the reports on the reporting/consolidation site for update deployment results will be empty.

· It is recommended that the central primary site be configured in such a way as to provide adequate processing, reporting, and administrative performance.  Offloading the management point, SUP, and reporting point roles, onto other well configured servers can address many performance issues.

· Compliance data will still exist in the reporting/consolidation primary site reports, just not deployment status.

· During the upgrade of an SMS 2003 site to Configuration Manager, the process will translate ITMU packages and advertisements to their respective Configuration Manager counterparts to support Configuration Manager clients.

· The original objects remain to provide continued support for SMS 2003 clients.

· If a change is made to the new Configuration Manager Deployment, the migrated SMS 2003 objects will be orphaned, and new objects will be created to support the SMS 2003 clients using the native process.  This prevents a potential conflict where Configuration Manager is required to perpetually manage and maintain legacy objects.

· In the unlikely event that the first software update scan on a client fails, the next scan should run properly.

· After an upgrade from SMS 2003 to Configuration Manager 2007, the security settings for update lists and deployment templates must be set.  These are new objects in Configuration Manager, and while the migrated objects retain their ACLs, permissions to these categories must be manually addressed.

· The SUP (WSUS) is configured to access the Internet on the central site to download and parse update information from Microsoft Update.  At times this requires a special proxy server and user account, configured using the wizard in Configuration Manager while configuring the server as a SUP.

· However, when updates are downloaded from Microsoft to be included in software packages, this proxy configuration does not apply.  Configuration Manager performs this task either using the currently logged on user credentials, or can be configured using a tool called the upddwnldcfg.exe tool located in the SMS Setup directory\ bin\i386\<language code>.  This tool allows the administrator to configure Configuration Manager to use a preconfigured account to download updates from the Internet.

4.3 Configuration Manager Operations
In many cases, customers will be required to operate with a mixed SMS 2003/Configuration Manager 2007 infrastructure for weeks, or even months.  While the deployment of Configuration Manager is relatively straightforward, maintaining an operative environment during this migration is far more difficult.  The following guidelines will assist customers in this situation.

Operations Recommendations – During Transition

Covering SMS 2003 and Configuration Manager 2007 clients simultaneously may appear to be difficult.  However, Configuration Manager offers a number of features to make this transition period easier:

· SMS 2003 clients can be assigned to Configuration Manager primary sites, and SMS 2003 primary sites can have Configuration Manager primary sites as parents.

· Upgrading sites from SMS 2003 to Configuration Manager 2007 is relatively simple once the central primary site has been upgraded.  When confronted by a situation where an SMS 2003 child primary site is limiting functionality, it will frequently be easier to upgrade the site to Configuration Manager 2007 rather than try and work around the issue.

· Most basic deployments can be created on the central site to cover both Configuration Manager 2007 clients and SMS 2003 clients.

· In situations where child site administrators require deployment authority, it is recommended that the resources be given permission on the central primary site to create deployments for the systems that they manage.

· Should resources require the ability to deploy updates from child primary sites, it is advantageous that the child site be upgraded to Configuration Manager 2007.  This enables administrators of child sites to take advantage of the new deployment processes.

· When a deployment is created on and Configuration Manager primary site, with the SMS 2003 client option enabled, SMS 2003 child primary sites can create new advertisements using the replicated package and program.

· Configuration Manager child primary sites used to create new deployment packages or deployments will be required to download the updates from Microsoft.  

· Administrators can use the new Configuration Manager search folders, update lists, deployment packages, deployment templates, and update deployment objects to manage both Configuration Manager and SMS 2003 clients.
· A checkbox on the properties of a Software Update Deployment object allows an administrator to deploy updates to SMS 2003, as well as Configuration Manager clients.

· The checkbox is available only if the “Deployable to SMS 2003” property for each update in the deployment is set to “Yes”, which means that the Configuration manager ITMU has appropriately synchronized with Microsoft Update for the updates in question.

· Note that this checkbox can only be selected and cleared once.  When it is cleared, it cannot be checked again.  This is by design.

· While ITMU packages and advertisements can still be created on SMS 2003 primary sites, it is recommended to create deployments on the Configuration Manager central primary site with the SMS 2003 option detailed above.  This allows deployment status for the results of all deployments to be consolidated in a single location, including aggregated results from update installations on SMS 2003 clients.
· If required, additional advertisements for SMS 2003 clients can be created from Configuration Manager sites using existing deployment packages.  These additional advertisements will be managed by the administrator outside of the Software Updates node in the Software Distribution node under the Advertisements subnode. 
· As site servers are upgraded from SMS 2003 to Configuration Manager, plan to install WSUS on that server or another local server at the same time.  Configuration Manager clients will require a SUP on their assigned site to be able to run the software update scan process.  While SMS 2003 clients will continue to run the existing advertised scans and deployments, Configuration Manager clients will be unable to scan for or receive updates.

· When creating deployment packages and software update deployments to be applied to SMS 2003 clients, it is a good practice to limit the size of the deployment package.

· Remember that SMS 2003 clients running advertisements configured for download and run will be forced to download an entire package, regardless of whether associated updates are applicable.

· Advertisements that are not configured for download and install can be dangerous to run on remote clients where connectivity is questionable and can be disconnected in the middle of applying an update.

· Administrators managing both Configuration Manager and SMS 2003 clients will need appropriate security rights to both the software updates objects, as well as the standard advertisement and deployment objects.

Additional Notes

· The software updates metadata for ITMU and Configuration Manager is completely independent.  Therefore, one synchronization process may be successful while the other may fail.  This can yield inconsistencies in the database and Configuration Manager reports, such as different numbers of updates and applicability.

· The SMS 2003 ITMU offline scan contains a number of updates that are considered “leaf updates”.  The online (WSUS) scan often groups these updates into what are called “bundles”.  This may give the impression that the new update process is less comprehensive, yet in reality it is more advanced.

· Bundles can include multiple related updates that were previously independent.

· Bundles often include multiple languages and OS applicability, significantly reducing the number of updates appearing in the console.  In SMS 2003, each update and variant of said update would be listed in the console as a leaf update, causing some confusion.

· Updates that have been migrated from SMS 2003 to Configuration Manager 2007 have Legacy appended to the name to distinguish them from updates synchronized via WSUS.

· Some options which are available in Configuration Manager for targeting, maintenance windows, and re-evaluation of update applicability are not available in SMS 2003 and will not be reflected in SMS 2003 objects and advertisements.  In other words, SMS 2003 clients will not benefit from maintenance windows, deployment re-evaluation cycles, or other Configuration Manager features.

· Configuration Manager offers a deployment re-evaluation cycle setting.  This process will instruct clients to re-evaluate all current deployments and apply applicable, available updates.  By default, this runs every 7 days.  In SMS 2003, this behavior would be mimicked by modifying the schedule under an advertisement’s mandatory assignment.  Changing the Configuration Manager deployment re-evaluation cycle does not impact the SMS 2003 advertisement schedule.

· In some situations, it is possible for Configuration Manager to restrict the option to deploy updates to SMS 2003 clients.  In most cases, this is due to the Configuration Manager WSUS synchronization process recognizing the updates, but a failed ITMU process.  Unless the ITMU synchronization has run, parsed, and added the legacy (offline) software update metadata to the database, Configuration Manager will not allow administrators to deploy software updates to SMS 2003 clients.  When the ITMU synchronization process runs, or the missing updates are removed from the deployment package, this option is once again available.

· Expired updates migrated into Configuration Manager from SMS 2003 may appear grey in the console.  In some cases these can be deleted.

· If they cannot be deleted, it is likely that they are still contained within a Configuration Manager deployment where the “Deploy software updates to SMS 2003 clients” checkbox is still checked.  Un-checking this box will allow the expired update to be deleted.

· It is also possible that the update is currently within other deployments, and therefore unable to be deleted until removed from those deployments.

Operations Recommendations – Standard

The following recommendations apply to customers with both new and upgraded Configuration Manager 2007 infrastructures.

In SMS 2003, there are three conflicting processes for packaging software updates:

· Create many small, targeted deployment packages.  This can be cumbersome and difficult to maintain.

· Create one large, comprehensive deployment package.  This causes an issue for remote or poorly clients due to the requirement to download the entire package when few, if any, updates are applicable.

· Create and managed both.

In Configuration Manager 2007, it is no longer necessary to sacrifice simplicity for functionality.

· In SMS 2003, clients run one advertisement at a time, applying one update at a time.  In Configuration Manager, when a client checks for deployed updates, all applicable updates from all deployments can be installed at once with a single restart (unless an update requires exclusive handling, such as a service pack).

· A Configuration Manager client determines the applicability of updates, identifies which updates are currently deployed, and will download and install all available updates from any deployment package on any accessible distribution point.  This also removes the need to maintain large deployment packages versus multiple smaller packages.

Standard Method

The flexibility offered by Configuration Manager allows administrators to create deployments and a deployment process that best fits the needs of the enterprise.  In order to limit the number of ITMU advertisements running on each client, many SMS 2003 administrators create a single deployment package for each year and append monthly updates to the deployments and deployment packages throughout the year.  With Configuration Manager, this is no longer required.  Multiple deployments to clients can be created and deployed separately to clients.  The Configuration Manager agent combines multiple deployments into a single installation and presents a unified experience to end users, eliminating the need for large packages and single deployments.
When a deployment package is deployed to a particular collection, the computers in that collection are instructed via policy that new updates may be available.  The client is scanned, applicable updates are identified, and those made available via a deployment are downloaded and applied using the deployment settings.

Using search folders and update lists, an administrator can create unique, focused deployment packages, such as all MDAC updates, Office Updates, .NET Security updates, and more.  These updates can be deployed to collections with limited membership, or they can be configured for site-wide deployment.  The primary purpose of this type of update segregation would be to make different updates available to different groups using a variety of deployment settings.  Since deployments are independent of deployments packages, the update content can be managed separately from update targeting to clients.
For example:

· Security updates may be required to install immediately, without notification, with minimal time prior to a forced restart.

· On servers, this same Security Deployment package can be deployed to a server collection, with a specific change management window, with a countdown, and no forced restart.

· An Office non-security deployment package may be deployed to all systems including servers, as an optional installation.

While these situations require more overhead than the Standard Method, Configuration Manager doesn’t limit the preferred process of the customer.

Configuration Manager Deployment Behavior

It is important to note how Configuration Manager clients will handle multiple deployments for deployment packages with similar contents.  Consider a customer that creates both a yearly and monthly deployment package and deployment.

· Assume it is February 2008, with 5 updates released for January and 5 updates released for February.

· The yearly deployment contains 10 updates.  The monthly deployment contains 5.

· One computer exists in two collections, each targeted by a separate deployment, thereby receiving policy for two deployments.

In this situation, if it was SMS 2003, the client would run these packages as advertisements, consecutively, potentially downloading all updates in each deployment, finding that only two updates are applicable.  That would result in 15 software updates downloaded and only two are installed.

In Configuration Manager, the client receives policy during its typical cycle, which states that it is targeted in two deployments.  The client performs an online scan (WSUS/SUP) to determine applicable updates, identifies that two updates should be installed, downloads only the two updates, and installs them.

This is an overly simplistic example, but can be extrapolated to fit other scenarios, and expanded to cover multiple configuration settings:

· If the deployment of the monthly update has a deployment enforcement time (deadline) earlier than the deployment for the yearly update, the earliest deadline takes precedence.

· If two updates from the monthly package and a separate update from the yearly package are applicable to the client, the administrator has the option to install all applicable updates, even if the update from the yearly package is not mandatory.

· Updates that are optional are not downloaded until the user chooses to install the updates.

· Updates that are mandatory, with a deadline in the future, will be downloaded immediately.

Wake on LAN and Software Update Behavior

Wake on LAN can be configured as a deployment setting, which will attempt to wake computers when the deadline for that deployment has been reached.  Systems that support Wake on LAN will be started, and the updates configured in the deployment will be installed.

If systems support the wake method from sleep and/or hibernation will be started and kept active for the duration of the update installation.  Upon completion of the update process, the systems can be shut down or restarted by Configuration Manager.  If no post-installation action is configured, the system will resume the passive behavior which triggered the initial sleep/hibernation action.

Deployment Staging

In some situations it can be beneficial to stage deployments in the enterprise prior to making updates visible to the end user.  Staging creates an artificial segregation between the replication of update files to the target computers, and making the updates available for installation.  This can be valuable when a large number of updates are likely to be applicable, but installation approval has not yet been acquired.

By staging the deployment, updates that are likely to be approved can be replicated to the target computers without being installed or being visible to the end user.  If changes are required, these can be made in a timely manner, and when approval is obtained, and the deployment is ready, the properties can be changed to install the downloaded updates, or make the updates available for the user to install.

To stage a deployment:

· Create a deployment package with the updates that are being considered.

· Create a deployment, configured to start immediately, suppress notification, with a deadline far into the future to avoid an accidental rollout.

· This triggers the targeted clients to recognize the deployment, identify applicable updates, and download these updates locally.

· When the updates are approved, the properties of the deployment can be changed, such as removing the suppress notification setting, and changing deadline to a more realistic date.

· When the updates are manually run, or the deadline is reached, the updates will be run immediately from the local cache and not downloaded over the network.

Modifying a Deployment/Removing an Update

Occasionally, deployments need to be revised, or an update that was previously deployed should no longer be deployed.  When this occurs, it is necessary to reflect on the deployment process.

· A search folder is a captured query containing updates that meet the search criteria.

· The items from the search folder can be used to create an update list.  An update list is nothing more than a list of updates.

· The update list can be used to create a deployment package, which contains a set of update files that can be replicated to the distribution points in the hierarchy, or append to an existing deployment.

· A deployment can be created to make the updates from a particular deployment package available to a particular collection.

· A deployment template allows an administrator to pre-configure standard settings for a deployment.  By applying a deployment template to a deployment package, the resulting deployment object will have many of the required settings pre-filled.

This process is important when considering a deployment modification.  Modifying a deployment requires the deployment object or the deployment package to be changed.  To better illustrate this point:

· Update lists are not tied to deployments or deployment packages.  Adding an update to an update list does not add the update to a deployment package.

· Modifying the target collection for a deployment template does not cause previously created deployments to change their scope.

To remove an update that has been deployed, it is necessary to:

· Remove the update from the deployment.

· Remove the update from the deployment package.

· A Delete Updates dialog will appear with a “Refresh Distribution Points” option enabled.  This setting can be unchecked if multiple updates are to be deleted from the same deployment package prior to initiating a distribution point refresh.

· Remove the update from the update list.

If an update is removed from a deployment package that has been deployed, the deployment will report having run successfully, with errors.  The update will change from black to red in the deployment window, and any update list in the console containing that particular update.

Software Updates Scan Cycles

It is important to understand the repercussions of changes to the software updates scan cycle.  As noted earlier in this document, the scan process generates a large number of files on the primary site for each client during the initial scan process.  Over time, the number of state messages submitted back to Configuration Manager during subsequent scans is reduced.

Increasing the frequency of the software updates scan process, or initiating a site-wide scan, can be fruitful during emergency situations.  However, this can lead to a greater load on the Configuration Manager infrastructure servers, and potentially exacerbate the problem during an emergency.

Additionally, clients have a setting which regulates the interval in which they submit their state messages to the primary site server.  While decreasing the interval can provide a faster response to enterprise changes, this will increase the impact on the infrastructure servers.  Reducing the frequency of the client state message submissions can disperse the load over time on the primary sites, but might lead to slower perceived performance of Configuration Manager in general. In most cases, the default settings for the client state message interval should be appropriate.

Recommendation for Superior Deployment Results

Some customers choose to make software updates optional for their end users to reduce the perceived impact to productivity.  Other customers choose to mandate all software updates to the end users, creating a more secure infrastructure, but dramatically increasing the impact to the end user and the enterprise.  A process which has been proven to provide excellent results with minimal impact on the enterprise is a combination of both policies; available with a deadline.

Allowing the end user to select an appropriate time to apply updates is important for a number of reasons:

· Users can close out of important or pervasive applications prior to installing updates.  This not only saves user data, but reduces the risk of an update failure.

· Users can postpone updates until after important documents or meetings are complete.

· The overall enterprise compliance can gradually increase over time, reducing the impact on the servers and network infrastructure.

Obviously there is value in configuring a deadline for updates:

· Updates with a deadline are downloaded immediately by the client.

· Users reluctant to apply updates will not be able to put the rest of the infrastructure at risk.

· Compliance can be achieved more rapidly than with optional deployments.

· Reboots can be forced, completing the configuration of some updates which require restarts.

By making updates available to the end users, with a definitive deadline in the near future:

· Users can select the best time to apply updates, with full knowledge of the repercussions of any postponement.

· Compliance gradually increases through users choosing to apply updates, with a rapid increase when the deadline approaches.

· With a deadline, the updates are downloaded immediately making user initiated installs perform faster after the data is available locally.

· When the deadline is reached, updates are applied to systems immediately, even if the system is not connected to the internal infrastructure.

In short, adding flexibility to the software update deployment process can improve the overall customer and end user experience.  Adding a near-term deadline to a deployment increases the overall success and compliance of the enterprise.  Both of which make for a healthier enterprise environment.

A new feature is available to end users in Configuration Manager 2007 – the ability to install updates on a schedule prior to deadline.  This is similar to the “Install Updates at 3am” feature within Automatic Updates.  In practice, this has proven to be a great way to increase pre-deadline compliance results, by as much as 30-40% more clients in-compliance at the deadline.  End users can choose this option if they have updates for installation within the Configuration Manager client UI. Also, this option can be set within the Control Panel Applet for Configuration Manager on the Updates tab.  Administrators can populate this setting for using a script that enables or disables and sets the time for this feature targeted at any collection of clients.

Additional Notes

· Private and third party updates can be added using the System Center Updates Publisher.  This tool publishes the updates and applicability data to WSUS to be used during the scan process.

· Configuration Manager manages situations where updates are revised, expired or superseded.

· Revised updates that are not currently deployed simply have their respective metadata updated in both WSUS and Configuration Manager.

· Revised updates that are currently deployed and were previously applicable will still be applicable.  The updates will also become applicable if there is a change in the metadata to make them applicable, and will install following the previously specified deployment settings and change management windows.

· Expired updates turn grey and are removed from Configuration Manager after a default of 7 days.  This setting is configurable in the site control file (Component SMS_WSUS_SYNC_MANAGER, property “Updates cleanup age”).

Note
Modifying the site control file can be potentially dangerous and may cause a site server to run improperly.  Proceed with caution.
· Expired updates that are currently deployed will not be removed until they are removed from the deployment and deployment package.

· Superseded updates are no longer considered applicable when updated in the online scan.

· Updates that have been superseded, and yet are currently deployed, can create an error, viewable in the enforcement state reports.  If a new deployment is created with the superseding update, and that update is applied, the superseded update can report that it is applicable and that it fails to install.

· In this situation, the superseded update should be removed from the older deployment.

· If the superseded update has been expired, the update will not be offered to clients, even if it is deployed.

· The synchronization process between Configuration Manager and WSUS (the SUP) can be a delta or full synchronization.

· When the Run Synchronization action is run from the Update Repository node on the central primary site, a delta synchronization is run, which picks up any new objects from WSUS and adds the updates to Configuration Manager.

· When the process is triggered at the regularly scheduled interval, this is a full synchronization.  A full synchronization picks up both new objects, and modifications to existing objects.  Also, only a full synchronization will mark objects for expiration.

· Occasionally this can cause confusion if an update is modified by Microsoft or via Updates Publisher and does not immediately appear in Configuration Manager when the synchronization is forced.

· Search Folders are objects that replicate through the hierarchy and like replicated collections and packages, these folders cannot be modified when they are replicated to child sites.  Unfortunately, due to a graphics error, they do not display the typical “lock” on the icon in the console.

· Two deployment settings can cause a package to re-synchronize with the distribution points and increment the package version:

· Changing the deployment start time.

· Adding an update to the deployed package.

· To trigger a client scan for software updates compliance:

· Use a script to remotely connect to the client WMI and run the Software Update method.  A number of community scripts are available to perform similar functions.

· Trigger the Software Update Scan action from the Control Panel applet.

· Slightly shorten or lengthen the schedule of the scan for software updates compliance on the site settings and apply the change to initiate a site-wide rescan.

· New Configuration Manager actions in the control panel applet include:

· Machine Policy Retrieval & Evaluation Cycle – Bypasses the automatic policy polling interval on clients to get policy as soon as possible.

· Software Updates Evaluation Cycle – Reassesses the state of all new and existing deployments, and their associated updates.  This includes scanning for updates, but may not always catch scan results for the latest updates that are not currently deployed.

· Software Updates Scan Cycle – Initiates a scan for new updates on clients and does not kick-off evaluation of deployment policies.  This is therefore a lighter action than the Software Updates Evaluation Cycle.

· Remember that Configuration Manager offers collection based restart, policy schedule, and maintenance windows.

· Updates removed from Configuration Manager deployment packages will be removed from the targeted distribution points when the distribution points are updated.

Operations Recommendations – Servers

Updating servers is primarily about getting quantitative results.  In many cases, server administrators are required to achieve an extremely high-level of compliance for all approved updates.  These updates often must be applied during a particular maintenance window with requisite approval from the server owners.

To assist administrators who are responsible for software updates on servers, Configuration Manager offers:

· State and policy-based infrastructure and reports for rapid, yet tightly controlled deployment of updates.

· State messages, which are replicated to the primary sites for compliance and reporting.  Combined with collection-based policy polling, servers can be configured to recognize and begin scanning, installing, and reporting update status within approximately ten (10) minutes.  The overall completion time varies with the content download rate and the installation time for each update.

· New reports and database views that leverage the new infrastructure, such as:

· Overall per-computer compliance for any update list.

· Enforcement and evaluation state per-deployment.

· Troubleshooting for scan and enforcement errors.

· Stack ranked list of all problems for each client that produced a failure to better identify individual client errors, as well as those errors which are most frequently occurring in the enterprise.

· Maintenance windows which apply to both installation of updates, as well as restarts.  If a restart is required and an update is not able to be installed in the available timeframe, the next update will not be run, and the server will be restarted (if configured as such)

Some of the common issues and items to be considered when managing software updates for servers with Configuration Manager:

· Many servers are configured with conflicting group policy settings related to WSUS and/or Automatic Updates.

· More often than desktops, servers can be configured with Configuration Manager dependent services disabled, or security policies restricting common administrative actions.

· Due to update and change restrictions in server environments, the WUA and other core OS components may be far from current and will require manual updates prior to the Configuration Manager client installation.

· The Configuration Manager client can be installed on individual nodes of clusters but is not able to manage the application of updates and restarts in a manner that is cluster-aware.

4.4 Update Deployment Scenarios
Below are a few common update deployment scenarios, to provide a feel for standard operations recommendations.

Simple, single, global update

When a single update needs to be globally deployed, the update needs to be manually tested, deployed to a pilot group, and rolled out to production.  In an operational Configuration Manager environment, the following steps could be used to roll out the update:

· Add the update to an existing deployment package.

· Replicate the package to the distribution points.

· Add the update to an existing deployment targeted at a pilot collection, or drag the update to an existing pilot deployment template, targeted at a pilot collection.

· Review deployment enforcement reports for success or failure of the pilot rollout.

· Repeat the last two steps for production.

Multiple deployment behaviors

Some customers create multiple software update packages in SMS 2003 to support different deployment behaviors.  Some users and business units want to know when the updates are occurring.  Others want update installation to be hidden.  Therefore, Configuration Manager can help address these different needs.

For example, one customer wants four different software update package behaviors:

· Install all applicable updates within full view of the end user, with a 30 minute mandatory restart.

· Install all applicable updates within full view of the end user, with a 5 minute mandatory restart.

· Install all applicable updates with only a balloon pop-up from the notification tray.

· Install all applicable updates completely silent.

If these behaviors are standard practice, deployment templates can be created and reused for proper targeting and a number of common settings.  Additionally, because deployments can always be modified, administrators can simply append the most recent updates to four existing deployments with the required deployment settings, allowing for a consistent end user experience.

Monthly and yearly update management
A common situation experienced by customers is the long term maintenance of software updates over the years.  
· Deployments: As stated above, Configuration Manager supports multiple deployments to clients.  Given this capability, creating a new deployment every month that coincides with the Microsoft Software Update release cycle is recommended.  Creating a new deployment every month is a practice that simplifies operational deployment-focused reports such as “States 1 - Enforcement states for a deployment” while still allowing for overall compliance reporting using update lists.  
· Deployment Packages: Managing update content in deployment packages separated by year is recommended, which strikes a balance between the number of packages and updates in a single package. It is good practice to limit the number of deployment packages maintained on distribution points through the Configuration Manager hierarchy, however it is also recommended to keep below 500 bundled updates per package whenever possible for performance reasons. 
5 Reporting

5.1 Summary

There are a number of new reports added to Configuration Manager directly related to software updates management.  These reports take advantage of the new state messages and configuration manager objects to better provide value to the customer.

A summary of each report can be found here:  http://technet.microsoft.com/en-us/library/bb632839.aspx
Management

A key report for managers would be the Overall Compliance for Update List report.  This provides management with both broad and narrow views of overall compliance in the enterprise.  The update lists can be used as a simple dynamic filter, for example providing overall compliance for all Internet Explorer updates.

These compliance reports can also be targeted at particular collections, providing an additional layer of detail which was previously unavailable.

Compliance

Configuration Manger offers a new perspective on software updates management; compliance.  Using the state messages submitted by each client computer, Configuration Manger is able to provide dynamic reports which identify computers that are compliant or non-compliant with deployed updates.  This can be a binary value, used in a particular counter that documents overall compliance, or it can be used more subjectively, identifying the number of client computers that are not in compliance and to what degree.

These reports can be limited to a subset of clients targeted by a subset of updates, or an even greater level of granularity.

Administrators

There are a number of reports that will be valuable to the Configuration Manager administrative team.  Some new reports include:

· Deployment Enforcement State

· Scan State

· Deployment and Scan Errors

These reports provide details for the applicability and installation of updates, individually, for each target computer.  While compliance reports provide information about the current state of the enterprise, the reports mentioned above provide details about the installation process itself.

SMS 2003 provided advertisement details for the rollout of the software update packages, as well as the resulting scan data, however little information was provided about the installation or failure of individual updates.  With the new software update deployment process and state message engine, updates are installed collectively, but treated individually.  The applicability, installation, success, and even failures of individual updates are recorded by Configuration Manager for comprehensive reporting.

One report in particular provides a list of all update errors, per deployment, per computer.  This information is then used in a different report which pivots the data with a count and list of the most common errors.  Using the new SMS Trace tool provided with Configuration Manager, these errors can be identified and addressed, starting with those with the greatest impact to the enterprise.

5.2 Reporting Notes

There are a few items to note with regards to reporting in Configuration Manager:

· Updates that have been migrated from SMS 2003 to Configuration Manager 2007 will have “Legacy” appended to the name.  This is to differentiate between the native update configuration items which will be linked to the new client scan results, and those that are linked to the ITMU scan results for SMS 2003 clients.

· Initially as customers transition from SMS 2003 ITMU, there may be a disparity between the applicability and installed counts in SMS 2003 reports and the new Configuration Manager 2007 reports.  As mentioned earlier in this document, there are a number of situations where enterprise counts may vary:

· Offline systems may have reported SMS 2003 results via the ITMU scan, but have not come online to be upgraded to Configuration Manager 2007, or are unable to run the WUA scan.

· The ITMU scan is unaware of the notion of update bundles, and therefore a client may qualify for a particular update for a particular OS version, but not the same update that applies to a different version or language.  The WUA engine recognizes bundles, and therefore will consolidate the applicability results into a single line item in the reports.

· There are a number of situations where supersedence is recognized in the new scan engine, but not in ITMU.  Therefore, the new Configuration Manager reports may state that an update is not applicable due to the installation of a superseding update.

· In case of conflicts between SMS 2003 and Configuration Manager 2007 reports, the data in the Configuration Manager reports should be trusted.  The primary purpose for the retention of legacy reports in Configuration Manager was to offer continued support for custom reports which may have been created by customers.

· While the new reports are the most dynamic and detailed ever provided in the history of the product, they are still dependent on the ability of the primary sites to process and replicate data through the hierarchy.  It is important to consider this during the design phase and while sizing the hardware.

6 Troubleshooting
In this chapter, we will cover a number of software update related issues. For additional troubleshooting information, see the troubleshooting sections of the Configuration Manager 2007 help file.

· Troubleshooting System Center Configuration Manager 2007 – 

· http://technet.microsoft.com/en-us/library/bb632812.aspx
· Troubleshooting Software Updates

· http://technet.microsoft.com/en-us/library/bb693492.aspx
6.1 Infrastructure Deployment Issues
Summary

Deploying Configuration Manager successfully requires a healthy environment, proper design, and proper implementation.  Below, we will detail a number of issues that may be experienced during the rollout process.

Error Codes

Configuration Manager 2007 Help File includes a section called Custom Error Codes for Configuration Manager 2007.  This section in the help file provides a great deal of information about individual error codes, links to a number of other valuable resources, and also provides troubleshooting guidance.

http://technet.microsoft.com/en-us/library/bb632794.aspx
WSUS fails to install or function properly

WSUS has the following pre-requisites:

· Windows Server 2003 SP1 or later

· IIS 6.0 or later

· Microsoft .NET Framework 2.0

· Microsoft Management Console 3.0

· Microsoft Report Viewer

· SQL Server 2005 SP1, or the ability to install the Windows Internal Database (SQL 2005 Embedded Edition)

If these pre-requisites are met, consider the following:

· Any special policy or security restrictions on the server?

· Is IIS functional prior to the install of WSUS?

· IUSR_<computername> by default is a member of the Guests local group.  Has the Guests group been denied access to the server?  Check the local security policy.

· Does the installation account have appropriate permissions/privileges?

· Insufficient disk space?

The primary site cannot communicate with the SUP

If a primary site server cannot communicate with its SUP, consider the following:

· Are the settings in Configuration Manager configured correctly; i.e. server name and port?  If a custom WSUS Web site was selected, using the default custom ports, it is necessary to modify the default software update port settings.  When using a custom Web site for WSUS 3.0, the default port numbers are port 8530 for HTTP protocol and port 8531 for HTTPS protocol (Secure Sockets Layer, or SSL). These port settings will need to be specified when creating the active software update point for the site.
· If the infrastructure is running in native mode or configured to use SSL on the active SUPs, are the appropriate certificates in place?  Is the PKI accessible?

· Are the appropriate ports open between the primary site and SUP?

· Was the WSUS administrator console installed?  To use a SUP, it is necessary to install the WSUS administrator console on the primary site.  While the console itself is not used by Configuration Manager, the installation provides the necessary DLLs and APIs for Configuration Manager and the Configuration Manager console to communicate with the SUP.

The SUP fails to synchronize with Microsoft Update/Configuration Manager

In some infrastructures, it is necessary to identify a proxy server and special account access the Internet from the datacenter.  This information should be configured during the designation of the WSUS server as a SUP via the Configuration Manager console.

An error may appear in the wsyncmgr.log file, or Site Status/Component node in the console for SMS_WSUS_SYNC_MANAGER, stating that “WSUS is not configured”.  This can suggest that WSUS cannot be contacted by Configuration Manager, which is often caused by incorrect ports configured in the SUP properties.

Additional information can be found in the WCM.log, WSUSCtrl.log, and SUPSetup.log files.

Downstream SUPs are not synchronizing correctly

Downstream servers in a WSUS infrastructure must be able to communicate with upstream servers via the appropriate ports.  If there is a firewall or other restriction set on the communication between two sites, it may be necessary to open additional communication channels.

· If the infrastructure is in native mode or using SSL, ensure the WSUS servers have the appropriate certificates.

· In SMS 2003, only site to site communication was required.  In Configuration Manager, SUPs must also be able to communicate to synchronize updates metadata, or administrators must use the export/import function of the WSUSUtil tool to replicate the metadata manually.

· SUPs (WSUS) communicate with one another using the ports specified during installation.  If using the default Web site, port 80 and 443 (SSL) are used by default.  If using a custom Web site, ports 8530 and 8531(SSL) are used by default.

6.2 Operations Issues
Summary

Before discussing operations troubleshooting tips, it is important to reiterate the software update process and identify common issues.  (Greater detail is provided elsewhere in this document)

Client Scan

The client scan process consists of the following steps:

· The SUP (WSUS) on the central site synchronizes with Microsoft Update, and downstream WSUS servers synchronize with their upstream WSUS servers.

· Configuration Manager synchronizes with the SUP on the central primary site to add/modify software updates metadata, and replicates the metadata to child primary sites.

· Manually, or on a set schedule, Configuration Manager clients will perform an system scan (online), using the SUP of its assigned site for software updates metadata, or a SUP on a local secondary site if one is configured.

· Initially, the client sends a compliance state message for every update, required or installed to its assigned site via a management point.

· On subsequent scans, the client will send deltas, and potentially a “not required” state message if an update was previously required, but is no longer required.  This would be the case if a software application was uninstalled; therefore service packs and previously applicable updates would no longer be required.

Update Enforcement

The update enforcement process consists of the following steps:

· A Configuration Manager deployment is created with a number of updates.

· Client systems targeted by the deployment receive policy with information pertaining to the applicability of the included updates, and how they might be installed.

· The client determines which updates are to be run, and identifies a download source location for each update.

· The client downloads the applicable updates, installs them following the settings provided in the deployment(s).

· The client submits enforcement state messages to the assigned site via a management point.

Roughly following these two processes can assist administrators in identifying the root cause of Configuration Manager issues.

I can’t see software update scan results

During the initial deployment, it can take a relatively long period of time for compliance state messages to be processed by the assigned primary site.  As this information propagates through the hierarchy, the aggregation of these messages can cause a significant load, thereby causing a backlog on the central primary site.

· Does a backlog exist on the central primary site?

· If the client is assigned to a child primary site, does this server have a backlog of state messages?

· Are any clients reporting scan results?

· If this pertains to more than one client, do all of these clients share a particular primary site?  If so, it is possible that the management point or SUP for this site is not functioning.

A problem with the management point or SUP would likely apply to most or all assigned clients.  Therefore issues that are limited in scope can either be isolated to a particular network segment, or more likely attributed to the clients themselves.

A good first step is to check one of the affected clients.  Is this client reporting any information to Configuration Manager, such as hardware inventory, software inventory, or software metering?  If it is not reporting this information, it is good to check the health of the client in general:

· Does the computer still exist?

· Can it be pinged?

· Does NBTSTAT for the name and IP address yield appropriate results?

· Does NSLOOKUP yield appropriate results?

· Does %SYSTEM32%\CCM exist?  

· If so, are the files current?

· What about the log files?  Are they current?

· If not, is the SMS Agent Host service running on the computer?

· If not, start CCMExec and check the ccmexec.log file for errors.

· If %SYSTEM32%\CCM doesn’t exist, does %SYSTEM32%\CCMSetup exist?

· If this is the case, the Configuration Manager client installation process was triggered, but never completed.

· In many cases, the CCMSetup service will still be running, regularly attempting to install the client.

· The client.log file will provide some information on why the client install failed.  If the client installation failed when the client.msi file is run (triggered by CCMExec), the client.msi.log file will provide details.

· The most frequent cause of failures during the MSI process are broken MSI service, broken WMI repository or namespace, or IIS.

· If MSI is broken, MSI can be reinstalled using a download from Microsoft, installed locally, or copied to the local temp directory and run remotely via PSEXEC.

· If WMI is broken, this is represented most frequently by an inability to connect to the root\cimv2 namespace locally, or \\machinename\root\cimv2 remotely, using the WBEMTEST tool.  Numerous methods are available on the Web for diagnosing and repairing WMI.

· Queuing object FIL:C:\WINDOWS\system32\CCM\Bits_v15_Client_Setup.exe with permissions D:
This issue is caused by a system that has IIS installed and likely was never sysprepped properly.  Therefore, it is retaining account information in IIS from the previous image, with an incorrect name, thus having an issue installing/confirming the BITS installation part of the client install.  

· It is possible for a CCMSetup service from an older version of Configuration Manager/SMS to prevent a new version of the client from installing.  If this is the case, stop the older CCMSetup service, delete it, and trigger the new client install.

· To delete the service, open WBEMTEST, connect to \\<computername>\root\cimv2 (remotely) or root\cimv2 (locally), enumerate win32_Service, click on Instances, select the CCMSetup service, and click the Delete button.

· If neither of the CCM directories exist, it is likely the computer was never targeted for a client install, or the client install was never initiated.

· Is File & Print sharing enabled?

· Are admin$ and c$ accessible?

· Does Configuration Manager have appropriate permission to install the client?

· Can the client access the management point for source files?

· Some of the client installation processes require that the management point be available to provide source files.

· Has the management point information been published to Active Directory?

· Is the client properly configured to communicate with the management point server?  For example, does the client need to use the fully qualified domain name (FQDN), or is the client using the proper domain suffix search order?

Should the client be successfully installed, we’ll want to focus on the scan process itself.  We want to know if the scan process is functioning, if the scan information is being recorded properly, and if the state message process is submitting the information back to Configuration Manager.

· Is the WUA at the appropriate version?  Remember that the Configuration Manager client may fail to install the latest agent if it was in use during the client installation process.

· Is the Automatic Updates service disabled?

· Check the CCM ScanAgent.log file.  Is the date on the file current?  Are scans being performed?

· If scans are being performed, we’ll want to check the statemessage.log and statusagent.log.

· State messages are stored in the root\ccm\statemsg namespace.

· If you are using Vista, you must run WBEMTEST as an administrator to avoid the Access Denied message when trying to connect.

· WBEMTEST is found in the %SYSTEM32%\WBEM directory.

· Enumerate the CCM_Statemsg class and click the instances button.

· If instances exist, state messages are being generated.

· Check state message properties.  MessageSent and MessageTime properties will provide some detail on whether particular state messages have been sent.

Configuration Manager cannot download updates from Microsoft

WSUS server uses a particular account to download metadata from Microsoft Update for scanning…needs to be configured.  Configuration Manager uses the currently logged in account to download the files for updates, not WSUS.  If access is restricted, then need to use upddwnldcfg.exe referenced below.
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An update isn’t being installed

There are numerous reasons that an update may not be installed:

· It is not applicable

· Source files are unavailable

· The update has been superseded or expired

· The update has not been properly deployed

If a particular update is the target of the troubleshooting process, check to see if the update is still viable in the Configuration Manager console.  Use the Search Folders to find an update and review its’ properties.

Should the update be viable, has it been properly deployed?

· Check to see if the update is part of an active deployment, and whether that deployment is properly configured to run.

· Verify that the target computer or computers are part of the collection in the deployment.

If the update is part of a properly configured deployment, and the computer in question is being targeted, then it is a matter of applicability and availability of the update.

· Verify that the update is applicable to the target computer(s).

· Have any computers installed this update?

· If not, is the update part of an deployment package that has been replicated to the necessary distribution points?

· If some computers have installed the update, is it possible that the deployment package has not been replicated to a distribution point that is available to the target computers?

If a number of computers are installing the update, and the computers that are not installing the update do not share common traits, it is likely that the installation on the clients is failing.

· Check the Configuration Manager software updates reports for the update and/or computers in question.  Is Configuration Manager providing and update installation error message?  (In some cases, it may make sense to check these Web reports first)

· Check the WUAHandler.log and UpdatesStore.log files on the client computer(s) to determine if the update installation is causing an error.

· Check the UpdatesHandler.log for information on individual update installations.

· Check the UpdatesDeployment.log for information on the evaluation and enforcement of updates.

· Check the CAS.log for the download details of updates.

No updates from a particular deployment are being installed on any clients

If a particular deployment is having an issue, it is likely that the properties of the deployment are not configured properly.

· Ensure that the update source files are available on the infrastructure distribution points.

· Ensure that the necessary updates appear in the deployment.

· Ensure that the deployment is configured to run at the appropriate time.

· Ensure that the deployment targets the appropriate collection.

No updates from any deployments are being installed on any clients

If this is the case, it is possible that the infrastructure is configured without any SUPs, or that the clients are not properly accessing their respective SUPs.  A SUP is required for the clients to scan properly and determine which updates are applicable.  Unlike the SMS 2003 ITMU where the scan can be performed offline, Configuration Manager clients require regular (but not constant) access to a SUP to perform a relevant scan for software updates compliance.

For more detail about the availability of SUPs and client behavior should one fail, review the question in the FAQ:  How do clients scan with the WSUS server is offline?
Many additional details are provided in the formal TechNet documentation:

http://technet.microsoft.com/en-us/library/bb693492.aspx
6.3 Other Items
· WSUS Synchronization and the ITMU synchronization are two separate sources of metadata.  We aggregate and consolidate the data in the UI, but this doesn’t mean the data is stored in the same location.  If the ITMU synchronization process fails, or if they have not been upgraded or synchronized at all, a column in the Configuration Manager console for “Deployable to SMS 2003” will have a value of “No”.

· If WSUS is offline, clients may still be able to install updates using scan data that currently resides on the computer.  By default, this Time-to-Live (TTL) property is set to 24 hours.  More detail is provided in the FAQ.

· If all nodes in a SUP NLB cluster fail, the recommended, fastest temporary solution is to revive one node and configure Configuration Manager to point directly to that server versus the virtual IP for the cluster.

· If one node in a SUP NLB cluster fails, clients currently pointed to that node will fail their scan process.  The next time they scan, the NLB algorithm will provide one of the remaining functional nodes.

· REPORT EVENT: {31EA971E-0E2A-4626-BE24-80533CAF3876} 2007-07-11 13:28:52:473-0700 1 148 101 {00000000-0000-0000-0000-000000000000} 0 8024400a CcmExec Failure Software Synchronization Windows Update Client failed to detect with error 0x8024400a.

·  You may need to install an update on your SUP/WSUS Server. For more details look at: http://support.microsoft.com/default.aspx/kb/898708
· Configuration Manager software update is not integrated with the Vista Security Center.

· On Vista systems, when checking for current software updates, a message states that updates are “Managed by your System Administrator”.  If the user clicks on “Check for Updates”, this will query the SUP (WSUS) that has been configured by Configuration Manager.

· If the SUP is unavailable, the user may see an error.

· If the SUP is available, the user may see that no updates are available and may lead to a false sense of confidence.

· For the user to scan against Microsoft Update, they will need to select “Check online for updates from Microsoft Update”.

· Group Policy can be configured to prevent users from selecting this option.

· If a GPO is configured to point systems at a WSUS server, this can conflict with the local policy that is configured by Configuration Manager.  If WSUS is to be used in tandem with Configuration Manager, and GPOs are configured, they will need to be configured with the precise values written locally by Configuration Manager to avoid client scan issues.

· A client computer fails with a "0x8024400a" error code when it retrieves new updates from a WSUS server that is running Windows Server 2003 Service Pack 1 http://support.microsoft.com/kb/905422/
· The HTTP protocol stack in Windows Server 2003 sends a "100 Continue" packet to the client even though the HTTP request does not contain an "Expect: 100-Continue" header
http://support.microsoft.com/kb/923507/
7 FAQ
How do I know if my site is ready to be upgraded?

This is a broad question, but the following items will help make this determination:

· For rapid transition, configure your WSUS infrastructure prior to the migration process.

· Verify that the overall infrastructure health of your SMS 2003 site just prior to the upgrade, to eliminate Configuration Manager as the cause of issues that may have been a preexisting condition.

· Define a valid client installation process for the enterprise.  Multiple installation vectors provide more comprehensive coverage.

· If considering native mode, ensure that clients, servers, and the PKI infrastructure is prepared and compatible.  More details are provided under the Native Mode Checklist in the Configuration Manager 2007 help file.

· Verify that ITMU is installed at the top of the SMS 2003 hierarchy, and not strictly on child primary sites.

· Create an SMS 2003 lab environment similar to the production environment and perform a mock upgrade.

· Provide Configuration Manager training for staff members to ensure software update continuity after the upgrade.

If I have installed the ITMU on a child primary site and not my central primary, how should I address this prior to the Configuration Manager upgrade?
First, install ITMU on your SMS 2003 central primary site using the same name and parameters used on the child primary, and trigger the synchronization process.  This will perform two functions:

· The centralized ITMU objects will replicate through the SMS 2003 hierarchy and will overwrite lower tier objects with centrally managed objects.

· At the central site, the Configuration Manager upgrade will convert the ITMU software updates objects into the appropriate format to enable management of both Configuration Manager and SMS 2003 clients from the new Configuration Manager console.

Second, redeploy the upgraded ITMU objects at the child site.  This is required as the package ID will change with the upgrade and all patch authorize.xml files need to refer to this ID.

Note that ITMU and SMS 2003 software update distributions that have been created on child primary sites will persist when a server is upgraded to Configuration Manager, but they will not be converted to the new Configuration Manager deployment format.

Can I distribute updates to my SMS 2003 and Configuration Manager 2007 clients simultaneously?
Absolutely.  Simply select “Deploy software updates to SMS 2003 clients” option under the deployment properties, and the necessary package, program, and advertisement will be created at the same time as the Configuration Manager deployment.  This will cause the selected updates to be available to both SMS 2003 and Configuration Manager 2007 clients.

How many clients can be supported by a single SUP?
The supported number of clients for a SUP is the same as it is for a management point:

· Up to 25,000 clients supported on an independent server.

· Up to 100,000 clients supported on a Windows NLB cluster of WSUS servers.

Additional information for configuring NLB for Configuration Manager site systems can be found here:

http://technet.microsoft.com/en-us/library/bb633031.aspx
Additional information on how to configure the active SUP component to use an NLB cluster can be found here:

http://technet.microsoft.com/en-us/library/bb633165.aspx
What OS components in addition to WSUS 3.0 are required on a proposed SUP?
· Windows Server 2003 SP1 or later

· IIS 6.0 or later

· Microsoft .NET Framework 2.0

· Microsoft Management Console 3.0

· Microsoft Report Viewer

· SQL 2005 SP1 or later (optional).  If not available, WSUS installs SQL 2005 Embedded Edition (Windows Internal Database).

What is the difference between an active SUP and non-active SUP?
Every primary must have an active SUP before the software update agent is enabled.  The active SUP is one that is used by assigned clients.

A non-active SUP can be added as a warm spare, or created when setting up a network load balanced configuration.

Is the Configuration Manager software update agent integrated with Vista Security Center?
Currently, there is no integration between the Configuration Manager Software Updates Client Agent and Vista Security Center. 

When designing a site, is it preferred to have the SUP on the same server as the primary site, or on a separate server?
The relative server load and resource requirements should determine whether a SUP is collocated on a primary site or placed on separate server.  In general, the same logic used in SMS 2003 for management point placement should be used.  If it is determined that the management point should reside on a separate server, it is recommended that the SUP be relocated as well.  If appropriate, the SUP can be placed on the same server as the management point.

In situations where load is a significant concern, the management point, SUP, and WSUS database can reside on separate servers and be clustered for greater support.

Are there any conflicts when WSUS and Configuration Manager reside on the same server?

In many cases, WSUS (to be configured as a SUP) will reside on the same server as the Configuration Manager primary site role.  To avoid potential conflicts between site system roles and other applications, it is recommended that WSUS be installed using a custom Web site, which by default uses ports 8530 and 8531 (SSL).

Why should I use SUM with Configuration Manager instead of WSUS?
WSUS is appropriate for customers looking for a simple, free offering that provides a standalone software update management solution.  WSUS is also the platform for Microsoft Software Updates solutions and Configuration Manager utilizes that platform.  
Configuration Manager extends WSUS software update management functionality with advanced capabilities for software update management such as significantly improved reporting, error handling, deployment targeting, restart control, content distribution control, maintenance windows, delegated administration and management of custom non-Microsoft updates.  Configuration Manager provides a full management offering that also delivers Software Distribution, OS Deployment, Desired Configuration Management, Asset & License Management, and Network Access Protection.

Can I independently use WSUS on a server that has been designated as a Configuration Manager SUP?

Possibly, but this is not tested and is unsupported.  WSUS must be configured to run in autonomous mode, not replica, and if a GPO has been created, it will need to precisely match the data written to the local system policy by the Configuration Manager client to avoid conflicts in the scan process.

What is the fastest way to stop the deployment of a software update?
There are a number of methods that can be used to stop a deployment:

· Set a maintenance window on the target collection to disallow software update deployments.

· Change the deployment to be silent, yet optional, or configure the deadline a few weeks into the future.

· Remove the update from the deployment package.  Deployments will successfully complete, but with an error stating that the update in question was unavailable.

How do I uninstall software updates from my environment?
The first recommendation would be to remove any unwanted updates from all deployments.  However, if the software update is required to be removed from clients, then the installed updates needs to support uninstall functionality.  Also, network impact of the uninstall process should be considered.
As with any software application distributed by Configuration Manager, removing a software update from a system requires using the appropriate command-line to trigger the uninstall process.  For most applications and a number of software updates, this consists of a command-line similar to the following:

Hotfix for 2007 Microsoft Office system 2007 (KB936864)

msiexec /package {90120000-006E-0409-0000-0000000FF1CE} /uninstall {10A7CFEF-344B-4F44-B6B4-D9A519D9A4AD}

To uninstall this particular hotfix, you can create and advertise a Configuration Manager package with that command-line to the impacted systems.  Most uninstall strings can be found where the Add or Remove Programs data is stored in the registry:

HKLM\Software\Microsoft\Windows\CurrentVersion\Uninstall

How many software updates can I add to a single package or deployment?
Because clients will install all applicable updates across multiple deployments, it is no longer necessary to consolidate updates into large packages.  The same outcome can be achieved with multiple, smaller packages and deployments.  However, the recommended limit for software updates per package is 500.  Also, the recommended limit for software updates in a single deployment is 100. 
Note

These numbers are not hard limits, but a recommended maximum.  Also, if you chose to consolidate updates, it is recommended to merge updates into a single deployment package for each calendar year, but keep monthly deployments.

How many deployments can I create?

The recommended maximum number of deployments is 50 applicable per machine.. While more can be created, it is not recommended.  When a client checks for applicable updates, it will check across all deployments to that computer.  Exceeding the recommended limit can make the process longer than necessary.

Consolidation should be considered for updates and deployments that are targeted at a particular computer or set of computers. 

Is it better to modify an existing package or create a new package and deployment to deploy additional updates to clients?
“Better” is a relative term.  Microsoft recommends adding updates to existing packages and creating new deployments to the extent that it is practical.  Adding every update to a single package to be perpetually deployed to every system may be appropriate for some small or dynamic virtual environments, but in other cases it may be necessary to segregate updates.  This might be the case when updates of a particular type or criticality should be applied differently than others released at the same time.

In the end, Microsoft recommends creating an update process which incorporates the level of service and deployment behavior required by the customer, without unnecessary complexity.  This can be done by categorizing updates by criticality, and applying each set of updates to a pre-created set of deployment templates.

How much bandwidth will a typical Patch Tuesday require per client?

Each month will be different, but the sample data below should provide some guidance.

	Event  (April 2007 – Patch Tuesday)
	Network Utilization (XPSP2)
	Network Utilization (Win2K)

	Initial scan against SUP if client has no Windows Update cache
	4994KB
	1876KB

	Initial scan against SUP if client has original XPSP2 cache
	2925KB
	

	Initial scan against SUP if client has up-to-date WU catalog
	602KB
	

	Subsequent scan with no changes in SUP catalog
	70KB
	43KB

	Patch Tuesday scan (client receives July updates delta)
	245KB
	88KB

	April Deployment with 29 updates to fully patched XPSP2
	111KB
	

	April Deployment with 29 updates with 5 applicable to XPSP2
	239KB
	

	Grand Total Patch Tuesday scan + Deployment
	484KB (245KB + 239KB)
	


Table 2: Sample software update  bandwidth utilization
Note

The table above does not include the download of update files.

When is the best time for me to upgrade to Configuration Manager?
Microsoft recommends scheduling an upgrade two weeks after Patch Tuesday (the second Tuesday of each month).  This should allow enough time for the existing infrastructure to deploy updates from the previous month, while providing enough time to upgrade, troubleshoot, and refine Configuration Manager before the next set of updates.

Can I have active SMS 2003 primary sites and clients in my hierarchy while I migrate?  If so, are there any version requirements?
Yes.  Configuration Manager supports SMS 2003 clients and child primary sites.  It is recommended that a site upgrade occur from the top down, upgrading servers first, and then the clients.  While SMS 2003 SP3 is preferred, SMS 2003 SP2 is acceptable.  Interoperability between Configuration Manager and SMS 2003 RTM and Service Pack 1 clients or sites is not supported.

How do I tell what version of the WUA is installed on my clients, and how do I update those that are out of date?
http://technet.microsoft.com/en-us/library/bb680319.aspx
If I have SMS 2003 primary sites and clients in my hierarchy, is it better to use the ITMU process to deploy updates to those clients, or the new Configuration Manager process?
Because compliance and deployment results are aggregated by Configuration Manager, it is strongly recommended to use the new Configuration Manager process to create an update deployment, and select the option to Deploy software updates to SMS 2003 clients.

If the updates should only apply to SMS 2003 clients, target the deployment at a collection that is limited to non-Configuration Manager clients.  This provides the ability to extend the scope of the deployment by simply changing the target collection.

Where do I find information about the health of WSUS and my SUP?
http://technet.microsoft.com/en-us/library/bb693878.aspx
Why am I seeing different scan results from my SMS 2003 and Configuration Manager 2007 clients, and why are my SMS 2003 clients not receiving updates?
There can be multiple reasons for different scan and compliance results.  A number of these have been discussed previously in this document, but in most cases this is caused by:

· An update that was previously part of a leaf update in ITMU has been incorporated into a WSUS update bundle.

· An item in one update process has been expired or superseded, which might not be included or recognized in the other scan process.

· One scan process is successfully detecting the status of a particular update, and the other scan process is failing to detect this status.

· Additionally, Configuration Manager offers more granular control on what should be detected during the software update scan.  With the ITMU scan process, clients scan against the entire contents of the software update manifest.  Therefore, software updates in Configuration Manager may be configured to scan for the applicability of different updates.

If my SQL installation is licensed using the Configuration Manager with SQL technology license, will a WSUS instance violate my license agreement?

Under some licensing arrangements, SQL licenses are purchased in tandem with SMS 2003/Configuration Manager 2007.  These licenses are considered part of a package, termed Configuration Manager “with SQL technology”.  A requirement for this license is that the database be used for no other purposes than Configuration Manager.  While WSUS, configured as a SUP can fit within this agreement, any other use of WSUS or that SQL database can be considered a violation.

What are the primary performance bottlenecks in a SUP, and how can they be mitigated?

As discussed earlier, there is a similar IIS load placed on SUPs as there is for management points, with additional software updates metadata being transferred to the clients.  This can cause some impact on disk I/O relative to the number of clients that are currently scanning.  Because clients are not running approved updates from the SUP, the resource requirement for handling update distribution is removed.

The next greatest impact on a SUP is the synchronization process.  The synchronization process may use 100% of the CPU and can take hours for the first synchronization to complete.  This is mainly dependent on the configuration of the SQL server and its location relative to the site server.

Performance recommendations:

· If a site server is designed to handle a large number of clients, offload the management point and SUP roles into a separate server.

· Provide a robust internal disk controller configuration, using multiple channels on the controller card and drive spindles.

· Segregate the operating system, IIS Web site, and SQL components on the SUP.

· If using a SUP NLB cluster, for example for the Internet-based SUP, consider clustering the SQL backend that is not shared with Configuration Manager.

· If SQL is used on a remote server, ensure the connection between the SUP and SQL provides the necessary capacity.
· WSUS reporting events should be disabled – this setting is available in the Software Update Point Component settings
How is the appropriate SUP determined for a client system?

Configuration Manager clients will use the SUP that has been designated for their assigned site.  Internet-based clients can be configured to use an active Internet-based SUP placed in a Perimeter Network.  When the client receives policy from the management point in the Perimeter Network, the WSUS location configured in the registry will be replaced by the Internet-based SUP and the Automatic Update service will be stopped and started.

Is it required to have multiple SUPs, or can I use a single server?

Clients will use the SUP that has been designated for their assigned site.  Therefore, to use software updates in Configuration Manager, it is necessary for all primary site servers to have a SUP.

SUPs are also supported on secondary sites.

What is the difference between the SMS 2003 ITMU scan process and the new Configuration Manager scan process?

SMS 2003 ITMU consisted of an offline scan tool and a recently downloaded software updates manifest file.  The tool would be advertised using the software distribution component, and initiate a scan on the target computer, using the manifest as a reference.  The tool would then store the results in WMI to be gathered by the hardware inventory process.

· The scan process for ITMU required the software distribution and hardware inventory functionality to be enabled.

In Configuration Manager, the SUP (WSUS) is targeted when a scan is required, and provides the necessary metadata to the integrated WUA.  The results are written to WMI and passed to Configuration Manager via the new state message process.

· This software update scan process does not require software distribution to be enabled, nor the hardware inventory client agent.

· The ITMU scan is frequently referred to as “offline”, while the new scan process is considered “online”.

· Another great benefit of the online scan is that client virus protection software will no longer be attempting to parse or scan a local software updates catalog.

Will clients run a scan for software updates compliance prior to every deployment, or will it run on a schedule?

The answer is “Both”.  In SMS 2003, there was a single initial scan process which was scheduled to run on a regular basis, and triggered just prior to the installation of an ITMU deployment package.  However, a scan was triggered before the installation of each update.  Scan frequency and impact have significantly improved in Configuration Manager.  Scans during the update evaluation cycle and prior to update installation use cached results if the results have been generated within the previous 24 hours.   Also, a single consolidated scan happens prior to installation of each batch of updates being installed.  
How do clients scan with the WSUS server is offline?

Metadata required for a WUA scan is stored locally, and is relevant for up to 24 hours by default.  This value is considered “Time to Live” or TTL and can be modified on a per client basis by changing the registry value (in minutes):

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SMS\Mobile Client\Software Updates\ScanAgent]

"TTLS"=dword:00000000

In some situations, it is not necessary for WUA to access the SUP for new metadata, in others, such as forced scans, the SUP must be available.

The table below provides additional detail:

	Scan Type
	When Used
	Requires WSUS to be available?
	Notes

	Forced Online Scan
	During scheduled scan cycle or when user selects “Software Updates Scan Cycle” or “Software Updates Deployment Evaluation Cycle” from the Control Panel Applet.
	Yes
	This is the only scan process that resets the 24 hour TTL counter.

	Non-Forced Online Scan
	Updates Pre-Install and Pre-Download job scan.  Also used for site-wide schedule scan and scheduled “Software Updates Deployment Evaluation Cycle”
	No, if occurs within 24 hours of a forced online scan.  Otherwise, yes.
	Forced online scan occurs if one has not occurred within 24 hours.

	Forced Offline Scan
	During a Post-Install and Post-Reboot validation scan.
	No
	TTL is not considered

	Non-Forced Offline Scan
	Only used during verification cycle run prior to individual update installation.
	No, if occurs within 24 hours of a forced online scan.  Otherwise, yes.
	TTL is taken into consideration


Table 3: WUA Security Scans - Online or Offline
How does a client determine which distribution point should be used when installing a software update?

When a client is scheduled to install a set of updates, a content location request is submitted to the management point.  The client is provided with a list of available distribution points from which they can install updates.  The client will attempt to download updates from one of these available distribution points.

A new feature in Configuration Manager that is different from SMS 2003 is that the Configuration Manager client will attempt to install applicable updates from any distribution point and any software deployment package available to the client.  In other words, deployments can download a missing update from any deployment package containing that update, not just the deployment package that was created for that deployment.

What happens if updates are not available on the local distribution point?

As stated above, if the updates are available as part of any software update deployment package on any distribution point accessible to the client (given roaming boundaries and protected distribution points), they will be downloaded by the client.

If updates are applied to a client and a particular update is not available, the deployment will report an error; that particular update will return a result that source files could not be located.

Does Configuration Manager support hot patching?

Yes

When will updates be downloaded to the client computer?

For optional deployments, updates are downloaded to the client computer only after the end user chooses to install the updates.  A display notification will appear from the notification area when the deployment policy is received.

For deployments with a deadline, applicable updates are downloaded to the client computer immediately after the deployment policy is received and processed.  Only after the updates are fully downloaded will a display notification appear.

Therefore, only in the case of optional deployments will the display notification appear prior to the updates being downloaded 100% to the client cache.

How am I limited if I do not have a PKI infrastructure?

Without a PKI infrastructure:

· No native mode support

· No support for Internet-based clients

· Therefore, no support for deploying updates to or scanning Internet-based clients.

Is Office 2000 supported with in Software Updates with Configuration Manager?

Any product that is supported on Microsoft Update is supported by Configuration Manager.

Can I update the software update client UI?

Yes.  Additional details will be provided in the Configuration Manager SDK.

Are virtual systems supported?

Yes.  The client will need to be installed on the virtual system and the virtual system must be running.

What are the minimum Active Directory/Windows/Configuration Manager rights that must be granted to a limited power administrator so that he/she can drag and drop an update list to a deployment template?

Assuming the deployment template and update package have already been created, the following chart shows the necessary permissions for a particular user or group.

	
	Read
	Distribute
	Create
	Advertise

	Configuration Items
	X
	X
	
	

	Collection
	X
	
	
	X

	Deployment Package
	X
	X
	
	

	Deployment Template
	X
	
	
	

	Deployment
	X
	
	X
	

	Site
	X
	
	
	


Table 4: Configuration Manager Permissions chart
If Automatic Updates is configured on a computer with a Configuration Manager client configured for Software Updates, will updates be installed from WSUS?

The WSUS server, configured as a SUP, is only used to manage the client scan process.  Because no updates are downloaded or approved through the WSUS server, no updates will be installed.  Update download and approval policies are handled explicitly through Configuration Manager.

While it may be possible to configure this WSUS server to download and approve updates, this is not tested nor supported.

Can the updates be applied during the OS deployment process?

Yes.  In the OS Deployment task sequence, there is an option to install applicable updates.

Is there a way to provide software update deployment status to System Center Operations Manager?

Yes.  There is a deployment option to raise events for update failures, which are trapped by Operations Manager.

Are there any additional requirements for SUPs when a site is configured for native mode versus mixed mode?

Yes. The SUP in native mode will need a Server Signing certificate. Additionally, five of the virtual directories installed with WSUS will need to have SSL enabled (APIRemoting30, ClientAuth, DSSAuth, ServerSync, SimpleAuth)

If you are going to use an NLB of SUPs in NM, then there are additional considerations beyond that. For more information, see the Configuration Manager 2007 online documentation library.

8 Glossary

Additional Configuration Manager definitions can be found at: http://technet.microsoft.com/en-us/library/bb694155.aspx
· ITMU – Inventory Tool for Microsoft Updates.  An add-on to SMS 2003 and Configuration Manager 2007 to provide enterprise scan for software updates compliance and reporting functionality.
· SUP – software update point – A Configuration Manager 2007 site role required for the software updates feature that is configured on a computer running WSUS 3.0.  Only one SUP can be configured to be active.
· Deployment package – The software updates object that contains the update files for the software updates in a deployment.  Deployment packages can be used for multiple deployments.
· Deployment – The software updates object that delivers software updates to client computers using machine policy.

· Deployment template – The software updates object that stores many of the deployment settings and is used to automatically populate these settings when creating deployments.
· Update list – The software updates object that defines a set of software updates and provides several benefits when deploying and monitoring software updates.
· Leaf update – One of a set of targeted software updates which address the same issue, each with a different set of applicability rules.  This frequently applies to updates which address a single issue on multiple platforms in multiple languages.
· Update bundle – A software update to address a single issue which can be applied to multiple platforms and languages.
· Configuration item – Contains one or more elements and their validation criteria, and they typically define a unit of configuration to monitor at the level of independent change.
9 Resources

Online – Microsoft

System Center Configuration Manager TechCenter

http://technet.microsoft.com/en-us/configmgr/default.aspx
Offline – Microsoft

System Center Configuration Manager 2007 Help File

This file contains a tremendous amount of valuable data about each facet of the Configuration Manager 2007 product and is available on the Configuration Manager DVD and online at http://technet.microsoft.com/en-us/library/bb735860.aspx.

Configuration Manager Forums
http://forums.microsoft.com/TechNet/default.aspx?ForumGroupID=488&SiteID=17.

Third Party

myITforum.com – SMS/Configuration Manager User Community

http://www.myitforum.com.
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