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Wireless Roaming
Technical Overview
Overview
Microsoft Research has developed a wireless roaming service architecture that enables personalized, seamless, and secure connectivity for mobile customers when moving across different types of wireless networks, such as cellular or wireless local-area networks (WLAN).  Wireless Roaming maintains connectivity by using connection/session management when customers roam across different networks.  
Wireless Roaming is compatible with MIPv6. The technology provides intelligent personalized service by supporting device and service mobility.  Device mobility means that Wireless Roaming provides seamless mobility support for portable devices.  For example a customer initiates a VoIP call from a SmartPhone in an office building with Wi-Fi.  Leaving the building, the customer will maintain connectivity by automatically switching to GPRS or CDMA.  Wireless Roaming works in a manner that is seamless and transparent to the customer.  The voice conversation continues uninterrupted.  Service mobility means that services like the above VoIP call survive hand-offs between different networks.  Another example for improved service mobility is a customer streaming a video on a cell phone automatically experiencing improved quality when moving from a GPRS network to WLAN.  
Value-added services such as video entertainment, instant messaging or internet browsing are enhanced by enabling dynamic federation/collaboration among different types of networks and devices.  Wireless Roaming guarantees a trustworthy environment following the IPSec standards for secure communication and encryption.  
Components

The End-to-End (E2E) Mobility solution provided by Wireless Roaming consists of three parts:

1. The enhanced IPv6 stack also known as the E2E kernel implements core E2E functions.
2. The enhanced Peer Network Resolution Protocol (PNRP) service and a mobility helper application, which depends on PNRP service. These two components provide the ability to deliver mobility messages via a Peer-to-Peer (P2P) network.

3. A connection manager application provides customized settings for the E2E kernel.

Wireless Roaming keeps track of wireless devices in a communication session, and provides means to maintain connectivity across wireless networks.  When a wireless device initiates a new communication session the current network assigns an IP address to that device.  The Wireless Roaming system records this IP address as the original address, and the device will use this IP address during the course of the conversation.  When the device roams between cells of a network, or roams between different networks, the new network will assign a new IP address to the device. This will trigger the mobility maintenance procedure.  First, the Wireless Roaming system on the mobile node keeps track of the currently assigned IP address for the device, and replaces the source address of any data sent using the original, permanent IP address to the new IP address.  Second, from the correspondent node point of view, when the remote node is mobile and changes address, the newly assigned address of the remote would be signaled to local node by mobile message exchanging.  Once the End-to-End (E2E) software module on the correspondent node knows that the remote mobile node switched to another new address, it will record the new address and use it later for replacing the destination address in the IPv6 header.  The following sent-out packets would be routed to the sub network where the remote node newly arrives.   From the perspective of a client communicating with the device nothing has changed, and any data transmission continues uninterrupted.
The conventional Ethernet interface can not survive the handoffs and IPv6 address changing.   When the signal is lost the conventional Ethernet interface will be disabled and the upper application’s socket will be closed, hence the user communication will be terminated.  To protect the original address and guarantee a seamless customer experience, the Wireless Roaming solution creates a new interface for exposing an emulated IPv6 addresses.  This interface will survive the actual handoffs and remain unchanged.  E2E applications will use this interface and the emulated original address for communication.  This design follows most of other IPv6 interface emulations, such as the tunnel, loopback or six-to-four.
There are chances that both nodes are moving to a new address; hence the address change signaling does not work since it is still sent to the old addresses.  When this event happens, a PNRP (Peer Name Resolution Protocol) mobility helper is utilized to discover the remote address and the signaling procedure is brought out by the PNRP mobility helper messages.  The PNRP component is used in Microsoft Windows XP.  This procedure is an integral part of the E2E communication, and runs as a service at the application level.  
Core Scenarios
1. A cellular customer is streaming video over GPRS on a SmartPhone.  As soon as she is in reach of a WLAN access point her phone switches to the ‘better’ (higher bandwidth) network.  The switch is transparent to the customer.  The video streaming continues with better quality (bigger size, better video and audio quality).  
2. VoIP calls continuing through network changes from Wi-Fi to WWAN.
Documentation

1. Design documents that explain the components and data structures of Wireless Roaming and describe the implementation details.   

2. Overview documents explain the set up process and the test approach.  
3. Test cases are documented in HMTL format.
4. Test suite documents.
Related Work 
Differentiating Features
Wireless Roaming defines a new end-to-end mobility management scheme for IPv6, which does not depend on the availability of Home Agent and Home Address. (Home Agent and Home Address are concepts defined in the Internet Engineering Task Force (IETF) Mobile IP standard).  Since this mobility management scheme does not depend on newly introduced network elements (e.g., Home Agent),the result is that it is more efficient, easier to deploy than IETF’s Mobile IPv6 and requires less maintenance overhead.  In addition, the peer-to-peer nature of Wireless Roaming makes it scalable.   
Demo/Prototype
Development Status

Wireless Roaming is an internal prototype that was developed for research purposes.  Several well written design documents explain the implementation details of Wireless Roaming.  In its current state the solution implements roaming between CDMA1x and 802.11b networks.  Testing followed test procedures outlined for the MIPv6 standard and a documented suite of test cases exists.  
Technical Specifications

· Wireless Roaming is implemented in C/C++

· P2P based

· Wireless Roaming is an IP layer technology providing seamless roaming support for any network with IPv6 support.  For IPv4 networks IPv6 to IPv4 transition needs to be supported.
· The current prototype supports CDMA 1x and GPRS networks.

· Performance: 

· Network handoffs reduced by 50-75% in preliminary MSR field tests

· Duration in WLAN increased by 65-95% in first tests at MSR
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