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Abstract

Microsoft® Windows Server™ R2 Enterprise Edition is the premier platform for business-critical applications. Windows Server 2003 R2 Enterprise Edition builds on the standard features found in the Windows Server 2003 R2 family by adding features designed to increase the reliability scalability, security, and manageability of enterprise applications. This paper provides an introduction to the major technical features in Windows Server 2003 R2 Enterprise Edition and discusses the application of those features to mission-critical applications, such as e-mail, databases, and business applications.
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Introduction
Businesses today increasingly rely on Information Technology (IT) to function effectively. Traditional workloads, such as inventory management and transaction processing, are being joined by an array of other applications, such as payroll and attendance reporting and customer relationship management (CRM) software. Additionally, companies have increasingly named e-mail among the top mission-critical applications in a number of recent studies.

Because your business places so much demand on its applications, you need an enterprise server platform that will provide reliable operation, offer scalable headroom, and, of course, be secure. Moreover, the server platform must also be manageable, interoperable with industry standards and legacy systems, and support your goals in reducing your total cost of ownership (TCO), by doing more with less.

Windows Server 2003 R2 Enterprise Edition meets those needs with enhanced reliability through failover clustering and fault-tolerant configurations, scalability up to eight processors, and 1 TB (terabyte) of RAM. Building on the dependable security of the Windows Server™ family, Windows Server 2003 R2 Enterprise Edition supports enterprise-level security scenarios, such as more scalable Remote Authentication Dial-in User Service protocol (RADIUS) services and virtual private network (VPN) quarantine. Finally, Enterprise Edition is a highly manageable platform, which contributes to reliable and secure operation.

As the business moves commerce and other operations to the Internet, the demand for these applications, both Web-based and back-end processing systems, grows to require 24/7 support. Windows Server 2003 R2 Enterprise Edition is the recommended edition for supporting mission-critical enterprise applications, such as databases, e-mail, business applications, and branch office management. This paper will look at the benefits of using the Windows Server R2 family, the application of Enterprise Edition features to mission-critical applications, and drill down on the features found only in Enterprise Edition to explain their benefits.
Case Study: The Austrian Ministry of the Interior

The Austrian Ministry of the Interior provides law enforcement and security services for the people of Austria, managing police and border control and coordinating response to problems such as drug trafficking and terrorism. The ministry has been a model governmental body in its relentless drive to streamline bureaucracy and use technology to operate more efficiently and cost effectively. After pruning its countrywide server computer holdings from 1,500 to 500 and upgrading those servers to Microsoft Windows Server 2003 with Service Pack 1, the ministry was poised to take advantage of the file replication efficiencies of Windows Server 2003 R2. With it, the ministry has been able to improve the reliability of routine software updates between central and branch office servers, restoring at least two days per month of productivity to IT staff and police officers in branch offices.

"With Windows Server 2003 R2, we’ve been able to eliminate two days of lost productivity per month for two to three IT staff members,” Project Lead Wolfgang Müller says. “Similarly, we’ve eliminated one to two days per month of lost productivity for entire branch office staffs that used to be hobbled by failed servers."

Müller continued, speaking about branch offices, "Wide area lines to branches are expensive, and every byte saved is useful. Our bandwidth savings from Windows Server 2003 R2 is significant.”

Key Features
Microsoft designed and built the Windows Server 2003 family to help businesses meet the growing needs for reliable, scalable, and secure business applications. Building on the features and functionality of Windows 2000 and providing broader and more in-depth support for industry standards, the Windows Server 2003 family became the most dependable, connected, and productive family of servers ever built. This success has led to the introduction of Windows Server 2003 R2, which is built on the reliable and scalable foundation of Windows Server 2003 SP1 and adds support for several new and compelling scenarios. Windows Server 2003 R2 makes it easier and more cost-effective to manage remote locations and branch offices, manage identities and data storage throughout and beyond an organization, interoperate with UNIX systems, as well as take advantage of virtualization technology. 
Additionally, Microsoft understands that system architects are called upon more and more often to do more with less. A modern computing infrastructure requires an ever increasing range of functionality. Windows Server 2003 is flexible, so it can continue to meet IT needs as they change over time, including the ability to add more capacity without taking the system offline. Therefore, Windows Server 2003 R2 also provides the best economics available to your organization.

The flagship product of the Windows Server family, Windows Server 2003 R2 Enterprise Edition, has been designed specifically to meet the needs of many important workloads, from the regional branch office to the application server to the corporate data center that houses mission-critical applications. The following features of Windows Server 2003 R2 Enterprise Edition** provide enhancements in the areas of reliability, scalability, security, and manageability.

Reliability

Windows Server 2003 R2 Enterprise Edition is the most reliable operating system Microsoft has ever offered. Reaching 99.99 percent (four nines) uptime—that’s less than an hour downtime per year—has become much easier with Microsoft Windows Server 2003 R2 Enterprise Edition. With a reliable software system, you can ensure that your enterprise’s servers are consistently available to your customers. 

Here are a few of the features that enhance reliability:

Server Clusters*
In Windows Server 2003 R2 Enterprise Edition, failover clustering allows you to add additional levels of availability to critical services. With server clusters, two or more servers work together to offer higher reliability than a single server. If one server in the cluster fails, the resources and workloads of that server are restarted on another server in the cluster. The purpose of this feature is to enhance reliability by preventing downtime. Rather than a server failure causing complete shutdown of your vital systems like e-mail, databases, and business applications, the other server or servers will pick up the load for the failed server while repairs or other corrections can be made.

However, making configuration changes, performing backups, and applying patches can also contribute to downtime. The reality is that planned downtime frequently exceeds unplanned downtime, particularly with systems that have a high level of redundancy and resilience. Server clusters address this challenge by allowing workloads to be moved off servers requiring maintenance. Servers in the cluster can be offloaded and updated while the rest of the cluster continues to provide service, reducing hours of downtime to minutes or even seconds. Server clustering has been improved over previous versions to provide larger cluster sizes and improved support for more types of clusters, including geographically dispersed clusters.
Larger Cluster Sizes*
Microsoft Windows Server 2003 R2 Enterprise Edition supports up to eight nodes in a cluster (as opposed to the maximum of two nodes on Windows 2000 Advanced Server). This provides much more flexibility in how applications can be deployed on a server cluster. Applications that support multiple instances can run more instances across more nodes, and multiple applications can be deployed on a single server cluster with much more flexibility and control over how the applications are distributed when a node fails or is taken down for maintenance.
The increase in cluster size over previous Microsoft operating systems allows you better control in scaling your essential applications, while helping to ensure that systems do not go down during upgrades or repairs.
Majority Node Set (MNS) Clusters*
When configured with three or more nodes in a cluster, Windows Server 2003 R2 has an optional quorum resource mechanism that does not require a disk on a shared bus for the quorum device. Microsoft designed this feature for advanced implementations like geographically dispersed clusters and low cost or appliance-like high availability solutions. By using this optional quorum resource, the quorum remains independent of other storage solutions in multi-site clusters. Additionally, it enables low cost solutions that use data replication and mirroring techniques to make data available across multiple nodes. The implementation of MNS clusters provides benefits such as:
· Storage Abstraction – MNS clusters free up the storage subsystem to manage data replication between multiple sites in the most appropriate way, without concern of a shared quorum disk, while still supporting a single virtual cluster.

· No Shared Disks – MNS clusters support scenarios that require tightly consistent cluster features, yet do not require shared disks, such as clusters where the application keeps data consistent between nodes (e.g. database log shipping and file replication for relatively static data) or clusters that host applications with no persistent data, but with a need to cooperate to provide a consistent state. 

· Enhanced Redundancy – Under previous systems, if a shared quorum resource is corrupted in any way, the entire cluster will go offline. With MNS clusters, the corruption of a quorum resource on one node does not bring the entire cluster offline.
Geographically Disbursed Clusters*
An enterprise may have many reasons to support multiple geographical locations. For example, a business may simply want to provide “local access” to clients, or it may wish to provide disaster tolerance in the case of a disaster at one location. With a Geographically Disbursed Cluster, multiple storage arrays are in place, with at least one at each site. Using server clustering as introduced above, nodes at one site are connected to nodes at the other site, so that if one site completely fails, the other takes over full operations. The addition of a majority node set quorum to a disbursed cluster eliminates a logical single point of failure for clusters spanning multiple sites.

Volume Shadow Copy Service (VSS) and Shadow Copy Restore(
Volume Shadow Copy Service (VSS) is a general infrastructure for creating point-in-time copies of data on a volume. These are generally referred to as “snapshots.” The goal of VSS is to provide an efficient, robust, and useful mechanism for protecting the vital data upon which applications rely, without additional downtime for offline back up. 
Shadow Copy Restore leverages VSS technology to maintain a history of files on shared volumes. Shadow Copy Restore was designed to lessen the impact of problems related to lost files. Three common scenarios of data loss due to human and other errors are:

· Accidental file deletions.

· Accidental overwrites of a file (for example, the user forgot to perform “Save as”).

· File corruption.

Shadow Copy Restore provides an end-user accessible tool that restores documents by accessing point-in-time shadow copies of the documents and folders stored on network shares. Shadow Copy Restore is transparent to end users when they store files on the network file server. When an end user needs to replace a lost or damaged file with a prior version, he or she activates the client user interface through Windows Explorer or integrated applications, such as Microsoft Office. Shadow Copy Restore also allows users to see network folder contents at specific points in time. 

Since Shadow Copy Restore enables end users to recover their own files that were lost, written over, or corrupted, there is no need to call the help desk or have the administrator perform a restore operation from tape. Additionally, it provides integrated, flexible security so that administrators can decide who can restore files.

Volume Shadow Copy does not require downtime to backup or restore individual files. This feature will therefore help your important applications achieve maximum uptime, and will provide more frequent backups without adding downtime.

Scalability

As business demands grow, and new advances in hardware are achieved, you want your applications and your server platform to keep up with the pace. Microsoft designed Windows Server 2003 R2 Enterprise Edition to give your applications the headroom they need to grow with the business. Windows Server 2003 R2 Enterprise Edition was designed with both scaling up (adding memory and processing power) and scaling out (adding additional servers) in mind. Since your enterprise may expand to deal with more clients, customers, or simply greater workload, the ability to easily scale can help keep your IT infrastructure in line with your business goals. Furthermore, improvements in Windows Server 2003 R2 allow for increased scalability in a branch office scenario.

The following features enhance scalability:

Eight-Way Symmetric Multiprocessing(
Windows Server 2003 R2 Enterprise Edition supports one to eight central processing units (CPUs) that conform to the symmetric multiprocessing (SMP) or the CC-NUMA (cache coherent non-uniform memory architecture) variations. Using multiprocessing, the operating system can run threads on any available processor, which makes it possible for applications to use multiple processors when additional processing power is required to increase total system capability and performance. New features include improved scheduling performance on SMP systems and improved memory management, which lead to improved registry performance and increased Terminal Server sessions. Designed to support multiple aspects of any computing environment, Windows Server 2003 R2 Enterprise Edition supports systems with up to eight 32-bit or 64-bit processors.

Windows Server 2003 R2 Enterprise Edition supports Physical Address Extension (PAE), which extends system memory capability to 32 gigabytes (GB) of physical RAM on 32-bit systems. On x64 platforms, the memory support increases to 1 TB RAM, which allows your applications to be highly scalable. Resource intensive processes such as databases can now operate in an environment where they can have the performance and growth potential they need.

64-Bit Support
The 64-bit versions of Windows Server 2003 R2 Enterprise Edition are optimized for memory intensive applications, such as terminal services and Web servers, while still providing high-performance support for 32-bit applications. This support lowers your total cost of ownership by delivering superior price performance and reducing administration costs.

The Windows Server 2003 family supports two different 64-bit architectures. Windows Server 2003 for Itanium-based systems is well suited for native 64-bit applications requiring the highest levels of scalability. Windows Server 2003 x64 Editions let you take advantage of the wealth of existing 32-bit Windows applications while also powering the latest 64-bit technology.
While optimized for 64-bit architectures and applications, Windows Server 2003 will continue to run 32-bit applications at high performance. Therefore, your enterprise will be able to migrate easily to a 64-bit infrastructure, running both 32-bit and 64-bit applications.

In describing FullArmor's challenge to upgrade the computer systems of a New York hospital to Windows Server 2003 R2 x64 Enterprise Edition, Chief Technical Officer Danny Kim says, "With the power of the 64-bit Windows Server System family, building high-value products using the latest integrated development environment tools like Visual Studio® 2005 is easy."

Support for 1 TB of RAM*
Windows Server 2003 R2 Enterprise Edition, supports up to 1 TB of physical RAM on 64-bit systems. The more RAM added to a server beyond minimum requirements, the more memory is available for applications to use. Online transaction processing, data mining, and many other enterprise applications benefit from the scalability of Windows Server 2003 R2 Enterprise Edition because they can handle heavier transaction loads, service more users with a single system, and perform data analysis much more quickly.
Hot Add Memory*
Hot Add Memory allows banks of memory to be added to a computer and made available to the operating system and applications as part of the normal memory pool. No rebooting and no downtime are required. With the proper hardware support, the act of installing memory automatically invokes the Hot Add Memory feature in Windows Server 2003 R2 Enterprise Edition, making the memory instantly available to demanding applications.
Security

Along with reliability and scalability, security has quickly become one of the biggest concerns for an enterprise. To provide you with a more secure computing environment, the Microsoft Windows Server 2003 operating system includes many important new security features. While robust IT security is intrinsically valuable, a well-secured infrastructure can also help you improve server reliability and reduce costs.

Common Criteria Certification

Windows Server 2003 Enterprise Edition with Service Pack 1, the foundation for Windows Server 2003 R2 Enterprise Edition has been awarded Common Criteria (CC) Evaluation Assurance Level (EAL) 4 Augmented with ALC_FLR.3 certification. Issued by the National Information Assurance Partnership (NIAP), CC certification is an international standard for ensuring that IT products conform to stringent security requirements. The independent certification of Microsoft’s end-to-end platform products included the evaluation of more than 20 real-world scenarios or “workloads” by Science Applications International Corp.’s (SAIC) accredited Common Criteria testing lab. SAIC adheres to strict standards, and conducts rigorous and exhaustive testing at the source-code level to determine certifications.
“The assurance reflected in this level of Common Criteria certification, combined with Microsoft’s ongoing work to effectively address security through efforts such as the Security Development Lifecycle, provide encouraging evidence of Microsoft’s progress on security and the viability of the Windows platform in security-critical computing scenarios,” said Franchina Luisa, general manager of the High Institute for Communications and Information Technology in Italy.

Here are just a few of the security features contained in Windows Server 2003 R2 Enterprise Edition:

Active Directory® Directory Services Federated Services (ADFS)
New in Windows Server 2003 R2, ADFS provides Web-based extranet authentication/authorization, single sign-on (SSO), and federated identity services for Windows Server environments, which increases the value of existing Active Directory deployments to B2C extranet, intracompany (multiforest) federation, and business-to-business (B2B) internet federation scenarios.

Extranet authentication and SSO services extend the strong authentication and distributed session capabilities Windows has for internal networks to internet-facing perimeter networks. Identity federation makes it possible for partner organizations to share a user's Active Directory identity information securely over federation trusts, facilitating collaboration with partners and delegating user management.
Encrypting File System (EFS)
Using EFS, data can be encrypted as it is stored on disk. EFS uses public key encryption to encrypt local NTFS data. For servers, this means that even if the hard drive is removed from the server, the information on that disk can’t be read without the appropriate encryption key. Regulatory compliance is increasingly dependent on having the right level of encryption for sensitive data.

EFS provides end users an integrated, easy to use method of encrypting files, simply by selecting the check in the file’s Properties dialog box. For server administrators, there are controls available to assign encryption keys to users, define where users can encrypt data, and which folders should automatically encrypt files that are placed there. Additionally, administrators can recover data that was encrypted by another user. This ensures that data is accessible if the user that encrypted the data is no longer available or has lost their private key.
Internet Protocol Security (IPSec)(
The long-term direction for secure networking, IPSec is a suite of cryptography-based protection services and security protocols. Because it requires no changes to applications, you can easily deploy IPSec for existing networks. IPSec provides the encryption and signing of data as it is transmitted across the network, ensuring that data can’t be read or changed by anyone along the way. IPSec can be used to secure virtual private networking (VPN) connections across the Internet, as well as communications inside the corporate network. Windows Server 2003 R2 Enterprise Edition provides more scalable VPN with support for an unlimited number of VPN connections.
IPSec provides computer-level authentication, as well as data encryption, for VPN connections that use the Layer 2 Tunneling protocol (L2TP). IPSec is negotiated between your computer and a L2TP-based VPN server before an L2TP connection is established. This negotiation secures both passwords and data.
IPSec policies can also be applied to servers and clients in a Microsoft Windows environment. This means that network communications between servers and between servers and clients can be secured for specific protocols or for all communications. Policies can also restrict certain critical servers from accepting any communication not secured by IPSec. This increases the level of security for server infrastructure, providing defense in depth and preventing non-managed systems on the network from spreading viruses to secured servers.
Internet Authentication Service#
Internet Authentication Service (IAS) is the Microsoft implementation of a Remote Authentication Dial-in User Service (RADIUS) server and proxy. As a RADIUS server, IAS performs centralized connection authentication, authorization, and accounting for many types of network access including: wireless, authenticating switch, remote access dial-up, and VPN connections. This delivers an industry-standard way of providing security services for a broad range of devices and network connections and can help secure your wireless or VPN infrastructure. Windows Server 2003 R2 Enterprise Edition delivers unlimited user and device authentication and the scalability to handle the accounting data processing for a large-scale enterprise deployment.
Manageability
Finally, Enterprise Edition provides manageability. Better managed systems are more secure and more reliable, providing more application uptime and lower costs. This ease of manageability, in turn, has a direct effect on your ability to deliver to your customers. Easier to deploy, configure, and use than previous versions, Windows Server 2003 R2 Enterprise Edition provides centralized, customizable management services to help reduce the total cost of ownership (TCO). Thus, you can take advantage of the cost saving capabilities of industry-standard change and configuration management practices.

These features of Windows Server 2003 R2 Enterprise Edition make your system more manageable:

Active Directory

Active Directory is the integrated, distributed directory service that is included with Microsoft Windows Server 2003 R2 family. Many of the applications and services that previously required a separate directory and user ID/password can now use Active Directory, eliminating the need to manage security separately for each application or service. With Active Directory, the administrator of the organization can add a user to Active Directory and, through that single entry, enable remote access to the network, enable the same user account for Microsoft Exchange messaging, and grant database access for accounting, client relationship management, or other applications. This reduces administration and increases security by enabling single sign-on for its users.

Windows Server 2003 R2 and Active Directory help even small and medium sized organizations with a reliable working environment for the end users, offering the highest levels of reliability and performance, so users can get their work done as efficiently as possible. Active Directory also provides a more secure and manageable environment to make the lives of the IT staff easier. In addition, Active Directory Federation Services (ADFS), new in Windows Server 2003 R2, allows Web-based extranet authentication/authorization, single sign-on (SSO), and federated identity services for Windows Server environments, which eliminates the burden of re-creating user accounts for people outside the company.

Group Policy Management Console (GPMC)

Along with Active Directory, Group Policy Management Console makes it easier to manage users and computers. Microsoft Group Policy Management Console provides a single solution for managing all Group Policy-related tasks. GPMC lets administrators manage Group Policy for multiple domains and sites within one or more forests, in a simplified user interface (UI) with drag-and-drop support. Highlights include new functionality such as backup, restore, import, copy, and reporting of Group Policy Objects (GPOs). These operations are fully scriptable, which lets administrators customize and automate management. Together, these advantages make Group Policy much easier to use and help you manage your enterprise more cost effectively. 
UNIX Interoperability

With Windows Server 2003 R2, interoperability with UNIX-based systems is easier and more cost-effective than ever. Windows Server 2003 R2 provides tools to perform cross-platform management, application integration, and to phase migrations of applications from UNIX to Windows. The result is seen in lower costs, a simplified infrastructure, and use of existing IT skills, utilities, and code.
Windows Server 2003 R2 provides the ability to run re-compiled UNIX code natively with the Sub-system for UNIX-based Applications (SUA). SUA allows you to run existing legacy code on a Windows Server, integrate applications by delivering some components written for Windows, and run utilities, scripts, and shells familiar to UNIX administrators. Network File and Print Services for UNIX uses the NFS protocol to share files between UNIX and Windows systems and allows Windows Server to act as a file server for UNIX clients. Identity Management for UNIX (IdMU) is a set of tools for interoperability with UNIX authentication, using NIS and Active Directory. This functionality allows the synchronization of NIS and AD users and passwords and provides the ability to host NIS directly from AD.
Branch Office Management(
Due to available bandwidth, latency, and other issues, many remote sites, such as branch offices, retail sites, and regional distribution centers require local, dedicated servers, but don’t have local IT personnel. Windows Server 2003 R2 provides a set of features and technologies to improve performance and availability of essential file and print services at these remote sites and centralize management of these services at the same time.
Windows Server 2003 R2 includes an update to the Distributed File System (DFS), now called DFS Namespace (DFS-N) and DFS Replication (DFS-R), which allows users to access files through a single namespace regardless of the server that is sharing the files. DFS-N provides for site awareness and fail-over, so that files are delivered to the user from the nearest available server, even if the local server is unavailable. New in Windows Server 2003 R2, DFS-R is a highly efficient file replication engine that uses remote differential compression (RDC) to copy only the changes made to files, which can save bandwidth usage by 50 percent or more. Many companies are using DFS-R to replicate files from branch offices to central location and manage back up and restore operations centrally by IT personnel. This reduces the load on non-IT personnel at remote sites and ensures that back-ups are done consistently and also lowers the cost of collecting back-ups for archival purposes.

Windows Server 2003 R2 Enterprise Edition features cross-file RDC, which can scan a group of files and replicate a single portion or section of data to replicate several files. By replicating similar files only once, cross-file RDC can result in significant reduction in replication traffic. Many customers using Windows Server 2003 R2 Enterprise Edition have seen an 85 to 90 percent average reduction in file replication traffic.

Windows Server 2003 R2 also features the Print Management Console (PMC) which centralizes printer and print queue management to single tool. This means that printer management for both central office and branch offices can be done from a single tool, saving administration time and ensuring the end users get speedy response to printing issues.
Windows System Resource Manager (WSRM)(
WSRM enables you to manage CPU and memory utilization on a per process basis. An administrator sets targets for the amount of hardware resources that running applications or users are allowed to consume. This means that you can allocate resources among multiple applications on a server according to your business priorities. WSRM maintains an updatable exclusion list of processes that shouldn't be managed because of the negative system impact such management could create. WSRM also applies limits to process working set size and committed memory consumption. WSRM does not manage address windowing extensions (AWE) memory, large page memory, locked memory, or OS pool memory.

When running multiple applications on a single server, WSRM enables you to allocate portions of a computer's resources to each application. This addresses many situations, which include allocating resources through server consolidation, managing users in large terminal server systems by application, and administering resource usage of Internet Information Server (IIS) 6.0 application pools on a server.

Automated Deployment Services (ADS)*
Automated Deployment Services (ADS) is an add-on to Windows Server 2003 R2 Enterprise Edition providing a solution for rapidly deploying Windows server operating systems onto bare-metal servers across large, scaled-out installations. With support for script-based mass server administration, ADS also enables administrators to administer hundreds of servers as if they were one. In addition to lowering the cost of deployment, ADS provides for a more secure and reliable server infrastructure by ensuring the server deployment, configuration, and application installation are all done in a consistent manner.
Terminal Services Session Directory*
Many businesses rely on Terminal Services to provide “thin client” access to business applications. Terminal Services Session Directory allows users to reconnect easily to an existing session on a server farm running Terminal Services. Session directory is compatible with the Windows Server 2003 R2 Load Balancing Service and also supports third-party external load balancing products. Session Directory ensures that Terminal Services users can pick up where they left off, eliminating lost work across sessions.
Virtualization(
In its effort to help customers take advantage of the benefits of server virtualization, Microsoft is providing more cost-effective, flexible, and simplified licensing for the use of the Windows Server System family of products in virtual machine environments. These licensing improvements begin with Windows Server 2003 R2 Enterprise Edition.

Windows Server 2003 R2 Enterprise Edition includes the use right for customers to run up to four virtual instances of Windows Server with one server license. The four virtual instances provide a cost-effective way to virtualize and deliver significant value along with the scalability and reliability features of Windows Server 2003 R2 Enterprise Edition. As the premier platform for business applications, Windows Server 2003 R2 Enterprise Edition delivers server clustering for enhanced reliability and increased headroom up to 8 processors and up to 64 GB of memory for the 32-bit version and 1 TB for the x64 edition.

Mission-Critical Applications
Your operating system does not exist in a vacuum. In fact, most users in your enterprise probably do not even notice the operating system; rather, they notice the performance of the software that runs on the operating system.

When it comes right down to it, the thing most people want to see an IT system do is function when needed. If you are an employee, you want to be able to check your e-mail and respond to customers or co-workers. If you are a customer, you want to be able to make purchases or otherwise interact with the business. If these vital functions aren’t working, whether you are an employee or a customer, you will most likely become frustrated—and that can lead to decreased productivity or even the loss of a client.

What singles out Windows Server 2003 Enterprise Edition as the premier platform for an enterprise is that it is designed so that the end user won’t even notice it: things will just work when they are supposed to work. This reliable operation occurs because of features built into the operating system, and because of the integrated bond which exists between Enterprise Edition and critical software. Thus, Windows Server 2003 R2 Enterprise Edition is the cornerstone to any enterprise’s overall IT configuration.

For an enterprise, the benefits of Windows Server 2003 R2 Enterprise Edition can be best understood through its benefits to vital applications. Let’s take a look at how Microsoft has addressed the needs of mission-critical applications with Windows Server 2003 R2 Enterprise Edition.

E-Mail

Today’s enterprise relies on e-mail as a primary source of communication. In fact, a study by market researcher META Group has revealed that e-mail has replaced the telephone as the most important means of communicating with customers, clients, and co-workers.
 The essential nature of e-mail uptime cannot be overestimated, especially considering a recent study that showed a third of employees become frustrated with only five minutes of e-mail downtime, and a full 82 percent become upset with an hour of downtime.
 

Microsoft Exchange Server 2003, running on Microsoft Windows Server 2003 R2 Enterprise Edition, provides a premier e-mail solution for an enterprise. In accordance with the Microsoft company-wide Trustworthy Computing initiative, Exchange 2003 running on Windows Server 2003 provides many new features and enhancements to ensure 99.99 percent uptime. Furthermore, only when installed on Windows Server 2003 R2 Enterprise Edition, will Exchange Server 2003 be able to take advantage of enterprise-class reliability features such as clustering.

Exchange Server 2003
Exchange Server 2003 is the latest version of Microsoft’s industry leading communications server. Exchange Server 2003 provides many new features and enhancements to improve reliability, manageability, and security.
Reliability
Installing and running Exchange Server 2003 on Windows Server 2003 R2 Enterprise Edition ensures that e-mail is as readily available as possible. With Exchange Server 2003 built on a Windows Server 2003 R2 Enterprise Edition, it is possible to achieve 99.99 percent uptime, or less than an hour of downtime per year. 
Scalability

As an enterprise grows, either internally through the addition of employees or externally through an increase in customer base, the need for additional hardware to support e-mail systems will surface. Microsoft Windows Server 2003 R2 Enterprise Edition has the capability of growing to meet the needs of an expanding company by allowing you to expand your IT systems easily. Furthermore, these additions can be made without causing or scheduling downtime that can interrupt service.
Databases

As your customer base and sheer volumes of information grow, reliable database systems become more important. According to a study by eWEEK, in 2004, the market for database systems grew by 12 percent, with Microsoft leading the pack with a 22 percent growth rate.
 
Microsoft’s database solution, Microsoft SQL Server™ 2005, brings the enterprise superior reliability and scalability, and provides a lower total cost of operating than competing products. Reliability and scalability features of Microsoft Windows Server 2003 R2 Enterprise Edition augment the features of SQL Server. Windows Server 2003 R2 Enterprise Edition also provides 64-bit support, allowing SQL Server to scale up to meet the needs of the most demanding enterprise needs. ServerWatch also points out that the performance enhancements produced by Windows Server 2003 Enterprise Edition become clearer when the operating system is used in concert with Microsoft SQL Server.

By balancing low TCO with performance, it’s no wonder that seven of the top ten, including all of the top three, systems listed by the Transaction Processing Performance Council for TPC-C by price/performance are Microsoft SQL Server databases built on Windows Server 2003 systems.
 SQL Server 2005 is designed to support high-end databases while providing industry-leading scalability and reliability.

SQL Server 2005
The most effective database solution is SQL Server built on Windows Server 2003 R2 Enterprise Edition. SQL Server 2005 Enterprise Edition exceeds dependability requirements and provides innovative capabilities that increase employee effectiveness, integrate heterogeneous IT ecosystems, and maximize capital and operating budgets. With the lowest implementation and maintenance costs in the industry, SQL Server 2005 delivers rapid return on your data management investment. SQL Server 2005 supports the easy development and deployment of enterprise-class business applications that can give your company a critical competitive advantage. 
With SQL Server 2005’s built-in end-to-end business intelligence capabilities, including advanced analytics and data mining, simplified data integration, and powerful interactive reporting, SQL Server 2005 can help organizations of all sizes achieve breakthrough business performance and a faster return on their information. These technologies run best when combined with the power of Windows Server 2003 R2 Enterprise Edition.
Reliability
SQL Server 2005 benefits from all the reliability features in Windows Server 2003 R2 Enterprise Edition, including server clusters and hot-add memory. Using clustering in Windows Server 2003 R2 Enterprise Edition in combination with SQL Server 2005 Database Mirroring provides a highly cost-effective solution for geographically dispersed clusters.

Manageability

Windows Server 2003 R2 Enterprise Edition makes your database more manageable. An oftentimes complex database will be further complicated by multiple users and varying data-flow. By using Windows Server 2003 R2 Enterprise Edition as your operating system to function with SQL Server, you can take advantage of manageability benefits that simplify these complications.
Additionally, your enterprise will have an easier time patching Windows operating systems than competitors’. A 2004 study by the Product Strategy & Architecture Practice of WinPro Technologies concluded that “On a per-patching basis, Windows-based systems require less effort to patch than similar OSS-based systems.”
 In addition, the study showed that Windows server patching events are 13 percent less costly and require 29 percent less IT labor than open source software-based (0SS) patching events.
Scalability
Large databases and business intelligence applications are challenging the limitations of today's 32-bit technology. However, as organizations scale up in their need to support increased data volumes and numbers of users, 64-bit technology becomes a great solution. Windows Server 2003 Enterprise Edition allows you to take advantage of the latest 64-bit hardware by supporting both the Itanium processor and x64 processors. Both versions deliver the scalability your business needs to process transactions and deliver crucial business intelligence to knowledge workers and key decision makers. With support for up to 8 processors and 1 TB of RAM, Enterprise Edition allows your database application to grow with the business and keep up with spikes in demand, such as month-end processing. With support for the x64, Windows Server 2003 R2 Enterprise Edition will continue to run 32-bit applications with high performance, allowing you to gradually upgrade your infrastructure to 64-bit.
Business Applications

The various business solutions your enterprise uses must be always available, easy to expand, manageable, and secure. For example, Enterprise Resource Planning (ERP) systems, which fulfill critical roles from supply chain management to inventory control, must be dependable. Additionally, more enterprises rely on Customer Relationship Management (CRM) software to serve their customers than ever before.
Microsoft is committed to continuing our investment to provide the finest tools and products to meet your businesses’ needs. The integrated nature of Microsoft Server 2003 R2 Enterprise Edition results in a lower TCO for an enterprise. A study in 2003 by the META Group followed companies who had replatformed their UNIX based ERP systems to Windows Server 2003 with SQL Server 2000.
 This study showed savings for these companies of more than 50 percent in several intangible areas, such as accessibility and responsiveness, with savings in tangible costs and IT staff time of nearly 25 percent. In addition to allowing your business applications to run more reliably and function on a more scalable system, Enterprise Edition allows for greater ease in management and increased security. Because of its reliability, performance, low TCO, manageability, and security, Windows Server 2003 Enterprise Edition is the industry leader for new business application systems. Microsoft, with Windows Server 2003 R2 Enterprise Edition, continues to offer your business stability with its proven track record of innovation. 

Scalability

A recent Forrester study has shown that Microsoft customers are noticing the scalability of Windows Server 2003. 48 percent of Windows Server 2003 users, compared to 31 percent of Windows Server 2000 users, say that the ability to scale is either "easy" or "very easy," while only 2 percent call this scaling ability "difficult" or "very difficult." In addition, the study showed that customers are counting on Windows Server 2003 to handle key applications, with 72 percent of executives interviewed running mission-critical applications on Windows Server 2003.
Security

With increasing volumes of sensitive data available through internal business applications, such as customer and financial information, organizations must take every possible measure to maximize security. However, managing a secure environment presents an increasing challenge as an organization and the systems on which it depends grow in complexity. Moreover, with today’s extended organizations involving suppliers and customers increasingly linked together, managing security can be overwhelming and costly without the right infrastructure. Microsoft has addressed this need with the industry’s most mature and widely adopted technology for identity management, data integrity, and protection from intentional attack.
Microsoft is committed to security, and continues to invest heavily to improve the security of its products. In an industry beset with security issues, Microsoft continues to prove an attractive choice. Between 2002 and 2003, Sun, Suse, Red Hat, and Debian each issued more security advisories than Microsoft and the trend has continued through 2005. In addition, when vulnerabilities have been discovered, Microsoft leads the industry in providing timely fixes. Microsoft has an average of 25 days between the discovery of vulnerability and the release of a fix, less than half that of the next closest competitor.

According to the CERT Coordination Center, a center of Internet security expertise located at Carnegie Mellon University, “most intrusions result from exploitation of known vulnerabilities, configuration errors, or virus attacks where countermeasures were available, including most major Internet worm/virus events. Countermeasures are available for most exploited vulnerabilities, but are they deployed? For systems and networks impacted by these events, the answer is generally ‘no’ or ‘not consistently.’”
 

Microsoft understands that clear and effective communication with users is critical to providing enterprise-class security. Toward this end, Microsoft has created a system for providing customers with timely security updates. The Security Bulletin Notification Service enables customers to receive timely and accurate information directly from Microsoft about worms, viruses, and other security events. It represents one of the first steps taken to help customers determine if an event is relevant to their environments, how and when to download and deploy the security updates, and how the software updates or security updates affect their overall IT infrastructures. Customers can sign up to be notified via e-mail when the latest Security Bulletins are posted with versions for business IT professionals and end users.
Conclusion

In the ever-changing world of business, new requirements emerge rapidly and businesses need to be able to adjust to meet or exceed those requirements. New requirements mean adaptive business processes that are flexible enough to meet upcoming needs. 
Microsoft Windows Server 2003 R2 Enterprise Edition is the premier platform for running your mission-critical applications. In the IT world, being adaptive means that you need to support the business processes of your company, no matter what they are. Particularly, you need to support mission-critical applications such as e-mail, databases, and other business applications. Windows Server 2003 R2 Enterprise Edition provides a broad feature set that supports new technologies and also provides a high level of reliability, scalability, security, and manageability which directly affects your important applications. With strong support for industry standards, Enterprise Edition can meet the requirements of your business now and remain viable in coming years.
Windows Server 2003 R2 Enterprise Edition will keep your IT systems reliable, scalable, manageable, and more secure. Features such as clustering are aimed directly at helping your enterprise achieve the highest possible uptime. Additionally, new features in areas such as directory services, network services, and file management services enhance your enterprise’s ability to manage its IT ecosystem.

As J. Fred Maples, Director of Software Engineering for NASDAQ Stock Market, Inc., put it, “Windows Server 2003 gives us higher availability, greater dependability, and faster time-to-market. It makes our engineers’ lives much easier; it makes our overall operations much better.”

By installing and running your mission-critical software on Microsoft Windows Server 2003 R2 Enterprise Edition, you can ensure that these essential systems perform as you need them, when you need them. The world’s most demanding businesses rely on Windows Server 2003 Enterprise Edition to be able to scale to support the growth of their business-critical applications. Windows Server 2003 R2 Enterprise Edition integrates the latest security advances, backed by security management response resources to immediately help customers respond to the most demanding security threats.
Windows Server 2003 R2 Enterprise Edition provides the reliable, scalable, and secure foundation your business demands to support its mission-critical applications.
Appendices

Requirements

Windows Server 2003 Enterprise Edition must run on systems that meet the following requirements: 

Multi-Processor Support

· Up to 8 processors 
CPU Speed

· Minimum 733 MHz 
RAM

· Minimum: 128 MB 
· Maximum: 64 GB for x86-based computers, 1TB for x64-based computers
Note: for computers with more than 4 GB of RAM, be sure to confirm hardware compatibility by clicking the appropriate link in Support resources.

Disk Space for Setup

· 1.5 GB for x86, 2.0 GB for x64 

· 4 GB (Additional free hard disk space is required if you are installing over a network.)

Peripheral Hardware

· CD-ROM or DVD drive

· VGA or higher-resolution monitor

· Keyboard and Microsoft Mouse or compatible pointing device (optional)

Pricing and Licensing

The Microsoft Windows Server 2003 R2 licensing model consists of a server operating system license and incremental Client Access Licenses (CALs) and is designed to allow for complete scalability of your cost in relation to your usage. In addition, Microsoft offers several flexible, cost-effective options for licensing. Note that there are a few CAL types available to suit your individual needs.

The retail version of Windows Server 2003 R2 Enterprise Edition includes the product plus 25 CALs (User or Device). Please refer to the website for specific pricing and additional CALs. 
The license permits you to run Enterprise Edition on systems with one to eight processors.

Other Versions of Windows Server 2003

The Windows Server 2003 R2 family has three member editions, each designed to serve specific and different business needs. The three members are Standard Edition, Enterprise Edition, and Datacenter Edition. We will now look a little more closely at each.

Windows Server 2003 R2 Standard Edition

Windows Server 2003 R2 Standard Edition delivers intelligent file and printer sharing, secure Internet connectivity, centralized desktop policy management, and Web solutions. Designed for small organizations and departmental use, Windows Server 2003 R2 Standard Edition provides high levels of dependability and security.

Windows Server 2003 R2 Standard Edition takes the best of Windows 2000 Server technology and makes it easier to deploy, manage, and use. The result is a highly productive operating system that is secure, reliable, highly available, and scalable.

Windows Server 2003 R2 Enterprise Edition
Designed for medium to large businesses, Windows Server 2003 R2 Enterprise Edition excels in supporting application types such as messaging, inventory, customer service systems, databases, and transactional e-commerce Web sites. Windows Server 2003 R2 Enterprise Edition delivers high reliability, performance, and superior business value. 

Windows Server 2003 R2 Enterprise Edition differs from Windows Server 2003 Standard Edition, primarily in its support for high performance servers and its ability to cluster servers for greater load handling. These capabilities provide reliability that helps ensure systems remain available—even if problems arise. 

Windows Server 2003 R2 Datacenter Edition

Microsoft offers Windows 2003 R2 Datacenter Edition to businesses that demand the highest levels of scalability, availability, and reliability. Datacenter Edition meets those demands by being deliberately designed to support mission-critical solutions for databases; enterprise resource planning software; high-volume, real-time transaction processing; and server consolidation. Windows 2003 R2 Datacenter Edition is available through original equipment manufacturer (OEM) partners that sell only fully tested and certified configurations, in accordance with Microsoft’s strict requirements.

In addition to getting support through the usual Microsoft channels, customers of Windows 2003 R2 Datacenter Edition can join the Windows Datacenter High Availability Program. This program provides an integrated hardware, software, and service offering, delivered by Microsoft and qualified Datacenter Service Providers.

For More Information
See the following resources for further information:

Windows Server 2003 R2
· Windows Server 2003 R2 Homepage at http://www.microsoft.com/windowsserver2003/R2/default.mspx
· Overview of Windows Server 2003 Enterprise Edition at http://www.microsoft.com/windowsserver2003/evaluation/overview/enterprise.mspx
Features of Windows Server 2003 R2 Enterprise Edition

· Failover Clustering at 
http://download.microsoft.com/download/4/d/e/4de815ef-2904-420a-b726-e57de31ae63a/ClusteringOverview.doc
· Branch Office Server Managment at http://www.microsoft.com/windowsserver2003/R2/branchoffice/default.mspx
· Identity and Access Management at http://www.microsoft.com/WindowsServer2003/R2/Identity_Management/default.mspx
· Unix Interoperability at http://www.microsoft.com/windowsserver2003/R2/unixcomponents/default.mspx
· Group Policy Management Console at http://download.microsoft.com/download/a/9/c/a9c0f2b8-4803-4d63-8c32-3040d76aa98d/GPMC_Administering.doc

· Volume Shadow Copy and Virtual Disk Service at http://download.microsoft.com/download/9/3/0/9304593c-e16b-4e3b-aecc-4cdee9677a51/W2K3ActDirFastRecov.doc.

· Terminal Services Session Directory at http://download.microsoft.com/download/2/8/1/281f4d94-ee89-4b21-9f9e-9accef44a743/TerminalServerOverview.doc#_Session_Directory_1

· Geographically Disbursed Clusters at http://download.microsoft.com/download/7/6/f/76f3db2f-6f43-4624-bfde-ff731e3c1f96/GDClusters.doc

· Hot Add Memory at http://www.microsoft.com/whdc/system/pnppwr/hotadd/hotaddmem.mspx

· Automated Deployment Services at http://download.microsoft.com/download/1/f/2/1f2ba202-98f8-49b2-bd36-ef914e45636b/adsoverview.doc

· Windows Right Management Services at http://www.microsoft.com/windowsserver2003/technologies/rightsmgmt/default.mspx
Microsoft Exchange Server 2003

· Microsoft Exchange Server Homepage at http://www.microsoft.com/exchange/default.mspx 

· Exchange Server 2003 Technical Documentation Library at http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/default.mspx

Microsoft SQL Server

· Microsoft SQL Server Homepage at http://www.microsoft.com/sql/default.mspx
· Microsoft SQL Server TechCenter at http://www.microsoft.com/technet/prodtechnol/sql/default.mspx
Microsoft Training and Knowledge Base

· Microsoft Training and Certification at http://www.microsoft.com/traincert/

· The Microsoft Operations Framework on TechNet at http://www.microsoft.com/mof/

· The Microsoft Solutions Framework on TechNet at http://www.microsoft.com
· Microsoft Systems Architecture (MSA) on the Microsoft Solutions Web site at http://www.microsoft.com/solutions/msa/
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