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	  IT Value Card Published: December 2005
  Microsoft Active Directory Federation
  Services
	Enterprise Scenario: Operational Efficiency and Productivity
This card describes how the Microsoft Corporation Information Technology group (Microsoft IT) uses Microsoft® Windows Server™ 2003 R2 Active Directory Federation Services (ADFS) to provide a single sign-on (SSO) experience for users accessing the cross-domain resources of eCompanyStore, which operates the Microsoft online and physical company stores.
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	IT Business Benefits
	
	Benefit
	Source or Derivation

	
	Single Sign-On
	5 percent boost in productive time across the organization
	Based on saving 20 minutes per day through not having to manage multiple passwords

	
	Support
	$100,000 savings per partner per year in reduced help desk costs
	Based on estimated help desk cost of $50 per password reset prior to ADFS

	
	Security
	43 percent combined reduction in network attack surface
	Through providing tighter security than password-based authentication, eliminating trust between networks in cases where trust previously was required, and through using ADFS to implement least privilege policies  


Executive Summary

The Microsoft Corporation Information Technology group (Microsoft IT) is using Active Directory Federation Services (ADFS), a new component of the Microsoft® Windows Server™ 2003 R2 operating system to create cross-organizational federations with business partners. Windows Server 2003 is part of Microsoft Windows Server System™ integrated server software. Microsoft IT’s first ADFS deployment provides a single sign-on (SSO) experience for Microsoft employees accessing their online company store, hosted by eCompanyStore of Alpharetta, Georgia. Microsoft IT has found that ADFS enhances security with digital certificates and by reducing attack surface vulnerability, and that it reduces administration costs. The eCompanyStore project was so successful that Microsoft is now rolling ADFS out for federating extranet partner access to its systems.

Situation
The world of business faces two conflicting needs: The first need is to enhance the ability of organizations to collaborate, even when crossing from one network to another. The second need is to provide ever-tighter network security. 

From a network administrator’s perspective, life is tough enough protecting corporate assets without opening the wall to outside users. However, new business models place a premium on virtual enterprises and other cross-organizational collaboration initiatives.

Trying to accommodate both needs has led to proliferation of passwords that pose a drag on productivity while also opening greater security risks. Some industry estimates show enterprise customers averaging 12 external user IDs and passwords to manage, requiring between 15 to 20 minutes per day. This not only saps user productivity, but also opens security risks as users unable to memorize so many passwords jot them down on paper that can be seen by others or lost. 

Microsoft employees accessing the company’s online store faced the classic problem of needing a separate password to access the environment. Microsoft, which works with partners around the world, needed a better way to enable the productivity-boosting benefits of cross-organizational collaboration while enhancing overall network security. Microsoft IT investigated federation technology for this purpose and considered existing federation schemes, but sought a solution that was easier to deploy and less expensive to implement.

Solution

Windows Server 2003 R2 includes ADFS, a new component to the operating system that provides users an SSO experience for Web applications–the ability to access multiple distinct applications in separate environments without having to present credentials to each application. ADFS accomplishes this by securely sharing digital identity and entitlement rights, or "claims," across security and enterprise boundaries in the form of a security token.

Microsoft IT decided to work with eCompanyStore to use ADFS in a pilot program to provide Microsoft’s 24,000 employees based in the United States with the ability to access the online company store using their Microsoft Windows® operating system credentials using ADFS federation rather than a separate user name and password maintained by eCompanyStore.

Solution Architecture

Active Directory® directory service provides the primary identity and authentication service in many organizations. When an organization uses Active Directory, users experience the benefit of SSO functionality through Windows Integrated Authentication to applications within the organization's security or enterprise boundary. 

ADFS extends this SSO experience to Internet-facing applications made available by partners, different business units – any trusted application accessed with a browser and an Internet connection. 

The deployment Microsoft IT used for federation with the eCompanyStore includes:

Federation Service on the Account (Microsoft) Side. 
The Federation Service on the account side sits within the Microsoft network and creates security tokens for Microsoft employees to access the eCompanyStore Web application. In this scenario, Microsoft is the account partner, while eCompanyStore is the resource partner. The first time a Microsoft employee clicks on the link to go to the Microsoft eCompanyStore the application refers the user to its home environment, where the Federation Service generates security tokens based on policies established during the creation of a federated trust. The Federation Service on the account side can use preexisting authentication to a Windows network, thus eliminating the need to present credentials to access the federated eCompanyStore application, or it can challenge the user for credentials using the Federation Service Proxy (described below). Inside the security token, the Federation Service populates a set of claims (statements about the user) used to personalize the user’s experience at the partner site. The security token is signed using the Federation Service’s token-signing certificate. 

Federation Service Proxy.  
The Federation Service Proxy allows for communication between browser clients and Federation Services in cases where a federation service is behind a firewall, and therefore inaccessible to a non-domain-joined machine. In extranet or perimeter network scenarios, this allows the Federation Service Proxy to be deployed on the Internet, with restricted access to the internal network, as only port 443 connectivity between the Federation Server and Federation Server Proxy is required. In addition, the Federation Service Proxy provides a user interface for collecting user credentials in cases where the user is not sitting at a domain-joined machine. For example, Microsoft employees accessing the eCompanyStore from their home computers are redirected to the proxy located in the Microsoft perimeter network, which collects a user’s Microsoft network credentials for authentication to the Federation Service. The Federation Service provides the user the token needed to access the eCompanyStore. The user need only know its Microsoft network password for access to partner sites, regardless of where the application is accessed.
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Figure 1. ADFS deployment between Microsoft and eCompanyStore
Federation Server on the Resource (eCompanyStore) Side.

When a user attempts to access the ADFS-protected application on the eCompanyStore side, the resource-side Federation Service redirects the user to its home environment to get a security token. When the user returns with a security token, the Resource Federation Server verifies that the token is correctly signed by the partner. It then extracts the claims from the token and creates a new security token for use by the application. The application then uses the token to allow access for the user. After the token is verified, an authentication cookie is issued and written to the client browser. This cookie is used by the Federation Service each time that the client needs to be authenticated, so that the client does not have to enter credentials again, thereby enabling SSO.
Solution Software

ADFS relies on server functionality built into the Windows Server 2003 R2 operating system. Computers running the Federation Service, which includes the Federation Server and Federation Server Proxy, must have the following software installed:

· Windows Server 2003 R2, Enterprise Edition (includes Windows Server 2003 Service Pack 1)

· Internet Information Services (IIS) version 6.0

· Microsoft ASP.NET 2.0

· Microsoft .NET Framework 2.0 

· The IIS default Web site configured with Transport Layer Security (TLS) or Secure Sockets Layer (SSL), which is what Microsoft IT used for its solution. ADFS is installed into the default Web site on the IIS server.

· A certificate for the Federation Service. Microsoft IT uses the same X.509 certificate for token signing and for Web site SSL authentication. 

Note: All three servers must be hosted on separate computers.

Extranet Deployment Scenario

Microsoft IT is in the process of deploying ADFS solutions with its partners to enable SSO partner access to Microsoft extranet resources. This deployment scenario is the same as the one used for the eCompanyStore, with the exception that Microsoft partners will host the Account Federation Server and Microsoft will host the Federation Server Proxy and the Resource Federation Server.  
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Figure 2. ADFS deployment between Microsoft and partners, with partner hosting of Account Federation Server.

When a user attempts to access the ADFS-protected Microsoft extranet, the Federation Service determines which account partner should authenticate the user. It then sends a token request to that partner. When the user returns with a security token, the Federation Service verifies that the token has been correctly signed by the partner, and performs the same claims extraction and mapping as described above.

Benefits

The ADFS deployment between Microsoft and eCompanyStore has worked so well that Microsoft IT is already working on additional ADFS projects to provide access for a spectrum of its other partners. Benefits of the eCompanyStore solution include:
Single Sign-On Provides Better User Experience 

The SSO experience provided by ADFS creates a more efficient and less frustrating user experience. Users can seamlessly work across organizational boundaries. Saving 20 minutes per day that would otherwise be spent dealing with multiple passwords provides nearly a 5 percent boost in productive time across an organization.

Enhanced Security

ADFS can greatly enhance security by implementing shared digital identity and entitlement rights across security and enterprise boundaries. Fewer passwords reduce the chances that users will write passwords on paper. By sending security tokens instead of passwords “in the clear” across the wire, as well as using SSL channel protection, federated applications become less vulnerable to password-sniffing attacks. By attaching an organization’s digital certificate to each user’s access request, the authenticity of those access requests is ensured. And, by making access to resources dependent on security tokens generated by a user’s sponsoring organization, changes in a user’s directory account automatically impact the tokens the user can receive, ensuring that only appropriate access (based on a user’s identity as of the moment the token is requested) is granted to external partner applications. ADFS can also be used to implement least privilege polices.
Reduced Attack Surface

Microsoft IT estimates that ADFS reduces its network’s attack surface in several ways, including:

· 12 percent reduction in attack surface compared to legacy authentication modules such as basic password-based authentication.

· 13 percent reduction in attack surface by eliminating trust between the corporate network and extranet, in cases where trust was previously required.
· 18 percent reduction in attack surface by using ADFS to implement least privilege policies.

Lower Network Administration and Help Desk Costs

Microsoft anticipates lower network administration and help desk costs by using ADFS to transfer account administration to participating partners, in the case where partners are accessing Microsoft federated applications. A partner hosting an Account Federation Server is responsible for verifying user credentials against Active Directory for generating security tokens. Microsoft, which estimates the help desk cost of just one password reset at more than U.S.$50, places the administrative costs of supporting a single partner’s organization’s users prior to ADFS at about $100,000 a year. These expenses are largely removed with the ADFS model because the user accounts are administered by the partner.
Note: Although any current Web browser with JScript enabled should work as an ADFS client, only Microsoft Internet Explorer 6, Internet Explorer 5.0, Internet Explorer 5.5, Mozilla Firefox, and Safari on Apple Macintosh have been tested by Microsoft.

Best Practices

· Protecting Traffic. It is strongly recommended that traffic across the Internet be protected by TLS/SSL or other means, such as Internet Protocol security (IPsec).

· Create User Scenarios. A good way to begin designing your ADFS deployment is to document the different ways in which you expect, and want, users to use federation. 

· Begin Work on Agreements Early. Legal agreements should be readied for use with partners with whom resources will be federated. 

Global Microsoft IT Environment

The Microsoft enterprise is large, complex, and constantly changing. The mission of the Microsoft IT group is fairly unique. In addition to running a world-class utility that keeps the business productive, its primary mission is to be Microsoft’s first and best customer. This involves testing all enterprise software in the early stages of beta development by deploying it throughout the company, providing valuable feedback to product groups to ensure predictable and trustworthy services for customers, clients, and partners. The following data gives some idea of the environment in which this all occurs (numbers are approximate):

· Nearly 90,000 users of IT

· More than 300,000 computers and devices

· More than 400 sites supported worldwide

· Global line-of-business (LOB) applications (for example, Siebel, Clarify, MS Sales, and World-Wide Sales and Marketing Database)

· Global Virtual help desk

· Seven sites running Microsoft Exchange Server globally

· 110 servers running Exchange Server

· 38 mailbox servers

· More than 3 million internal e-mail messages per day

· More than 8.8 million external e-mail messages per day

· More than 6.8 million e-mail messages blocked per day

· More than 7.5 million remote connections per month

For More Information

Contact your local Microsoft office at http://www.microsoft.com/worldwide or visit http://www.microsoft.com/technet/itshowcase
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