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Introduction to Managed Services

When you provide your customers with comprehensive management and security services, they can increase network security and stability while lowering the cost of system maintenance and administration. The following sections will help you understand managed services in general and provide a foundation for implementing a comprehensive managed services offering.

Comprehensive management and security services enable your customers to outsource critical information technology functions and simplify the management of their IT infrastructure. Its implementation enables small and medium-sized organizations to stop spending all of their internal IT staff’s time on maintenance and troubleshooting and instead have them focus on more strategic projects. Comprehensive management and security services can reduce the administrative overhead for your customers while providing an up-to-date, stable, secure infrastructure to run their day-to-day operations.

Small and medium-sized organizations typically want to work closely to establish customized IT support strategies with IT service partners. They are seeking trustworthy service providers to support their critical IT systems, with the knowledge that those providers will have access to their confidential data. Managed services, security, and associated support offerings expand your ability to address customer needs and fill a gap left by traditional consulting companies.
Understanding Managed Services

To implement a comprehensive managed services offering, you must be familiar with managed services in general and the comprehensive managed services model in particular. If you are the innovator proposing that your organization add managed services offerings, you should also be familiar with basic business reasons to adopt the comprehensive managed services model.
What Are Managed Services?

There are several approaches to managed services that are based on where staff and hardware are physically located and on what services are being provided. Some offerings provide only remote monitoring and security, data warehousing and hosting, or packaged software distribution. Because of this significant potential for variation, comprehensive managed services offerings do not mean the same thing to everyone.

What Is the Comprehensive Managed Services Model?

The comprehensive managed services model describes a way of providing management and security services that can increase network security and stability while lowering the cost of system maintenance and administration. The model relies significantly on remote management of customer systems, but offerings can include onsite visits or even continuous onsite presence. Through leveraging the expertise and infrastructure of your organization and applying the comprehensive managed services model, your customers can experience increased uptime, greater satisfaction, and reduced cost of configuration and maintenance of their IT infrastructure.

A comprehensive managed services offering provides organizations with year-round, 24-hour remote monitoring, patch management, critical updates, current software platforms, software distribution, backups, anti-virus protection, and spam filtering. Through removing system management and security responsibilities from the your customer’s IT staff  and by providing end-user support services, your customer's staff can focus more on the strategic needs of their organization as opposed to the daily tasks required to keep their network environment stable.

This comprehensive, yet flexible model can help you build a foundation for long-term revenue generation for your organization. By creating customized solutions based on the comprehensive managed services model, you can increase both your short-term business opportunities and your long-term revenue stream. Offerings based on the comprehensive managed services model can include:

· Fixed-fee, per-device support with no customer ownership of hardware. Your customer is charged a predictable amount per network device (e.g. server, workstation, or router) over a specific period of time (one to three years). This monthly fixed fee can include all hardware, software, and services required. 

· Fixed-fee, per-device support for customer-owned hardware. If your customer chooses to purchase hardware and software via their existing vendor or leasing agent, your monthly fixed fee amount would include the services required to remotely monitor, patch, and upgrade all network devices and systems under management.

· Time and materials billing. In some cases, you might offer a fixed fee for the initial configuration of the environment (assessment, standardization, and upgrades), but your customer pays for all ongoing administration for monitoring, maintenance and site visits entirely on a time and materials basis. You also can provide the initial configuration on a time and materials basis.

By providing your customers with comprehensive managed services, you can open the door to many additional service offerings. These service offerings might include the introduction or expansion of existing technologies such as messaging, intrusion detection and prevention, voice over Internet Protocol (VoIP), digital rights management, or Web hosting and monitoring. 

The key benefit to your organization in adopting the comprehensive managed services model is that can help you understand that every service you currently provide can be offered as a component of your managed services offering with the proper planning, packaging, and delivery.

Why Choose the Comprehensive Managed Services Model?
As small and medium-sized organizations become more dependent on information technology and the Internet, they increasingly want features, functionality, and security that in the past were available only to large enterprises. However, the expense required to design, deploy, and maintain such an environment is often too great for small and medium-sized organizations. Due to economies of scale, when you provide remote management and security services your smaller customers can take advantage of the features and benefits that previously were exclusive to large organizations. Solutions based on the comprehensive managed services model can provide your business with the opportunity to enhance many aspects of your customer’s environment and provide a convenient method of lowering their IT costs. By offering comprehensive managed services, your organization can take advantage of economies of scale by building an infrastructure that can provide critical IT services to all of your customers rather than each of your customers having to support these services internally. Additionally, it provides a business model that can increase your total revenue, improve employee retention, and help to create long-term business relationships.

As an IT solution provider, your organization can realize many benefits from a comprehensive managed services offering. The demand for remotely managed and secure environments is growing rapidly, which provides opportunities for your organization to expand revenues and enhance customer service offerings. In addition, new regulations, such as the Health Insurance Portability and Accountability Act (HIPPA) and Sarbanes-Oxley, are affecting how some organizations must track, document, and secure their internal and external information. Those new regulatory burdens drive demand for cost-effective solutions to support compliance. When your customers use comprehensive managed services to maintain their infrastructure, their in-house IT staff can focus on adding new capabilities or helping users become more productive with existing systems. When you develop comprehensive managed services offerings, your organization can profit by providing your customers with a standard or customized solution that meets their needs. Applying the comprehensive managed services model can help to position your organization as a market leader at the forefront of security and managed services technology. Mastering the mix of technical and relationship management skills required of successful managed services companies will help your company win small and medium-sized IT outsourcing business and prosper in today’s challenging environment. 

Introduction to Implementing a Comprehensive Managed Services Offering
To implement a comprehensive managed service offering, you must consider the requirements of implementing the infrastructure and services offerings for both your organization and your customers. Before your organization can offer managed services to its customers, you must create an infrastructure capable of providing those services. After your internal infrastructure is prepared, you will need to prepare the infrastructure of each new customer for comprehensive managed services. The following sections provide a general overview of the steps you will need to follow to create a managed services infrastructure capable of supporting your customers. 

Overview of Implementing a Comprehensive Managed Services Offering

The major phases of creating a comprehensive managed services infrastructure are deciding which services to include, developing internal processes for handling management tasks, and developing and documenting technical procedures. 

The first phase in creating a managed services infrastructure is to determine the services that you will provide. When you are planning to provide remote management services, you might find many components of your offering will duplicate services that you have been performing onsite previously. After you begin offering comprehensive managed services, you can benefit from focusing on your organization’s core competencies and using other Microsoft Partners to cover services outside of those core competencies. As your organization’s skills, experience, and confidence grow, so will your areas of core competence.
To provide an effective comprehensive managed services solution, you must be able to provide the infrastructure services that your customers need at a lower cost than they can pay to provide it themselves. Regardless of the managed services that you provide, you will need internal process management systems, call center capabilities, and remote access to customer sites. 

Implementing a comprehensive managed services offering based on remote management and support has three phases: creating a comprehensive managed services infrastructure, transitioning your customer to the comprehensive managed services environment, and providing ongoing monitoring and support. 

The first phase consists of creating the necessary infrastructure for your organization. You can take either a centralized or decentralized approach to establishing the infrastructure components required to provide managed services. For a centralized system, you will add the functionality to your existing infrastructure. If a centralized approach is not viable for your target solutions and customers, you can create a virtual data center through a combination of centralized services and strategic relationships with third-party affiliates who specialize in a specific area.

The second phase consists of transitioning your customer to the comprehensive managed services offering. Establishing the remote management environment for your customer entails your sales and technical teams working with the customer to determine the scope of the managed services solution. After the scope and organizational requirements are defined, the technical team completes a site survey, designs the technical solution, creates a detailed implementation plan, and pilots and implements the solution. The implementation phase is complete when the managed services solution is deployed and functionality is accepted by the customer.

The third phase consists of providing ongoing comprehensive managed services to your customer. After the comprehensive managed services environment is established and the customer has accepted the functionality, the designated managed services team assumes responsibility for monitoring the customer environment and responding to service requests. 

Why Establish a Comprehensive Managed Services Offering?

By establishing a comprehensive managed services offering, you can enable your customers to outsource critical and time-consuming IT functions while simplifying the management of their infrastructure. Small and medium-sized organizations can stop spending time on routine maintenance and troubleshooting requirements, enabling them instead to focus their internal IT staff on strategic projects. Managed services can reduce the administrative overhead for your customer while providing an up-to-date, stable, and secure infrastructure to run their organization.

A value-based and secure outsourcing solution can provide your customers with the infrastructure services they need at a lower cost than they would pay to provide it for themselves. Your organization can take advantage of economies of scale by building an infrastructure that can provide critical services to all of your customers, rather than each of your customers having to support these services solely and internally. 

You can realize many benefits by providing comprehensive managed services. Offering managed services enables you to enhance many aspects of your customer’s environment and provides them with a convenient way to lower their infrastructure management costs. When you base a business plan on the comprehensive managed services model, it is both proactive and predictable, which enables you to increase your organization’s revenue and improve your employee retention. Applying the comprehensive managed services model can help you create long-term business relationships both internally among your teams and externally with your customers. The model also enables you to provide offerings that effectively have your clients pay for your technical staff to learn the latest technologies. 

Additional short and long-term benefits include:

· Ability to build a long-term and reoccurring revenue stream

· Development of long-term customer relationships that rely on embedded support

· Increased overall consulting services gross profits

· Increased IT staff productivity 

· Higher average revenue per consultant

· Increased average revenue and gross profit per customer 

· Increased opportunity to up-sell time and material consulting and support 

In August of 2004, the analysts from the IDC (www.idc.com) noted a rapid growth and demand for managed services offerings in the small and medium market place, as well as a need for the service providers to build a successful and cost effective model and methodology to meet those demands. IDC has profiled Bedrock Managed Services and Consulting as an organization with a successful approach in building a managed service model that provides solutions for the demands and challenges in today’s world of rapidly growing and changing IT. 

Deciding to Build a Comprehensive Managed Services Offering

As a Microsoft Partner, you can realize many benefits by offering comprehensive managed services, but there are also many questions to consider. What are the opportunities for your business? How will providing managed services affect your organization? What resources are available to you? 

In the following sections, you will prepare yourself for the decision making process by learning the basics of building a comprehensive managed services offering. You also will learn about the benefits providing comprehensive managed services, how affiliate and customer agreements work, and how you can win support for adopting the comprehensive managed services model within your organization.

Building a Comprehensive Managed Services Offering

When deciding to build a comprehensive managed services offering you must: identify your business opportunities, create a managed services business plan, determine whether a new comprehensive managed services offerings is right for your company, and identify likely internal effects of adding the offering. 

Identifying Your Business Opportunities

Your primary business opportunities focus on establishing yourself as a trusted advisor to your customer by providing:

· A cost-effective monitoring, management, protection, and support solution

· Infrastructure technology provided by affiliates that you can mark up when you bill customers
· Solutions based on enhanced knowledge of customer needs and an in-depth understanding of their current environment

· Customer expansion services (e.g. remote offices and secure VPN access)
Other opportunities that might arise from this solution include:

· Sell and configure core infrastructure hardware 
· License and deploy core infrastructure software

· Provide supporting technology solutions like VoIP, intrusion detection systems, or thin clients

Business Opportunities for Small and Medium-sized Organizations

For the purposes of this handbook, a small organization is a customer with 75 or fewer desktops and one or two servers. A medium-sized organization typically has 50-500 desktops and an average of nine servers.

Target Customers
Small and medium-sized customers with one or more of the following attributes will present the greatest opportunity for selling comprehensive managed services:

· Limited or no in-house IT staff

· Limited or cost-prohibitive support available in the organization's location(s)
· Multiple, small locations making onsite IT staff less cost efficient

· Frustration with other support options that are inefficient or ineffective

· Require Internet connectivity yet are concerned about security risks

· Desire improved cost efficiencies through the use of up-to-date technology

· Recently lost their in-house IT support 
· Rapidly growing organization that is looking to add more help desk or LAN administrators to handle routine tasks such as applying security patches, maintaining virus updates, changing passwords, or proving compliance with business integrity regulations
· New organization that is looking to hire an internal computer person

· An organization that is acquiring other organizations and trying to integrate the systems cost effectively

· A new organization that is spun off from an existing larger organization and has no current IT staff

· K-12 school districts that cannot afford to hire internal IT staff year-round 

· Local governments that cannot afford a full-time IT department

· Organizations with server, desktop, or network hardware with a lease that is about to expire

· Organizations that know they must replace their server hardware

· Organizations wanting to reduce capital expense due to hardware and software licenses purchase

· Organizations that want to spread payments over time

· Progressive clients that recognize the value of their IT investment and seek maximum leverage through comprehensive support
· Timeshare option: customer looking for cost-effective way to gain access to experts
Business Opportunities for Larger Organizations

Enterprise customers face many of the same challenges as small and medium-sized organizations, but because of historical perceptions of IT staff requirements and economies of scale, the opportunities for a comprehensive managed services solution are similar. Your approach, however, might be dramatically different.

Note: For the purpose of this document, Enterprise organizations are defined as those with more than 500 desktops and more than 10 servers.  It’s also important to note that Microsoft is incubating a managed desktop solution targeted at large enterprises that is complimentary to partner managed service offerings.  

Enterprise accounts usually have an internal IT staff. Studies show they spend 70-80 percent of their time on low-level, IT support functions. A comprehensive managed services solution compliments the Enterprise account’s internal staff. It lets in-house IT staff focus on being system architects, strategists and project managers, while your staff take care of day-to-day IT operations and assist with implementing the latest technologies.

A prime opportunity to reach an Enterprise account is after you help them upgrade or roll out a new technology. This is the time to sell managed services. Emphasize that for a small fee, your organization will keep the new system patched and current. Other prime times to reach Enterprise accounts is when in-house IT staff leave, when the company grows, or when their work load is increasing.

Enterprise accounts tend to purchase comprehensive managed services in an ala carte fashion – starting out with monitoring and patching, for example – rather than purchasing full management as many small and medium-sized organizations choose.

Enterprise customers are more likely to purchase managed service for systems they deem strategic for the organization. They need these systems to be predictable and want a proactive level of IT management rather than the reactive, chaotic environment many currently live with.

Creating a Business Plan

A good business plan will focus on three major areas:

1. How to sell and market managed services to your customers.

2. Creating a cost effective technical managed services solution for your customers.

3. Providing operations and ongoing support for managed services.

You can use many sections from this handbook to assist help you build a business plan. A general business plan should include the following sections:
· Executive Summary

· Mission Statement
· Vision Statement

· Objective
· Company Information

· Ownership
· Locations
· Organizational Structure
· Services
· Service Descriptions
· Competitive Analysis
· Sales and Marketing Overview
· Fulfillment
· Technology

· Future Products

· Strategy and Implementation
· Strategic Initiatives

· Milestones

· Employment Strategy

· Customer Strategy
· Partner Strategy
· Pricing Strategy
· Promotion Strategy
· Competitive Strategy
· Marketing Strategy
· Sales Strategy

· Sales Forecast

· Back Office Strategy
· Investment Strategy
· Growth Strategy
· Market Analysis

· Management Summary

· Financial Plan

· References
Determining Whether Adding a Comprehensive Managed Services Offering Is Right for Your Company

If you are a Gold Certified Partner with Microsoft Competencies in Security, Infrastructure, or Advanced Infrastructure, you have the core skills needed to build a comprehensive managed services offering. Even if you are not a Gold Certified Partner, having at least two Microsoft Certified Systems Engineers (or equivalent) on staff can mean you are ready to build a managed services offering that can provide more predictable revenue for you and a more cost-effective solution for your customers.

Microsoft Partners who specialize in applications development, business intelligence, or information worker solutions also might want to consider building a managed services offering. If you develop customer applications and have had functionality problems in customer environments, comprehensive managed services might help your customer. Providing effective managed services can improve customer perceptions of your other solutions and minimize infrastructure-induced issues with your solution. An existing comprehensive managed services relationship also can help you to deploy your custom application quickly.

Infrastructure Requirements and Costs

To launch a comprehensive managed services offering, you need a solid, reliable infrastructure. This does not mean you need to make a large investment. You already might have many of the necessary functions in place. Your organization must be able to provide remote management, notification, and reporting capabilities for the customer environment. In addition, your managed services infrastructure must be transparent to customers, cost less than customers can pay to provide it themselves, and hosted by you directly or as a reseller for an affiliate

You can provide comprehensive managed services in several ways, depending on your existing infrastructure:

· Use an existing data or network operations center: If your organization already has a data or network operations center, you can leverage that investment for managed services.
· Create a virtual data center: Advances in security technologies make it is easier than ever to deliver managed services regardless of geography. You can integrate standard phone systems, e-mail systems, and voice over IP (VoIP) technology with Microsoft Windows® features like Remote Desktop to provide routine management and user support.
· Work with affiliates: By working with affiliates who specialize in services like anti-virus solutions, you can take advantage of economies of scale without needing to invest in additional staff and equipment. 
Whether your organization delivers comprehensive managed services through your own operations center, a virtual data center, or affiliates, the infrastructure needs to provide:

· Remote access to customer sites: This dramatically improves response time. You can establish remote access through VPN tunnels using Windows technologies like Terminal Services and Remote Desktop. Whatever technology you use, you should standardize as much as possible on a single access method to improve your operational efficiency.
· Internal process management procedures: Help ensure you meet customer agreements by providing standardized call continuity, problem logging, issue resolution, and customer change management. The supporting systems might be as simple as a dispatcher and a Microsoft® Office Access database, or they might require deploying service desk software such as the Microsoft CRM services module and provide associated training. The complexity will depend entirely on the type and urgency of services you provide to your customers.
· Call center capability: You must be able to receive customer calls or e-mailed requests properly, log the issue presented, and track the issue through to resolution. As you begin, this might be an addition to the responsibilities of an existing dispatcher or help desk, but can grow quickly to demand a larger staff. 
Administrative and Staffing Requirements and Costs

Establishing a successful managed service offering requires coordinated sales, technical, and administrative teams to provide tailored solutions to each customer. To provide comprehensive managed services, you will need someone in your organization to fulfill the following roles:

· Billing administrator

· Financial analyst

· Contract specialist

· Operations manager

· Solutions architect

· Technical specialist

· Project manager

· Resource coordinator

· Sales and customer liaison

· Emergency support

If your organization already provides infrastructure solutions, you can add these roles easily to existing staff responsibilities. As your managed services client base grows, you might need to dedicate specific staff to each of these roles. The table below outlines current staff positions that can cover the responsibilities needed for managed services.

	Managed Services Role
	Existing Infrastructure Staff

	Billing administrator
	Accounting staff

	Financial analyst
	COO, general manager, president, CEO

	Contract specialist
	Head of managed services

	Operations manager
	Head of consulting services

	Solutions architect
	Staff or consultant MCSE

	Technical specialist
	Internal IT support

	Project manager
	Project manager or billable consultant

	Resource coordinator
	Office manager, scheduler, or administrator

	Sales and customer liaison
	Account manager or sales representative

	Emergency support 
	On-call billable consultant


Administration
You will need legal help to review customer contracts and affiliate agreements and accounting staff to track managed services revenue and costs. Accounting staff might also need to address credit checks, credit card payments, and invoicing in advance.

As your managed service organization grows, you might need to create a Web site to enable internal employees and customers to view reports, track changes, open incidents, and make change requests. Staffing and administration costs depend completely on how quickly you want to expand your managed services business. Typically, you should let staff grow as business dictates instead of hiring many people and hoping business will come.
Marketing Requirements and Costs

When you start a comprehensive managed services offering, you will use existing sales representatives to promote it, thereby making sales staff requirements and costs virtually nonexistent. The only requirement is training. 

You will need to develop marketing materials to help sell a comprehensive managed services offering. These materials should include:

· Brochures

· Case studies

· References

· Web site

· Internet

· Intranet

· Sales templates 

· Sell sheets

· Pricing guide

· FAQ

· Presentation materials

For more information about developing these materials, see “Developing Sales and Marketing Material” below.

You might also want to consider developing:

· Call campaigns

· Web seminars

· Seminars

· Radio and TV ads

· Billboards
Training Requirements and Costs

Staff will require training in comprehensive managed services. You should require technical staff to follow Microsoft best practices documentation, including how to set up, configure, optimize and maintain each type of server on a daily, weekly, monthly, and quarterly basis.

Technical staff also will need training in:

· Microsoft Operations Manager

· Microsoft Exchange Server

· Microsoft Windows Server™ Update Services

· Microsoft Active Directory®
· Microsoft Systems Management Server (optional)

Microsoft Internet Security and Acceleration Server (optional)

Your entire staff also should be familiar with Information Technology Infrastructure Library (ITIL) methodology and the Microsoft Operations Framework (MOF). See the following Microsoft TechNet articles on Service Management Functions to help you get up to speed:

· Change Management

· Configuration Management
 

· Problem Management

· Incident Management

· Release Management

· Capacity Management

· Availability Management

· Financial Management

Facilities Requirements and Costs

Unlike the application service provider (ASP) model, providing comprehensive managed services does not require a network center. If your organization already has such facilities, you might choose to leverage that investment for your managed services offering. However, you can implement comprehensive managed services without data center facilities if your customers choose to keep their servers on site. Many customers prefer to keep their equipment in their own facilities.

If a customer wants the services of a full data center and you do not want to support those resources directly, you can rent rack space from a suitable data center provider. You can help your customer shop for the best provider just as you help them determine the best hardware. The cost to rent rack space is typically pay as you go. If you choose a hosted setting, you can either resell that or let the customer purchase it in their name. The latter option might be preferable because the margin you make is small. A cost-effective way to start offering comprehensive managed services without investing in any facility is to use affiliates to provide your monitoring, patching, and end-reporting services. See “Understanding Affiliate Agreements” below for more information.

Technologies like e-mail, instant messaging, text messaging, pagers, and cell phones make it easy for consultants who provide managed services support to be notified automatically by affiliates when thresholds are exceeded. Thanks to these technologies, you can pay for laptops, cell phones, and pagers rather than investing in buildings. Taking a virtual data center approach can enable your staff to bill more hours at customer sites rather than spend time watching a monitor or traveling between locations.

You might choose to have a small office for administrative staff, meeting space, Internet connectivity, access to a color printer and marketing materials, or if you offer break fix, hardware and software resale, or training services.

Identifying the Organizational Impact of Adding a Comprehensive Managed Services Offering

Before starting a comprehensive managed services offering, communicate your vision for this new offering to your employees. Communicate why you are adopting this business model and be sure staff understand the benefits to both your customers and your organization. Get everyone involved in planning and discussions, including planning, sales, and operations staff. Explain the framework of the comprehensive managed services offering, stressing the benefits to the company, including: 

· Pay as you go cost structures

· Strong ROI potential

· Reoccurring revenues

Seek out members of your staff who want to be involved because they want to help explore the opportunity. 

When some employees hear the term managed services, they fear that the company will turn into a shop that does not value their expertise in the latest technologies. Be sure to address this concern by letting staff know that a comprehensive managed services offering will, in fact, require them to work with latest technology. 

Whenever customers talk about wanting a lower hourly rate, your staff should tell them about comprehensive managed services. When you first launch your comprehensive managed services offering, meet with your staff monthly. Later, quarterly updates should suffice. 

The Impact on Technical Staff
Technical Staff typically joined your organization because they like working with the latest technology. When you move to managed services, some might be concerned that the company’s focus will change to offer only patching and monitoring. In reality, patching and monitoring leads to future upgrades and more of the work they want to do. When moving to a comprehensive managed services offering, you will need technical staff who are on call 24 hours a day, seven days a week. This might be a change for your company. You might need to provide additional compensation for this continuous coverage. 

The Impact on Operations

Operations staff will need to:

· Handle more customer calls and communication

· Arrange agreements and manage integration with affiliates

· Generate and collect more invoices

· Make credit checks

· Arrange to receive credit card payments

· Consult with an accountant to prepare profit and loss statements 

· Work with legal counsel to review and modify contracts 

· Obtain or increase appropriate insurance and increase your general liability amounts

The Impact on Sales and Marketing
Comprehensive managed services will affect how your sales and marketing staff work. Educating your sales staff is critical to a successful transition, as is seeking their input on how to package and price a comprehensive managed services offering. After you position your offering, encourage them to seek customer input as they communicate the overall vision. If the sales pitch is not properly positioned, customers might think you are trying to outsource all their IT support, which could make them lose interest in your offer. 

After you establish a comprehensive managed services offering, your sales staff should conduct regular month-end reviews with customers to ensure all is well. They should review trend analysis and solicit feedback. In addition to the customer and sales representative, a senior technician and the account manager should participate. Good marketing and sales materials are critical. Get internal staff to help develop these sales materials and update your Web site frequently.

Designing the Business Model Architecture for Your Comprehensive Managed Services Offering 

A comprehensive managed services offering requires the following core building blocks:
· Remote monitoring

· Automated reporting

· Remote control and troubleshooting capability

· Event notification

· Trend analysis

· Monitoring 

· Managing

· Optimizing

· Protecting

· Patch management

Depending on your assets, you might choose to leverage an existing network operations center, data center, or monitoring solution that you already have in-house. If you do not have these facilities, look to an affiliate to help you get a monitoring and patch management system in place quickly and cost-effectively. Consider creating a managed services steering committee to discuss additional services to provide for customers. 

Your technical staff consultants probably will want to build everything internally, which requires substantial financial investment in hardware and software. Make sure to challenge them to find the most cost-effective solution for your organization. Consider implementing secure instant messaging so you can respond to customer issues more quickly. It enables you to see easily which consultants are available to respond to a customer-related problem.

Understanding the Benefits of the Comprehensive Managed Services Model

Comprehensive managed services offerings for small and medium-sized organizations can enable you to enhance many aspects of both your organization and your customer’s IT environment. You can gain various benefits such as increasing your overall revenue and increasing employee retention, while your customer’s primary benefits will evolve from the convenient and secure method of successfully maintaining their infrastructure while lowering costs.

The following sections provide details about the low costs of implementing managed services solutions, including the benefits of vendor affiliations, the pay-as-you-go model, original equipment maker (OEM) branding, and the ease of selling comprehensive managed services.

Low Cost of Implementation

To manage and secure customer environments comprehensively, you must have a strong technical infrastructure and associated internal services. Depending on your organization’s goals and core strengths, your infrastructure approach will be more or less centralized. Because the comprehensive managed services model is flexible in terms of centralization, you can choose the most efficient mix of internal and external resources to support your offerings to customers. The following sections describe the benefits of working with other service providers and introduce you to the pay-as-you-go model for vendor affiliations.

Benefits of Working with Other Service Providers

If your organization is ambitious, adding to existing infrastructure and increasing staff might be most cost effective. In most cases, however, you will probably achieve the lowest costs by taking a decentralized approach and working with other firms who can cover the gaps in your hardware or staff resources. If you take a decentralized approach to providing managed services, you still can take advantage of economies of scale through relationships with other service providers who specialize in areas outside your organization’s core competencies. Coordinating with other service providers enables you to provide turnkey comprehensive managed services solutions to all of your customers regardless of gaps in your infrastructure or staff resources. By carefully planning and establishing affiliations with other firms, you can benefit from the following:

· Access to economies of scale

· Increased IT management cost predictability

· Increased IT return on investment
· Higher average annual gross profits

· Reduced infrastructure, staff, and training expenses

· Rapid deployment and implementation of new technologies

Understanding the Pay-as-You-Go Model

When you form agreements with vendors and other service providers, focus discussion on their pricing models, but keep your business objectives and how you want to position your offerings in mind. You can establish several pricing models and model variations to meet the needs of both your organization and your customers. When you adopt a pay-as-you-go strategy, your organization pays your affiliates for the infrastructure, services, and applications that you will be using to provide comprehensive managed services. Instead of individual affiliates sending separate invoices your customers, affiliates invoice you monthly and you invoice customers monthly.

To gain the most advantage from a pay-as-you-go strategy, build a pricing agreement with each of your affiliates that will enable you to pay on a monthly basis, is flexible, and is based on predictable usage. This model should be flexible to include the monthly option to increase or decrease the amount of usage or services, so in return, you can provide the same flexible, yet tailored options to your customers.

Partner Branding 
When you build relationships with other providers, OEM branding for your organization can be a key element. The entire solution should have the ability to be branded and labeled in your organization’s name. You need suppliers who will enable you to maintain your company name on all reports and associated documents that are involved in creating and selling your managed service offering, in addition to having the flexibility to support a pay-as-you-go strategy. 

OEM branding will help to ensure that your organization is the one point of accountability, with the partnerships and agreements you maintain within your managed services solution and architecture transparent to your customers. When your customers refer to your Web site to obtain monthly reports and invoicing parameters that you have mutually determined, each of those documents and invoices should be branded with your organization’s name, not the third party vendor or provider.

Ease of Selling 

Comprehensive managed services are easy to sell because they offer significant advantages. They enable your customers to simplify the management and optimize the efficiency of their infrastructure by outsourcing critical IT functions. Small and medium-sized organizations can stop spending all of their internal IT staff’s time on maintenance and troubleshooting and instead focus on more strategic projects. By providing your customers with remote management and security, you can help them to reduce their administrative overhead while providing an always up-to-date, stable, secure infrastructure to run their organization.

Comprehensive managed services and associated support offerings expand your organizational abilities to address customer needs and fill a gap left by traditional consulting companies. In addition, comprehensive managed services provide a solution to make IT spending dollars more predictable and budget friendly. By establishing comprehensive managed services offerings, your organization can provide solid, honest, and secure resolutions to the most common issues your IT customers face today. The following table illustrates some common customer challenges and the solutions that comprehensive managed services can provide.

	Challenge
	Solution

	We do not have enough resources to stay current.
	As more and more demands are made on IT departments, it is common for IT staff to be over-allocated. In small and medium-sized organizations, it is common for all available staff to be assigned to critical tasks, leaving little or no time for necessary maintenance such as patching and upgrading existing systems. Comprehensive managed services can address this need by keeping systems current and enabling your customer to focus internal IT staff on critical needs or to scale back or eliminate their internal IT department.

	We’ve heard bad things about traditional IT service outsourcing.
	In the past, organizations that outsourced IT services might have spent money for initial deployments or when systems broke, yet failed to budget for routine upgrades or system maintenance. This procrastination can lead to even greater expenses because systems that are not properly maintained often will experience more frequent and more critical errors. Relationships based on the comprehensive managed services model can address this need by providing a continuous, low-cost, non-threatening solution to keep systems healthy and current.

	We spend too much time on maintenance and troubleshooting.
	Many organizations understand the need to keep systems current and have upgrade plans. However, these same organizations end up spending all of their time supporting outdated systems and fixing problems, which prevents them from implementing the planned upgrade projects that could address the underlying cause of many of their problems. Comprehensive managed services can reduce maintenance and troubleshooting needs significantly by addressing the underlying causes of unstable systems.

	We do not have enough time to learn best practices.
	Regular training and research is critical for IT staff. Often, IT staff are not given the time necessary to base their solutions best practices. A poorly planned or executed project often requires more time troubleshooting and increases expenses during and after the implementation. Solutions based on the comprehensive managed services model can address this need by incorporating current best practices and world-class expertise for less than customers often spend maintaining their own IT department.

	Staff with other primary job functions are currently providing IT support.
	Many small organizations view the cost to hire full-time IT staff as excessive. Even when there is no cost justification for a small organization to hire full-time IT staff, they still need some IT support. As a result, top executives and upper management often provide many of the network administration and help desk services typically supplied by internal IT staff in other organizations. Although this is often viewed as a cost savings, executive or management staff time is expensive, and handling IT problems is a distraction that can reduce their ability to provide strategic direction. Furthermore, casual system administration by unqualified part-timers often exacerbates problems in a small organization’s already fragile infrastructure. Comprehensive managed services can address this problem by providing IT services small organizations need.


Understanding Affiliate Agreements
An affiliate is a third party that you can pay to provide components of your comprehensive managed services offering that are beyond your organization’s resources or goals. Through affiliates, you can gain the benefits of economies of scale, lower your total cost of operations, and reduce your liability. Strong affiliates can complement your strengths while helping you to build long-term customer loyalty. 

Again, remember that when you include an affiliate’s component in your comprehensive managed services offering, you are endorsing the stability and value of that component. You must ensure that the component meets both your internal standards and customer needs. When you provide comprehensive managed services, you are the one point of accountability, so you must choose your affiliates carefully.

An affiliate agreement outlines the terms, conditions, and service level expectations between your company and an affiliate vendor or service provider. Unless you can meet every need specified in a customer service level agreement, affiliate agreements will be critical to your success. They maintain the foundation of the service level expectations and flexibility provided by your managed service offering. They are also important because they govern the overall relationship between your organization and your affiliate vendors and service providers. 

After determining the technologies and services that you want to include in your comprehensive managed services offerings, you should ensure that you have the necessary affiliate agreements in place. As a managed service provider, you need to ensure the components of your managed service offerings are tested and proven. When you offer software, devices, or services as a component of comprehensive managed services, you are endorsing the functionality, stability, value, and benefit that the component provides. When an affiliate provides a managed services component, you must take steps to protect the levels of service you must provide to uphold your customer agreements. Use affiliate agreements to ensure that you can hold affiliates accountable in the same way your customers can hold you accountable. Affiliate agreements will vary depending on the managed services components that you want to outsource. Typically, an affiliate agreement will dictate key contractual elements such as: 

· The effective dates of which the agreement will be in force and supported

· The total associated cost for services or products purchased leased or hosting

· The guidelines for distributor or reseller rights to market and resell or host their software, product, or service

· A detailed list of limitations and permissions of both your organization and your vendor affiliate or service provider

· The accepted commission or agent fee that is associated with each service or product provided

· The accepted service level expectations and customization permissions for each product of service

· The cancellation clause with associated timelines and penalties 

For an example of an affiliate agreement, see Affiliate Agreement.dot in the supporting documents included with this handbook."

Overview of Affiliate Options and Pricing

Affiliate options and pricing will vary greatly depending on the services that they provide. This information is typically outlined and mutually accepted in each vendor affiliate agreement. To help ensure that you obtain the best value from affiliate agreements, research and compare at least three potential affiliates for each managed services component that you want to outsource. Factors to consider in your assessment vary according to the managed services component:

· Anti-spam. Many vendors offer anti-spam solutions in a variety of forms, ranging from hardware filters to proprietary and open-source software. You might decide to affiliate with a large Internet service provider (ISP) for spam protection or create your own spam solution. You can implement anti-spam solutions at the client’s site or design them to use an offsite to pre-scan messages before they are forwarded to your customer's site. Regardless of your outsourcing choices, your anti-spam component must cover both mail servers and clients.

· Anti-virus. Anti-virus solutions require multiple layers of protection. Due to the nature of virus propagation, anti-virus defenses typically must be located on the customer premises. One major exception is e-mail protection, which you can offer through a third-party anti-spam SMTP host such as Sybari. You might improve efficiency by providing virus definition updates through an affiliate who can provide logging and update verification for each computer in your customer’s environment. Many anti-virus solutions available on the market support access to a central update server to verify that updates succeeded on downstream devices.

· Automated patching and updating. The recommended approach to offer this service is via Windows Server Update Service (WSUS) or Microsoft Update. Microsoft Windows Server Update Services (WSUS) enables information technology administrators to deploy the latest Microsoft product updates to Microsoft Windows Server 2000, Windows Server 2003, and Windows XP operating systems. By using Windows Server Update Services, you can fully manage the distribution of updates that are released through Microsoft Update. For your smallest customers, you might choose to install WSUS at your own data center and provide patching and updating remotely. For larger customers WSUS will be installed on a server at the customer’s site. For larger customers who also require change and configuration management you can also deploy Systems Management Server (SMS) at their location.

· Backup services. Backup and disaster recovery are critical elements for any customer. Options for managing customer backup include taking over management of existing on-site backups, backing up to a remote data center, or outsourcing backup over a broadband connection. A remote backup solution will require either equipment at your data center or a relationship with an affiliate who specializes in remote backup services. For customers with mission-critical information systems, off-site backups are essential.

· Remote monitoring and alerting. When you set appropriate monitoring thresholds, you will be alerted to developing problems promptly so you can resolve them before they seriously affect services for your customer. Effective remote monitoring can reduce your response time to any service interruption and help uphold your customer service level agreement. There are many options for remote monitoring, such as Microsoft Operations Manager (MOM), Microsoft Small Business Server 2003 Monitoring and Reporting, as well as third-party remote monitoring service providers. When choosing a remote monitoring solution, consider the size of the customer, the factors you must monitor, and the level of customized reporting that your customer expects.

Web services. Services such as Web site and DNS hosting are important when supporting smaller customers who might not have a public Web site or e-mail domain. This is a service you can provide easily by affiliating with a local ISP or national Internet presence provider (IPP) like Microsoft bCentral™, and without the bandwidth constraints or security concerns related to providing these services yourself.

To gain the most from your relationship with each affiliate, you must understand the options and requirements of the component they can provide for your comprehensive managed services offering. This can help you determine whether a particular affiliate’s offering is the best outsourcing option for a particular customer. Some factors to consider when assessing potential affiliates include:

· How does the affiliate track and bill for services, software licensing, or hardware?

· Are the affiliate’s offerings proven in the marketplace?

· Is the affiliate financially and technically stable?

· How long has the affiliate been operating?

· What is the affiliate’s market share?

You should compare the cost and benefits of at least three affiliates’ offerings when choosing an outsourced component for comprehensive managed services, and keep in mind that your total profits will depend on the markup percentage you add to outsourced components when billing your customers. You need to establish variety of pricing options to help you provide as much pricing flexibility as possible for your customers. When choosing affiliates, determine whether they can support the following pricing models: 

· Agent fee-based. Your affiliate pays a specified royalty fee, based on a percentage of the total sell price, to you. 

· User-based. Your affiliate charges you a predetermined monthly or quarterly fee per user. 

· Device-based. Your affiliate charges you a predetermined monthly or quarterly fee per supported device. 

· Subscription-based. This model is based on the volume of users or subscriptions. Because these pricing models typically show significant discounts as volume increases, your costs should decrease as your managed service customer base increases. Subscription-based components enable you to take full advantage of economies of scale and maintain a reoccurring revenue stream with your managed service customers.

· Incident-based. Also known as time-and-materials billing, this pricing model generates invoices by service request that you can mark up when billing the comprehensive managed services customer. Markups for incident-based services are typically higher than other models.

Overview of Affiliate Master Contracts 

A master contract is a general agreement between your organization and your affiliate. It is intended to outline your general terms of doing business while also providing specific information on your company’s extent of liability, insurability, and adherence to standard business practices and policies. 

Although it is common for an affiliate to provide a master contract, you need to ensure that your own master contract standards are in force and that all expectations are set clearly. By establishing clear terms of agreement before beginning an affiliate relationship, your master contract can reduce the risk of disputes between you and your affiliate. As federal regulations continue to hold organizations more accountable for the security and integrity of their IT environments, the master contract will become a standard legal document required for doing business. 

For an example of Master Contract Template, please see Master Contract.dot in the supporting documents included with this handbook.

Overview of Affiliate Service Level Agreements

Affiliate service level agreements (SLAs) are fundamental to both your organization and the affiliates supplying components of your comprehensive managed services offerings. A service level agreement can be a highly effective tool for helping you and your affiliate manage expectations, clarify responsibilities, and objectively assess your company’s service effectiveness. An SLA helps ensure that both parties use the same criteria to evaluate service quality.

The purpose of an SLA is to protect your organization and your affiliates against a service disruption or failure by defining how to address service disruptions and what to do if expectations for resolution are not met. An SLA typically offers some form of financial credit for your organization if contractual service levels are not met by the affiliate. When written properly, an SLA will give your organization a way to mitigate the impact of problems that affect your ability to fulfill your customer service level agreements. 

For an example of a Service level Agreement, please see Service Level Agreement.dot in the supporting documents included with this handbook.

Understanding Customer Contract Agreements

The foundation of a comprehensive managed services relationship with any customer begins with contract agreements. The following sections discuss three sample agreement documents that are included with this handbook. By using documents similar to the ones discussed below, you can establish accountability and liability in clear terms, as well as specify mutually acceptable implementation and delivery expectations for both you and your customers. The three sample agreement documents discussed below are:

· Master Contract.dot
· Statement of Work Template.dot
· Service Level Agreement.dot
While these types of documents can provide a level of protection for any managed services organization, each particular document also serves a unique purpose in establishing agreements between you and your customer. By establishing a mutually accepted, standardized, and documented agreement before beginning your engagement, you can reduce the risks of a dispute with your customer. 

Overview of Customer Master Contracts
The Master Contract document is a general agreement between your organization and your customer. It is intended to outline your general terms of doing business while also providing specific information on your company’s extent of liability, insurability, and adherence to generally acceptable business practices. 

Although it is a good practice for you as an organization to provide a Master Contract to all of your customers, they are generally required for engagements with government, educational, and other public organizations. Because federal mandates and legislation continue to hold these entities more accountable for the security and integrity of their IT environments, the Master Contract will become a standard, required document for doing business. 

For an example of a Master Contract, see Master Contract.dot in the supporting documents included with this handbook. 

Overview of Statement of Work Documents
You and your customer should use a Statement of Work document to outline and mutually accept the definition, design, plan, timeline, and associated cost for the services that you will deliver. The SOW is particularly valuable when you are planning to transition one of your customers from a traditional model of IT service and support to comprehensive managed services.

In most cases, the transition process takes a phased approach that you present as a billable, project-based initiative. When you begin a comprehensive managed services relationship, it is imperative that you create SOW document to set the proper expectations for your customer and to ensure that critical needs are addressed first. 

Your SOW should cover the following:

· Customer needs
· Assessment methods and standards
· Design of the solution
· Migration plan
· Pilot deployment plan

· Full deployment plan
· Testing plan
· Customer acceptance criteria
· Implementation plan
· Recommendation and reporting requirements

· Timeline
· Costs
· Service level agreement requirements

For an example of a Statement of Work Template, see Statement of Work Template.dot in the supporting documents included with this handbook. 

Service Level Agreements

In addition to the points noted above, an SOW document typically will include a service level agreement (SLA). An SLA is a fundamental component of a customer contract agreement that defines and documents the specific terms of engagement and the rules that will govern the relationship between your organization and your customer.

A service level agreement can be a highly effective tool to help you and your customer understand and manage expectations, clarify responsibilities, and assess your company’s service effectiveness objectively. SLAs commonly answer the where, when, and how questions about the services that you are providing. An effective SLA helps to ensure that both parties use the same criteria to evaluate the quality of service that you deliver.

An SLA should protect both you and your customer should an incident or unexpected service interruption occur. In addition, an SLA typically will specify any reimbursement or credit you will provide to the customer if you fail to meet the requirements in the overall agreement. When written properly, an SLA will set the expectation and provide both you and your customer an avenue to mitigate the effect of possible issues that could impact your customer’s environment or productivity for a specified period of time. 

For an example of a service level agreement, see Service Level Agreement.dot in the supporting documents included with this handbook. 

Winning Internal Support for Comprehensive Managed Services 

As a Microsoft Partner, you can realize many benefits from building and implementing a comprehensive managed services offering. The demand for cost-effective, flexible outsourcing solutions for managing and securing IT environments is growing rapidly. This growing demand provides opportunities for your organization to enhance your managed services offerings while increasing your short-term revenues and developing long-term customer relationships.

Providing comprehensive, enterprise-class managed services to small and medium-sized organizations can help to differentiate you from other resellers and service providers in the marketplace. Regardless of the managed services that you provide to your customers—reactive support, proactive management, or the comprehensive package—you can offer powerful benefits to your customers and gain significant advantages for your organization. Adopting the comprehensive managed services model can help you sharpen your competitive edge in the rapidly evolving IT services marketplace.

The following sections describe the organizational, operational, and financial benefits that you can gain by implementing offerings based on the comprehensive managed services model. Understanding these benefits can help you build excitement in your organization about the service offerings your organization can now provide your customer.

Understanding the Organizational Benefits for Your Organization
Becoming a comprehensive managed services provider can help your organization increase the satisfaction and loyalty of your employees. When you implement comprehensive managed services offerings based on remote administration, your organization’s staff can enjoy greater flexibility in providing solutions to customers and more opportunities for professional development through developing specialized skills. 
Some Microsoft Partners have reported that remote management enables their technicians to work from home up to fifty percent of the time, which can contribute to a reduction of office overhead and an increase your organizational flexibility. The convergence of voice over IP (VoIP) and data connections can further enhance the context of remote administration and support through Windows Remote Desktop functionality. When you combine VoIP with a remote management solution, your technicians can provide uninterrupted and seamless customer support from virtually any location at any time. This enables your technical staff to work from virtually any location while providing support for the small and medium market that in the past was available only to very large organizations. 

In addition to helping you make internal work processes more flexible, applying the comprehensive managed services model can help you make selling your services easier. When you enable your sales teams to position flexible and comprehensive managed services offerings, they can offer solutions that are tailored to each customer’s unique needs. Such flexibility in offerings can help your sales and marketing staff maximize their success in generating prospects and closing deals. 

Adopting the comprehensive managed services model can benefit staff across your organization. The following table illustrates some of the benefits for specific roles.

	Organizational Role
	Benefits

	Technical Staff
	A broad base of customer environments to support provides system engineers and technicians with diverse opportunities to increase their knowledge and expertise. Systematic specialization and effective process management enable technical staff to increase both the quantity and value of their billable hours.

	Sales and Marketing Staff
	The combination of broad yet detailed options available with comprehensive managed services offerings enables marketing staff to target unique solutions to specific needs while still providing sales staff with the flexibility to offer customized solutions, including the deployment of infrastructure technologies such as spam filtering, secure e-mail, and Web hosting that are provided by third parties. Approaches based on the comprehensive managed services model also can help enhance knowledge of the current environment and unmet needs of your customers, which can help sales staff target new offers to existing clients. 

	Decision Makers
	Broadening the variety of services that you offer and developing relationships with firms that specialize in areas outside your core competencies can provide robust flexibility that enables your organization to respond quickly to market changes and meet the needs of almost any customer.

	Support Staff
	Remote management technologies, especially when combined with effective third-party relationships, can help your staff provide strong customer support while keeping billable time to a minimum. Flexible scheduling and location options combined with predictable customer relationships can further enhance both the job satisfaction and effectiveness of support staff.


Identifying Operational Benefits

When you provide comprehensive managed services, you can offer increased levels of IT support, security, availability, and performance to your customers. When you are able to provide these increased levels of service, you can generate improved profit margins and recurring revenue streams that are based on reduced and predictable support costs. 

In addition to the workplace benefits for staff you can gain by adopting the comprehensive managed services model, you also can improve your overall operational efficiency by leveraging the flexibility provided by remote management technologies and affiliations with other service providers. By basing your offerings on the comprehensive managed services model, your organization can:
· Plan, design, and implement more secure and remotely manageable environments 
· Provide internal staff with secure and flexible solutions to meet customers’ needs
· Create a solid business model that can lower IT costs and make them more predictable
· Provide on-going remote monitoring, support, and management

· Establish long term agreements that provide opportunities to phase in additional customer systems such as their desktop environment

· Provide a combination of remote and automated technology and support

Identifying Financial Benefits

As a comprehensive managed services provider, you can profit by providing customized solutions tailored to the customer's needs and positioning your organization as a market leader at the forefront of security and managed services technology. 

The primary financial benefits you can gain by applying the comprehensive managed services model include:
· Long-term revenue streams from each of your customers
· Increased profit per customer based on more efficient use of technical staff
· Lowered costs per customer through economies of scale

· Flexible, monthly payment cycles
· Increased service offerings that lower your operating costs
Developing an Operations Process for a Comprehensive Managed Services Offering

Because offering comprehensive managed services is a complex endeavor, you must ensure that your operations processes are well designed, starting with personnel requirements and detailed plans for designing customer-side managed services architecture. Your plans should also cover how you will define service level agreements and policies, including Statement of Work (SOW) documents, and how you will create cost analysis and return on investment documents for your customers. Daily operations will depend on both effective internal support processes and call processes to respond to support requests from customers. Depending on the nature and goals of your business, you might also need to design an internal customer data repository.

Defining Personnel Requirements for Operations Support

The current size of your organization and the skill levels of your operations staff will be major factors in how you begin applying the comprehensive managed services model. To ensure that your managed services are consistent and stable, your staff must be able to handle the increased technical and administrative workload. These staffing needs should be reflected in your organization’s job descriptions. The positions outlined below are for full time employees and the descriptions cover the necessary skill areas for providing comprehensive managed services. Depending on the size and nature of your organization, you might combine some positions or split others up among part-time staff. Regardless of how you define your staff roles, be sure they are able to meet the customer needs generated by your managed services offerings.

Defining Personnel Requirements and Descriptions

In most cases, your organization already maintains a consulting practice with talented technical and support staff. You might have some or all of the positions listed below already in place, in which case you will need only to adjust their key responsibilities to support your managed service offerings. Whether you need to adjust your staff, expand it, or both, the following position descriptions offer a high-level outline the personnel needs for providing comprehensive managed services. The positions are not presented as requirements. In most cases, you will need to change or modify these position descriptions as your company adapts to providing comprehensive managed services.
Billing Administrator

The billing administrator performs tasks that apply standard accounting principles, procedures, and techniques. The primary objectives of the billing administrator are to support staff by administrating accurate and timely accounting, to improve efficiency, and to enhance customer service. 

Responsibilities:

· Ensure that all hardware, software, and managed services contracts are invoiced in accordance with scope of work documents

· Ensure that all consulting efforts are invoiced in accordance with service contracts

· Manage all invoice and purchase order discrepancies

· Work with management and vendors (hardware and software distributors and dealers) to establish appropriate lines of credit, floor plans, leasing arrangements, and appropriate terms and conditions

· Work with management to prepare and present monthly reports, including profit and loss, utilization, balance sheet, cash flow projections, collections, and aging reports

Skills and Experience:

· Must be highly organized, efficient, and able to multi-task

· Strong file management skills, with attention to detail and follow-through

· Excellent analytical, communication, and interpersonal skills

· At least three to five years of technology cost accounting experience utilizing standard accounting practices
Financial Analyst

The financial analyst is responsible for developing and maintaining highly complex financial information, plans, and projections by applying knowledge of advanced financial theory and understanding of both your organization and the customer. Financial analysts are assigned to complex projects that require return on investment (ROI) or cost analysis breakdowns. 

Responsibilities:

· Perform ROI studies

· Perform cost analyses

· Analyze recommendations to improve your organization’s financial position

· Provide ongoing cost-benefit analyses of both internal and customer financial performance

· Analyze accounting data

· Develop internal and customer annual operating plans and quarterly forecasts

Skills and Experience:

· Bachelor's degree from an accredited college or university, or an equivalent combination of education and technology experience to successfully perform the essential duties of the job as listed above

· Ability to identify, analyze, and resolve a range of budgetary problems 

· Experience developing solutions that address conflicting goals and objectives

· Experience performing cost and ROI analyses

· Proven history of financial control and cost reduction

Certifications:

· Certified Financial Analyst (CFA), Certified Financial Planner (CFP) or Certified Public Accountant (CPA) preferred
Contract Specialist 

The contract specialist provides assistance and oversight in the preparation and negotiation of contracts and subcontracts. The contract specialist serves as the liaison between your organization and other vendors and service providers, as well as with customers. The contract specialist also ensures that all contractual revisions are mutually accepted, communicated, and documented according to the specified change control process.

Responsibilities:
· Manages service level agreements with each vendor affiliate, service provider affiliate, and managed service customer

· Manages contractual revisions and expectations

· Works closely with internal technical staff to maintain a high level of affiliate and customer satisfaction

Skills and Experience:

· Write professional business correspondence and contracts

· Experience creating and maintaining good business relationships with affiliates and customers

· Identifying, targeting, negotiating, and closing profitable agreements

Certifications:

· Certified Purchasing Manager (CPM), Certified Professional Public Buyer (CPPB), Certified Public Purchasing Officer (CPPO) or Certified Contracts Manager (CCM) preferred
Operations Manager

The operations manager must balance costs and value while providing general oversight, including responsibility for personnel management, solution development, revenue growth, customer satisfaction, profitability, and business coordination. The operations manager should have an excellent understanding of sales processes, competitors’ strategies, technology and industry trends, financial implications of technology decisions, and legal and regulatory requirements. 

Responsibilities:

· Direct business development and marketing

· Direct solution development

· Develop operational plan and priorities

· Obtain and develop strategic partnerships and acquisitions 

· Build and manage necessary staff

· Develop guidelines and expectations for customer satisfaction

· Provide routine critical judgments that support overall business objectives and strategy

Skills and Experience:

· B.S. Business or equivalent from an accredited college or university, MBA preferred, technical degree or ten years of relevant experience desirable 

· Analytical and evaluation skills in support of business planning

Systems Engineer
The systems engineer provides infrastructure analysis and recommendations and is responsible for monitoring internal and customer systems from both a technical and financial perspective. The systems engineer must stay current with technology and the competitive marketplace as well as assist in defining, planning, and overseeing technical operations. 

Responsibilities:

· Perform advanced system analysis and design functions

· Deliver technical presentations and demonstrations 

· Conduct detailed requirements analysis and deliver proof-of-concept projects

· Provide technical input to assist project planning

Skills and Experience:

· Bachelor's degree from an accredited college or university or, an equivalent combination of education and technology experience

· Familiarity with Windows Server 2003, Small Business Server 2003, Microsoft IIS 6.0, Microsoft Exchange Server 2003, Microsoft Software Update Services (SUS), Windows Update Services (WUS), Terminal Services, Windows XP, network routing and switching technologies (e.g. Cisco or SonicWall), Microsoft SMS 2003, and Microsoft Application Deployment Service (ADS)

· Insight into the advantages and shortcomings of different platforms in different client contexts

· Aptitude for technical writing and presenting factual information, analysis, and recommendations

Certifications:

· Microsoft Certified System Administrator (MCSA), Microsoft Certified System Engineer (MCSE), Microsoft Certified Professional (MCP), and Microsoft Certified Database Administrator (MCDBA)

· ITIL certification desired
Technical Specialist

The technical specialist provides technical expertise and guidance in the design, testing, documentation, implementation, and maintenance of IT systems. 

Responsibilities:

· Provide technical input to assist in development of project planning

· Provide technical leadership to direct, assist and train staff as needed

· Provide high-level technical support during problem determination and resolution

· Perform advanced system analysis and design functions

Skills and Experience:

· Bachelor's degree from an accredited college or university, or an equivalent combination of education and technology experience

· Familiarity with Windows Server 2003, Small Business Server 2003, Microsoft IIS 6.0, Microsoft Exchange Server 2003, Microsoft Software Update Services (SUS), Windows Update Services (WUS), Terminal Services, Windows XP, network routing and switching technologies (e.g. Cisco or SonicWall), Microsoft SMS 2003, and Microsoft Application Deployment Service (ADS)

· Knowledge of overall system and network configurations to instruct users, isolate problems, install upgrades, perform maintenance work, test new installations of hardware or software and evaluation of system usage and performance

· Ability to present factual information, analyses, and recommendations

· Experience working with project teams to assure compliance with project standards and the timely delivery of services

· Excellent analytical, communication, and interpersonal skills and comfort working with all management levels

Certifications:

· Microsoft Certified System Administrator (MCSA), Microsoft Certified System Engineer (MCSE), Microsoft Certified Professional (MCP), and Microsoft Certified Database Administrator (MCDBA)

· ITIL certification desired
Project Manager

The project manager ensures that the project is delivered on time, does not exceed its budget, and meets the customer’s needs by maintaining a cooperative, motivated, and successful project team and ensuring that any affiliates involved in a project meet or exceed delivery expectations. 

Responsibilities:

· Promote process standardization to ensure deliverables are being met

· Ensure broad and continuous orientation to adding value for the customer

· Sell operational excellence through visibility and communication of project successes

· Identify and resolve problems that are impeding timely delivery of services

· Assist in the allocation and performance assessment of staff

Skills and Experience:

· At least 5 years experience in related project leadership

· Superior written and oral communication skills

· Experience leading multi-functional teams solving customer problems

· Experience preparing and making effective presentations

Certifications:

· PMP or Master’s Certificate in Project Management from an accredited college or university

· ITIL certification desired
Staff Coordinator

The staff coordinator provides leadership and overall management of all technical staff and must be able to respond staff allocation conflicts and requests expeditiously. 

Responsibilities:

· Clearly communicate job requirements, performance expectations, directions, and projected monthly schedules to technology staff and management

· Coordinate schedules for all technology staff while balancing demands of short-, medium-, and long-term goals

· Maintain up-to-date records for all technology staff that will include technology expertise, project successes, and certifications held 

· Coordinate performance review process with technology staff

Skills and Experience:

· 2-5 years human resources experience preferred 

· Excellent written and oral communication skills

· Demonstrated ability to maintain confidentiality and to work effectively with others in a wide variety of functional areas and management levels

Sales and Customer Liaison

The sales and customer liaison is responsible for working directly with and on behalf of your managed services customers. Customer liaison staff will coordinate and support a variety of tasks to ensure that customer needs for solution deployment and support are addressed. A sales and customer liaison is a customer’s primary point of contact and essential to ensuring that solutions are aligned with customer needs. 

Responsibilities:

· Identify potential customers and pursue contacts to achieve profitable new business

· Negotiate with existing and potential customers to maximize sales opportunities

· Manage customer queries and issues to help ensure satisfactory resolution

· Monitor and maintain all levels of customer satisfaction

· Anticipate and respond to changing customer requirements

Skills and Experience:

· Experience in a highly competitive, fast-moving market 

· Microsoft infrastructure solutions sales experience

Emergency Support Staffing

Emergency support staff deliver continuous frontline support for every service and system covered by your managed services agreements. The technical and operations staff who support your managed services offerings should be specialized teams when possible, and must maintain the customer service skills and flexibility to respond to any off-hours support needs of your customers.

Responsibilities:

· Provide assistance in the support and maintenance of all hardware, software, and associated technology supported under your managed services.

· Provide problem diagnosis and resolution

· Provide remote phone diagnosis and support

· Provide continuous remote or onsite technical support to customers

· Provide technical leadership to direct, assist, and train associated or new staff

· Perform advanced system analysis and design functions

· Work with project teams to assure compliance with project standards and the timely delivery of services

Skills and Experience:

· Bachelor's degree from an accredited college or university, or an equivalent combination of education and technology experience

· Familiarity with Windows Server 2003, Small Business Server 2003, Microsoft IIS 6.0, Microsoft Exchange Server 2003, Microsoft Update, Windows Server Update Services (WSUS), Terminal Services, Windows XP, network routing and switching technologies (e.g. Cisco or SonicWall), Microsoft SMS 2003, and Microsoft Application Deployment Service (ADS)

· Ability to present factual information, systematic analyses, and recommendations

· Excellent analytical, communication, and interpersonal skills and comfort working with all management levels 

· Experience maintaining knowledge of evolving policies, procedures, and technologies

Certifications:

· Microsoft Certified System Administrator (MCSA), Microsoft Certified System Engineer (MCSE), Microsoft Certified Professional (MCP), and Microsoft Certified Database Administrator (MCDBA)

· ITIL certification desired
Defining Compensation Plans

Applying the comprehensive managed services model introduces new customer requirements and demands to meet the terms of service level agreements. In many cases, meeting expectations will require providing round-the-clock support every day of the year. Typically, your sales people, technicians, and help desk staff are directly affected by these requirements. As a comprehensive managed service provider, you must have technical specialists, help desk staff, and even sales and customer liaisons who are available on very short notice. Staff who meet off-hours needs typically will expect a different compensation package than personnel who work traditional business hours. 

By creating and defining specific compensation plans for the resources, your organization will be proactive in ensuring the happiness, stability and growth of those resources, and in return have the ability to provide flexible, reliable , and consistent customer support for your managed services customers. Compensation includes many factors beyond straight salary. You will need to weigh what the cost is for you versus the cost against what your employees perceive their value to be. 
Creating Comprehensive Managed Services Architecture Designs
To offer effective comprehensive managed services, you must be able to provide the infrastructure that your customers need at a lower cost than they can provide by themselves or by using traditional consultants. Whether you provide services internally or through affiliations, they must be transparent to your customer and presented consistently. The following sections discuss the advantages of decentralized approaches to providing the components of a comprehensive managed services offering.
Choosing Your Degree of Centralization

The basic design for your managed services infrastructure should be transparent to your customers; however, the decision about how centralized your infrastructure is can be important within your organization. Before you plan and implement your managed services infrastructure, be sure you have carefully evaluated your organization’s immediate business needs, as well as your long-term plans for providing comprehensive managed services.

Taking a decentralized approach enables you to deliver these same capabilities without requiring a large capital investment in a physical data center. The decentralized approach leverages data and communication technology to provide a virtual network operations center at a much lower cost than a traditional operations center. Due to advances in firewall and other security technologies, you can minimize the influence of geography on how you organize your staff and other resources. For example, you can integrate standard phone systems, e-mail systems, and voice over IP (VoIP) technology with Windows features like Remote Desktop and Remote Assistance to provide routine management and user support. Your customers can place a call or send a message for support and receive a prompt, courteous response just as they would with a traditional operations center. Unlike a centralized system, a support call in a decentralized system can involve a user in one location, a support call worker at a different site, and a technician at yet another site.

As you plan how to provide comprehensive managed services, you might decide that you can provide some services with minimal retooling or change of focus of your core competencies. Other services, though critical to a comprehensive offering, might be outside your current areas of expertise and would require substantial investment. In many such cases, you might decide to offer these services through a strategic affiliation rather than by developing the ability to provide them internally.
Designing Vendor Affiliations

When you decide that some elements of your managed services offerings will be provided by affiliates, you must prepare to consolidate all of the affiliate offerings and present them as a single package for the customer. Because your organization will be responsible for the total package, selecting the right affiliates and establishing clear lines of accountability are critical tasks.

Identifying Services to Outsource
The first step in selecting affiliates is to determine which elements of the managed service offering you will provide internally and which you will outsource. Questions to ask yourself as you make these decisions include:

· Would most customers expect this service as part of a complete offering?

· If so, is this a core competency of your organization or would you need to invest substantially in training, equipment, and staff to offer this service?

· Would you take on additional liability by offering this service?

One example of a service that managed service companies commonly elect to outsource is remote backup. To be able to provide remote backups internally, services firms require a large investment in Internet connectivity and mass storage. Anti-spam filtering and anti-virus protection are also commonly outsourced by managed services providers. Because handling customer e-mail entails legal liability and the need for additional hardware and bandwidth resources, you might prefer to outsource this core component of comprehensive service packages. 

Selecting Affiliates
After you have selected the services that you will outsource, you need to identify and select affiliates to provide those services. Factors that enter into affiliate selection include technical competency, contract and licensing flexibility, responsiveness, and company culture. 

Technical competency in the area that you outsource is fundamental to your success. You will be responsible to your customer, and your customer should not be able to distinguish between the services you provide internally and those provided by your affiliates. 

Contract and licensing terms with your affiliates must support your customer offerings effectively. Many potential affiliates will have some form of reseller agreement but will insist that they bill and support the customer directly. Others will have a pricing structure that they cannot adapt to a managed services model. It is critical that your outsourcing be transparent to the customer, and all branding and licensing agreements that you establish must reflect this requirement. The best affiliate candidates are those who see the mutual benefits of working together and are flexible enough to structure an agreement to meet both parties’ needs. You should select affiliates with a core focus in the required area, rather than a company with a broad focus and potentially competing comprehensive managed services offerings.

You must also evaluate possible affiliates for responsiveness to technical development or support requests. Many affiliates are reluctant to change their offerings to suit the requirements of comprehensive managed services, and it is important to determine whether they are flexible enough to expend development effort to accommodate your needs. 

Finally, company culture is an important aspect of a potential affiliate that you must consider. The relationship will be most beneficial when both firms trust each other and are working confidently toward the same goal. This synergy has the best likelihood of occurring when your affiliates have organizational goals similar to your own.

Organizing Your Internal Architecture

The capacity of your remote management infrastructure is probably the most significant factor in successfully offering managed services. You must be able to provide monitoring, detection, response, and maintenance services for both your internal environment and for the facilities, equipment, and software that support your customers. Your organization must become a virtual operations center that can provide on-demand, professional, and courteous support. The design of your virtual operations center will depend on many factors, including customer requirements, your capital investment, and the breadth of services you provide. The infrastructure must support the processes and procedures needed to record communications with your customers properly and respond to both planned and unplanned customer needs. 
Creating Standard Customer Architecture Designs

Establishing a comprehensive managed services environment for your customer entails your sales and technical teams working with the customer to determine the scope of the managed services agreement. To facilitate both professional sales engagements and efficient deployments, you should document at least one standard customer configuration that you can use as a baseline for selling managed services agreements and preparing to deploy the new customer environments. At a minimum, your standard customer architecture designs should include provisions such as the following:

· Software maintenance: The customer maintains Software Assurance on all Microsoft software covered under the managed services agreement.

· Hardware maintenance: The customer maintains warranty coverage and/or a hot spare plan on all hardware covered under the managed services agreement.

· Broadband Internet access: High-speed Internet access is required to ensure that remote support can be provided appropriately.

· Remote access: Remote access to customer systems is critical to provide monitoring, management, and support from any location.

Remote access and other customer architecture requirements typically will be defined in the customer agreement. Required improvements to the existing infrastructure might be required as part of the transition process or as a separate consulting project before the managed services agreement takes effect.

Defining Service Level Agreements and Internal Service Policies

To succeed as a comprehensive managed services provider, a strong technical infrastructure is necessary but not sufficient. You must also have an effective set of service level agreements for affiliates and customers, and clear internal policies that define responsibilities and compensation for staff supporting your managed services offerings.
Defining Affiliate Service Level Agreements

When you establish standards for your affiliate service level agreements, you should ensure that they reflect the fact that your affiliates must provide products and services flexibly and in compliance with your branding needs. Be sure your affiliate agreements require vendors or service providers to bill you directly, and not your customers, and that all materials they deliver have your branding or no branding at all. 

Defining Customer Service Level Agreements

While affiliate and customer agreements both define external relationships for your organization, customer agreements typically will be more numerous and more complex. When you define an agreement with an affiliate, you need only to state your needs in sufficiently specific terms. When you define a customer service level agreement, you must address the full array of your customers’ needs and expectations as well as your internal process management needs. Your customer service level agreements should cover:

· Incident management. Define how you respond to any event that causes an interruption to or a reduction in the quality of a service you provide. Procedures required for incident management can include detection and recording, classification, service requests, coordination with affiliates, investigation and diagnosis, resolution and recovery, and incident closure.

· Problem management. Define standards for response time from affiliates for analyzing incidents and configuration changes to uncover the underlying cause of service issues.

· Configuration management. Decide how to maintain and track configuration information so you can ensure that all configuration changes are approved and logged. Include configuration control and ownership, verification and audit, and creation of a configuration management database.

· Change management. Define the Request for Change (RFC) format and processes for approving RFCs, risk assessment, and tracking changes to production systems.

· Release management. Define the release process for new software or hardware to implement an approved RFC. Procedures required can include patch testing and approval as well as adding applications to production systems.

· Automated updating and patching. Deploy a central SUS server at your data center for patching and updating of very small customers. For other customers, you can deploy SUS on a server located at the customer site.

· E-mail anti-virus and anti-spam. Establish a relationship with an ISP that provides virus and spam protection or build your own anti-virus and anti-spam mail server using commercial or open-source software. 

· Desktop and server anti-virus. Deploy a central update server for your chosen anti-virus solution.

· Backup services. Establish an agreement with a remote backup affiliate or determine internal procedures to support customer backups. You also can provide backup services as a hardware option at the customer's site.

· Remote monitoring and alerting. Establish remote monitoring and alerting policies and procedures. You can provide remote monitoring internally or through an affiliate that specializes in remote monitoring and alerting. 

· Web hosting and DNS services. Establish an agreement with an ISP able to provide Web hosting and DNS services

Additional offerings that your operation could include are:
· Telephony integration

· Voice mail

· Faxing

· Voice over IP

· Web filtering and monitoring

· Intrusion detection and prevention

· Vulnerability assessment and remediation

· Digital rights management (DRM)

· Secure e-mail

· Portal integration services

· Application Web services

· Policies and procedures

· Inter-network device management (router, firewall, switches)

· Web site hosting and DNS services

· Help desk services

· Managed desktops and printers.

Defining Internal Service Level Responsibilities

After you sign an agreement with a customer, you become responsible for supporting the covered services established in the agreement. Depending on the SLA you have established, you will need to have staff standing by to respond to any alerts received, test and prepare available patches for deployment, and respond to any service requests. In many cases, individual service level agreements will be customized and depend entirely on the type of services you provide. 

The covered services can include problem management. Define standards for analyzing incidents and configuration changes to uncover the underlying cause of service issues. On the customer side, this can include procedures for support requests and expected response times. Internally, customer support staff should be familiar with established procedures for handling typical customer support calls.

Defining Effective Compensation Schemes

To fulfill the expectations of your managed services customers, providing service during non-standard business hours is often a critical factor. Round-the-clock demands from customers can affect your sales people, technical specialists, and help desk staff. As a managed services provider, you must have staff, sometimes even including your sales and customer liaisons, available at all times. Your compensation plans should reflect the value of technical and support staff who work during non-standard business hours and should provide additional commissions for sales staff who secure a monthly and predictable revenue stream for your organization. By creating specific compensation plans, you can help ensure the happiness, stability, and growth of your staff while gaining the ability to provide flexible, reliable, and consistent customer service. 
Establishing Scope of Work Standards

Every managed services engagement is a partnership between you and your customer, and ensuring your success depends on maintaining a clear, mutual understanding of the scope of work covered by the Service Level Agreement. Establishing effective scope of work standards will help ensure that you always understand a customer’s goals and that both your staff and the customer know their responsibilities and rights. Scope of work standards should cover all procedures and processes involved in fulfilling customer agreements, including any deliverables that customers will receive and cost information. 

Well-designed scope of work standards will help you succeed by ensuring that when you write a Statement of Work, whether as a stand-alone document or part of a Service Level Agreement, the essential project parameters are documented in a logical and consistent format. When you establish Scope of Work standards, focus on minimizing possibilities for miscommunication and confusion. This can help you to provide sound customer expectations and a collaborative consensus between your staff and customers. Scope of work standards should cover the following:

· Background

· Project goals

· Deliverables

· Scope

· Requirements

· Resources and organizations

· Key tasks and schedules

· Budgets

Setting Contract Terms

Contract terms define standards and requirements for your managed services customers before service commences. All contract terms need to be considered in their entirety. If amendments to your customer's original agreement are needed, they should be documented and outlined in an addendum and attached to the customer’s original contract. Well-defined contract terms for managed services should include provisions to address the following:

· Ownership of custom software, e.g. software licenses, termination of licenses, and third party interests

· Warranties

· Limitation of remedies and liabilities

· Indemnification of customer and your organization

Determining Invoicing Parameters

Because you typically will need to pay your affiliates a monthly fee in advance of receiving services, you should invoice your customers monthly for the upcoming month’s services. You also should require all new customers to pay their first month’s invoice before enabling their services. Invoicing customers for the upcoming month’s services and requiring the first payment before services begin can help you to minimize upfront costs.
Your invoicing parameters should include terms like the following:
· Service Fees and Payments: An expected monthly fee for a single server environment of 1-75 users can range from $500 to $1,000 in addition to a one-time initial setup fee of approximately $1,000. Other services rendered are billed at regular hourly rates. If you do not receive full payment from your customer on or before the due date, you should assess late charges from the due date at a periodic monthly rate of 1.5%.

· Service Installation and Start Date: Before you schedule a new system installation, your customer is responsible for providing a signed agreement, the initial set-up fee, and the first month’s service fee. 
· Length of Agreement: Your agreements should last at least 12 months from the date of system installation. If your customer chooses a 24-month term, they can receive a credit of $1,200 during the final month of the agreement. If your customer elects a 36-month term, they can receive an additional $1,200 credit during the 30th and 36th months of the agreement.

Establishing Assessment Fees

When you begin a managed services relationship, you must assess and document every element in the current environment that might affect the migration to a managed services environment. A thorough assessment can uncover organizational problems that might affect the shift to managed services. The documentation generated by an assessment can help shape the Service Level Agreement while also providing a starting point for the migration plan and helping you estimate the cost of the customer transition.

You should base assessment fees on the type, size, and location(s) of the customer’s infrastructure. Your organization must take into account travel requirements, pre-assessment discovery, analysis of the customer’s server network and supporting infrastructure, and assessment and recommendation report creation. 

Setting Pricing Options

Your pricing options must be able to satisfy the needs and requirements that customers express during the sales process. To ensure your sales staff have flexibility in offering services, you should establish several pricing plans and variations. Examples of pricing options include:

· Complete Package: Many organizations, especially smaller ones, will want a complete solution covering hardware, software, and services. You will need to create a standard package that includes a server, firewall, switch, and UPS device. Whether you decide to own or lease hardware, all hardware provided to the customer should be covered by manufacturer warranty for the length of the customer agreement. To determine pricing, you will need to create hardware specifications based on the number of users in the environment. For instance, you might create a tiered specification such as standard hardware packages for customers with 1-10 users, 11-25 users, or 26-50 users. To price complete packages effectively, you will need to determine your costs of assessing customer environments and implementing the managed services configuration. Because you will need to do a site survey, migration, and updates to establish managed services, you need to decide whether to charge an initial setup fee or amortize setup costs across monthly fees. 

· Per-Device: When customers want you to manage hardware and software that they already own, pricing per-device provides a simpler alternative than a complete package. Under per-device pricing, you still charge your customers a monthly fee, but costs for the associated hardware and software are not part of the agreement. To ensure third party support for customer-owned hardware and software you manage, you will need to verify that hardware remains under warranty and software is supported by the producer, e.g. Software Assurance for Microsoft software. 

· Time-and-Materials: For customers who are more comfortable with a fee-based approach, time-and-materials billing might be the best option. When you offer time and materials billing, routine administration costs for monitoring, maintenance, and site visits are billed on an hourly basis, as opposed to fixed and predictable monthly fees. Billing increments can be as small as 15 minutes for remote management activities. On-site and on demand work can also carry a travel premium and an escalated hourly rate for service. 
Writing Service Level Agreements

Your managed services Service Level Agreement (SLA) is intended to define the parameters of their services, for the benefit of both your organization and your customer.

Its contents should include a specified level of service(s), support options, enforcement or penalty provisions for services not provided, a guaranteed level of system performance as relates to downtime or uptime, a specified level of customer support, and a detailed inventory of hardware and software supported. 
Providing Customer Reports

At the end of each month, you should provide customers with a report on the health of each of their covered systems, any alerts received, and the actions taken to address each alert. Your customer support team should deliver these reports and review them with appropriate customer staff. Monthly reviews of system health reports will provide your customer the opportunity to ask questions, further identify their needs, and appreciate the value of your services.
Setting Cancellation Fees

To prepare for occasions when a customer wants to cancel managed services entirely or remove specified devices or services from the original agreement, you should ensure that your standard Service Level Agreement defines any fees that your customer will pay for service cancellations or reductions. In addition, liquidated damages should be charged to the customer due to the difficulty of determining actual costs, losses, and liabilities associated with an early termination. Liquidated damages can be legitimately quantified as two to three months of customer’s service fees.

Creating a Cost Analysis and Return on Investment Template

To provide comprehensive managed services profitably, you need a thorough understanding of your organization’s costs. Knowing your costs can help you present solutions to customers in terms of how much you can reduce their IT spending and increase their ROI by moving them to managed services. To help ensure continuous, full knowledge of your costs, establish a cost review process that that verifies all costs before delivering a managed services proposal to a customer.

Creating a Cost Analysis Template

Your accounting staff should conduct consistent cost reviews of each proposed managed services solution before your sales team presents to customers. A spreadsheet or similar tool can help you better analyze the managed services cost structure. A thorough cost analysis should break down all relevant components of your managed services offering, including:

· All hardware: desktops, servers, UPSs, routers, switches, firewalls, cables, printers, external disk, back-up hardware and media

· All software licenses: operating systems, CALs, anti-virus and spam filtering, back-up and systems management software, and custom software

· Financing costs: applicable if you lease components

· Affiliate costs: monitoring, anti-virus, spam filtering, back-ups, etc.

· Internal support: how much staff time is required for each service, including monitoring, notifying, on-call support, reporting, analyzing, optimizing, debriefing, patching, and upgrading

You will need to track costs in the following categories:

· Technical Specialist internal cost (fully burdened hourly rate): This is the average internal hourly rate (including all benefits) for junior technical staff who will be performing low-level managed services tasks like monitoring, first level on-call support, help desk support, remote support, troubleshooting, problem management and logging, testing all patches, patching, software distribution, performing routine maintenance, image backup, verifying that certain events occurred (back-ups, anti-virus update, patches applied), regular event-log analysis, preparing reports for senior consultants, and vulnerability assessments.

· Systems Consultant internal cost (fully burdened hourly rate): This is the average internal hourly rate (including all benefits) for senior technical staff who will be performing higher-end managed services tasks like level-3 on-call support, trend analysis, regular customer debriefing and strategizing, optimization services, customer research, vendor escalation support, high-end troubleshooting, and software upgrade planning and architectural design. 

· Managed services setup cost: The cost associated with making a device ready to be managed. It should include all billable time for an upgrade, applying patches, or installing remote monitoring and management software. This cost might vary by environment, or you might set an estimated average cost. 

How long will each managed services task take? It will depend on the type and number of managed devices. For a customer with multiple locations that have the same type of server to be managed, it might take a few hours to test a patch fully, but the test results will be valid for multiple servers. Be sure you understand whether tasks are one-time for a group of servers or ongoing for every server.

Have your technical staff estimate how many hours per month each task will take for each device and then add the total number of hours for all devices per customer. Multiply this total by the hourly rates for the technicians involved to determine your internal support costs. If your managed services offering includes a specific number of free support hours, remember to include this in your total as well.

When you analyze monthly tasks per device for junior and senior technicians, tasks to consider include:

· Monitoring

· First level on-call support

· Help desk support

· Remote support

· Troubleshooting

· Problem mgmt and logging

· Testing all patches

· Patching, software distribution

· Routine maintenance

· Image backup

· Verify backups, anti-virus updates, patches applied

· Regular event-log analysis

· Preparing reports

· Vulnerability assessments

· Level-3 on-call support

· Trend analysis

· Regular customer debriefing and strategizing

· Optimization services

· Customer research

· Vendor escalation support

· High-end troubleshooting

· Software upgrade planning

· Architectural design

Keep in mind that your cost review process should account for all internal costs associated with each specific managed services offering. You also need to decide how much to mark up each specific piece of the offering. For example, you might want to add 10% to the cost of hardware, 15%-20% to the cost of software, 20-25% to the cost of your vendor affiliate services, and 40-50% to your internal staff costs. You then can total your markups and costs and divide that total by the number of devices being managed to get a per-device monthly fee for your customer.

Creating a Return on Investment Template

To demonstrate to your customers how much they can reduce their IT spending by using comprehensive managed services, create a return on investment (ROI) template to use in Microsoft Office Excel. To create an effective ROI template, you will need to understand your internal cost structure and your customer’s current IT cost structure. You will need to know the direct costs, including:

· Internal staff costs

· Consultant fees 

· Staff augmentation costs 

· Internal staff training costs

· Internal staff mileage and travel costs

· Hardware, software, and services required for internal support staff

· Affiliate remote incident support costs

· Recruiter, advertising, and recruiter fees

· Subscription fees to publications for internal support

· Emergency support costs

After you understand your customer’s direct costs, you can analyze this information to see which of these costs can be reduced or avoided by using managed services. Typically, the biggest potential for cost savings is in convincing the customer to delay hiring another internal IT support person. By avoiding hiring more IT staff and using comprehensive managed services, your customers will not only save money, they will get a more stable and secure IT foundation for their work. Your ROI template should make it easy to compare a customer’s current costs to the anticipated monthly fee. 

Your customers probably incur a number of indirect costs by maintaining their current IT environment internally. Indirect costs are those that cannot be easily and accurately identified with a specific project. A customer might undervalue the potential savings gained by minimizing these costs, but the savings are real and should be taken into consideration when deriving their return on their investment. Some of the potential indirect savings include:

· Depreciation of hardware and software

· Cost of unplanned downtime

· Employee time lost to handling IT problems

· Increased tax savings because managed services can be treated as an operating expense instead of a capital expense

· Increased employee productivity through use of the latest software

· Guaranteed secure environment that brings peace of mind

· Predictable IT costs

Microsoft provides many tools on the Microsoft Partner Portal to help you assess the cost of managing customers’ current IT environments compared to environments based on the latest technology. 

Creating Internal Support Processes

Strong internal support processes are essential to keeping your customers satisfied. By formally defining internal support processes, you establish how your organization will provide effective incident response, resolution, and follow-through. Without strong internal processes, you risk vague, ineffective incident responses that your support staff to work haphazardly. By defining support processes, you set the specific areas of responsibility for each of your staff roles. Using well-defined internal support processes, support staff can work consistently, independently, and effectively. The following sections describe some basic elements that you can include in your internal support process design. These processes include response; escalation; incident reporting, resolution, and closure; and communication flow.

Creating a Response Process

The primary goal of a response process is to restore normal service operation as quickly as possible, thereby minimizing the consequences of a service interruption. Effective response management is a complex process that requires interaction with many other support processes. Your response process should help you methodically address the following questions:

· Who will receive and acknowledge the incident?

· What information do you require when customers report the incident?

· Who responds to the incident?

· What is the escalation process of the incident?

· Who is part of the communication process?

· Who resolves the incident?

· Who closes the incident?

· How is the incident tracked and reported?

You also need to define the associated severity and timeline requirement of each response level using categories such as:

· Level 1 – Technical issue – Halting productivity – 15-minute initial response to customer – Best effort and ongoing escalation through resolution

· Level 2 – Functionality issue – How to – Delaying productivity – 30-minute initial response to customer – Best effort and one business day for resolution

· Level 3 – Functionality – General question – Not delaying productivity – 60-minute initial response to customer – two business days for resolution
Creating an Escalation Process

An escalation process determines who to contact and what steps to take when an initial response fails to resolve a problem. If you provide some comprehensive managed services components through affiliates, be sure your escalation process includes resolving problems with those affiliates. Defining an escalation process with your affiliates can help ensure you resolve incidents related to their component quickly.

Your escalation process should cover internal and affiliate:

· Initial contacts

· Technical and core service specialists

· Management contacts

· Executive contacts

Creating an Incident Management Process

An incident is an event that has interrupted or diminished the quality of services for your customer. To manage incidents effectively, you should establish standards to guide your support staff to a successful and timely resolution. The complexity of your incident processes will depend largely on the type and importance of services you provide to your customers, your service level agreements (SLAs), and your relationship with your customers. The following sections describe typical components of incident management processes.
Creating an Incident Reporting Process

Incidents must be recorded in a timely and accurate manner. Your incident reporting process should include the following components:

· Incident reporting contact and/or recorder

· A member of your organization’s support staff who receives the incident alert 

· Incident reporting system

· Repository for detailing and tracking

· Incident controls 

· Customer’s name 

· Details of events

· Date and time of all incident activities

· Time spent on resolving the incident

· Incident communications

· Who to notify and under what circumstances

· Means of communication

· Incident classifications and priority based on SLA standards

· Response for each type

If your managed services customer base is small, an incident reporting solution might be as simple as a Microsoft Access database you build internally. When your managed services client base grows larger, you probably will need a more sophisticated incident management system to handle your workload.

Creating an Incident Resolution Process

Creating an efficient and effective incident resolution process is important to the overall success of comprehensive managed services. Implementing a solid incident resolution process can help decrease down time for both you and your customers. Weak or absent resolution processes can lead to serious service disruptions and declining customer satisfaction. 

The resolution process should begin immediately after a customer reports a problem and should establish:

· Incident controls

· Incident classification and priority

· Whether the incident is new or can be matched to multiple incidents 

· A support routing process for your technical specialists or vendor affiliates

· Appropriate levels of notification to senior level management 

· Communications processes (internally, with customers, and with affiliates)

Creating an Incident Closure Process

After you resolve an incident, you need to record all related information in your incident reporting system so it can formally be closed. Your incident closure process should document:

· Time and date the incident was reported

· Contact information for the person reporting the incident 

· Details of the incident

· Actions taken to resolve incident

· Person or organization who resolved the incident

· Time required to resolve incident

· Whether the resolution was covered by the customer’s SLA

You should record the steps you take to resolve an incident as precisely as possible. Having an accurate record of an incident can help you resolve similar incidents more quickly. 

Establishing Communication Standards
Your internal communication flow is crucial to successful incident management because it affects every part of the incident management process. Poor communication can lead to misperceptions or extended service interruptions that in the end, could affect the service you are providing. Effective communication standards can help ensure you meet your service level agreements and keep customers satisfied. When you establish communication standards, ensure that your policies address the following questions for each support process:

· Who should participate in this process?

· What should I communicate?

· What communication format should I use?

· When should I communicate?

Creating effective communication standards can help strengthen relationships with your affiliates and customers and among your staff, and provide clear information that highlights your dedication to your customers’ success. To ensure efficient and effective communications, your standards should ensure that:

· Written communication is used as much as possible to reduce the speculation and misunderstandings often associated with oral communication

· Communications are be clear and concise

· Your strategies promote collaboration

· You continuously review and revise communication standards
Creating Call Processes to Support Managed Services Customers

As part of almost any managed service, you will need to provide reactive support for your customers through a variety of channels. This section provides an overview of the reactive support process.
Overview of Call Processes

Most managed services you provide will be proactive support such as regular maintenance and remote monitoring. However, when a managed service fails suddenly or performance degrades to the below standards set by a customer’s SLA, the customer must be able to inform you about the problem. The following sections describe receiving, responding to, escalating, reporting status on, resolving, and closing support requests.

Receiving Support Requests

To provide the best possible service, the support process should be as simple as possible for your customers. You can establish multiple ways for your customers to initiate a support request, and you should provide at least phone and e-mail contact. Regardless how a support request is submitted, the procedures followed should be the same. 

Many companies treat a managed services support request like any other customer calling in for technical assistance. They distribute their general phone number to call for support or they instruct managed service customers to call a helpdesk operator or sales person for attention. Keep in mind that an important part of the value of comprehensive managed services is the higher level of attention and support your customers receive. 

You should establish a dedicated support channel for support requests from comprehensive managed services customers. The composition of this support channel will depend on the number of customers and the volume of calls you expect. When your customer base is small, you can share responsibility for support calls among several staff roles. As your managed services customer base grows, you probably will need staff fully dedicated to handling support requests. 

To provide efficient and effective responses, ensure that a specific person or team is responsible for incoming support requests. Avoid strategies such as a shared e-mail address that forwards to a group or a voice-mail box that might be checked by several people. Assign responsibility for the support request upon receipt of the call, and formally record any transfer of responsibility for a request. 

When you receive a request, you must gather certain information about the issue to route and assign it properly. Be sure your support request procedures record:

· Customer name or ID number

· Contact information for the person requesting support

· Devices and/or services affected

· Specific symptoms or errors encountered

· Steps to recreate the error

· Any changes in the customer environment at approximately the same time the issue arose

Your support request process should include steps to acknowledge the request from the customer and assign a preliminary priority and associated time of response. Regardless of how you receive the request, you should have staff who can apply their understanding of the urgency and scope of the request to assign a priority. Typical priorities include the following:

· Critical: multiple systems or sites affected; production halted – one hour response

· High: single system or site affected; work stoppage at a single site – two hour response

· Normal: single system affected; performance issue or other non-critical request – Next business day response

· Low: Minor performance-affecting issue, limited scope or affect – Two business day response

After your support staff collect request information and assign a preliminary priority, they assign the request to an available technician.
Responding to Support Requests

After assigned to an engineer, the preliminary priority and the terms of the customer SLA determine if the support requests takes precedence over existing calls. Typically, a higher priority request always takes precedence over a lower priority request unless the customer’s SLA dictates a higher priority.

Once the support request is assigned and prioritized, the technical resource begins immediate troubleshooting to resolve the highest priority support request. The responding engineer is also responsible for meeting any additional terms of the SLA, which may dictate escalation and status reporting requirements as described below. It is critical that the responding engineer be aware of the terms of the SLA that are in effect for each request so they can respond appropriately.

It is also important that the responding engineer be aware of any limitations to the SLA for each request. For example: if a support request is determined to be related to a hardware failure, the request should immediately be referred back to the customer if the SLA does not cover hardware issues. Likewise, if the terms of the SLA dictate that some types of response or troubleshooting are billable, the responding engineer needs to be aware of this limitation and obtain customer permission before proceeding beyond that point.
Escalating Support Requests

Escalating a support request transfers responsibility for the request to another person inside your organization or possibly to an affiliate. To define an escalation process, you can divide escalation into two categories: technical and administrative.

Technical escalation transfers a support request to a more experienced technician and typically is initiated when the currently assigned technician determines that a request is beyond their capabilities, requires higher security privileges than they possess, or requires a change to an underlying process or procedure. You can reduce technical escalations by obtaining as much information as possible during the initial call so you can assign the request to an appropriate technician. If an escalation requires a change to an underlying process or procedure, transfer it from your support request system to your change management system.

Administrative escalation is a separate process designed to ensure that all support requests are resolved according to the customer’s SLA. To set a time threshold for administrative escalation, determine a percentage of the time limit set in the SLA. If the request remains open past that threshold, transfer it to a service manager or similar staff member for a higher level of attention. This attention might include assigning additional staff to the request, escalating to a more experienced technician, or contacting the customer to discuss alternative solutions. Administrative escalation typically requires an automated process to function optimally; this entails a comprehensive helpdesk or support application. Multiple levels of administrative escalation are possible, and may involve escalation to higher levels of responsibility within the company. When a support request exceeds time limits established in the customer’s SLA, you should escalate to your executive staff to ensure that the request customer receives an effective and appropriate response.
Reporting Support Requests

The terms of their SLA dictate the requirements for communicating status to the customer. A typical SLA will require periodic status reports to the customer to verify that the request is being addressed. It is important that the responding technician be aware of any reporting requirements so that the customer receives the communication their SLA dictates.

The form of status updates to the customer might also be dictated in the SLA. These may be in the form of a phone call, manual e-mail update, or an automated message produced by support software.

Support requests typically fall into one of the following status categories:

· New. This is a new support request that has been assigned but work has not yet begun.

· Open. This is a support request that has been assigned and is actively being addressed.

· Hold for research or testing. This is a support request that has a preliminary resolution but needs further internal research or lab testing to confirm resolution.

· Hold for resolution. This is a support request that is either awaiting additional information requested from the client, or that has been resolved and is awaiting confirmation from the customer.

· Pending, fix identified. This is a support request for which a potential resolution has been identified, but is awaiting customer approval to deploy.

· RFC submitted. This is a support request for which a formal change approval process has been initiated, and which has not yet been approved.

· Closed. This is a support request for which a resolution has been applied, and the customer has confirmed that the issue has been resolved to their satisfaction.
Closing Support Requests

After you resolve a support request, confirm with the customer that the proposed solution resolved the issue to their satisfaction. This helps ensure you uphold the customer’s SLA and can enhance your customer’s appreciation of your services. Much of the value of comprehensive managed services is in the higher level of attention and support the customer receives, and properly closing each support request is an important part of that higher level of service.

When a technician believes that a support request has been resolved, they assign the request to hold for resolution status. The technician or another staff member should then contact the customer to confirm that the issue is resolved. If the customer indicates that the issue is not resolved, the technician maintains responsibility for the support request and troubleshooting continues. If the customer indicates that the issue is resolved, the date and time are noted on the support request, and the technician begins work on the next highest priority request.
Documenting Support Requests

You and your customers need to be able to check the status of a support request at any time. If your client base is relatively small, you can provide request tracking through a dispatcher or other staff member. When your client base grows larger, you probably will want to deploy helpdesk software that can track requests through to completion. This type of tracking software also enables technicians to search a knowledgebase of past support requests to help analyze current problems.

Tracking is also important for business planning purposes. Unless you properly document support requests, you will be unable to see trends for requests received or the time spent on each. Customer service is another reason why documenting support requests are important. Thorough request documentation also can strengthen your periodic reports to customers. 
Designing a Centralized Customer Data Repository 
Having an internal customer data repository in place to organize documentation can help to ensure the efficiency, continuity, and consistency of your managed services. The following sections will identify key elements to consider when building your customer data repository.
Overview of Centralized Data Repositories

Data repositories are a collection of resources that organize your customer information and documentation in one central location as well as provide control of dissemination. Repositories often consist of several databases tied together by a common search engine. A properly designed repository can help enforce your configuration management standards for all customers. Other benefits of customer data repositories include: 

· Simplified workflow through coordination and standardization

· Increased quality of customer service

· Improved project collaboration through centralized issue tracking

· Embedded support for meeting customer expectations and requirements
Centralized Data Repository Requirements

Ensuring the accuracy of your data repository will depend greatly on customer contribution, repository updating accountability, training of process flow and expectation, and continual follow-up and maintenance.

Below are some best practices for maintaining an effective centralized data repository:

1. Apply your organizational standards. Create an outline to ensure there is a logical organization for all documentation. If you already have documentation standards, shape your repository accordingly to minimize rework. In most cases, implementing a managed service offering adds many interdependencies within your organization and with customers and affiliates. To help manage those interdependencies effectively, base your documentation standards on a strong operational model such as the Microsoft Operations Framework
. 

2. Train your users. Schedule training sessions while building your comprehensive managed services offering. Your staff should be knowledgeable about the design of your data repository. Mastering the functions of your repository can help your staff meet customers’ needs more quickly and effectively. 

3. Keep it organized. Invest time in creating, developing, and maintaining the repository structure. Assign maintenance duties to customer support teams. Schedule monthly reviews with customers to ensure they understand and agree with the records you are keeping. 

4. Protect its contents. Providing managed services requires the trust and confidence of your customers. Be sure to identify and address security considerations to protect your customers’ confidential data. Ensure that your repository is based on a stable and scalable platform that is backed up daily. To ensure that customer data is secure internally within your organization, provide role-based access to the repository.

5. Establish policies, procedures, guidelines, and management. Establish and define the policies, procedures, and guidelines of each of the components of your customer data repository. This can help in clearly defining the expectations, responsibilities, and requirements for both you and your customers, and can help meet individual service level requirements.

6. Verify ease of use. Create a focus group with members from each unit in your organization that is part of providing managed services and have the group assess and guide the software acquisition and configuration choices for your repository. 

The following sections describe the recommended minimum documentation that you should require to ensure the success of customer data repositories.
Staff Involvement
When you provide comprehensive managed services, many different members of your staff will work with or for your customers. Keeping a comprehensive record of all staff and their roles in providing services is essential to long-term success. Minimally, this record should include the staffer’s name, areas of expertise and responsibility, contact information, availability information, and their relationship to a particular configuration item. This can help your staff quickly and easily find pertinent information if there is a performance issue that needs to be addressed.

Invoicing Parameters

Invoicing conditions will differ for all your managed services customers. Each of your customer’s requirements or preferences should be documented accordingly within their customer centralized repository. Maintaining an accurate record of invoicing terms, pricing conditions, and SLAs will ensure accuracy in monthly invoicing. For more information about invoicing parameters, see “Establishing Scope of Work Standards” above.

Customer Inventory

When recording a customer’s inventory in your data repository, ensure that all of their covered assets are assessed and documented. Asset management is essential to controlling and supporting your customer’s infrastructure. Comprehensive records of customer assets can help ensure that billing, support, and maintenance are handled in accordance with your SLAs. 

At a minimum, customer inventory repositories should include:

· Serial numbers of all equipment

· Make and model of all equipment

· Server and desktop hardware configuration 

· Server and desktop software configuration

· Associated applications

· Warranty information

· Software agreements

· Managed services migration date

Asset management can be a time-consuming and complex task. Effective control of your organization and your customer’s assets enables you to obtain the highest use and return on each of your investments.
Customer Communication Site

Your communications with customers must be consistent, timely, and secure while enabling you and your customers to find relevant information quickly and easily. Deploying a knowledge management and collaboration solution, such as Microsoft Windows SharePoint® Services
, can provide increased productivity, better communications, and improved access to information. 
Your customer communication site can be the cornerstone of your customer data repository. It can make customers feel more empowered by having accurate and up-to-date information accessible at all times. When used effectively, a customer communication site can enhance task flow and decision-making for all your managed services customers. 

Scope of Work

Your centralized repository also should reflect your scope of work (SOW) standards for managed services customers. Your SOW documents specify your service commitments to customers. Embedding your scope of work standards in the design of your customer data repository can help ensure there is a consistent and clear reference point for you and your customers.

For more information about scope of work standards, see “Establishing Scope of Work Standards” above.
Contracts

Every managed services relationship should begin with a contract between your organization and your customer. This original contract provides a foundation for all subsequent contracts and addendums and must be easily accessible as a quick reference point. You can streamline the process of establishing a managed services customer by signing a master contract with the customer before you develop a scope of work document and service level agreement. Including the master contract in your data repository can provide a foundation for relevant staff to use when they finalize SOW documents and SLAs.

For more information about contracts, see “Understanding Customer Agreements” above.
Security Requirements

New security requirements such as Health Insurance Portability and Accountability Act (HIPPA) and Sarbanes-Oxley are affecting the way some businesses must track and protect information. Because of this, your customer data repository must be secure and designed to support your customers’ regulatory compliance needs. 
Disaster Recovery Plans

In the event of a major service interruption or disaster, your organization must be able to expedite the restoration of your customer’s operations. Disaster planning might seem a burden when things are running smoothly, but no organization can afford to neglect the importance of preparing deal with the unexpected. To help build your customer’s confidence and trust, you must provide a solid, reliable, and proven disaster recovery plan. 

Developing a Comprehensive Managed Services Marketing Plan

A thoughtful and comprehensive marketing plan is essential to the long-term success of your comprehensive managed services offering and must be based on current information about your marketplace. After you have decided to offer comprehensive managed services, you should determine the easiest, most logical way to engage your market. 

If your organization already has a customer base, you might already know a great deal about their environment, needs, and decision-making processes. This familiarity with existing customers can help you quickly and easily propose a comprehensive managed services solution. Converting existing customers to comprehensive managed services clients can help you develop a portfolio of case studies that you can use to support marketing for prospective customers.

Marketing targeted to new customers is very different from marketing to existing customers. You need to create and analyze a high-level prospect list of all potential customers in your market. Factors to consider include size, location(s), and market sector. It is also important to understand your competition. An analysis of each competitor’s value proposition and pricing strategy can help you maintain quality and remain competitive within the market place.

Developing Your Comprehensive Managed Service Offerings

Comprehensive managed services offerings enable you to enhance many aspects of your customer’s environment proactively while you also address their expressed needs. To be successful, you must provide flexibility and customization options to suit each customer’s needs and goals. Your marketing plans should reflect those facts to help you get the most out of both the primary and secondary opportunities presented by offering comprehensive managed services.

Primary Opportunities

Your primary business opportunities are:

· Planning, design, and implementation of a secure and remotely manageable environment

· On-going remote monitoring, patching, support, and management

Secondary Opportunities

· Sell and configure new hardware and license and configure new software

· Sell, license, and configure secondary technology (e.g. VoIP-based phone systems)

· Increased solution selling due to enhanced knowledge about customers increased customer confidence in your services

Providing a Four-tiered Comprehensive Managed Service Offering

How you structure and bill for services can be an essential part of successful marketing. You need to balance your business needs for standardization with the value customers place on flexibility. One strategy is to offer four tiers of service, with three tiers dedicated to standard packages that provide increasing levels of support and a final tier reserved for fully customized solutions. The following table illustrates a possible set of standard packages for servers.

	Bronze
	Silver
	Gold

	Monitoring 

Reporting

Patching

Anti-virus verification

Backup verification

Event log analysis

On-call support (3-hour response)

1 hour of technical support
1 hour of flex time
	Monitoring 

Reporting

Patching

Anti-virus verification

Backup verification

Event log analysis

On-call support (3-hour response)

1 hour of technical support
1 hour of flex time
	Monitoring 

Reporting

Patching

Anti-virus verification

Backup verification

Event log analysis

On-call support (3-hour response)

1 hour of technical support
1 hour of flex time

	
	Future operating system upgrades
	Future operating system upgrades

	
	
	Emergency support 24x7

Free on-site support

	$500

per server per month
	$750

per server per month
	$1,000

per server per month


· Technical support includes remote assistance, phone support, or remote maintenance

· Free on-site emergency support for hardware or software failure caused by managed service providers’ changes. Emergency support for Hardware failures or failures caused by a customer’s change will be charged to the client

· Max Flex Time that can be earned or accumulated is 160 hours

Quantity Discounts

	# Servers
	2-5
	6-10
	11-20
	21-50
	51-100

	Discount
	4%
	8%
	12%
	18%
	25%


· Discount does not apply to hourly rate for emergency hourly support or on-call hourly support

· An additional discount might apply for some single-purpose servers or if a significant number of servers have the same configuration

Customer Requirements

· High-speed (broadband or equivalent) Internet access

· Hardware maintenance or hot spare program

· Server software licenses and maintenance

· Anti-virus software and signature update subscription

· Backup software and media

· VPN access for managed services staff

Notes

· Technical support can be used for phone support or remote assistance. Total hours must be used for the month earned and cannot be carried forward. Tech support accrues in 15-minute increments.

· Flex hours can be saved and used later for either tech support or on-site project work (must be used in four-hour increments). Flex hours expire at the end of the calendar year.

· Emergency on-site support will be billed at $185/hour for bronze-level service.

Á la Carte

In addition to your standard service offerings, you can provide customized offerings. Add-on services you could provide include:

· Telephony integration

· Voicemail

· Faxing

· Voice over IP

· Web filtering and monitoring

· Intrusion detection and prevention

· Vulnerability assessment and remediation

· Digital Rights Management (DRM)

· Secure e-mail

· Portal integration services

· Web application services 

· Policies and procedures

· Anti-virus

· E-mail anti-virus and anti-spam

· Network device management (router, firewall, switches)

· Web site hosting and DNS services

· Managed desktops and printers

Understanding Customer Challenges and Communicating Solutions

In recent years, many IT departments have had their budgets frozen or cut while being expected both to maintain existing functionality and to meet the growing technology needs of their organizations. The need to keep up with constantly changing technology has placed increased pressure and conflicting objectives on already taxed IT departments. Many small and medium-sized organizations have tried to resolve these issues by doing it themselves, hiring outside consultants, or outsourcing, with varying levels of success. Comprehensive managed service offerings can expand your ability to address customer needs successfully and fill a gap left by traditional consultants.

To be a successful managed service provider, you must understand the issues and challenges your customer is facing, so you can position your comprehensive managed services offering to address their needs.

Understanding Customer Challenges

In the past, organizations tried to address their IT challenges via three typical avenues: supporting their needs internally, hiring external consultants, or outsourcing their IT operations. Although these strategies have met some customer needs, there are basic problems with each.

Many organizations have attempted to meet new IT demands with existing staff. This reduces the time IT staff have for maintenance tasks, upgrade projects, and training. This method often results in even more time spent in troubleshooting, outages, and IT emergencies. As organizational priorities evolve, internal IT departments often do not have the depth and breadth of knowledge needed to provide a complete solution to their organization.

As organizations realize they can no longer meet their IT needs with existing staff, many turn to traditional consulting companies for help. While many consultants can provide strong solutions and excellent service, all too often the expense can outweigh the benefits provided. Typically, consultants have their own way of assessing a situation, posing a recommendation, and completing an implementation. This can result in a technical infrastructure that is dependant on one provider to ensure that systems are maintained, updated, and managed properly, leaving the customer organization with limited knowledge and flexibility.

Lack of Budget for Needed Resources 

In many organizations, the cost to hire effective IT staff is often viewed as excessive. In many cases, there is no cost justification for an organization to hire a full-time IT staff, yet demands for new technologies and steadily growing needs for IT support remain. 

In both small and medium-sized organizations, common maintenance activities are hard to justify during budgeting and often can be perceived by executives as lower priority. When a trend like this continues, an organization's infrastructure remains static while more and more technology-dependant services are layered on top. More dependant technologies lead to an incremental cost for retaining and training in-house IT staff. For most small and medium-sized organizations, the cost to acquire and maintain internal staff will exceed the allowable budget.

Reduced Availability of Technical Resources

As IT departments face increasing demands, they often over-allocate staff. In small and medium-sized organizations, all available staff might be assigned to deployment, development, and troubleshooting tasks, leaving little or no time for necessary maintenance. Many organizations understand the need for IT spending, yet fail to budget properly for it. These organizations might spend IT consulting dollars when systems break, but do not budget for infrastructure upgrades or system maintenance. This procrastination can lead to even greater expenses because systems that are not properly maintained often will experience critical errors more frequently.

Need to Maintain Competitive Edge

Today’s organizations are striving to refine their operations with through predictable management of their network and controlled and predictable costs based on a solid methodology while also maintaining access to the latest technologies. Deploying new technologies requires staff time for research, assessment, planning, training, testing, and implementation. 

Communicating Solutions

Managed services can enable your customers to increase the efficiency of their infrastructure, control and predict their costs, and establish a standardized environment that is secure and supports compliance with government regulations or trading partner standards. To position your managed services offerings properly, you must understand customer challenges in the target market, which pricing model is best for the targets, and the benefits your managed services solutions can provide.

While virtually any small or medium-sized organization could be an excellent candidate for comprehensive managed services, ideal customers will want to achieve one or more of the following goals:

· Streamline system administration and proactively control IT costs

· Increase organizational security and reduce downtime

· Boost organizational productivity, capabilities, and effectiveness

· Improve help desk and system support

Managed services are a vital component in assisting your customers with their daily challenge of reducing and controlling their costs. The following sections describe some of the customer goals that you should emphasize when marketing your solutions.

Increase Operational Efficiency

· Lower IT staff costs. IT staff costs are often perceived as excessive can be difficult to correlate to justify to upper management. Although large organizations often understand that IT spending is a strategic investment that can provide a very high return, small and medium-sized organizations might need help understanding the benefits of investing in proactive maintenance.

· Improved overall IT management. The system standardization that is part of comprehensive managed services enables small and medium-sized organizations to make the most of their IT budgets. By relying on strong system standards, your customers can better identify opportunities to reduce costs. They also can improve user efficiency by eliminating the costs associated with maintaining diverse systems.

· Increased IT cost predictability. IT management can be an increasing part of an organization’s costs. Comprehensive managed services can enable small and medium-sized organizations to predict and manage IT costs more accurately and successfully. Guaranteed system-wide software and hardware compatibility can simplify decisions about future directions for the organization.

· Lower maintenance costs through standardization. Systems built on strong security standards require less maintenance. You can automate update management using Software Update Services and Microsoft Windows Update Services. In addition, you can configure automatic updating to require review and approval before installation. 

· Opportunity to focus on core tasks. Your customers can benefit by focusing their IT staff on productive projects rather than ongoing maintenance and support. As technology grows more complex, specialized knowledge becomes more important and the cost of maintaining in-house IT staff grows. Through comprehensive managed services, your customers can benefit from your organization’s technical specializations at a lower cost than they would pay to maintain the same level of expertise in-house.

Improve Security and Stability

· Reduced employee access to unauthorized and unproductive applications. System security and minimal loss of work time are essential to your customer’s productivity. Comprehensive managed services can reduce system vulnerabilities through increased security and continuous remote maintenance. Additionally, sensitive materials are less likely to fall into the wrong hands. 

· Enhanced IT security through critical update management. Automated update management can greatly simplify system maintenance by making it much easier to apply critical security fixes quickly and consistently, thereby minimizing the risk of virus attacks and other security breaches.

· Improved security reduces the possibility of loss. Information is many organizations’ most valuable asset. Enhanced security technology, an effective security design, and proper monitoring and maintenance can reduce the risks of loss of assets, possible fines, and litigation associated with the failure to comply with information protection laws.

· Reduced probability of improper configuration. Standardization and routine maintenance helps to ensure reliability and consistency throughout an organization. This can enable improved problem identification and resolution, enhance employee productivity, and lower employee stress.

· Enhanced security through technology. By installing the latest security technologies, your customer can take advantage of newer and more efficient IT system components. 

Streamline Operations with Integrated Solutions

Customers interested in streamlining their operations with integrated solutions can employ comprehensive managed services to resolve their IT challenges. Managed services helps resolve your customer’s challenges with updated and standardized technologies and support and enables their IT staff to focus on strategic projects, all at a predictable and monthly fixed fee that stays low by taking advantage of economies of scale. 

Developing Sales and Marketing Material

An effective marketing strategy can encourage profitable sales. Marketing promotes your offerings and, in turn, your sales staff can leverage that marketing to sell your offerings. A carefully crafted sales and marketing strategy is vital to your long-term success. Effective sales and marketing strategies support corporate branding, improve targeted marketing, and drive profits. Basic goals for a sales and marketing strategy include:

· Increase organization awareness 

· Develop new markets

· Research and produce innovative offerings 

· Improve customer satisfaction and retention rates 

· Increase profits 

When developing your sales and marketing materials:

· Identify the goals and objectives of your managed service offerings.

· Forecast and plan your sales to help improve your understanding and management of your business.

· Research your competitors and their offerings and use this information to improve your offerings.

· Assess customer needs to determine better ways of positioning your solutions.

· Research current market trends to improve your market targeting.

Developing Brochures

Brochures are an affordable and familiar way to get your message to a target market. Brochures can provide a high-level overview of your comprehensive managed services offerings that can make your customers want to know more. You can incorporate brochures in your marketing strategies by:

· Using a them as a follow up to cold-calling a prospective customer

· Including them in a direct-mail campaign 

· Distributing them at events 

Writing Case Studies

Case studies present examples of real deployments. You can create case studies to chronicle events that take place in your customer’s environment during the transition to managed services. When you begin offering comprehensive managed services, work with a satisfied customer to build an effective case study that you can use in your sales and marketing efforts. You can offer your customer a discounted rate for receiving managed services for a predetermined amount of time (6 months -1 year pending the size of the engagement) and in return for them providing the opportunity to be a test ground and follow on case study for your managed service initiative. Case studies enable you to show concrete results and benefits of transitioning to comprehensive managed services.

Collecting References

Customer references provide the highest level of credibility and are an excellent way to promote your comprehensive managed services offerings. Having a customer endorsement shows potential customers that you are reputable and more importantly that you have a proven ability to provide a reliable and secure managed services solution. 

Ways of collecting references include:

· With every successful managed services implementation, ask your customers to fill out a brief customer satisfaction survey 

· Leave space for comments at the end

· Request permission to use their name and comments in your marketing materials 

· Ask your customers to write reference letters 

· Offer to write a brief reference letter for them to approve and acknowledge 

· When your customer states something positive about your product or services, ask if they would be willing to provide their feedback in written format on their letterhead so you can use it for marketing

References are a stronger endorsement when the customer’s name is listed. Ensure you have permission before publicizing their name.

Designing Web Sites

Web sites can help your business in many ways, both internally and with marketing and customer service. External Web sites can be accessible 24 hours a day, 365 days a year, and can get information about your company to a global audience. You can update Web content quickly and easily, and users choose whether to print materials, reducing waste and saving you money. When you design a customer-facing Web site, consider the following goals:

· Generating prospects and customers. Provide a single, worldwide portal of leading visitors and prospective customers to your Web site to facilitate their conversion of needs into actual opportunities.

· Online sales. Sell your offerings 24 hours a day, 365 days a year.

· Business promotion. Provide a tool for new and existing customers to gain information about your comprehensive managed services offerings.

· Information dissemination. Provide a single portal for communications of recent events, trends, and analysis.

· Reduced marketing costs. Provide a single, worldwide portal for all of your marketing materials that can be easily revised and maintained.

· Company awareness. Provide a single portal to your company’s missions, culture, vision, and goals.

· Support customers. Provide FAQs, offer Web-based e-mail support, distribute newsletters, and host discussion groups for your existing customers.

An intranet Web site enables you to provide employees and authorized affiliates quick access to material needed to complete their work. If you take a virtual data center approach to offering managed services, your support staff might be in many different locations. In such cases, a strong intranet Web site can help ensure all staff have ready access to the most up-to-date information while keeping that information secure through role-based access control. In addition to keeping your employees well connected, an intranet site can help reduce operating costs for printing and document distribution, improve collaboration, enhance individual productivity, support information management policies, and protect confidential information while keeping it accessible to appropriate staff. 

Your intranet Web site design should be task-oriented. It should provide straightforward navigation and enable easy content updates. Content for an intranet Web site might include:

· Project tools and templates

· Sales tools and templates

· Engineering tools and templates

· Marketing material

· Sales collateral

· New service offerings

· Accounting requirements (expense forms, mileage reports)

· Employee contact information

· Human resource information

· Organizational financials

· Monthly newsletters

Be sure your intranet design makes clear which documents are shared with your external Web site and which are internal drafts for possible publication on the Internet. In most cases, you should limit rights to edit or publish external documents to as few people as possible.

Designing Sales Templates

In most cases, you eventually will have several, or even many, managed services offerings to communicate to your customers. Be sure that all your external sales content has a consistent look and feel. By developing a standard sales template, you can speed the creation of professional, customized sell sheets for all your services. Sales templates typically provide a framework that includes:

· Headline—The name of the offering

· Introduction—A high-level overview of the offering

· Benefits—Advantages of the offering

· Features and/or specifications—The complexity and amount of technical detail you offer will vary according to the target for a particular piece

· Value—Explicitly detail the value your offering by comparing it to other offerings that cost more or provide less

· Conclusion—Summarize the overall content and provide contact information

Creating Sell Sheets

Your staff can use sell sheets internally to focus their communications with customers or distribute them directly to new or existing customers as part of a marketing outreach. Sell sheets can be distributed through the mail, e-mail, and your external Web site. Sell sheets for external distribution should include:

· Detailed outline of the specific offering

· What operational challenges the offering resolves

· How the offering can improve budget performance

· Options for customizing the offering

· Value statement for the offering

Creating and maintaining accurate sell sheets can help your staff stay abreast of the value that each of your service offerings provides, and provides that can assist in keeping your customers informed and interested in your offerings.

Maintaining a Pricing Guide

A pricing guide is an internal tool that provides a methodical description of your managed services pricing model and options. Be sure that your pricing model provides as broad and flexible a set of options as possible and that your pricing guide makes those options clear to readers. Pricing options to consider include: 

· Monthly reoccurring fixed fee, for comprehensive managed service offering

· Per-device, reoccurring monthly fixed fee

· Higher volume per-device, quantity-based discount and reoccurring monthly fixed fee 

· Per-service, per-device monthly options for single component support (monitoring, patching, updating, or anti-virus)

· Hourly rates defined for time and material requirements

· Hourly rates defined for escalated service level agreement requests

· Hourly rates defined for managed service opportunities that result in individual and scheduled projects or assessments 

· Hourly rates defined for after hours and weekend technical support

· Calculated profit integrated into each sell price

· Maximum and minimum sell rates or profit allowances

You can itemize your á la carte offerings to enable your sales team to sell an individual component add it to an existing agreement. Note that in many organizations, final pricing is determined by the sale representative closing the deal and the pricing guide is simply used as a starting point.

For more information regarding pricing guides, see “Managed Services Pricing Guide” within the supporting documents included in this handbook.

Maintaining a FAQ

A Frequently Asked Questions (FAQ) document can help your sales and technical teams give accurate responses to customer’s commonly asked questions about your managed services offerings. This will assist your teams in the preparation of introducing your managed service offering to both new and existing customers.

For more information regarding Frequently Asked Questions (FAQ), see Frequently Asked Questions (FAQ) Guide in the supporting documents included with this handbook.

Creating Presentation Material 

Developing customer presentations using Microsoft Office PowerPoint provides a powerful means of providing an overview of your managed service offerings. Be sure to include only high-level points in presentations, but be prepared to answer detailed questions about each point. Unfortunately, just knowing the features and benefits of your managed service offering will not guarantee sales. To sell your managed services offerings successfully, you must be able to tell the managed services story as the solution to your customer’s challenges. 

When developing presentation material, focus on valuable information that can help close the sale. Consider the following for your customer presentations:

· Include only high-level facts.

· Use speaker’s notes for additional details or presentation guidance. 

· Include a brief company background when you meet a customer for the first time. 

· Include a brief overview of the comprehensive managed services model.

· Review the managed service components that can meet your customer’s needs.

· Make concrete connections between the benefits you can provide and the customer’s challenges.

· Ensure that any prominent graphics you include are easy to understand and pertinent.

· Include success stories or recommendations from similar customers.

· Invite customers to ask questions throughout the presentation. 

· Include a strong summary that clearly illustrates the value your customers will receive from your managed services offerings.

Creating effective PowerPoint presentations can provide a professional marketing tool that your staff can use easily can customize to fit the needs individual customers.

For more information regarding presentation materials, see “Managed Services Presentation” within the supporting documents included in this handbook.

Developing Internal Training 
Implementing a comprehensive managed service offering introduces new knowledge requirements for all your staff. Having an internal training strategy can help you manage the organizational and cultural changes brought about by offering comprehensive managed services. 

You must provide internal training and support to facilitate effective incident response. Your organization should develop in-house training and manuals that detail the overall process, roles and responsibilities, and system specifications. This should be an ongoing activity and should focus on both soft and technical skills. Failure to set aside time to build, maintain, and impart this knowledge will limit your efficiency and market success. 
By implementing a vigorous internal training plan, you can help provide greater employee motivation, improved quality of work, a strengthened team environment, increased profitability and volume, higher productivity, and greater customer confidence. 

By investing in your staff’s knowledge development, you can increase your ROI through improved employee retention, collaboration, and alignment of individual goals with those of the organization. Be sure your training plan can provide your staff with skills essential to implement, operate, manage, and sell your managed service offerings. 

Several training topics should be considered for all staff members, regardless of the position they hold: 

· Comprehensive managed services overview. Provide a clear understanding of what comprehensive managed services entails, define the managed services you will offer, and describe how managed services will benefit your organization, staff, and customers. 

· Roles and responsibilities. Provide a clear definition each staff role involved in providing managed services. It is important that all staff understand both their own responsibilities and how all managed services roles are interdependent. 

· Target market and trends. Provide current market trends and analysis on managed services to build awareness and understanding of the position of managed services.

· Corporate goals and direction. Provide a clear understanding of your organization’s goals and how managed services offerings fit into your overall strategy. 

· Customer response to the solution. Provide a clear understanding of customer challenges and how managed services can provide resolutions. 

· Requisite knowledge. Provide a clear understanding of how to access and work with your centralized customer data repository.
Understanding and Implementing Information Technology Infrastructure Library (ITIL) 

As a comprehensive managed services provider, you need to offer solutions that can help your customer optimize their use of IT resources and minimize their costs. Adopting the industry-standard Information Technology Infrastructure Library (ITIL) framework can help you systematically apply best practices to keep your customers’ IT assets performing at peak efficiency. 

The ITIL approach focuses on two main areas of providing managed services: service support and service delivery. Service support practices are focused on operational goals while service delivery components are tactically oriented. Effective service support management helps to ensure that you provide the services your customers require with minimal disruption. The five key components of ITIL-based service support management are:

· Configuration management defines standards for recording configuration items (CIs) and specifying relationships between CIs. 

· Incident management processes handle events that are not part of the standard operation and which cause or might cause a service disruption or reduce quality of service.

· Problem management addresses situations arising from a single significant incident with unknown causes or identified by analyzing incident patterns.

· Change management defines routine processes for the addition, modification, or removal of CIs.

· Release management controls the introduction of approved changes such as deploying a new service or application to address a customer challenge.

Service delivery management formalizes your tactical strategies for assessing your service support management and your sales and marketing practices. Effective service delivery management can help you ensure that your comprehensive managed services teams have everything they need to both meet customer needs and your organizational goals. The five key components of ITIL-based service delivery management are:

· Service level management maintains quality of service through continuous monitoring and analysis and defines steps to take when service quality problems are identified.

· Financial management can help predict and control budgets by accounting for the funds spent to support your comprehensive managed services customers and the fees you receive. 

· Capacity management monitors and analyzes the performance of all managed services and facilitates both internal and external reporting. 

· Availability management optimizes IT infrastructure to deliver a cost-effective and sustained level of availability. 

· Continuity management identifies the minimum requirements to support the customer, determines how much the customer might lose because of a disaster or other service interruption, and defines escalation processes based on the identified loss.

You can adapt ITIL standards to your needs to improve your customer communications and operational efficiency. To benefit from applying ITIL standards, you must plan carefully and ensure your organization is committed to the change. Start at the top by ensuring your executive staff are committed to these new practices. If your organization is going to implement ITIL, or any other industry standard, you must have full internal support. Executive staff need to believe in the process and convey the value to the entire organization to ensure successful adoption.

Training Sales Staff

Selling comprehensive managed services solutions requires your sales staff to be more resourceful, creative, and independent in their selling approach, which means they must be well trained in your managed services offerings, positioning, and negotiation policies. To sell your managed services offerings effectively, sales staff must have a thorough understanding of all your offerings and pricing guidelines as well as licensing costs for the Microsoft software at the core of your solutions. 

Sales staff have a role to play in positioning your offerings in the market, so they must know their customers’ needs and challenges. By including customer challenges in your sales training, you can pave the way to improved performance for all your sales staff. Be sure they understand that closing deals depends on offering a customized solution with clear benefits and quantifying the return on investment that customers can gain through managed services. 

After sales staff have helped customers to envision a comprehensively managed environment, they focus on collaborative design for the overall solution. Sales training should encourage staff to take a creative and cooperative approach to finding overall solutions that will benefit customers while generating profits. 

Training Customer Liaisons 

Customer liaisons are primarily responsible for providing high-level relationship management with your customers as advocates for your comprehensive managed services offerings. Because customer liaisons are senior sales staff, their training should include all material offered to the general sales staff. 

Because customer liaisons work with customers to ensure that your managed services engagements are successful, their training must emphasize soft skills such as presenting solution strategies and persuading customers that proactive systems management is a valuable investment. 

Training Systems Engineers 

System engineers provide solution recommendations based analysis of customer needs and are responsible for monitoring the strategic direction and growth of solutions from both a technical and financial perspective. They must stay current with both technology changes as and the competitive marketplace. They are responsible for assisting in defining, planning, and overseeing technical and operational solutions and requirements for the organization and customer. Because their work affects all other aspects of offering comprehensive managed services, system engineer training should provide overviews of ITIL, project management, and sales best practices. 

Training Technical Specialists 

Technical specialists work directly with systems engineers during the managed services migration. They also provide technical expertise and guidance in the design, testing, documentation, implementation, and maintenance of the solution. Their training should focus on required technical competencies, ITIL, and project management best practices. 

To implement and maintain managed services successfully, technical specialists will need operating system, networking, and security experience. Your technical staff must be able to monitor customer sites, provide configuration management services, run system backups, and perform other routine operational tasks.

When establishing your technical training plan, consider cross training, shadowing, or mentoring from with knowledge of: Windows Server 2003, Small Business Server 2003, Microsoft IIS 6.0, Microsoft Exchange Server 2003, Microsoft Software Update Services (SUS), Windows Update Services (WUS), Terminal Services, Windows XP, network routing and switching technologies (e.g. Cisco or SonicWall), Microsoft SMS 2003, and Microsoft Application Deployment Service (ADS).

 Training Project Managers 

Providing comprehensive managed services requires a structured approach to the way your projects are managed. Project managers ensure that projects are delivered on time, do not exceed the budget, and meet both internal quality standards and your customer’s needs. Project managers work closely with staff coordinators to ensure that technical staff are informed of best practices related to each customer engagement and that a cooperative, motivated, and successful project team is assembled for every managed services opportunity.

When developing an internal training plan for project management, keep in mind that the project manager’s role spans all managed services functions. This requires their training to include overviews of all personnel responsibilities and associated training, as well as their own. The training plan for project managers also should include extensive study of ITIL standards.

Training Call Center Staff 

Your call center can be the primary point of communications for customers with problems to report or requests to make. It is critical that call center staff provide professional and timely customer service. Be sure call center staff are trained in the following areas:

· Organizational service support processes

· Customer specific service support process 

· Troubleshooting hardware and software 

· Documenting solutions and associated service level expectations

· Managing conflicts

· Managing customer expectations

· Accessing third and fourth level support specialists

· Managing communication

Training Staff Coordinators 

Staff coordinators are ultimately responsible for the overall management of your technical personnel and must be able to effectively manage and support their daily activities. They must be able to provide instruction and guidance to all personnel. Coordinators need to understand the technical competencies of each of your technical staff so they can assign the right people to the right job. 

When establishing training for staff coordinators, be sure to include:

· Budget and bench time reporting for all technical personnel

· Resource scheduling and forecasted scheduling

· Managed services migration process

· Ongoing training plan development for technical staff

· Leadership development

· Base level project management

Selling the Comprehensive Managed Services Solution

By properly positioning comprehensive managed services, you can strengthen your position as your customers’ trusted IT advisor. Not only can you help your customers understand how they can lower their costs, you can help them optimize their environment while becoming more efficient and mitigating risk. Providing comprehensive managed services can improve the overall efficiency of customer infrastructure through simplified deployment and configuration, quick problem identification and resolution, and rapid implementation of new technologies. Other benefits include lower IT staff costs, cost predictability, and lower server and workstation maintenance costs through system standardization. Comprehensive managed services also can help customers improve security and stability by blocking virus and worm attacks at the network edge, reducing employee access to unauthorized sites, effectively managing critical updates, and minimizing the likelihood of configuration errors. Most importantly, a comprehensive managed services solution can enable your customer to focus on their core competencies and strategic goals instead of struggling with routine IT system maintenance.

Targeting Potential Managed Services Customers

Any organization with an IT infrastructure can benefit from implementing comprehensive managed services. Some customers, however, are more receptive to the idea than others are. Typically, a customer’s willingness to explore managed services depends on their size, what they do, their IT staff needs, and the importance they place on IT infrastructure.

Identifying Ideal Target Customers

Target customers with the following attributes will present the greatest opportunity for selling this solution:

· Small and medium-sized organizations

· Limited or no in-house IT system engineers, LAN administrators, or technicians

· Limited or cost-prohibitive support available in the organization's geographic area

· Small, diverse locations that make onsite IT staff less cost efficient

· Recently lost in-house IT staff

· Considering more staff to handle routine IT tasks

· New organization with IT needs and no internal IT staff 

· Acquiring other organizations and trying to integrate the systems cost effectively

· Recently spun off from another organization and has no current IT staff

· K-12 school districts that cannot afford to hire internal IT staff year-round

· Local governments that cannot afford a full-time IT department

Considering Target Customer Size 

In general, small and medium-sized organizations are the best candidates for comprehensive managed services. By customizing your sales approach, however, you can effectively target challenges for customers of all sizes. The following discussion can help guide you in targeting small, medium-sized, and large organizations.

Small Organizations
Small organizations have at least one server and up to 75 workstations. They typically run all their critical systems on a single server. Because their server must run smoothly with little to no down time, they need expert care. Typically, that single server is supported by a single person who is forced to be an IT generalist. Unfortunately, generalists typically lack the expertise necessary to maintain the full array of technologies in use, and that lack of knowledge can itself cause system problems. This situation can become chronic when a small organization hires a consultant to correct a problem created by the IT generalist who then re-creates the problem after the consultant has left.

Organizations depending on an IT generalist often are looking for a better solution and can find comprehensive managed services attractive. Be sure these customers understand that they might not reduce their overall budget through comprehensive managed services if they move their internal IT specialist to other tasks instead of cutting the salary line. Be sure these customers understand that while they might not appear to save money by moving to managed services, transferring their IT person to a productive role can improve their overall performance. Also, remind them that your solution can reduce unplanned IT costs significantly by standardizing systems and establishing routine maintenance.

Medium-sized Organizations
Medium-sized organizations have 3-50 servers and 50-500 workstations. These organizations might employ up to 10 dedicated IT support staff. These customers tend to be excellent candidates because they have all the same needs as large organization without any of the economies of scale. A variety of strategies that work for small or large organizations also can work when selling to medium-sized organizations. Carefully assess the potential customer’s state of operational maturity when you develop a strategy to target them.

If your customer has several servers running different systems, you can start by focusing on a single system. Try to identify a critical system that currently is performing erratically and disrupting the customer’s work, and offer a managed services solution to address the problem. Frequently, customers will want this work done on an hourly consulting basis. Completing a consulting job to address a single problematic system can provide an opportunity to sell managed services. Offer your customer a free two-month trial employing managed services to maintain the newly upgraded system, and let the quality of your services speak for itself.

Large Organizations
Existing IT departments in organizations with 20 or more servers and 500 or more workstations might feel threatened by managed services. Established IT departments tend to believe they are doing their job as well as possible. Customer technical decision makers likely will be your greatest challenge in selling to large organizations. Be sure that your sales and marketing strategies for these organizations focus on how comprehensive managed services can free valuable internal staff time for more productive projects by relieving them of routine maintenance and support duties. 

Considering Organizational Cultures
Organizational culture is the subject of much formal research and even more practical observation by sales staff. From a sales perspective, it can be helpful to list several common traits or patterns of organizational culture and develop strategies to work with those cultures. When your sales staff work from a consistent schema of organizational cultures, individual staff can work more quickly and effectively on site and the whole team can present a consistent, professional approach. Below are some example organizational culture categories and strategies for selling to those cultures:

· Controlling environment. Emphasize the value of the standardization that comes with managed services. Stress the efficiency of your change management, configuration management, and release management processes. Discuss how your solutions are based on rigorous industry standards like ITIL and the Microsoft Operations Framework. 

· Highly technical group. Comprehensive managed services can free internal IT staff time for high-level work like research and solution design by reducing time spent on routine maintenance. Sell your solution as a way to relieve them of the burdens of tedious maintenance tasks and being on-call for support.

· Afraid to do anything. Some IT departments face huge responsibilities and are afraid to disturb their infrastructure. Typically, these organizations have experienced high staff turnover and their systems have no history of standardization or documentation to guide current staff. Emphasize the thorough infrastructure documentation that comprehensive managed services can provide, and the fact that your solution is based on proven technology and leading industry standards like ITIL. 

· Looking for a way to reduce head count. Many organizations have embraced outsourcing. Their executives do not see IT infrastructure as core work for their organization; they see it as a chore. Focus on the senior executives and emphasize your ability to meet all of their IT needs with comprehensive managed services.

Selling the Financial Viability of Comprehensive Managed Services 

While you need to consider your customer’s financial situation to sell them the right managed services solution, comprehensive managed services eliminates the need for them to worry about your viability. Historically, organizations are very cautious about IT service providers, and worry in particular about the provider’s financial viability. If the solution provider goes out of business, the customer has a lot to lose as well. With comprehensive managed services, however, that is not the case. You can remotely manage their systems, and they can keep their servers at their own site. And because all systems are completely up-to-date and are maintained according to strict standards and guidelines, your customer is at minimal risk if something happens to your business. The days of worrying about a provider’s financial viability are over thanks to managed services.

Targeting Potential Managed Services Customers

You can find potential managed services customers in a variety of ways. Start by taking a close look at your existing customer base for organizations matching the criteria outlined above. Another easy, low-tech way to find potential customers is to look through the classified job advertisements in the newspaper. Watch for companies seeking IT staff and contact them. The following approaches can help you find potential customers:

Cold Calls

Obtain a list of small and medium-sized organizations in your geographic service area. Have a general understanding of the organizational background for each prospect you plan to contact. Before you begin calling, develop a sales script. Because your customers are constantly solicited by IT vendors, and the odds of you reaching them by phone are slim to none, you limit your script to around 20 seconds and focus on the cost savings and security benefits of a managed services solution. A typical script should resemble:

“Hi, my name is Terry Salesperson from Sample Company. Our organization is a leading provider of managed services that specializes in ways to dramatically lower your IT costs while at the same time making your systems more efficient and secure. If you would like to learn more, please give us a call and we will have one of our managed services specialists contact you.” 

If you talk to someone live, use your cold call opener, stress the benefits, and try to schedule an on-site meeting for your sales team. Or, you might want to invite them to an upcoming Web seminar or live seminar. If you are like most Microsoft Partners, you probably do not have many people in your organization who are excited about cold calling. You might want to provide a financial incentive for every meeting or managed service opportunity that they generate.

Onsite Meetings

The goal of an onsite meeting is to educate your prospective customer about your organization and the benefits of your managed services offering by helping the customer understand how your offerings can help them lower their costs or increase their revenues. A good way to start is by asking your customer a number of open-ended questions, such as:

· What are the top priorities for you IT department in the next year or two?

· Has your organization ever outsourced any IT services?

· How do you view your IT group?

· Do you have defined SLAs, and, if so, for what systems?

· Do you have service or hardware contracts with vendors or other service providers?

· Are you evaluating how to improve system management within your next budget cycle?

· Do you have any regulatory or auditing requirements today?

· How many people are in your IT department?

· What are the major roles in your IT department?

· How many desktops and laptops do you manage?

· What desktop operating system or systems are you running?

· How frequently do you replace desktop hardware?

· How do you track and manage hardware assets?

· Roughly, how many different applications run on your desktops?

· What are your critical applications?

· How do you deploy applications?

· How many sites are in your organization? 

· How many sites are large datacenters, regional hubs, and branch offices?

· Do you track help desk call volume and times to resolution?

· What are your top help desk calls?

· Is your IT department understaffed or overstaffed?

· Have you lost any IT support personnel? 

· Do you want to hire more IT personnel, and what the full cost for those positions?

· How much do you spend annually hiring outside support to help manage your network?

· How much time do you spend on routine IT tasks instead of strategic projects?

· What are the major roadblocks for your staff to get their work done?

· Do you currently monitor your systems?

· Do you do any proactive maintenance?

· Do you analyze current trends for your IT systems on a regular basis? 

· Are you compliant with regulatory obligations?

· Do your IT staff like being on-call?

· How many people know your server setup?

· What does your IT staff like or dislike about their jobs?

· What is your internal cost to manage desktops and servers?

· What do your non-IT staff say about the IT support they are getting?

· Do you think your computing environment is highly secure and why?

· Is your organization struggling to keep up with software upgrades and patches?

· What is your existing patch management process?

· How frequently do you distribute patches?

· Can you ensure that all computers install a patch when you distribute it?

· Do you use a tool to manage desktop software deployments and if so, what tool? 

· What operating systems do your critical applications require?

· Do you have a disaster recovery?

By responding to these questions, your customer can realize that comprehensive managed services might be worth exploring. During the conversation, you can relate the experiences of similar customers who successfully used managed services give your customer chances to ask about pricing, how particular processes work, and how you report on your services. Ideally, the customer will be intrigued and your sales team can schedule an onsite assessment.

Be prepared to leave appropriate sales collateral, including price sheets, process guides, and sample reports. Ensure that your customer knows you can customize a solution to meet their needs.

Web Seminars

With new technology like Microsoft Office Live Meeting, you can reach many prospective customers efficiently and productively. A Web seminar requires your customers to dial into a conference call while at the same time logging on to a Web site to view your presentation. This method can provide many of the benefits of in-person discussion without the demands of travel. Web seminars can shorten the sales cycle and save money on facilities, travel, promotional materials, refreshments, and your employees’ time.

Ideally, a Web seminar should last 30-60 minutes and the major components should include:

· Introduction

· Overview of comprehensive managed services

· Reasons to employ comprehensive managed services

· Sample reports

· Open-ended questions (see above)

· Case studies and references

· Pricing

· Next steps 

At the conclusion of a successful Web seminar, you will have a few participants who want to schedule an onsite meeting or infrastructure assessment. You should follow up with each participant to thank them for their time, present your perspective on how comprehensive managed services can improve their specific environment, get feedback, and try to schedule an onsite visit.

Live Seminars

Some customers prefer a traditional approach when learning something new, especially when it comes to their IT systems. They rely on the opportunity of meeting and communicating with similar organizations to share perspectives on a new solution. Live seminars enable customers to meet your staff and encourage networking among attendees. 

Live seminars should cover the same material as Web seminars, but you should plan encourage discussion along the way. Ensure that you have ample time to review the details of your comprehensive managed service offerings and put solutions in terms of the challenges each of your customers or prospects face. 

Marketing Campaigns

A marketing campaign should include the following: 

· Mailers

· Invitations

· Radio and/or TV ads

· Ads in a local publications

· Web site updates

· Cold calling

· Web seminars

· Seminars

· Marketing collateral including price sheets, case studies, references, process guides, sample reports, and battle cards

· Promotional items

Consider using a lead-tracking system like Microsoft CRM to track the sales pipeline and help ensure good results from your organizations marketing and selling efforts.

Understanding Managed Services Customization Options

Your success in selling managed services will depend directly on your sales team’s ability to align your offerings with customer needs. Both your sales and technical teams must be well versed in the details of your offerings and able to identify each customer’s challenges. 

One way to help ensure your staff can master these important details is to build a set of standardized packages and define standards for offering á la carte services. You can help your sales staff close more deals by ensuring that the pricing and options for your offerings are as flexible as possible. The following sections provide an example of standard packages and options for comprehensive managed services offerings.

Bronze

This level of service is designed for large customers. Large customers are likely to be able to take advantage of a multiple server discount when they choose one of your managed services components like monitoring and patching. In these environments, IT staff is already present, although by relieving them of after-hours support necessities and daily requirements, you can position your organization as an asset that helps them meet their strategic needs.

Other ideal placement for bronze level service may include:

· A rapidly growing company that is looking to add more help desk or LAN admin staff to handle menial tasks such as applying security patches, virus updates, or changing passwords

· K-12 school districts that can’t afford to hire internal IT staff year-round to apply patches (they plan all of their technology efforts throughout the summer when the students are on break)

· A customer that is looking to have the basic IT housekeeping tasks managed for them, as additional resource count is not allowable within their budget

Silver

This level of service is designed for any customer who wants to add major platform upgrades included to the basic service provided in the bronze level offering. These customers probably will have multiple servers and be able to take advantage of a multiple server discount. The silver service level is most applicable to small and medium-sized organizations that maintain IT staff but do not have the time to invest in routine maintenance of configuration standards and security.

In most cases, major platform releases occur every 18 to 24 months. The additional monthly per-server charge enables you to bank $250.00 per contract month to help offset the labor costs associated with performing the upgrade. The services included in the future upgrade of operating systems include design, research and development, and deployment of the upgrade. 

Gold 

This level of service is designed for any customer who needs to have major platform upgrades and broad 24x7 support provided to them at no additional charge. The gold service level is designed primarily for small organizations that need to outsource their overall IT support, but some medium-sized organization might also be interested.

The gold service level enables customers to outsource their all their IT services. All customer servers are set up to a standard configuration and you assume full responsibility for management and support. With this level of service, you are again able to bank and additional $250.00 per contract, per month to assist in offsetting the labor costs associated in providing remote phone support, 24x7x365 onsite support where required, and the necessary operating upgrades to ensure your managed service customer is always on the most recent and updated version.

Á la Carte

Á la carte services are designed for customers who have needs that do not map smoothly to your standard packages. Á la carte options enable sales and technical staff to customize solutions for your customer while maintaining the advantages you gain from economies of scale. You can gain the most from your affiliates through á la carte options. For example, your customer might choose a gold level agreement, but in addition would like you to host an e-mail or Web server. The associated pricing for your á la carte options usually are handled in a cost-plus pricing model, but as a flexible managed service provider, you must integrate those costs into your customer’s monthly bill. Seriously consider including a systems engineer when you design and offer á la carte options. Take care to ensure that all technologies included in comprehensive managed services solution are both compatible and operationally efficient for your customer.

The bronze, silver, and, gold service levels are designed to cover a base foundation for most of your customer’s needs. Á la carte options can help you easily and effectively supplement your standard offerings so you can meet nearly any customer needs.

Positioning Comprehensive Managed Services Solutions

When you engage with a new prospect to position your comprehensive managed services solution, or with an existing customer that wants to hear additional details of your managed service offering, you, as an organization need to be prepared to provide a in depth overview of what your comprehensive managed services solution has to offer, as well as how it will specifically benefit their particular challenges and needs. As you engage with prospects and learn about their environment, you will need to identify their needs, tailor a solution to meet those needs, position the benefits of managed services, and identify additional opportunities.

Identifying Customer Needs

When you meet with a prospective customer, make gaining a thorough understanding of their infrastructure, challenges, and needs your first objective. You need to be prepared with a series of questions to help you identify their core tasks and understand how IT supports each work process. Be confident and take a partnering approach, rather than a sales approach, to let your prospect know that you understand the devices on their network. Leave your customer with the feeling that you are genuinely concerned about how your services can help both resolve their challenges and meet their basic needs. 

After you meet with a prospect to discuss their challenges and needs, recommend an assessment that can provide a solid understanding of what would be entailed in a transition to a comprehensive managed services environment.

Tailoring Solutions to Meet Customer Needs

When negotiating with a prospect, consider recommending a phased approach instead of an immediate transition to comprehensive management. By taking a phased approach, you can ease their concerns of about adverse effects on organization while establishing a solution that can prove your ability to improve their environment. You can assist your customer by recommending that they choose a specific server or group of servers to use as a pilot from which they can gain a first hand view of the benefits you can provide.

For example, identify a system that is problematic or one that is essential to their organization’s needs. To display your willingness to customize their managed service offering, you might want to perform the pilot work on a time and materials basis before moving it to managed services.

Then, as your working relationship grows and the customer feels comfortable, ease into managed services. If you upgraded a problematic system, a good next step is to monitor the system with managed services. Typically, the cost savings, reliability, and newfound ease of operations that managed services provide are all the proof the customer needs. Let managed services prove itself to the customer and then add additional managed service components that will support your customer’s individual needs.

For example, below, is a strong, phased approach to building levels of managed services solutions: 

1. Provide monitoring, alerting, and reporting only.

2. Provide the first layer plus patching.

3. Provide the first two layers plus managing, analyzing, and optimizing systems.

4. Full administration: Become your customer’s virtual LAN Administrator.

Selling Comprehensive Managed Services Benefits

Comprehensive managed services offer numerous benefits for your customers, which this handbook discusses at length. Keep these benefits at the forefront of your discussions when you meet with potential customers. A high-level summary of these benefits includes: 

Reduced cost of managing IT infrastructure

Increased productivity: 

· Decreased downtime 

· Improved network performance 

More reliable IT environment:

· Proactive systems management 

· Automated alerting and event notification

· Secure infrastructure 

· Asset management

Access to experts on demand:

· Experts respond to problems quickly 

· Opening incidences with experts

· No need to hire hourly consultants

· Staff freed of on-call support

· Month-end trend analysis with an expert

· All work follows best practices

Identifying and Positioning Additional Opportunities 

When you start slowly with your managed services offering, you can add components to a customer’s solution any time they identify a new need they want you to meet. There are many additional ways to help your customer automate systems and save money by leveraging other service providers. Below is a list of additional services you can offer through affiliates or existing staff: 

· E-mail, anti-virus, and anti-spam filtering

· Web site hosting and DNS services

· Managed desktops 

· Managed printers

· Administration

· Web filtering, monitoring and reporting

· Intrusion detection and prevention

· Vulnerability assessment and remediation

· Managed firewalls

· Disaster recovery service

· Backup service

· Mobile device support (e.g. Blackberry, SmartPhone)

· Managed routers and switches

Remember, any services you currently provide on a project basis can be offered as managed services with proper planning and packaging.

Defining and Customizing the Scope of Work

Every managed services engagement must begin as a partnership between your organization and your customer. One of the first steps in establishing this partnership is defining and customizing the scope of work that you will provide to your customer. Defining the scope of work is the foundation of developing a mutual understanding about what is included in, or excluded from a managed services engagement, including the definition of the services being provided, the duration of time to perform those services, staff roles and responsibilities, and the coinciding costs to provide these services. The better defined the scope of work, the lower the risk to both you and your customers, and the greater opportunity for success in the transition to comprehensive managed services.

To create effective scope of work documents, you must define your customer’s needs, customize their managed service solution, define service level agreements, and provide financial justification. By addressing these elements, you will document the expectations for you and your customer and define the elements essential to establishing harmonious managed services relationship. 
Aligning Service Offerings with Customer Needs 

To align managed service offerings effectively with customer needs, you must first have a solid understanding of their environment and organizational culture. To present a clear value statement about how managed services can meet your customer’s needs, you must help your customer look beyond simple functionality and focus on solving their challenges. To do this, you must have a clear understanding of the following customer requirements:

· Key work processes

· Value proposition

· Mission critical activities

· How managed services can improve these activities and processes

· How IT disruptions affect work

· What is the maximum acceptable downtime for each device

By documenting your customer’s service level requirements and expectations, you establish a map to help to customize their solution. By properly aligning solutions to customer expectations, you improve your ability to assess and respond to a customer’s critical needs. Identifying your customer’s needs accurately and understanding how they can benefit from comprehensive managed services enables you to substantiate and articulate the value to your customer.

Customizing Managed Services Solutions

Comprehensive managed services offerings must be flexible to be successful, and pricing is perhaps the most important tool you have to customize solutions to meet the needs of particular customers. Pricing is typically the primary driver behind the type of service solution customers choose. Pricing should be based on the objectives of the customer and created to satisfy their expressed needs. 

You create custom service offerings to address customer requirements that cannot be addressed through a pre-packaged solution. The pre-packaged solution offerings include:

· Complete packaged solution. The complete packaged solution can suit smaller customers that might already have internal IT support. The focus of this solution is to provide remote management and security services to enable the internal IT staff to focus on strategic projects.

· Per-device solution. The per-device solution can suit organizations that have an internal IT department or have already made a significant investment in hardware; you can propose to provide managed services for specific servers without providing the licensing and hardware. This pricing model provides your customers the ability to outsource specific aspects of their environment and enables them to focus on strategic IT projects.

· Fee-based solution. The fee-based solution can suit customers whose infrastructure already includes hardware and software that meet the solution standards or for those customers who are more comfortable with a time-and-materials approach.

For smaller customers, you might choose to focus on providing a complete solution including hardware, software, and services. This type of solution can provide everything a small organization needs for a low monthly cost. You will need to create a standard package that includes a server, firewall, switch, and UPS device. Your customer can decide to own or lease the hardware, but in either case all hardware provided to your customer should be covered by manufacturer warranty for the length of the customer agreement. 

Another option aside from infrastructure support includes desktop support and hardware or thin-client devices as part of your customer’s solution. In any event, you will need to account for the time necessary to bring workstations up to specification and connect them to the new server. 

Your customer’s needs and challenges will determine whether a pre-packaged solution will suffice or if additional components will be needed. There are many opportunities to provide add-on services to your customers. These add-on services can be incorporated into one of the pricing models listed above. For more information on custom solution options, see “Á la Carte” above.

Defining Service Level Agreements

Service level agreements specify the quality, capacity, and timeliness of the service expected by your managed services customers. An SLA can be a highly effective tool for helping you and your customers manage expectations, clarify responsibilities, and objectively assess service effectiveness.

It defines the boundaries of the engagement in terms of the functions and services that your organization will provide to your customers. A well-defined service level agreement correctly sets expectations for both you and your customer, and provides targets for accurately measuring those objectives. A service level agreement can improve the delivery of managed services in accordance with your customer’s needs and helps sustain customer relationships by setting achievable and realistic expectations and benchmarks.

A service level agreement is an excellent expectations managing mechanism and should be assembled and used with the following objectives in mind:

· A communications tool. A service level agreement assists in achieving a mutual understanding and opens up communications to build stronger relationships.

· A conflict prevention tool. A service level agreement helps to avoid and manage disputes by providing a shared understanding of needs and priorities. If conflicts occur, they can be resolved more expeditiously because expectations are documented.

· A living agreement. Your managed services organization should set a predetermined frequency both internally and with your customers to review and assess the services being provided and negotiate any required revisions.

Providing Financial Justification

Because your customers are concerned about getting good value for their investment, it is critical that they understand the value of managed services, the cost benefits, and the return on investment that it provides. Your customers will want proof that comprehensive managed services offerings encourage can reduce costs and simplify management of their environment. You can provide financial justification by performing both a cost analysis and return on investment analysis for the solution you are recommending. 

The primary cost efficiencies of comprehensive managed services to communicate in a scope of work document are:

· Lower staff overhead. The salary, benefits, and training associated with employing IT staff can often be the largest portion of an organization’s IT budget. Having on-demand managed services resources provides higher quality, better-trained IT support at a lower cost to your customer. 

· Reduced expenses through improved IT cost management. Through the standardization and control provided by managed services, your customers can identify opportunities to reduce total fixed costs. The standardization entailed in adopting comprehensive managed services also helps to eliminate unnecessary costs associated with maintaining diverse systems.

· Increased cost predictability. Environments that are managed and secured remotely can provide increased abilities to predict and manage IT costs more accurately and successfully. 

When you provide a detailed cost analysis of a proposed managed services solution, it is critical to keep your customer focused on the total ROI that results. This value is ultimately the most important in justifying a managed services solution.

Finalizing the Agreement

After you establish a customer’s scope of work requirements, you are ready to finalize the goals, requirements, and expectations of the offering with your customer. This is the final and most important step in reaffirming your customer’s expectations before gaining their approval to begin their transition to managed services. 

This is the appropriate time to begin reviewing and verifying the implementation process with your customer. Review and confirm specific areas that might affect their organization such as timelines, resource options and availability, overall approach, and possible effects for preexisting projects or initiatives. This provides you and your customer the opportunity to revise the scope of work to address any questions, concerns, or last-minute areas of need, but more importantly reaffirms your customer’s expectations accurately and reiterates how they will benefit from their new managed service solution.

Building the Comprehensive Managed Services Process
Developing a Managed Services Transition Plan

Overview of Managed Services Transition Planning

Transitioning a customer to your managed services solution requires careful planning to ensure that the solution coincides with the customer’s expectation and that the implementation goes as smoothly as possible. You can avoid many common problems that new managed services providers experience by following a consistent implementation process that includes the following phases:

· Completing a comprehensive site survey

· Following a consistent technical design process

· Creating a customized migration plan for each implementation

· Deploying a pilot implementation

· Testing functionality and gaining customer acceptance

· Defining a recovery process

The following sections describe these phases and discuss how they are critical to the successful implementation of any managed services solution.
Documenting a Site Survey Process 

During the sales process, the sales and technical staff work with the customer to determine which IT assets are candidates for managed services. After you determine the scope of the managed services solution, you need to perform a site survey and document the existing environment. This documentation forms the basis for the migration plan, the support agreement, and the cost estimate.

The level of detail and scope of the site survey will depend on the management services you will implement. Managing single IT asset will require a detailed understanding of only a few specific aspects of the customer infrastructure, and will have little or no interaction with other aspects of the customer network infrastructure. For example, an offering to outsource e-mail spam filtering will require a detailed understanding of the domain names the customer has registered, which ISPs host MX records, and internal and external mail flow, but will not be concerned with other aspects of the customer’s network such as which servers host Terminal Services or what operating system the customer’s workstations are running. Likewise, a managed service offering to manage a customer’s external firewall would require detailed information about what services are provided to external users, which servers host services like e-mail, public Web sites, Terminal Services, etc., but would not require information about how internal hubs and switches are configured.

On the other hand, more comprehensive managed services offerings will generally require detailed and complete information about the customer’s existing infrastructure. For example, a managed services offering that includes outsourced management of several existing Microsoft Windows servers will require a great deal of information about the services those servers provide, how the servers are currently configured, and how the servers are currently managed and patched. When you must share some aspects of administering a device with internal IT staff, your site survey should include information about customer practices that affect the covered device. A managed services offering that is based on the implementation of new software also requires a site survey to determine what interaction the new software will have with existing systems, and how any existing work processes (e.g. disaster recovery or backup) will be affected by the implementation.
Documenting a Managed Services Technical Design Process 

The design of each customer’s managed services environment will be a unique solution created by a joint effort of you sales and technical staff working with the customer to ensure that their IT needs are met. Factors that can affect solution design include the customer’s current level of sophistication, their internal IT support capacity, and organizational needs that your teams identify while working with the customer.

In small environments, you can recommend a standard core offering of services with a few components modified to meet the customer’s needs. Implementing a standard core offering is ideal because it enables you to develop a large base of standardized customer environments that you can support easily with a small staff.

For a larger customer, especially one with a well-developed internal IT staff, the overall solution will be much more customized and must be designed by a team of experts in their respective fields. This might mean a collaborative effort by a team of experts in areas such as Windows infrastructure, messaging, application deployment, and Terminal Services. For many customers, the design might require a senior-level network architect with several years of experience.

Documenting a Flowchart Process 

As described above, implementing comprehensive managed services solution consists of the following phases:

· Completing a comprehensive site survey

· Following a consistent technical design process

· Creating a customized migration plan for each implementation

· Deploying a pilot implementation

· Testing functionality and gaining customer acceptance

The following diagram summarizes how the sales and engineering teams work together to sell and implement a managed services offering.


[image: image2.emf]Managed Services Implementation Process

E

n

g

i

n

e

e

r

i

n

g

O

p

e

r

a

t

i

o

n

s

S

a

l

e

s

Initial Sales 

Call and 

Opportunity 

Discovery

Managed 

Services 

Proposal 

Development

Present 

Proposal

Proposal 

Accepted?

Site Survey

Final Pricing and 

Agreement 

Development

Agreement 

signed?

Technical 

Design

Pilot 

Implementation

Migration

Customer 

Acceptance

Operations

Yes

Yes

Yes


Documenting a Managed Services Migration Plan 

The migration plan is a step-by-step plan to move the customer from their current environment to the managed services environment. Depending on the scope of the managed services solution and the size of the customer, this migration plan can be as simple as installing a firewall or as complex as a complete network re-design that requires formal project planning and a large deployment team.

The migration plan should be written by the staff who developed the solution design, and should include enough specific information for the customer to plan ahead for downtime and any necessary training for end users.

Regardless of the complexity of the managed services solution, remember that a managed services migration plan is different from a typical consulting engagement. In a typical consulting project, you are hired to produce a specific result dictated by the customer, or you might perform a needs assessment and develop some general recommendations.

In a managed services implementation, the end-state of the migration plan is not defined by the customer, but rather is defined by both parties during the creation of the managed services agreement. Another way of looking at the managed services migration plan is that the end-state is the point where the requirements of the customer agreement can be met and the managed services support team takes over control of the covered devices.
Documenting a Pilot Implementation Process 

A pilot implementation is always recommended, but is required only if the scope of the change is large or the sensitivity of the customer is high. You and the customer decide whether to deploy a pilot implementation during the initial site survey and solution design, and the primary factor in the decision is risk. If there is a risk of significant downtime or data loss, you should test the solution either in a lab environment or with a limited group of users. The customer should be involved in the decision after an explanation of the risks involved and the additional time required to complete the pilot implementation.

With proper solution design, planning, and testing, the implementation of the solution design should be a straightforward process. As with any consulting project, you should keep the customer informed with regular status reports and you should follow standard project management methodology to address any deviations from the migration plan.
Documenting a Functionality Acceptance Process 

After you implement a managed services environment, your customer must formally agree that the deployment meets the requirements set forth in the SLA. The functionality acceptance is a critical step because it provides an opportunity for the customer to test the deployment, verify that the managed services meet their requirements, and raise any concerns about functionality. By accepting functionality, the customer is agreeing that the solution has been implemented as planned. This provides important documentation in the event of a disagreement later in the relationship.

More importantly, after the customer has accepted functionality, you begin ongoing operation of the managed services environment and assume control of the systems and services covered by the SLA. This is also the point where change management processes are enforced upon both parties and both parties’ responsibilities under the SLA are enforced. Billing also typically begins on the date the client formally accepts functionality.

Functionality acceptance also serves as the final checkpoint for you to verify that the new configuration meets your technical requirements for ongoing support and management. Your managed services team must test all remote management, monitoring, and support components to ensure proper installation, configuration, and function before you accept functionality. After the customer and your managed services team have accepted functionality, you become responsible for meeting the requirements of the SLA.

Documenting a Disaster Recovery Plan 

Regardless of the level of service they need, each of your customers will expect you to have a comprehensive recovery plan in the event of a hardware failure or other emergency. Depending on their sensitivity to downtime, some customers might also demand SLAs that dictate the availability of service during certain hours, with financial penalties for downtime out of SLA terms. Unexpected downtime, even if it presents no contractual penalties, decreases the value of your services. Avoid it whenever possible. You can maximize service availability and customer value by building inherent redundancy into each offering and creating recovery plans.

Design and build your offerings with redundancy in mind. For a server-based offering, RAID-5 disk sub-systems should be an absolute minimum, as should redundant power supplies and cooling fans. Other hardware-based solutions should use whatever redundancy options are available, as well as an external un-interruptible power supply (UPS) to minimize hardware failure or unavailability due to a power spike or outage. Redundancy must be analyzed for cost benefit, but it is clear from a simple analysis that most forms of hardware-based redundancy are cost-effective. For example, a simple hard drive failure in a server would require ordering a new hard drive, waiting 1-3 days for the replacement, and dispatching a technician to the customer site to perform the replacement (potentially pulling them from a billable engagement elsewhere). Even assuming the hardware is under warranty, the cost of dispatching a technician likely outweighs the cost of the spare drive, not to mention the risk to the customer relationship posed by the downtime.

Hardware-independent offerings can also provide this type of redundancy when you design support processes with potential parallel paths. For example, a managed service to monitor a server and troubleshoot errors remotely must have some way, such as e-mail or a text message to a pager or mobile phone, to notify support staff in the event of an error. You can set up a redundant path to alert support staff via both paths to ensure receipt, or to notify via pager with a follow-up alert via e-mail if the alert is not acknowledged in a set amount of time. You can even design systems to escalate automatically to a backup staff member if an alert not resolved in a set amount of time by the person on duty.

You must also design each offering with a recovery plan in mind in case of total failure. This applies mainly to hardware, such as a firewall that will not boot after a lightning strike or other catastrophic failure. Standardization and effective change management are the keys to quick recovery in this event. A standardized firewall means that you can build a replacement quickly using assets you keep on hand. Recovering a failed firewall would consist of pulling a standard hardware configuration from inventory, following the standard build process for the offering, and then going through the change management logs to reconfigure whatever minimal changes occurred since the firewall was initially placed on the customer site. While downtime is sometimes unavoidable, recovery is much quicker and easier if you have planned for disasters.

One additional level of disaster recovery applies to any services provided to your customers through third parties. For any service that you provide through an affiliate, you should have relationships with additional potential affiliates that provide the same or substantially similar service. This enables a quick transition if an active affiliate ceases doing business or loses cost-effectiveness. Maintaining relationships with a wide array of affiliates can help you remain independent of external factors affecting your relationship with customers.
Developing Internal Communication Processes

Today’s organizations have additional challenges in meeting ever-changing demands. Today’s IT departments must maintain their operations successfully and stay aware of the new technologies that are being introduced while keeping within budget. Because software and hardware components are increasingly interdependent, today’s world requires a set of core and disciplined processes and strong documentation that can support effective, efficient problem resolution. Ensuring that you have an internal communication process can help you develop and maintain effective offerings. 
Overview of Internal Communication Management

Organizations of all sizes require communication processes to maintain successful operations and ensure that they use their assets effectively. Communication management is fundamental to your approach to planning, implementing, maintaining, and revising your managed services offerings. A well-developed, standardized internal communication process is essential for growth in the managed service market. 

You can base a communication management strategy on five major processes: change management, configuration management, release management, incident management, and problem management. Organizing your communication management strategies around these five processes can help you accommodate a wide variety of customers with differing needs while maintaining consistency that both provides internal efficiency and enhances customers’ sense of your professionalism.
Documenting an Internal Change Management Process 

IT systems are dynamic and always changing. Providing effective managed services means you must manage change smoothly and continuously. A formal change management process can help you ensure that you test all changes against your formal standards and methods and provide a record of changes to support other managed services processes. A well-designed change management process can also help ensure effective and timely handling of changes so your staff’s work is as easy as possible and your customers’ experience minimal disruptions.
As a provider of managed services, the simpler the design of your internal change management process, the more compatible and flexible you can be with your customer’s requirements, methodology, and culture. You can base a simple but effective process on three main components: change requests, administrative authorization, and final review.

Change requests can originate internally or from customers. Most internal change requests will be proactive maintenance, such as operating system and application patching, resource management, or directory health management. Customer requests will vary widely according to the organization, but typically will ask for new applications or server services.

The change request process begins with a request for change (RFC). You should establish a standard format for RFCs that will record all pertinent information regarding the proposed change. A standardized RFC should include a unique identifier, an identification of the problem or need, a description of the desired result, who this change affects, the means by which the change will occur, and a proposed deadline for the change to take effect. It also should include the service continuity plan in case of failure, the associated cost of the change, the budget amount for approval and sign-off, and the priority of the proposed change. It should contain sufficient information to enable the change manager to assess the change at the administrative authorization stage and again at its official review stages for approval or rejection.
Each new RFC needs to be screened by a change manager who can provide administrative authorization for further work. You can establish permanent, full-time change managers or assign the role to technicians with skills pertinent to each RFC. During administrative authorization, change managers who discover incomplete or inaccurate information will contact the originator of the RFC to find the full and correct information. Change managers also will review the priority assigned to the RFC and change it if appropriate. The last step of administrative authorization is to approve or reject an RFC. Depending on both the impact of the change and the standards set at your client’s site, an RFC might be released immediately after administrative authorization. If the request for change is rejected it will be considered closed. Upon receipt of rejection, the RFC originator can decide to withdraw the request or submit a new RFC for review.

When RFC poses a potentially high impact on a customer organization, you should review the results of the administrative authorization process. You should establish a review committee to assess changes that might affect a customer’s systems significantly. Review committee members should have strong experience with the context of the RFC so they can provide accurate projections of the results. Ensuring that proposed changes are scrutinized thoroughly is crucial before releasing a change to a production environment. 
Documenting a Internal Configuration Management Process 

The pace and volume of configuration changes will vary from customer to customer, and managing those changes effectively is essential to your long-term success. To provide effective configuration management over time, you must record and organize those records for easy future reference. 

The configuration management process identifies, controls, and tracks all versions of hardware, software, documentation, and procedures of your IT organization. Effective configuration management can ensure that only authorized components are used in the IT environment and that all changes are recorded and tracked.

You can base a configuration management strategy on formal records called configuration items (CIs) that isolate and define the various components of both your customer systems and the internal systems that are being used for the management of that customer. A CI is any element of an IT system (hardware, software, or documented process) that is formally defined and managed. 

CIs can be very simple, such as a brand of monitor to purchase, or something much more complex, such as an operating system. A common challenge that many organizations face is maintaining hardware and software standards among their various departments. You can record every system element, from server hardware to how you run system backups, as a CI to help you improve overall management. 

You should collect CIs in a centralized repository such as a configuration management database (CMDB). A CMDB can provide a concrete tool that enables management to oversee infrastructure and maintain standards by making pertinent information for each CI clear and revealing patterns of interaction between CIs. A CMDB can help you standardize platforms and avoid implementing redundant processes and applications. For example, if a server needs to be imaged, a technician can access the CMDB to check for documentation on the standard imaging process.
Documenting an Internal Release Management Process 

Release management is responsible for deploying changes after they are authorized, developed, tested, and packaged. The goal of the release management process is to ensure that all changes are deployed successfully into the production environment with minimal service interruptions.

To deploy a release management solution, knowledge of the environment is vital. How many applications are there and what are their functions? What security standards do you and your customers require? What are the various system testing requirements and times allocated for your change windows? Does your test lab meet a level of satisfaction and enable you to know with confidence what effects a given change will have in the production environment?

Depending on the size of your organization, direction of the release management process likely will be shared with or headed by the change manager. After all submitted changes have been prioritized and particular change teams created, the release process should be documented and implemented.
Documenting an Internal Incident Management Process 

In the event of a system failure or service interruption, it is imperative that a resolution be implemented as soon as possible to return to an optimal state of operation. How you identify, record, and resolve the issue is essential in minimizing any negative business impact. Incident management is a critical process that provides your organization with the ability to do just that and along with the ability to target the correct support resources. The process also provides management with detailed and accurate information on the incidents that are consistently affecting their organization. By utilizing the incident management process, your organization can ensure that your support resources are focusing on the issues that have the highest level of urgency and potentially the greatest impact on your business. 

The fastest and most efficient way to resolve unwanted incidents is to prevent them from occurring. Even timely reaction to a major incident on critical systems is many times too late and the costs can be high. There are many different types of monitoring and analytical tools available on the market today and finding the right tool(s) will depend on the needs of your organization and thereafter your customers. 

Keeping an organized record of the incidents that occur is another vital aspect of incident management. The ability to compare past incidents recorded in your centralized repository or CMDB (Configuration Management Database) to a present incident can save significant time in troubleshooting resulting in a more rapid return of services. Proper incident recording can also be useful for reviewing network trends and problem areas which can assist in proactively identifying issues before they become business halting. Once the incident has been recorded and compared in the CMDB and a priority level has been established, it will then move on to release management for the testing, and approval of the incident resolution.
Documenting an Internal Problem Management Process 

Although a proactive approach to managing IT operations is ideal, it is definitely not the norm. Avoidable problems will occur and, on occasion, will even reoccur. Often, troubleshooting alleviates symptoms without addressing the underlying problem. Methodical problem management can help you to examine and the root causes of many incidents and address the problem by making changes to internal processes, procedures, or your infrastructure. 

Successful problem management requires regular assessment of current CIs. To resolve a pattern of related problems, you might need to reevaluate and change configuration standards or user practices. Problem and change management work side by side to effect all your internal environments and customer sites. 

By methodically examining and addressing problems that cause sustained incident patterns, you can save time for your support staff, thereby improving their overall productivity. Effective problem management helps to maintain continuity and ensures higher quality release management testing.
Developing External Communication Processes

The pace of change in information technology is notoriously rapid, and many organizations still take a haphazard approach to implementing new systems and decommissioning old ones. With the vast array of options available today, no two organizations will be alike, so your external communication processes must be as vigorous as your internal ones. Because no two organizations are alike, you will engage with some customers who maintain comprehensive formal processes, some who have partially formalized their processes, and some who have no methodical approach to IT at all. Regardless of a particular customer’s previous IT management methods, effective external communication processes can help emphasize your value as a managed services provider. 
Overview of External Communication Processes

In ideal circumstances, you will establish a seamless bridge between your internal and external communication processes. Requests for change (RFCs) and incident reporting between the two sides will be based on the same standards and duplicated as configuration items (CIs) for each of the central repositories. If you are hired to develop your customer’s processes from the ground up, you can establish full parity between internal and external communication processes with relative ease. However, many of your customers will want you to integrate your services into their existing processes rather than beginning with a blank slate.

As a comprehensive managed services provider, you can offer communication management solutions ranging from designing a new custom process to enhancing and aligning what is already in place. There are many software solutions available on the market today that act as the foundation for your customer’s communications management and centralized repository. They will range from more modest and economical solutions to extremely complex and more expensive solutions. Your goal when creating your external communication processes is to become more knowledgeable about the solution your customers have implemented and direct the flow of data between your organization’s solution and your customers.
Documenting an External Change Management Process

The goal of the change management process is to ensure that all standards for hardware, software, and processes are reviewed, approved, and documented in a way that facilitates easy access to and analysis of the information. This will help ensure effective and timely handling of all required changes and minimize service disruptions.

Keeping your internal change management process relatively simple can help you be more compatible and flexible when responding to your customer’s change requirements, methodology, and culture. Items such as RFCs will need to be duplicated so that a record is held by both organizations. For customers who have their own change managers, you will need to give special attention to external communication to avoid excessive management overhead. 

For some customers, one of your major challenges in establishing comprehensive managed services will be the differences in their change management process. How a particular customer submits changes, manages information flow, and approves or rejects changes can differ greatly both from your internal processes and from other those of customers. Although the pathways from the initial change request to the final technical review can differ, you need to ensure that the underlying principles shaping the change management process remain the same. 

Documenting an External Configuration Management Process 

Configuration management is the process of identifying, controlling, and tracking all versions of hardware, software, documentation, processes, procedures, and all other inanimate components of your IT organization. The goal of configuration management is to ensure that only authorized components are used in the IT environment and that all changes are recorded and tracked. Whether you use only your CMDB, establish a unique CMDB for a customer, or link your CMDB to their existing repository for CIs, effective external configuration management can help you maximize efficiency by strengthening your understanding of each customer’s environment and standardizing ongoing CI reviews. 

Documenting an External Release Management Process 

External release management occasionally might be challenging, but it is vital. Much like the other core management processes, some customers might already have an internal release management process. This redundancy might seem a tedious burden, but it can create a powerful mechanism to promote communication and understanding between you and your customer by ensuring that released changes meet prerequisites and standards.

During customer environment assessments, document the various applications, revision levels, models of equipment, and required security standards. Understanding both your customer’s IT systems and their organizational needs is essential to documenting an external release management process. Well-designed processes can save your IT staff the time of repeating unnecessary tasks while helping to ensure successful change deployments.
Documenting an External Incident Management Process 

In the event of a system failure or service interruption, a strong external incident management process enables to resolve problems quickly and return to normal operations. Your external incident management processes need to cover both your customers and any affiliates providing part of your comprehensive managed services solution. 

Proactive monitoring and maintenance are essential to successful comprehensive managed services offerings. You need to be able to protect the integrity your customers’ systems and assess usage patterns to anticipate their changing needs. Depending on a particular customer’s environment and their SLA, incident reporting might be recorded only in your repository or by both you and the customer. When you use dual repositories, ensure that the records are consistent in both systems.
Documenting an External Problem Management Process 

An effective problem management process can help ensure that you provide high quality services. You need to take a rigorously analytical approach to the root causes of the incident that helps you make proactive changes to processes, procedures, or infrastructure to resolve the problem overall. Continuous monitoring and trend analysis can save time during problem resolution and help minimize the damage from incidents. When initially assessing a customer’s environment, ensure you review any pre-existing or reoccurring incidents or CIs before developing the final transition requirements and plans for your customer’s managed services environment.

Providing Comprehensive Managed Services Support 

After you complete a customer’s transition to a managed services environment, your managed services team must begin providing ongoing remote monitoring and management, automated patching and updating, and helpdesk support. The following sections describe post-transition processes that can help you support and maintain a managed services customer. After the transition project, you need to ensure that you have established clear managed services expectations, initiate the routine functions of comprehensive managed services, and then maintain those functions and report regularly on the results of your work. 

Overview of Ongoing Support

After you implement a transition to a managed services environment, you become responsible for meeting the requirements of the customer’s managed service agreement. The support and maintenance for your managed service customer typically includes the following components:

· Patching and updating

· Preventive maintenance

· Remote monitoring

· Performance analysis

· Internal support processes:

· Change management

· Configuration management

· Release management

· Incident management

· Problem management

· Reporting

Establishing Managed Services Expectations

Establishing proper expectations with the customer is critical to a successful managed services engagement. Although you formally establish expectations when you and your customer sign a managed services level agreement, your organization begins establishing expectations during the initial communication with the customer and continues throughout the duration of the relationship. 

Members of the sales, engineering, and implementation teams must be consistent in any customer expectations that they establish regarding pricing, service response requirements, preventative maintenance schedules, patching and updating schedules, requests and escalation processes. The ongoing support team also must understand both the expectations that you established during the sales and initial deployment processes and the procedures that you will follow for ongoing support activities. To help manage ongoing customer expectations effectively, you should review expectations for security and preventative maintenance schedules periodically.

Review Expectations for Security Schedules 

Managed services customers expect that their environment will remain secure, as specified by their service level agreement. Security is important to all customers, especially those who are required to comply with financial information regulations such as Sarbanes-Oxley or voluntary industry standards for electronic transactions. Letting your customers know when and how you will perform security maintenance can help ensure that you meet their expectations.

Comprehensive managed services should include a centrally managed anti-virus solution, and you need to specify the risk points that you will scan, such as mail servers, Web servers, and workstations. Let your customers know that the anti-virus software and virus definition files are updated automatically. If your customer uses e-mail, be sure they understand that good security means you must configure the firewall to remove specific types of incoming attachments that are commonly associated with viruses (files with extensions such as .exe, .bat, .scr, .pif). 

Customers should understand any aspects of your server hardening practices that will affect end users, such as strong password policies and off-hours limits to certain network resources. You also must have a defined procedure to ensure that security updates are applied promptly and consistently. Be sure customers understand that although patches and updates are released often and on no particular schedule, centralized management from your organization will ensure that all systems are kept up to date.

You should plan to deploy patches and updates according to their level of urgency and ensure that your service level agreement reflects that plan. Possible definitions for software update urgency include:

· Critical: Resolves a security vulnerability that active attackers can exploit or can propagate a worm or virus without user action.

· Important: Resolves a security vulnerability that can compromise the confidentiality, integrity, or availability of customer data, or affect the integrity or availability of covered devices or services. Resolves a major functionality flaw or results in dramatically improved performance of the software.

· Moderate to low: Resolves a security vulnerability that administrator actions such as configuration changes can address, that is extremely difficult to exploit, or that has a minimal effect. Resolves a minor functionality flaw or results in marginally improved performance of the software.

· Service release: Adds major functionality to software or changes its functionality, or a bundled package of updates accumulated over the course of several months or years. Typically referred to as a service pack, service release, maintenance release, or functionality release and provided by the vendor at no cost.

· Major revision: A major functionality upgrade identified by the vendor as a new version of the software and which typically requires payment or a maintenance contract to obtain. 

To help both your staff and your customer have clear expectations, associate each level of urgency with a testing procedure and deployment schedule. For example, major revisions likely will require extensive testing and detailed planning to implement while critical security patches will be deployed quickly after testing in your lab environment. Patch testing and deployment procedures should be defined in the SLA. An example of a typical deployment schedule follows:

· Critical: tested and approved for deployment within 3 business days

· Important: tested and approved for deployment within 10 business days

· Moderate and Low: tested and approved for deployment within 3 months

· Service release: tested and approved for deployment within 6 months

· Major revision: tested and approved for deployment within 1 year

You will need to follow formal change management and configuration management procedures for testing and applying each update. Your customer also will have change management processes in place to which you will need to adhere. 

Review Preventative Maintenance Schedules 

In addition to security updates, you will need to perform regular maintenance on managed devices to ensure optimal performance. Remote monitoring is your primary method of ensuring that the covered devices are functioning correctly. You can perform remote monitoring using a variety of methods; however, regardless of your monitoring method, you must define and use critical metrics for determining actions. The table below provides examples of basic metrics:

	Critical Metric
	Problem Threshold

	Processor utilization


	> 90% for 5 minutes

	Disk space available (System)
	< 2 GB

	Disk space available (Data)

	< 10%

	Memory Utilization


	> 80%

	Event Log



	Critical or Warning alert

	Backup Reports
	Failure

	UPS Alerts
	Threshold Critical or Warning alert

	Virus Detection
	Report and action

	Firewall Attacks
	Report and action


Your response to an alert typically will involve remote troubleshooting from your operations center and possibly dispatching an engineer. Another important part of ensuring optimal performance is regular analysis of managed devices. 

Initiating Comprehensive Managed Services 
After you implement a comprehensive managed services environment for a customer and establish their expectations, you need to begin providing regular services. The following sections provide a review of concepts presented earlier in this handbook, including examples of how you might experience work with a particular customer. To begin providing ongoing services, you need to provide a health check, implement patching, and implement management processes configuration changes, new releases, and problems and incidents. All of your processes should be planned and managed with industry best practices in mind.

Provide Health Check

The first step after initially deploying a managed services environment is to run a basic systems health check to ensure that there are no patches or updates that should be applied. Depending on which systems you are patching, vendor Web sites might detect available patches, vendors might send e-mail announcing updates, or they might provide scanning tools that will tell you when patches are available.

Implement Patching

After you have a mechanism in place that can alert you to available patches, your next step is to use a documented process (configuration item in your central repository) that can be followed in which to deploy the patch to the system in which it is required. 

After checking system health for your customer, you are ready to implement the patching policies that are defined in the SLA. You will patch systems frequently for your customers. Timely application of a given patch is the optimal goal, but it is imperative to exercise caution when releasing a patch to the production environment. A single patch can have adverse effects on an entire network, but customers might not always appreciate that fact and can become concerned if they know a patch is available but you are still testing it before deployment. Ensure that your communication management process provides an efficient solution to these potential conflicts.

Implement Change Management 

To begin the process of applying a patch, an RFC will need to be created and sent for an administrative and technical review. The RFC will need all pertinent information that applies to the patch. 

Items covered in an RFC for a patch can include:

· The component(s) requiring the patch

· The vulnerability or functionality issue addressed by the patch

· A description of the patch itself (e.g. file size, individual files included)

· A level of urgency for this patch

· Proposed time to deploy the change

· Documentation testing has been performed to date

RFCs must be sent to the designated change manager for review. Before approving the change, the change manager will decide what release requirements are necessary and whether or not the requirements have been met. 

Implement Configuration Management 

Change management and configuration management are interdependent. During a change process, all information regarding the details of the change will be part of the RFC. You should save all RFCs in your configuration item (CI) repository for future reference. Change managers might want to review past RFCs involving similar patches. To understand which users might be affected by the change, the change windows applicable to given devices, or whether or not a given system has the resources to accommodate a change, you can access your configuration management database for assessment sheets.

Whether the change is accepted or denied, archive the RFC in your configuration item repository. The outcome of the RFC will be included as well so that as future incidents or needs arise, operations will be enhanced with an updated knowledge base of CIs and procedures already encountered or that might affect release of the change.

Implement Release Management 

Even before the change manager receives an RFC for a patch, the release management process had already started when the submitter began testing the patch. Under formal release management, test users determine whether the change will cause any harm to the customer’s operations. Any negative effects that are encountered will require review and consideration. Keep in mind that at times you will need to weigh the benefits of applying a critical patch against the negative effects it might cause.

After your testing staff determines that no significant negative effects will result from completing the requested change, the release manager completes a final review of the testing process and grants a release approval. 

Implement Incident Management 

As with the other management processes, incident management is intertwined with the request to patch from beginning to end. An integrated incident management process first detected the need for a patch. In the case of a critical patch, it is crucial to determine the need for it as soon after release as possible.

During the testing phase of release management, the incident management process monitored system resources and reviewed error logs. Anything detected by your monitoring tools and procedures will have been noted. In this example, release management decided there were no significant errors detected during the test, however, any alert will have been noted and can be referenced after patch deployment. 

Implement Problem Management 

After patch deployment, examine systems closely. Log all incidents in a central repository. In some cases, a change release will produce a spike in incident reports that leads to a review of the central repository to analyze incident trends. If a cause for an incident spike is discovered, then a formal RFC will be submitted to change management.

Implement Best Practices

Following are some highlights of management processes and ways to improve their efficiency:

Change Management

· RFC submission: Include as much detail as you can without providing unnecessary information. The fewer times an RFC needs to be returned for updates or clarification the quicker the change can be processed.

· Use an appropriate change manager for RFC review: For the average RFC (e.g. a patch request), you might have a single change manger. However, for some requests, you might require a technician who specializes in particular software. Consider appointing technical resource managers to support a designated change manager.

Configuration Management

· Configuration items (CIs): Standardizing your CIs will improve the efficiency in which they are created and understood. 

· Configuration Management Database (CMDB): Remember that the purpose of a central repository is to provide reference information that helps you provide services efficiently. Organize your CIs in a logical fashion to support trend analysis. 

Release Management

· Test environment: Setting strict guidelines for the test environment is crucial for successful change deployment. Ensure that your customer’s production environment is properly represented in the test lab.

Incident Management

· Monitoring: You will need to establish a monitoring solution that provides reliable alerting. The more variables your monitoring solution can track, the more effectively you can provide proactive care to your customers’ systems.

Problem Management

· Repeated review of incidents reported: Frequently examining the CMDB for incident trends can help your organization manage problems proactively.

Maintaining Comprehensive Managed Services

Documenting and implementing a communication management process is only half of the process in meeting your overall goal of efficient managed services for your customers. Maintaining that design once it is implemented within your customer’s environment is an even more critical and challenging component. Some of the world’s greatest philosophies, practices and principles look great on paper, but applying them to real-life scenarios can produce unexpected challenges. This section will provide some helpful suggestions in maintaining managed services in your customer’s environments, while continually enhancing your process and its value in the eyes of your managed service customers.
Review Monthly Reports

Reviewing monthly reports can help your organization improve internal processes. Reviewing reports together with your customers can help maintain their appreciation of the value your solution provides. Monthly reports can keep managed services customers aware of the actions you take and provide a proactive view of network activity and needs. The information you include in monthly reports will depend on your reporting capabilities and the individual needs of each customer. Typically, you will present information that is pertinent to your service level agreement. Information such as the monthly incident reports, including incident resolutions and the status of any current RFCs, are highly recommended. These reports should provide an attractive, user-friendly presentation of data that can facilitate proactive decisions about network resources. In addition to any technical data, consider including an executive summary that clearly describes the technical data presented in plain language.

Carefully consider the way you review monthly reports with customers. In most cases, it will be best to present the report in person so you can help the customer review the information. Reviewing reports in person can promote a strong working relationship with your customer. The ultimate goal of the monthly report is to provide your customer with confidence in your services and practical knowledge of their environment. As their comprehensive managed services provider, you have the initial overview of their statistics and information. Your managed services support team should make every effort to answer any potential questions before the review meeting with the customer. Being prepared for possible questions can help you reinforce the value of your solution and display the dedication of your support team. 

For an example of a comprehensive managed services report, please see Managed Services Report.doc in the supporting documents included with this handbook.

Review Findings

Although documenting daily operations is crucial to month-end reporting, you should document issue resolution also. By documenting issue resolutions, you can help customers understand and appreciate your problem management process, as well as the value provided by the expertise of your support team. Methodically displaying analytical expertise to customers can reinforce the value of your services and help them reduce the number of calls for incident management. 

Review Recommendations

After you have thoroughly analyzed the situation, provide recommendations in your monthly customer report meeting. As a managed services provider, you will be expected to suggest remedies shortly after you uncover problems. If necessary, consider creating a central technical review committee inside your organization to help troubleshoot customer issues. When you provide solutions, consider your customer’s resource limitations. 

About Bedrock Managed Services and Consulting

For additional information on becoming a Bedrock Alliance Partner, building your own Comprehensive Managed Service offering, Bedrock’s partner training program, and to learn more about early adopter programs, please contact Bedrock’s Managed Services Support Team at: 888.282.5333 or at www.bedrock.com. 

Appendix: Hyperlink References

This section provides the URLs for hyperlinks identified throughout this document. 







� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfchgmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfcfgmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfprbmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfincmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfrelmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfcapmg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smfavamg.mspx


� http://www.microsoft.com/technet/itsolutions/cits/mo/smf/smffinmg.mspx


� http://www.microsoft.com/mof


� http://www.microsoft.com/windowsserver2003/techinfo/sharepoint/overview.mspx
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