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Microsoft on the Topic: Online Freedom of Expression

Overview

The Internet serves as an important medium for information sharing, personal expression, innovation, and economic development. To preserve these benefits, it is vital that regulations affecting online content and commerce ensure broad access to the Internet and respect freedom of expression. International standards recognize that governments may, and do, restrict free expression to serve other important objectives, such as national security, public safety, and preventing harm to children or to individual reputations. However, it is critical that governments address these issues with deliberation and restraint to ensure their citizens and businesses can fully participate in the global knowledge economy and realize their full potential. Such restrictions should be necessary to fulfill the objective, tailored narrowly, and prescribed by law. Where government restrictions on free expression do not meet these conditions, Microsoft must nonetheless comply with applicable local law, but we will seek to minimize their impact on our customers. 

Key Issues and Solutions

Preserving Internet Freedoms

Where governments are formulating policy for the Internet, Microsoft advocates three key principles to help maximize Internet freedoms:

· Microsoft supports efforts to ensure that the Internet remains a platform for open, diverse, and unimpeded content and commerce. More so than any other medium of communication, the Internet provides a global forum for the marketplace of ideas. Undue restrictions on the Internet will diminish its usefulness, deter socially beneficial discussion and innovation, and reduce commercial opportunities. 

· Governments should exercise restraint in regulating the Internet and should coordinate actively with other governments to minimize contradictory or confusing standards. The Internet raises issues that may at times justify government attention, such as issues involving online privacy, consumer safety, law enforcement, and national security. In addressing these concerns, governments should seek to fashion a framework that protects online freedoms and promotes Internet growth, while coordinating their efforts with other governments to avoid contradictory rules. Governments should also ensure that regulations affecting the Internet are carefully tailored to reach no broader than necessary to solve the problem at hand, and are sufficiently flexible to accommodate industry-led initiatives and market-driven solutions. 

· Microsoft will consult actively on appropriate operational standards and will coordinate where appropriate with governments and other stakeholders to develop sound policies that promote online expression and commerce. Microsoft supports international dialogue and bilateral consultations to ensure that regulatory actions affecting the Internet are consistent across borders and promote the principles of openness, security and reliability that are critical to ensuring the Internet’s success. These include the efforts of the Internet Governance Forum and other organizations dedicated to addressing emerging issues in global Internet governance. Microsoft also supports the development of clear global principles that can guide the policies and practices of Internet companies providing services around the world. Such principles should seek to provide certainty to businesses and maximize consumer access to the Internet.

Ensuring Online Freedom of Expression

At Microsoft, we recognize that the activities of Internet companies have an impact on the realization of freedom of expression and information. We believe the availability of Internet services provided by Microsoft and other U.S. companies has increased the ability of people worldwide to engage in free expression. Just in the past few years, there have been repeated examples of ways in which official responses to domestic events have been influenced by the availability of information and opinions communicated over the Internet. At the same time, we continually review the overall value of our services in the countries where we provide them, and the conditions created by local laws as well as government policies and practices.

We are deeply concerned about issues of individual privacy, personal security, and government control of Internet content. As one example of this concern, Microsoft has adopted an internal policy to guide our responses to government demands that we restrict content published using our Windows Live Spaces blogging software and service. This policy applies worldwide and is intended to promote three principles:

· Explicit Standards for Protecting Content Access: Microsoft will remove access to blog content only when it receives a legally binding notice from the government indicating that the material violates local laws, or if the content violates the service’s terms of use.

· Maintaining Global Access: Microsoft will remove access to content only in the country issuing the order. When blog content is blocked due to restrictions based on local laws, the rest of the world will continue to have access. This is a new capability Microsoft is implementing in the Windows Live Spaces infrastructure. 

· Transparent User Notification: When local laws require the company to block access to certain content, Microsoft will ensure that users know why that content was blocked, by notifying them that access has been limited due to a government restriction.

As Internet freedom is an issue of global concern, it demands a candid, factual, and thoughtful debate among all concerned stakeholders. We believe our company, our industry, and the worldwide community will be served best if guided by clear principles and policies that address human rights and free expression, not only in the case of blogging, search, e-mail, and other services that exist today but also in the variety of technologies that almost certainly will be offered in the years ahead. 

To this end, Microsoft has engaged with a broad multi-stakeholder group, including human rights advocates, investors, academics, and other companies to develop a set of operational principles to guide companies in cases where local laws are in tension with international human rights standards for free expression and privacy. This dialogue aims, as well, to develop a process to implement the principles, achieve accountability, and provide for collaborative action and ongoing learning.
In addition to industry, nongovernmental organizations, and individual citizens, there is an important role in this debate for governments, and we have encouraged the United States government to initiate discussions with other governments—both bilateral and multilateral—to address restrictions on Internet content.

Additional Information

For more information about our views on this issue, please see: 
· Our policy on Windows Live Spaces at http://www.microsoft.com/presspass/press/2006/jan06/01-31BloggingPR.mspx
· Our congressional testimony about the Internet and freedom of expression at http://www.microsoft.com/presspass/exec/krumholtz/02-15WrittenTestimony.mspx.

For more information, press only: Rapid Response Team, Waggener Edstrom Worldwide, (503) 443-7070, mrrt@waggeneredstrom.com 
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