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Introduction

Microsoft® Office Live Meeting is a reliable, secure and scalable solution for delivering real-time, Web-based meetings and online collaboration. Built for secure business communication, Live Meeting gives you the power to work together with colleagues, customers, prospects and business partners, without having to be in the same place. For online meetings, training or events, Live Meeting is the effective meeting solution that enables you to communicate with groups of two into the thousands, without leaving your desk. With everyone participating from their PCs, you can kick off a project, brainstorm ideas, edit files, collaborate on white boards, or negotiate deals more efficiently and cost-effectively.

Live Meeting provides unique interactive tools, integrates with your existing systems and productivity applications, and incorporates a familiar and easy-to-use interface that help improve remote collaboration and enable effective meetings for companies of all sizes. With Live Meeting’s real-time communication platform that provides proven 99.99% uptime availability and always-on SSL encryption, you can conduct every meeting with confidence.

This white paper explains Live Meeting’s centralized hosted architecture that has been built upon a foundation of reliability, security, and scalability, as well as discusses the stability, security, and simplicity designed into the client application. As this paper describes, these combined factors create an ideal online meeting environment which enables information workers to communicate efficiently and effectively.

Built into the Microsoft Office System

Collaboration solutions address the need to improve productivity by empowering teams to work more effectively through increased use of electronic communications. Businesses increasingly ask teams to work together across geographic boundaries. This task has proven difficult using traditional methods to manage communication, schedules, and file sharing. Microsoft Office System products are designed to integrate collaboration into the way employees work by using an interface which employees already use daily.

As part of the Microsoft Office System, Live Meeting is fully integrated with Microsoft Office and lets you initiate ad-hoc meetings directly from programs such as Outlook, Word, Excel, PowerPoint, Project and Visio, or from instant messaging applications including Windows® Messenger and MSN® Messenger. By integrating with the most commonly used business applications, you can use Live Meeting to collaborate in a convenient online meeting or training environment. From meeting setup and preparation, to meeting management and follow up, Live Meeting is the most integrated Web conferencing service available. 
	Keys to Innovative Collaboration:

Reliability, Security, and Scalability

	Live Meeting’s centralized architecture runs on clustered servers, the de-facto standard for demanding e-commerce and high-availability databases. Microsoft chose this architecture for its ability to deliver reliable, secure, and scalable services. By using this type of design, Live Meeting avoids the problems with intrusion and downtime commonly found in PC-centric, peer-to-peer, decentralized topologies. 

Live Meeting users are assured of receiving: 

· Reliability
· Security
· Scalability
From the ground up, Live Meting has incorporated these three critical collaborative components into its architecture. Users will find these core values in every aspect of the Live Meeting service and will benefit by leveraging its centralized server architecture, proprietary Interactive Data technology, security, extensible API’s, and global reach, all backed by Microsoft’s Commitment to Trustworthy Computing.



Pioneering Real-Time Collaboration
Microsoft’s real-time collaboration servers and services seamlessly connect people and information using Web/data conferencing, instant messaging (IM), audio, video and integrated presence. In today’s global business environment, effective collaboration is the key to success. Regardless of location, teams need to work together, share ideas and exchange information. With the combination of the Microsoft Office System and Live Meeting, companies can be more agile and connected than ever before. 

 

Stand-alone solutions will not fulfill the needs of today’s organizations. The long-term vision Microsoft embraces includes a service-server continuum of real-time communication and collaboration tools, providing universal availability and contextual end-user experiences. This will make it easier for both information workers and the IT departments that support them to make informed decisions and be more effective in their jobs. 

 

Microsoft Office Live Meeting is based on a collaboration-specific, client-server architecture purposely designed to facilitate discussions with geographically dispersed participants. Since both Windows and Java versions of the client are available, Live Meeting simplifies collaboration among people working on different desktop systems. Meeting attendees can reside behind a firewall, or have a direct connection to the Internet. In both cases, SSL-encryption protects all data as it is transmitted to the centralized host servers, ensuring tight security at all phases of a conference. 

Live Meeting’s reliable hosting infrastructure reduces potential single points of failure so meetings can continue without interruption. Currently, a majority of the world’s mission-critical applications are run on a centralized architecture.  Similarly, Live Meeting has chosen to deploy a centralized architecture, rather than gamble with the critical business needs of its users with unproven experimental architectures. This allows Live Meeting users to experience a reliable, secure and scalable Web conferencing solution designed to be a perfect fit for all online meeting needs, from small collaborative sessions to online events.

Centralized Server Architecture for Continuous Service 

Since Live Meeting is a hosted service, it saves IT staff from time-consuming conference management and network administration. There is no impact on the corporate environment from external Live Meeting participants, as users join meetings via a Web URL, which connects them to a hosted data center. After the initial installation of the client application, support issues are negligible.
As Web conferencing becomes a prominent tool for business, it’s critical that conferencing services be “always on” and fully available. During the last two years, Live Meeting has achieved an average monthly availability of 99.99%, or less than five minutes of unscheduled downtime per month. This stellar track record is possible because the Live Meeting data centers employ clustering, redundancy, load balancing, fault tolerance, failover management, and preventive design to ensure continuous service. 
	Components of a Continuous Service Architecture

	Best Practices

	Centralized Servers
	Centralized servers are the de facto standard for mission-critical applications. Microsoft chose this architecture for its ability to deliver reliable, secure, and scalable services. By using this type of design, Live Meeting avoids the problems with intrusion and downtime commonly found in other architectures.

	Experienced Teams
	Each Live Meeting data center has specialized staff members experienced in security. In addition to front-line personnel, there are Computer Security Incident Response Teams (CSIRT) for emergency incident response and escalation. The security team subscribes to key security services including Microsoft Security and the federally supported CERT Coordination Center at Carnegie Mellon University.

	Preventative Design

	Redundancy
	Live Meeting maintains duplicate copies of all hardware and software components, including the network and storage infrastructure, as well as the database and Live Meeting application layers. In addition, data is mirrored among all servers so that it is available to participants no matter which machine they connect to.

	Offsite Backup
	Microsoft has paid special attention to maintaining the integrity of the data entrusted to Live Meeting. Throughout the day, data is backed up every 30 minutes at each center, with nightly incremental back-ups and weekly full back-ups of the entire system. Data is stored first to disk and then to tape. Copies are stored off-site in case of a physical disaster at the center itself. All data-storage servers have hot spares available in the event of a disk failure.

	Fault Tolerance
	In responding smoothly to unexpected hardware and/or software failures, Live Meetings can proceed, perhaps with only small degradations of service, but without losing system access.

	Contingency Planning
	Live Meeting data centers are equipped with uninterruptible power supplies and external diesel generators. In the event of a power loss, the Live Meeting environments and infrastructure can return in a matter of seconds. An advanced fire-protection system is installed and tested regularly.

	Capacity Management

	Clustering
	Conferences run continuously, without interruption, and at the highest level of service because of Microsoft SQL clustered server systems, which provide high availability by continuing to provide service, despite interruptions.

	Load Balancing
	By distributing processing and communications requests evenly across all machines, no one device is overwhelmed. This allows Live Meeting data centers to readily handle any number of requests to its servers. What’s more, dynamic load balancing allows participants to join meetings in progress.

	Distributed Meeting Allocation
	Meetings are dynamically assigned to servers and are bound to the back-end until the meeting is launched. This is a more efficient use of resources and enables Live Meeting to better utilize back-end servers across all meeting activity. Since active meetings are distributed across available servers, this allows efficient load balancing of all meeting activity.

	Automated Monitoring and Escalation

	Failover Management
	Failover management monitors applications, restarting them if they falter. Failover systems also will automatically switch meetings to an available server in the event of a hardware crash, without losing connections or data.

	Microsoft Operations Manager
	Microsoft Operations Manager is best of breed operations management software for event management, proactive monitoring and alerting, reporting, and trend analysis.


Interactive Data

Interactive data, Microsoft’s proprietary collaboration technology, is the fundamental enabler of the Live Meeting solution. Delivering a highly interactive, integrated, and easy-to-use environment for its users, Live Meeting uses interactive data to ensure that collaborative opportunities are maximized. 

The three principles of interactive data include:

1 Full duplex group editing: Live Meeting’s Optimistic Concurrency Control allows for full duplex group editing that enables all users to make edits and additions simultaneously to files and documents during Live Meetings. Live Meeting does not require users to “take turns”, and allows them to edit documents instantly in real time. 

2 Persistent content: Built with Transparent Data Serialization, Live Meeting lets all authorized users access collaborative work in its current state. Since document edits, notes, and annotations are always available, there is no need to save document changes, giving users maximum flexibility and efficiency. Note: This feature can be enabled or disabled, based on user preference. 

3 Efficient data communication: Live Meeting’s Asynchronous Lightweight Messaging technology enables efficient messaging exchange between conference participants, auto sensing of firewalls, and intelligent bandwidth detection and compression tools. This creates an environment that allows users to quickly and easily connect to meetings, maintain the highest meeting performance no matter the connection, while minimizing network loads to increase responsiveness.

Security

	Microsoft Commitment to Trustworthy Computing

	Microsoft’s commitment to providing more secure computing environments includes a comprehensive approach to building and delivering products with high security in mind, and helping customers configure and deploy them in a continued state of high reliability. Microsoft continues to innovate and deliver on this promise within the context of the Trustworthy Computing initiative (described in more detail on Microsoft's Trustworthy Computing Web site), which provides the policies and assurances that form the foundation for this security mindset.

Trustworthy Computing is necessary to provide an environment that allows the user to feel sure that critical business needs are met without compromising information that must be protected. The Trustworthy Computing initiative defines four goals that all Microsoft products must meet:

· Security

· Privacy

· Reliability

· Business Integrity



A hosted meeting service must make its security obligation to its customers its number-one priority. Microsoft continues to invest significantly in technology and human processes to help ensure a reliable, secure, and highly scalable service. By dedicating significant effort toward addressing the three cornerstones of delivering a secure service—access controls, content storage and data transmission—the Live Meeting service provides its members with a highly enjoyable and secure Web conferencing experience. 
	Access Control

	Live Meeting offers different levels of Meeting Access Controls with varied degrees of security to address “general public” meetings, as well as highly secure, private sessions. Live Meeting offers users of its Web conferencing services a choice of four, increasingly stringent authentication mechanisms to control access to their meetings, as listed below. Meeting organizers can select the appropriate access control mechanism that is best suited for their particular event, ranging from public forums to ultra-private conferences, or can choose to combine controls so that different levels of authentication are required of attendees than presenters. 
The access control options are as follows:  
· Open Meeting (Public Sessions)

· Meeting Key (Optimum Security)

· Access Control Lists (Maximum Security)

· LDAP and Central Directory Service Integration (Customized Security)




Access Security: Control of the Meeting Environment

All aspects of Live Meeting, from setup to completion, are protected by access security rules. The Live Meeting user interface provides a rich set of features to allow organizations to programmatically manage and control meeting ownership, access, participation, and content. By using these features, companies can establish and enforce their own security policies and procedures at a level appropriate to their needs.

	Software Security Precautions: Nine Layers of Protection

	In the world of online security, threats can range from random attempts at penetration, such as those posed by drones and spiders, to targeted efforts to view and possibly usurp proprietary and confidential information. Such threats are real and growing. To combat these risks, nine separate layers of software security collectively protect the Live Meeting infrastructure, serving as a fortification around all customer data. 
Filtering Routers

Firewalls

Intrusion Detection Systems

Systems Level Security

Application Authentication

Application Level Countermeasures

Separate Data Network

Authentication to Data

Encrypted Data


Content Storage: Securely Housing Information 

Create and Manage Persistent Content

Persistent content provides you with the convenience to use and reuse the same presentations after they are uploaded to the service. This can result in significant time savings for the meeting leader. Organizers have the option to selectively delete presentation content at any time, or set up automatic deletion of presentations using the Content Expiration feature. This lets users ensure that all data has been removed from the Live Meeting servers if it is not being stored for future use, and gives full control over where copies of data reside. 

Higher Performance

Uploading your presentation within the Live Meeting service provides higher performance. Since the Live Meeting hosting facilities have very high bandwidth connections to the Internet, your content is distributed and delivered to all meeting participants as rapidly as possible. This architecture also minimizes any potential bottlenecks caused by slow connection rates from individual presenters. 

Protecting Content

The Live Meeting Web conferencing service is designed to be a secure and reliable Web conferencing solution. To insure the highest level of security, Live Meeting requires the stringent implementation of security policies within both the physical security measures of the hosting facility, and the software security precautions built into the hosting infrastructure.

Data Transmission: Encryption and Crossing Firewalls 
There are two key aspects to data transmission: the encryption used to send data over the Internet, and the manner in which data travels through the firewalls of each meeting participant.

Always-On SSL Encryption

During a Live Meeting session, content is distributed over the public Internet to the participants of the meeting. All data is transmitted using advanced Secure Sockets Layer (SSL) encryption to help prevent unauthorized interception; this is the same technology that major financial institutions use to safeguard their online transactions.

Efficient Firewall Communication

Microsoft Office Live Meeting Web conferencing employs unique technology to determine the most efficient communications transport allowed by a participant’s firewall for use during the meeting. This approach reaches the widest number of users possible and involves choosing a communications transport independently for each user—so no one is forced to endure a slower connection because of the configurations of other users’ firewalls. Live Meeting utilizes TCP and HTTPS connections to communicate through corporate firewalls.

Extensibility and Flexible API’s

For advanced organizations wishing to customize Live Meeting, Microsoft offers developer integration support. APIs enable experienced developers to build customized front-ends for their company for scheduling, meeting queries, searches and updates, and reporting. Requiring no proprietary SDKs, libraries or toolkits, all API Commands and requests are done using XML. For extended flexibility, any language can be used, as long as there is an XML parser available.  Benefits include:

1 Flexibility to create custom entry pages and reports, and to prevent users from accessing specific functions.

2 Automation to reduce the number of manual administrative activities, including batch processing and automatic updating

3 Integration to link central directory services (LDAP), billing systems, and eLearning systems.

Global Reach
Live Meeting scales from meetings for two people to thousands. These meetings can be global, connecting anyone around the world who has Internet access. Live Meeting scales as needed due to its clustered server infrastructure. Furthermore, the Live Meeting architecture allows participants to join a Live Meeting session in progress without affecting the reliability or performance of the ongoing meeting.

WorldWide Data Centers

Microsoft maintains three redundant, state-of-the art data centers dedicated to Live Meeting services, two in the United States and one in the United Kingdom. Microsoft provides all the infrastructure and round-the-clock personnel for these data centers and manages them to the highest standards, requiring no effort on the part of IT professionals who support Live Meeting at their companies.

Flexible Client 

Since Live Meeting is a hosted service, the only software to deploy is the client application that hosts the meeting. There are two versions. The Native version is for Windows operating system users. It delivers the full menu of meeting features, performance benefits, and run-time enhancements. For desktop environments other than Windows, a leaner, browser-based console, built on Java, offers a subset of features. Users can easily download and install Live Meeting themselves. For enterprise users working under security controls or locked-down environments, the IT department distributes the client and subsequent upgrades using a manual loader. 

Localized Versions

Live Meeting provides Native Language Support not only in the meeting console, but also in invitations, chat, the question manager, and customer support. Languages supported include English, French, German, Spanish, Traditional Chinese, Simplified Chinese, Korean, and Japanese. With Live Meeting, users can even have multiple language consoles in a meeting based on individual participants' language preferences. For example, one meeting participant could have their console in English and another in German, all within the same meeting.

System Requirements

	Component
	Requirement

	Windows-based Meeting Console
	Microsoft® Windows® 2000, XP SP2 and SP 1a, Windows Server 2003

Microsoft® Internet Explorer 6.0 SP1 or Netscape 7.2

	Web-based Meeting Console
	PC Users

· Microsoft® Windows® 98SE, Windows 2000, XP SP2 and SP 1a, Windows Server 2003
· Microsoft Internet Explorer v6.0 with Microsoft JVM (5.0.0.3810), Microsoft® Internet Explorer v6.0 SP1 with Sun JVM 1.4.2, or Netscape 7.2 with Sun JVM 1.4.2
Mac Users

· Mac OSX 3
· Safari 1.2 with JVM 1.4.2
Solaris Users

· Solaris 9

· Netscape 7.0  with Sun JVM 1.4.2, or Mozilla 1.4 with Sun JVM 1.4.2

	Bandwidth, and display requirements
	56K or better

Presenter: 1024x768 pixels or higher required

Attendee: 800x600 pixels or higher required (1024x768 or higher recommended)

	Recording playback
	Microsoft® Windows Media Player v9 or higher

128 Kbps or faster 
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