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Introduction: Addressing the Privacy Challenge

Information technology (IT) is a vital and growing component of modern life. Living without it is no longer an option for many people around the world — and most would not want it to be. But the same technology that lets people instantly access, manage and share information can be abused by individuals and businesses to invade the privacy of others.

While technology and legal vigilance are beginning to stem the flood of unsolicited commercial e-mail, or spam, new and evolving threats have emerged. Depending on how it is defined, spyware and other unwanted software can be found on anywhere from 67 percent to 80 percent of home computers, based on 2004 research by IDC and the National Cyber Security Alliance, respectively. Also studies note an increase in e-mail “phishing” scams, which trick people into divulging information such as credit card numbers or account passwords by purporting to be from a legitimate source. 

These and other privacy threats extend beyond home PCs to business IT systems. In addition to guarding their IT systems and the private information of their customers, businesses need reliable ways to protect their trade secrets and confidential communications in a world where hitting the Send button to the wrong person can make old privacy slip-ups, such as leaving a confidential document on the copier, seem quaint. 

Protecting privacy has long been a focus at Microsoft Corp. But the increase in the number of threats, as well as the growth of Web services and other technologies that require secure information exchange, have increased the company’s vigilance. Microsoft Chairman and Chief Software Architect Bill Gates’ introduction of the Trustworthy Computing (TwC) initiative in January 2002 sparked a companywide re-examination of how it develops products and runs the company in terms of privacy and the three other TwC pillars: security, reliability and business integrity. This paper details the privacy enhancements that Microsoft has made in recent years in the following areas:

· Technology innovation. New and enhanced Microsoft® products allow consumers and businesses to significantly reduce spam e-mail, guard against spyware and online scams, and restrict how private files are used or shared. Also, parents who subscribe to Microsoft services now have an array of tools to help protect their children online and create their own safeguards. 

· Internal practices and procedures. Microsoft has enhanced everything from the way the company trains employees and manages customer information to the way it signs off on new products.

· Consumer guidance. Microsoft has developed a broad range of online and other resources — including step-by-step guides to privacy-enhancing technologies, notifications of imminent privacy threats, and links to other privacy resources. 

· Industry leadership. Microsoft has teamed up with a broad range of industry groups and its IT partners and competitors to create shared privacy standards, fund and conduct privacy research, and support other efforts to promote greater privacy protections for all computer users.

· Government cooperation and legal remedies. Microsoft has worked with governments around the world to help shape legal and other privacy protections, and is among the most frequent plaintiffs in privacy-related lawsuits against online scam artists.

Microsoft’s View of Privacy

There’s no magic pill — no single product, set of features, business practices or even laws — that can ensure privacy in today’s IT world. A comprehensive approach is needed – one that offers a broad range of protections developed by a broad range of players, from individual IT companies and industry groups to governments and law enforcement. This approach also requires consumers and businesses to play an active role in protecting their privacy.

The one-solution-fits-all approach is inadequate for multiple reasons. The scope and the complexity of current threats are too great. While government and law enforcement seek to address the most egregious problems, the threats continue to evolve, requiring solutions that evolve just as fast. 

Also, the privacy expectations of individuals and businesses vary. What one considers adequate, another might consider excessive and unnecessary. Microsoft works independently and with others in the industry to provide a range of technology tools and educational resources that help customers build the privacy protections that best suit them, allowing customers with vastly different privacy needs to feel equally secure with the same product or service. 
In terms of the information collected by its products and services, Microsoft views privacy as more than an obligation; it is a key to building customer trust and business success. In today’s highly competitive IT industry, customers who don’t trust a company to guard their privacy usually become former customers. A 2003 study by Privacy & American Business found that more than eight out of 10 consumers would stop doing business with a company if they heard or read that the company misused customer information. To demonstrate its commitment, Microsoft has expanded — and made more prominent — its notification of the types of information its products collect and how this information is used. The company also has invested in increased employee training, product-development procedures and inspections, and a new infrastructure for collecting and tracking privacy feedback from customers. 

Although privacy enhancements are ongoing, Microsoft has begun to receive recognition for its efforts so far. The International Association of Privacy Professionals (IAPP), the world’s largest association for individuals in the profession of privacy, selected Microsoft to receive the 2004 HP Privacy Innovation Award. Co-sponsored by the IAPP and HP, the awards are given to one commercial organization and one government or not-for-profit organization a year, each of which, according to organizers, has shown “exemplary support for privacy issues and leadership integrating effective privacy protection throughout the entire organization’s business process.”

Microsoft also topped the 2004 Online Customer Respect Study of the largest companies in the United States. The study, based on analysis by the Customer Respect Group and interviews with a representative sample of the adult Internet population, measures attributes such as respect for customer privacy, open and honest policies, and values and respect for customer data.

Privacy Through Innovative Technology 

Microsoft has invested heavily in research and development — including the time of some of its top researchers — to create innovative new technologies to help thwart today’s most virulent privacy and information security threats, including spam and deceptive software. This investment also has enabled Microsoft to add to its products industry-leading parental controls and tools for managing “cookies” and determining who views documents and how they can use them. 

Preventing Spam and Phishing Scams
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Innovative technologies developed by Microsoft are at the heart of the company’s comprehensive approach to combating spam, which also includes consumer education, government partnerships to support new laws and enforcement, and collaboration with industry groups to foster policy and standards. 

Since Microsoft introduced SmartScreen™ Technology in 2003, customers have reported receiving 90 percent to 95 percent less spam. Now available across all Microsoft free and subscription e-mail products and service platforms — including the latest versions of MSN®, Hotmail®, Office and Exchange Server — SmartScreen uses a patented machine-learning technology developed by Microsoft researchers that makes probability-based decisions to separate wanted and unwanted correspondence. SmartScreen bases its decisions on more than 500,000 characteristics drawn from millions of pieces of spam that customers voluntarily reported. Individuals can personalize the filtering on their PC by identifying additional types of mail for SmartScreen to capture. In absolute numbers, SmartScreen blocks more than 3.2 billion spam messages every day.

Microsoft’s Safety Technology & Strategy Group — which works in concert with Microsoft Research, MSN, Office and Microsoft Exchange Server product groups to develop the company’s anti-spam, anti-phishing and parental control strategy — has also introduced the following:

· An engine in Microsoft Outlook® that blocks images within e-mail that may contain Web beacons, which spammers can use to identify active e-mail accounts. The images remain closed within these e-mails until users open them, which also helps users avoid viewing potentially offensive material linked to the message and, if they are using a low-bandwidth connection, decide whether an image warrants the time and bandwidth to download. 

· Human Interactive Proofs (HIP) technology to make it harder for spammers to create the numerous e-mail accounts they use to try to fool spam filters. When registering for a Hotmail account, people must interpret a word or message embedded within a complex, computer-generated HIP image. The computers and other automated systems that spammers use are incapable of solving the puzzle.
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Microsoft continues to invest in research and development into other ways to allow legitimate e‑mail senders to differentiate their messages from spam. These new approaches — including technologies such as e-mail authentication, sender reputation and computational proof — provide legitimate senders with a way to prove their identity and demonstrate that they are not spammers. These innovations are designed to help junk mail filters more effectively protect inboxes from spam and promote increased trust among consumers and business in e-mail communications.  

In addition to its own anti-spam technologies, Microsoft has collaborated with others in the industry to develop the Sender ID Framework, an industry protocol for e-mail authentication designed to reduce online scams such as domain spoofing and phishing. The framework authenticates the online domain of an e-mail sender, making it difficult for spammers and scam artists to send e-mail with deceptive or forged addresses. Microsoft has helped revise the framework specification to ensure its compatibility with as many different e-mail providers and domains as possible, along with increased flexibility and choice in implementation. MSN Hotmail recently added the authentication technology and is now using Sender ID to help provide greater protection against online scams for more than 200 million customers worldwide. Microsoft Exchange will offer full support for Sender ID later in 2005. Additional information can be found at http://www.microsoft.com/senderid. 

Thwarting Deceptive Software 

Microsoft has added new features to its software and is developing innovative new approaches to help combat spyware and other deceptive software. These hidden threats, usually delivered through spam e-mail or within other Internet downloads, allow unethical businesses or scam artists to secretly track a person’s online activities or trick them into providing private information. 

The most recent update to Microsoft’s flagship operating system — Windows® XP Service Pack 2 — “may have the biggest impact for consumers” of all the industry’s technical efforts to combat spyware, according to Jerry Berman, president of the Center for Democracy and Technology (CDT). The upgrade includes the following:

· A new Microsoft Internet Explorer InfoBar to help prevent deceptive dialog and “pop-under” screens, which can hide behind “trusted” windows and trick people into downloading other types of unwanted software. 

· A built-in pop-up ad blocker, which is turned on by default in Internet Explorer. Pop-up ads are a common way consumers are tricked into downloading deceptive software.
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· A new download blocker that suppresses unsolicited downloads, ones the user did not initiate. The user is able to ignore “forced” downloads and continue browsing without interruption. The blocker also helps prevent deceptive “pop-under” attacks, which trick people into downloading other types of unwanted software.
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· A redesigned Authenticode® dialog box to help clarify descriptions provided during software downloads. Also, a Never Install option allows people to permanently block online publishers they don’t trust. 

A pop-up guard similar to that in Windows XP allows MSN Premium subscribers to personalize their protections with customized settings. For example, they can see all pop-up ads in a thumbnail version that they can quickly review, click on to enlarge or delete. The Pop-up Guard is on by default, but subscribers can turn it off.

Microsoft also contributed to the development of the Sender ID Framework, an industry protocol designed to reduce online scams such as domain spoofing and phishing. The framework authenticates the online domain of an e-mail sender, making it difficult for scam artists to send 
e-mail with deceptive or forged addresses. Microsoft has worked with others in the industry to revise the framework specification to ensure its compatibility with as many different e-mail providers and domains as possible, along with increased flexibility and choice in implementation. 

Microsoft has since added new technology tools that build on the enhancements in Windows XP SP2. In January, customers began downloading the first beta version of Microsoft Windows AntiSpyware, which constantly monitors more than 50 security checkpoints within a PC for changes made by spyware and other unwanted software. Also debuting in January was the Microsoft Windows malicious software removal tool, which complements traditional anti-virus technologies by removing prevalent viruses and worms from a PC. 

Windows AntiSpyware automatically scans a computer’s memory, files and registry for unwanted software, based on a constantly updated online database of thousands of spyware signatures. The database contains signatures supplied by SpyNet, a large community of volunteer spyware detectors, and other Windows XP users, who can automatically report any unknown or suspicious software they discover on their PC to SpyNet. Microsoft then adds a new signature to the database for any suspicious software deemed to be spyware. In addition, Windows AntiSpyware provides always-on protection to actively prevent spyware from being installed on a PC.

Putting Parents in Control

MSN Premium, Internet Explorer, Windows XP Media Center Edition, Xbox® and other Microsoft products offer industry-leading features and controls that help protect the privacy of all customers, regardless of age. But many are specifically designed to help parents manage their children’s Internet use and protect them from inappropriate content and contacts. 

MSN Premium provides parents with three age-specific settings to help block inappropriate Web sites, or they can go further to block inappropriate Web sites by customizing site category blocking or by blocking all sites except those designated on an allowed list. Parents can restrict inappropriate video games and inappropriate DVDs on their PC or Xbox, using similar preferences, guidelines and rules. 

MSN Premium also offers parents the option of receiving a weekly e-mail report that details their child’s recent online activity, including the total time they spent online, the Web sites they visited or tried to visit, e-mail addresses and MSN Messenger IDs of people with whom they corresponded, and files they downloaded. Parents can manage their children’s activity through the Pending Requests option or via the online activity report, or interactively manage their kids’ online experience through features such as AskNow and Instant Block.

Other services and features help protect children and the privacy of all users online in the following ways:

· MSN Kidz (http://kids.msn.com) is an area specifically designed for children that offers additional privacy protections and provides children with tips on how to protect themselves online.

· MSN Groups permits a group owner to create three levels of privacy: private groups that can be entered by invitation only, groups that are viewable by others but require approval to join, and public groups that anyone may view or join.

· The MSN Member Directory does not require sharing of any personal data and enables “double-blind” e-mail communication between two MSN members whose actual e-mail addresses are not exposed unless they choose to share it with each other privately.

· MSN Calendar sharing features help to protect privacy by offering control over who sees a user’s calendar, and whether the user exposes all details or simply their free/busy times.

· MSN Messenger enables users to signal their status as “offline” when they are signed on but do not want to be interrupted, and offers customized blocking and the ability to keep lists of e-mail buddies.

· Zone.com, the MSN gaming site, requires gamers to use nicknames in all its public chat and game rooms, helping protect gamers from hackers and the automated methods spammers use to find e-mail addresses online. 

The Zone’s card and board games use client-server technology, not peer-to-peer, helping to protect the Internet Protocol addresses of players. The Zone’s servers serve as an intermediary, or proxy, for all communications connections to the game’s other players

In addition, as part of MSN Premium, subscribers receive desktop anti-virus, firewall and anti-spyware protection powered by McAfee Security, helping protect against online threats such as viruses and hacker attacks. McAfee VirusScan1 is an automatic anti-virus software service that helps protect a consumer’s PC, files and e-mail address book from known viruses and worms. McAfee Personal Firewall Plus1 acts as a protective barrier between a PC and the Internet, helping prevent potential hackers and other Internet threats from entering and infecting customers’ PCs. 

Cookie Management

Features included in Microsoft products also help people manage “cookies,” text files that a Web site stores on a user’s computer to identify that unique user, and then reads during the user’s subsequent visits to the site. Cookies take much of the work out of creating a customized Web experience, eliminating people’s need to re-enter personal information or other details each time they visit a Web site. But cookies also can pose a privacy threat if a company tracks a user’s browsing behavior across multiple Web sites. 

Microsoft Internet Explorer 6.0 allows people to set the Web browser to accept cookies only from Web sites with privacy policies that match their privacy preferences. They can implement more stringent requirements, requiring Web sites to get explicit (“opt-in”) consent from a user before they can reuse personal information derived from cookies. Cookies can also be blocked for specific Web sites. Or people can let their browser accept all cookies. 

Internet Explorer 6.0 was the first browser software to include these robust privacy controls, which are based on the Platform for Privacy Preferences (P3P) specification developed by the World Wide Web Consortium.

Securing Documents With Information Rights Management 

Many of the spam and spyware technologies that help consumers also help businesses. But Microsoft also has developed products designed to address the privacy concerns of businesses. Windows Rights Management Services for Microsoft Windows Server™ 2003 and Information Rights Management (IRM) technology in Office 2003 uses encryption and access controls to allow businesses to manage how documents created on their IT systems are used.

Except in specialized computing environments, businesses have traditionally had few tools to limit distribution of confidential or personal information. Information Rights Management technology allows the creator of a document to set rules for who can open the document or whether the document can be revised, forwarded or printed. Once a document or e-mail message is protected with IRM, the protections travel with the file and cannot be changed or eliminated by anyone except the person who created it. 

IRM technology in Office 2003 permits the protection of Office documents. Windows Rights Management allows an organization to set consistent rules for how documents can be used, and can be integrated into third-party applications and Office 2003.
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Protections Beyond IRM

In addition to the technologies and features in IRM, Microsoft has introduced a range of other document- and privacy-management innovations, including the following:

· Authorization Manager (AzMan). A component of Windows Server 2003, AzMan enables administrators to specify the extent of access that various types of users have to specific applications and resources in the enterprise.

· Encryption. Microsoft provides various ways to encrypt data. Most are file-based and easily accessible by the end user. Others enable developers to add encryption to their applications.

· Encrypting File System (EFS) allows people to encrypt individual files or an entire directory, protecting the information from other users of their computers or if their computers are lost or stolen.

· Crypto Application Programming Interface (Crypto API) permits developers to create applications that can encrypt and decrypt data. It is available through Visual Studio® programming languages.

· Crypto API COM (CAPICOM) library makes it easy for developers to customize how their applications access encryption and decryption functions. It is downloadable without charge from Microsoft’s MSDN® Web site.

· Office password protection. Documents created with Microsoft Office can be password- protected and encrypted — simply and from within Office. This is separate from the encryption available through EFS and IRM.

Implementing Privacy Through Processes and Practices

Underlying Microsoft’s technology safeguards are the business processes and practices the company follows to help maintain the privacy of its customers. Microsoft employs a systematic approach that touches most every one of the more than 57,000 employees within the company, many of their daily routines, and the actions performed by the company’s products and services. This approach affects staffing, employee training, product and service design, product testing, information collection, customer notification, and other aspects of how Microsoft does business — even how top executives get paid.

Privacy Staffing

Microsoft implements its privacy goals through three levels of privacy-related staff throughout the company. The Corporate Privacy Group is responsible for managing the development and implementation of programs that enhance the privacy of Microsoft products, services, processes and systems, both internally and for its customers and partners worldwide. In addition, the company has dedicated full-time privacy staff in many of its major business units, along with several hundred staff members within product groups. For example, MSN maintains a network of more than 70 privacy champs, the Windows group has 160 privacy leads and each major geographic subsidiary has a privacy lead. These leads are responsible for helping ensure that privacy policies, procedures and technologies for customer choice, control and notification are optimized for the products, services or business initiatives on which they work. 

Privacy Training 

Many privacy-related incidents within companies result from a lack of knowledge among employees. To address this, Microsoft has created three levels of privacy training to help employees maintain the company’s privacy standards and help to prevent privacy incidents. 

Designed for all employees, Privacy 101 helps staff recognize red-flag privacy situations and whom they should contact to help resolve them. Managed centrally by the Corporate Privacy Group, the training teaches employees how to recognize data policy issues at all stages of the data life cycle, how to apply the principles of the Fair Information Practices, and how to conform to Microsoft privacy and security standards.
Privacy 201 lessons are driven by individual Microsoft divisions and managed by subsidiary offices and business groups to provide product- and service-specific guidelines on customer privacy. The next level of training, Privacy 301, delves into advanced topics to prepare privacy leads and “champs,” who then serve as contacts for other employees with privacy-related questions. 

To help employees fit the training into their busy schedules, the lessons are delivered in short, easily absorbed segments that focus on critical content. Privacy 101 and some Privacy 201 courses are offered via the Web. Privacy 301 is taught in person by instructors because the lessons are detailed. 

Customer Notice and Control 

Microsoft has policies and procedures to help safeguard the information that customers provide while doing business with the company or using its products and services. These policies and procedures are designed to provide customers with maximum transparency and control of their personal information and how Microsoft uses it. 

An overview of the company’s privacy policies — as well as links to privacy statements for Microsoft products and services — are also available at http://www.microsoft.com/
security/articles/safe_harbor.asp. These statements explain when and why Microsoft solicits personal information from customers, how it uses the information, how it provides customers with access to and control of their information, and how it uses a variety of security technologies to help protect the information.

All major products and services that collect personal information — including those for enterprise-scale businesses — also have or soon will have clearly defined privacy controls, accessible via the onscreen toolbars within most software products and services. Customers are shown how they can control and set preferences for how their information is used. 

Specific examples of how privacy controls have been integrated into Microsoft products include these:

· Within Microsoft Office 2003, people can control whether a search for clip art is performed only on the local computer or is to include images from Microsoft’s Office Web site. People can individually or collectively control other Internet-enabled features via the Customer Feedback Options command within the Help menu. These same settings are manageable by an administrator in an enterprise using Group Policy.

· When people first run Windows Media® Player 9, they are presented with a dialog box in which they are asked to make choices about privacy and security settings when they connect to the Internet through the service. A Privacy tab on the Options page permits users to control the personal data collected and transmitted by the application. 

· Error-reporting technology in Microsoft Windows XP and Office XP automatically detects product failures, captures details of the failures, and offers customers the opportunity to report those details to advance product improvements. This reporting is subject to clear and conspicuous notice, explicit user choice, and user access to examine the information before transmission. This technology was designed to allow users to report errors to Microsoft while retaining anonymity.

All Microsoft vendors that handle customer information must, through contract requirements, agree to maintain Microsoft’s privacy policies and standards. Key agency vendors are specially trained to implement Microsoft’s privacy policies and standards. To limit the number of vendors that handle customer information, Microsoft has significantly reduced the number of global agency vendors, and now maintains a small network of local vendors to manage e-mail marketing campaigns for Microsoft. 

Monitoring and Rewarding Privacy 

Microsoft has developed several levels of safeguards and inspections to help catch and correct privacy vulnerabilities that make their way into products and to monitor compliance with the company’s privacy standards. 

Review processes now in place for products, services and internal business applications help ensure new and existing components meet prescribed privacy standards. Before a new product can be released to the market, the business unit that developed it must go through a privacy sign-off process. For the Windows operating system, each of its hundreds of software components is reviewed to ensure it meets internal privacy standards and contributes to customer trust. Other product and service groups use a similar process.

Other programs Microsoft has created to monitor compliance with privacy standards within the company include these:

· The Application Software Assurance Program (ASAP) helps ensure the more than 1,800 applications that Microsoft develops and uses to run the company include the controls necessary to protect customer information. This program includes an online assessment tool that assigns every new application a risk-based rating, along with specific processes and protections that must be in place before an internal business group can begin using the application.

· The Privacy Response Center (PRC) is consolidating how Microsoft responds to customer privacy concerns. When completed, this initiative will provide companywide data on customer privacy concerns and how fast and accurately Microsoft responded. Already, product groups that have implemented the PRC standards are responding to customers, on average, in less than 18 hours — well under the Microsoft-mandated 48-hour response time. Some groups are responding in less than eight or nine hours.

· The variable compensation of Microsoft’s top 600 employees now is based in part on how well their group or division attains privacy goals. 

Microsoft also monitors external indicators and sponsors external studies to help determine how well it is maintaining customer privacy and trust. Along with industry honors such as the HP Privacy Innovation Award and the annual Customer Respect study (highlighted earlier), ongoing and targeted customer studies help Microsoft gauge public feelings. Examples include a 2003 study the company performed in partnership with Privacy & American Business and Harris Interactive Inc., which found that 57 percent of respondents believe Microsoft cares about the privacy of their information, and 58 percent have confidence that Microsoft will provide tools that control online security and privacy.

Teaching People How to Protect Their Privacy 

Microsoft has developed and maintains a broad range of resources on its Web sites for consumers and businesses to learn about privacy, how to protect themselves online and other related issues. Most notable, Microsoft’s Protect Your PC Web site (http://www.microsoft.com/security/protect) combines the most relevant security content on MSN with highlights from Microsoft.com. Those steps include the use of an Internet firewall to protect a PC from hackers, viruses and worms, the use of automatic Windows updates to ensure up-to-date security protection, and the use of current anti-virus software. When a high-priority security issue is active, Microsoft replaces this showcase with action-oriented instructions that directs users to install the latest patches.

Other resources include the following: 

· Privacy page (http://www.microsoft.com/mscorp/twc/privacy/default.mspx) within the Trustworthy Computing site 

· Security at Home (http://www.microsoft.com/athome/security) 

· Maintain Your Privacy (http://www.microsoft.com/athome/security/privacy/default.mspx) 

· The Microsoft Privacy Source Guide (http://www.microsoft.com/mscorp/twc/privacy/privacy_source_guide.mspx) 

· Protecting Against Online Fraud (http://www.microsoft.com/athome/security/money/fraud.mspx)

Microsoft also is a founder and leading member of GetNetWise, a coalition of leading Internet companies and public interest organizations that includes AT&T Corp., America Online Inc., Verizon Communications Inc., the Internet Education Foundation and others. GetNetWise sponsors an online educational campaign with tools and resources to help promote a safe, secure and positive online experience for Internet users.

Launched in 1999, the GetNetWise Web site (http://www.getnetwise.org) offers user-friendly resources for parents to make browsing the Internet safer for children. The site also provides tools to help computer users navigate the Internet securely, including ways to avoid spam, protect their computers from viruses and retain their privacy, as well as help ensure kids’ safety online. According to a July 2003 article in the National Journal’s Technology Daily, more than 81,000 Web sites already link to the GetNetWise site.

Implementing Privacy Through Industry Cooperation

GetNetWise is just one example of how Microsoft collaborates with others in the technology industry and works with industry groups worldwide to promote greater privacy protections. Microsoft also is a founding member of the Anti-Spam Technical Alliance (ASTA), which includes America Online, EarthLink Inc., Yahoo! Inc., Comcast Corp. and British Telecom. These companies are working together to develop a collective, industrywide approach to eradicating spam that includes sharing information and coordinating anti-spam efforts. The alliance recently released a set of best practices for Internet service providers and e-mail providers to better protect customers from the intrusion of spam.

Microsoft recognizes the vital role played by industry groups that develop and promote privacy standards, best practices, privacy-enabling technologies, and product and service implementations. The company is actively engaged with the World Wide Web Consortium, Center for Democracy and Technology, the European Privacy Officers’ Forum, the International Association of Privacy Professionals and others. One example of Microsoft’s support is its contribution of technical and other resources to the CDT during its development of the influential report on spyware called “Ghosts in Our Machines: Background and Policy Proposals on the ‘Spyware’ Problem.” 

In addition, Microsoft sponsors the PET Workshop (http://www.petworkshop.org), a leading academic research conference on emerging privacy enhancing technologies (PETs). The annual PET Workshop conference brings together anonymity and privacy experts from around the world to discuss recent advances and new perspectives on privacy and anti-censorship services for the Internet and other communication networks. Microsoft also sponsors an annual Award for Outstanding Research in this field (http://www.petworkshop.org/award), which is judged by the PET Workshop Program Committee.

To build on the efforts of these industry groups, Microsoft supports the establishment of a global independent trust authority, or authorities, that could spearhead industry best practices and serve as an ongoing resource for e‑mail certification. These authorities would place a seal of approval on legitimate e‑mail, establish guidelines and certify senders who follow them, and resolve certification disputes.

Government Collaboration and Vigorous Prosecution 

Microsoft’s leadership role in promoting privacy extends to collaboration with governments and seeking legal remedies, when necessary, to egregious privacy threats. Microsoft believes that new technologies and self-regulation need the support of effective government policy and legal frameworks. Laws should prohibit fraudulent and deceptive e-mail practices and provide clear, consistent and compatible frameworks for legitimate e-commerce. Microsoft is working with governments around the world to build private-public partnerships to help fight spam, and is encouraged by the increased efforts in enforcement.

As part of its effort to combat spam worldwide, Microsoft also has done the following:

· As of December 2004, filed or supported more than 120 legal actions worldwide, with 86 of those suits filed in the United States, and drove numerous other enforcement efforts. Of the 86 lawsuits filed in the United States, 13 of the defendants were listed on the Register of Known Spam Operations (ROKSO) and five of the 13 were included on ROKSO’s top 10 list. To date, courts have handed down judgments against spammers totaling $100 million (U.S.). 
· Joined with America Online, EarthLink and Yahoo! to file the first lawsuits under the CAN-SPAM law, the first law designed to help crack down on spammers. 
· Put $5 million (U.S.) into a program jointly developed by Microsoft, the U.S. Federal Bureau of Investigation, U.S. Secret Service and Interpol to identify and prosecute launchers of malicious code.
Microsoft’s approach to privacy is designed to meet the requirements of all countries and regions in which it does business. Although the regulatory environment regarding privacy varies somewhat by country and region, Microsoft affords the benefits of its privacy policies to all customers worldwide. Microsoft works closely with governments to meet the needs of regulators, policymakers and customers.

The following are some key aspects of Microsoft’s cooperation with national and regional governments to implement privacy considerations:

· Safe Harbor privacy principles. In 2001, Microsoft became one of the first multinational companies to agree to the Safe Harbor privacy principles, which were agreed to between the U.S. Department of Commerce and the European Commission. Microsoft is committed to its data management principles and voluntarily extends those principles to all its customers worldwide (both consumer and business). The principles cover notice, choice and control of onward transfer, access, data integrity, security, and enforcement.
· Fair Information Practices and data protection principles. Microsoft has adopted the voluntary principles of the Fair Information Practices. Similar to the Safe Harbor privacy principles, the Fair Information Practices address the data protection principles of notice, choice, access, security and enforcement. The principles form a basis of Microsoft’s overall privacy standards.
In addition, Microsoft has worked closely with the European Union (EU) and the U.S. Federal Trade Commission (FTC) to help ensure that privacy standards and security safeguards are included in its Microsoft .NET Passport service. Passport gives online users one credential that allows them to visit multiple sites. With Passport, users are able to sign into multiple Internet sites with a single user name and password for each credential, providing a more convenient solution than managing different login names and passwords for each site they visit.

In 2002, Microsoft worked closely with the EU’s Article 29 Data Protection Working Party and its Internet Task Force to address its concerns about Passport’s privacy protections. In its report on the subject, the Working Party praised its “very open and fruitful dialogue” with Microsoft.2 As a result of this cooperation, Microsoft made a number of changes that improved the service, including the creation of a prompt box on Passport that provides users with EU-specific information about Passport privacy. The prompt box provides a link to a statement of the data protection rights of EU residents.

Also in 2002, the FTC initiated a discussion with Microsoft regarding the description of its privacy and security measures in Passport. As a result, Microsoft reached agreement with the FTC to address the agency’s concerns and put specific processes in place to help assure Microsoft customers that the company is meeting a high standard for security and privacy protection.

As a result of the agreement, Passport has documented a comprehensive information security program that protects the security, confidentiality and integrity of the personal information collected from its customers. The company ensures that a third-party professional firm reviews, advises and ultimately certifies that Passport’s information security program is designed and operates to help protect the information of every Passport user. Microsoft also is committed to ensuring that all the statements it makes about the Passport service are clear and accurate. And the company has strengthened training for all managers involved with Passport. Passport today features opt-in consent for sharing e-mail address and/or profile data with other Passport-enabled sites.

Conclusion

The threats to privacy — particularly online — are great and growing. For consumers and businesses to realize the full potential of today’s increasingly interconnected software and personalized Web services, people must trust that their personal information is secure and being used appropriately and in a way that provides value to them. 

In conjunction with the company’s broader effort to promote Trustworthy Computing, Microsoft is dedicated to building software and services and maintaining business practices that ensure the highest level of privacy protections and build the trust necessary for all computer users to realize the potential of a .NET world. 

This level of privacy is not easily attained or maintained. Microsoft has adopted an ongoing broad-based, systematic approach, one that shapes everything from how the company trains its employees and builds products and services to how it uses customer information and collaborates with governments and others in the technology industry.

Microsoft understands the challenge and the opportunity of this changing reality. No longer is customer privacy a daily goal for the company; it has become a way of doing business. 

#########

1   Separate download required

2   Article 29 Data Protection Working Party, Working Document on Online Authentication Services, WP68, Jan. 29, 2003, p. 4
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