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Introduction: Privacy and Trust in a Connected World 
Information and communication technologies have transformed how a large segment of the world’s population works, communicates, learns, shops and plays. Meanwhile, the Internet and increasingly powerful wireless and broadband technologies are carrying the benefits of the Web to virtually every corner of the world, helping to create new opportunities for millions of people and businesses in the global economy.
Yet, as advances in technology simplify and accelerate the flow of information, concerns about the collection and use of personal data, widely publicized security and data breaches, and growing alarm about online fraud and identity theft threaten to erode public confidence in the computing ecosystem and digital commerce.
Global trends indicate a steady increase in crimes like identity theft as well as online phishing scams aimed at deceiving individuals into divulging their personal information.  At the same time, studies worldwide show a decline in confidence that information shared online will remain both secure and private. In light of these developments, as well as an increasingly rigorous regulatory environment and the growing volume of personal information being collected by businesses and government, private and public sector organizations are beginning to understand that managing and helping protect people’s confidential data must be a top priority.
Microsoft Corp. is committed to addressing these challenges so we all can continue to enjoy the benefits and advances that technology offers. Our efforts focus on enabling people and organizations to confidently and safely manage the use of personal data by providing them with both the information to make critical choices and the tools to take assured action.
This paper describes how Microsoft is helping customers and the computing ecosystem help protect individual and organizational privacy through a combination of technology innovation and investments, leadership and collaboration, and customer guidance and engagement.

Microsoft’s Approach to Trustworthy Computing and Privacy
In 2002, Microsoft Chairman Bill Gates announced that creating a trustworthy computing environment that enables a secure, private and reliable computing experience based on sound business practices would be a top priority for Microsoft going forward. Trustworthy Computing remains a top priority and key corporate tenet today. 

Microsoft believes that for individuals and organizations to fully realize the potential of computers and the Internet, computers must be more secure and reliable and individuals must be in more control of their personal information and trust that it is being used and managed appropriately.
Microsoft was one of the first organizations to embrace the Safe Harbor privacy principles developed by the U.S. Department of Commerce and the European Commission. These privacy principles provided a framework for the development of Microsoft’s own privacy principles (see box at right) that guide the enhanced security and appropriate use of customers’ and partners’ personal information.
Microsoft’s commitment to ensuring a trustworthy computing ecosystem focuses on three main areas: technology investments and innovation, leadership and collaboration, and customer guidance and engagement.
Technology investments and innovation. Microsoft has changed the way it develops software to incorporate security and privacy checkpoints throughout the product development life cycle. To help protect against evolving security threats, we’re building technologies that provide layered defenses against spam, spyware, phishing and other malicious activity. We’ve also made important strides in providing easy-to-use services and tools that help customers configure their systems correctly and keep them up-to-date.
Leadership and collaboration. Microsoft works with others in industry, business and government to combat privacy threats and promote best practices. These efforts include formal legal actions and support for law enforcement against spammers and phishers, advocacy for comprehensive privacy legislation, and leadership on a variety of industry-driven privacy initiatives.
Customer guidance and engagement. With the understanding that people who use technology also play a vital role in securing the overall computing ecosystem, Microsoft actively engages with customers to help them understand their rights and make educated choices when sharing personal information. For example, we introduced a layered privacy notice for many of our online services, providing a clear, concise one-page summary of the company’s online privacy practices with links to full statements and other relevant information. Microsoft also offers a free, Web-based service called Windows Live™ OneCare™ safety scanner (http://safety.live.com) that scans PCs for health and security concerns, provides straightforward explanations about many online threats, and fosters a vibrant online community.
Microsoft’s Privacy Policies and Practices

Microsoft’s commitment to privacy starts with the people, policies and processes that make privacy and improved data protection an integral part of the company’s business practices and corporate environment.

Privacy policy. The foundation of Microsoft’s approach to privacy and improved data protection is a commitment to empowering people to help control the collection, use and distribution of their personal information. Our corporate privacy policy, which governs the collection and use of all customer and partner information, provides our employees with a clear and simple framework to help ensure privacy compliance companywide.
Privacy staffing. Microsoft implements its privacy goals through three levels of privacy-related staffing. The Microsoft Corporate Privacy Group manages the development of the company’s overall privacy strategy. It also leads the implementation of programs aligned to this strategy that enhance the privacy protections in Microsoft® products, services, processes and systems. Microsoft has more than 40 full-time privacy professionals across the company’s business units, with several hundred more employees responsible for helping to ensure that privacy policies, procedures and technologies are applied within the business units in which they work.

Microsoft Privacy Standard for Development (MPSD). The MPSD framework helps ensure that customer privacy and data protections are systematically incorporated into the development and deployment of Microsoft products and services. The MPSD includes detailed guidance for creating notice and consent experiences, providing sufficient data security features, maintaining data integrity, offering user access, and supplying controls when developing software products and Web sites. To share our best practices with the broader technology industry and privacy community, Microsoft recently released its Privacy Guidelines for Developing Software Products and Services. Additional information is available at http://www.microsoft.com/presspass/features/2006/oct06/10-19Privacy.mspx. 

The Security Development Lifecycle (SDL). Established in 2003, the Microsoft Security Development Lifecycle is an internal design and development framework that establishes a rigorous process of secure design, coding, testing, review and response for all Microsoft products that handle sensitive or personal information or regularly communicate via the Internet. Because security is one of the key supporting elements of privacy in software design and implementation, the MPSD mentioned above has been incorporated into the SDL. This alignment of complementary privacy and security processes helps minimize vulnerabilities in code, guard against data breaches and ensure that developers build privacy into Microsoft products and services from the outset.

Privacy training. Microsoft conducts extensive internal education and awareness programs to help ensure that employees understand their role and accountability as part of the companywide commitment to privacy. These programs also provide content and guidance targeted at each business group and job role to help employees deal more effectively with privacy issues in their everyday activities.
Technology Innovation to Help Protect Individuals’ Privacy
Computer users worldwide are increasingly wary about disclosing personal information online. Consumer surveys showing a decrease in trust of e-commerce and online banking, combined with extensive news coverage of corporate and government data breaches, point to a disturbing trend: Personal information has become the new currency of crime. Recognizing this, Microsoft has developed a framework for addressing individual privacy needs:
	What People Need to Help Protect Their Personal Information

	Need
	Solutions

	Freedom from intrusion


	Technologies that help protect people from unwanted communications


	Freedom from being “watched”


	Security and privacy-enabling technologies that block spyware and control usage tracking


	Control of personal information


	Policies and program features that allow people to make informed choices about how their personal information is used


	Protection from harm


	Technologies that act as a first line of defense against social engineering scams and identity theft



Freedom From Intrusion

At the most fundamental level, privacy is the right to be left alone. Yet digital communications and the Internet often rely on an exchange of personal information that overly aggressive marketers and cybercriminals can use to violate peoples’ privacy. For example, spam threatens to undermine the effectiveness and efficiency of personal and business communications. Spam e-mail can also be used to launch phishing and other social engineering attacks aimed at stealing personal information. Microsoft is responding with a comprehensive approach to help protect users’ privacy and address the challenge of unsolicited e-mail.
For example, Microsoft is applying its SmartScreen® spam filtering technology across the company’s e-mail platforms to help provide customers with the latest anti-spam tools and innovations at every level of the network. Based on Microsoft Research’s patented machine-learning technology, SmartScreen “learns” from voluntary input from thousands of Hotmail® customers to distinguish good e-mail from spam.

Microsoft’s Sender ID Framework helps prevent spoofing by verifying that every e-mail originates from the Internet domain from which it claims to have been sent. This is accomplished by checking the address of the server sending the e-mail against a registered list of servers that the domain owner has authorized to send e-mail. This verification is performed automatically by the Internet service provider or the recipient's e-mail server before the e-mail message is delivered to the user.

Through a combination of layered e-mail filtering, heuristics, e-mail authentication and reputation services, Microsoft helps to block more than 95 percent of incoming spam from reaching Hotmail customers’ inboxes. This translates into approximately 3.4 billion spam messages blocked every day.

Internet Explorer® 7’s Pop-up Blocker helps to keep unwanted pop-up windows from appearing without blocking browser windows that users have deliberately launched. Pop-up Blocker can be customized in several ways, including the capability for users to select which Web sites can launch pop-ups.

Freedom From Being “Watched”

Spyware and other forms of malicious software (also known as malware) have evolved from nuisances to harmful online privacy threats. Today, cybercriminals are creating sophisticated malware aimed at capturing and exploiting personal information as well as tracking user behavior. Those who propagate spyware programs and other types of malware are continually refining their techniques to avoid being detected and devising new strategies to infect computers. 

Microsoft technologies aimed at addressing these problems include the Malicious Software Removal Tool, which looks for and removes the most prevalent malicious software families from PCs running Windows Vista™, Windows® XP, Windows 2000 and Windows Server® 2003 operating systems. Since its introduction in January 2005, the tool has been executed more than 5 billion times on more than 300 million unique computers.
 On PCs running genuine Windows Vista and Windows XP, Windows Defender helps protect against pop-ups, slowed performance, and security and privacy threats from spyware and other unwanted software. It provides real-time protection features that monitor key system locations, watch for changes that signal the presence of spyware, and check opened software against a constantly updated database of known spyware. Windows Defender works with a community-based network called SpyNet that enables customers to alert Microsoft about suspicious software detected on their computer. This information helps Microsoft keep its list of known spyware up-to-date and helps users of Windows Defender make better decisions when they encounter certain types of spyware.

More Control of Personal Information
For individuals, managing their privacy online requires knowledge about how their information will be used and assurance that it will not be used without proper consent. The main objective of Microsoft’s privacy efforts is to empower people to have more control of their personal information. 

For example, when users run Windows Media® Player 11 for the first time, their privacy experience directly reflects our internal privacy guidelines. They receive a link to Microsoft’s privacy statement as well as a number of privacy-related options that govern how their data is collected and used. These include the choice of whether data about their music library will be sent to Microsoft to display additional information (such as album art), whether licenses for protected content will be acquired automatically, and whether Windows Media Player should remember their viewing and listening history. Users are also asked whether they want to send data about player usage and errors to Microsoft as part of the company’s Customer Experience Improvement Program.

Microsoft has introduced a new technology called Windows CardSpace™, which offers users a way to manage their digital identities so they divulge only the appropriate amount of personal data for any given Internet transaction. Windows CardSpace uses advanced encryption to store personal data on the user’s PC or with a trusted identity provider, and it provides a simple interface for users to choose which identities they will share with trusted Web sites and services.

The Delete Browsing History option in Internet Explorer 7 offers enhanced protection of user privacy and passwords. Especially valuable on shared or public computers, this feature enables users to instantly delete cookies, Web passwords, browsing history, temporary Internet files and information entered into Web sites or the Address bar — all with a single click.

Helping Provide Protection From Harm

Microsoft is investing significant resources to create a trustworthy computing environment in which computers are resilient in the presence of malicious code threats, can isolate the potential impact of contamination, and provide layered defenses against phishing attacks, spam and spyware. These approaches to active protection and defense in depth are designed to help prevent and contain attacks on desktops, servers and laptops. 
Windows Firewall, which is turned on by default in Windows Vista, provides the first line of defense against malware by restricting operating system resources if they behave in unexpected ways — a common indicator of the presence of malware that could affect a PC’s performance or the user’s data.
A new Security Status Bar in Internet Explorer 7, located next to the Address Bar, helps users quickly distinguish authentic Web sites from suspicious or malicious ones on the basis of digital certificate information — known as Extended Validation SSL Certificates — and other prominent visual cues that indicate the trustworthiness of a site.
To address the growing threat posed by phishing scams, the Microsoft Phishing Filter, an opt-in service available as part of Internet Explorer 7 and Windows Vista (and as an add-in for MSN® Toolbar and the beta of Windows Live Toolbar). Since Internet Explorer 7 was released in October 2006, the Phishing Filter has helped protect users from Web fraud and identity theft by blocking 10 million attempts to visit known phishing sites.
The Phishing Filter operates in the background when a user’s browser is running. It analyzes Web pages in real time and warns users about suspicious characteristics as they browse. Microsoft uses machine learning to periodically update these heuristics and refresh its phish-fighting characteristics with dynamic, up-to-the-hour information.

A growing number of industry partners, including MySpace.com, Netcraft Ltd. and RSA Inc., are helping to bolster the customer benefits of the Phishing Filter by supplementing the data Microsoft collects about suspicious Web sites.
Microsoft offers Windows Live OneCare, a comprehensive, automatic and self-updating PC care service that continually manages vital computer tasks. This technology delivers up-to-date security features, recommends PC maintenance for optimal performance, and backs up and restores important files and photos. It works automatically and continuously to help protect and maintain PCs and is designed to evolve over time so that users are assured of the latest technology to help protect against new threats. The result is an all-in-one solution for PC care that is simple to own, use and maintain.
Microsoft’s Internet safety arsenal also includes tools that give parents greater control over what their children can access and how they can interact via the Web. Using the Parental Controls built into Windows Vista, parents can specify when and for how long their children can use the computer, which Web sites they can visit, and which software applications they can use. They can also restrict access to software games based on title, content or ratings. Parents can even view detailed reports about a child’s computer usage to look out for potentially dangerous interactions in chat rooms or on social networking sites. Separate accounts can be created for each member of the family.
Microsoft’s beta version of the Windows Live OneCare Family Safety service is available for free (long-distance charges may apply) to anyone who is logged in through Windows Live. The service’s features include adjustable content filtering, expert guidance on age-appropriate settings, activity reports for each user in the family, and contact management features to help prevent children from interacting with unknown individuals online.
Technology Innovation and Investments to Help Organizations With Data Governance
As enterprises and governments handle growing volumes of information about individuals and evolving business models incorporate greater use of personal data, managing and protecting sensitive personal information has become an organizational imperative. At the same time, in response to widely publicized security and data breaches and growing concerns about identify theft, citizens and policymakers are demanding more accountability and better protections.
These factors have spurred many organizations to seek ways to more effectively manage — or “govern” — the data in their possession. A multifaceted approach to data governance involves a combination of people, processes and technology solutions. The good news is that effective data governance strategies also can be viewed as investment opportunities for organizations. In addition to enabling greater operational efficiency and optimizing data quality and utility, they reduce risk, enhance trust with stakeholders and protect an organization’s reputation.
Microsoft’s focus is on technological advances that help organizations protect and manage personal information. There are five elements of an effective framework for helping to protect and manage personal information, mitigate risk, achieve compliance, and promote trust and accountability.
	What Organizations Need to Help Protect Personal Data

	Need
	Solutions

	Secure infrastructure
	Safeguards that help protect against malware, intrusions and unauthorized access to personal information, and help keep systems up-to-date

	Identity and access control
	Systems that help protect personal information from unauthorized access or use and that provide management controls for access and provisioning

	Data encryption
	Safeguards that help protect sensitive personal information by converting data into incomprehensible code that requires a “key” — held by an authorized recipient — to decode

	Document protection
	Protection features for personal information stored in documents throughout the entire life cycle of the document

	Auditing and reporting
	Monitoring to verify the integrity of systems and data in compliance with business policies


More Secure Infrastructure

Safeguarding and managing sensitive information depends on a more secure technology infrastructure that helps protect against malicious software and hacker intrusions. For Microsoft, this starts at the foundation of its own product development process, through the Security Development Lifecycle (SDL). 

Windows Vista is the first client operating system to be developed from start to finish using the SDL process. Windows Vista includes a number of security advancements to assist users in helping protect their sensitive information and offers new ways for IT administrators to make their organization’s networks more resistant to attack while helping to preserve data confidentiality, integrity and availability:

· User Account Control helps reduce security risks by limiting the privileges granted to standard users and granting administrative access only when needed (such as when installing new software or changing the system configuration). 

· Internet Explorer 7 in Windows Vista includes an array of features that help improve security and reduce the risk of malicious attacks that could compromise sensitive data on corporate networks.

· Windows Service Hardening restricts the capabilities and privileges of background system services to those necessary for them to function, reducing the chances that a malicious attack could compromise those services, damage the system or disclose sensitive data.

· Kernel patch protection helps prevent malicious software from making unauthorized modifications to the Windows kernel on 64-bit systems.
To help organizations maintain and enhance the security of their IT infrastructure, Microsoft is combining a number of existing and new security products and technologies into Microsoft Forefront™, a comprehensive line-of-business security product that provides greater protection and control through simplified deployment, management and analysis. These solutions include Forefront Client Security, Forefront Security for Exchange Server, Forefront Security for SharePoint®, Antigen for Instant Messaging and Microsoft ISA Server 2006.

Identity and Access Control

To reduce the risk of a deliberate or accidental data breach, and to help organizations comply with regulatory requirements, Microsoft offers identity and access control technologies that help ensure the protection of personal information from unauthorized access or use while seamlessly facilitating its availability to legitimate users.
Active Directory® is a central component of the Windows platform that provides the means to manage the identities and relationships that make up network environments. Using Active Directory, IT administrators can link together privileges for user accounts, e-mail inboxes, network privileges and access to specific applications, enabling single sign-on access to resources by users as well as simplified management and security for administrators. 

Microsoft and the technology industry are working toward an Identity Metasystem that facilitates interoperability between different identity systems and ensures a consistent and straightforward user experience. The concept of the Identity Metasystem is built on the Laws of Identity, a set of principles developed by Microsoft to which any universally adopted, sustainable identity architecture should conform. More information is available at http://www.identityblog.com.

One important step in helping software developers begin building an Identity Metasystem is Windows CardSpace. This component of the Microsoft .NET Framework 3.0 simplifies and improves the safety of accessing resources and sharing personal information on the Internet by putting users in more control of how they store their identity information. Windows CardSpace helps users manage multiple digital identities, similar to how they use a wallet to hold physical identity cards, and helps users decide when to use which digital identity. Windows CardSpace also helps verify that the parties asking for digital identities are who they claim to be.
Data Encryption

Sensitive, digitized data can potentially be intercepted and viewed by unauthorized parties as it is shared across organizational boundaries, so this data must be protected so it is accessible only to the people who need to use it. Supported by strong identity and access controls, data encryption can help safeguard customer and employee information stored in databases; stored on mobile devices, laptops and desktop computers; and transferred via e-mail and across the Internet.

Each year, hundreds of thousands of computers are lost, stolen or insecurely decommissioned. Data on these machines can often be viewed by installing a different operating system, moving the disk drive to a new machine or using any number of other “offline” attack methods. BitLocker™ Drive Encryption is a full Windows volume encryption and enhanced data protection feature that addresses these attack methods. It is available in Windows Vista Enterprise and Ultimate editions for client computers and will be available in the forthcoming Windows Server “Longhorn.”

Encrypting File System (EFS) is a powerful tool for encrypting files and folders on client computers. It is available in Windows 2000, Windows XP, Windows Server 2003 and Windows Vista operating systems. EFS automatically helps protect data from unauthorized access by other users and external attackers. In Windows Vista and the forthcoming Windows Server “Longhorn” release, EFS includes new security, performance and manageability features. These offer broader support for smart card integration, enabling users to use their smart card for encryption and authentication.

Document Protection Technologies
Effective document management is a strategic imperative for organizations facing a growing volume of personal information that must be safeguarded throughout its life cycle. Confidential data, as well as valuable corporate knowledge and intellectual capital, is vulnerable to security breaches and theft. Legal and regulatory requirements and client expectations make the safeguarding of personal, financial and other business information more important than ever.

Windows Rights Management Services (RMS) is an information protection technology that helps safeguard digital information from unauthorized use — whether online or offline, and both inside and outside the firewall. RMS augments an organization’s security strategy by applying persistent usage policies that remain with the information no matter where it goes. Information Rights Management technology extends the capabilities of RMS into the Microsoft Office system and Internet Explorer. 

The 2007 Microsoft Office system provides even broader RMS capabilities through new developments in Microsoft SharePoint. Administrators can set access policies for SharePoint document libraries on a per-user basis. For example, users who have “view-only” access to documents in a library — with no ability to print, copy or paste — will have those policies enforced by RMS, even when the document has been removed from the SharePoint site.

Auditing and Reporting

To provide assurance and comply with organizational policies, government regulations and consumer demands for better control over personal information, organizations need monitoring technologies to help with auditing and reporting on data, systems and applications. Systems management and monitoring technologies can be used to verify that system and data access controls are operating effectively, and to identify suspicious or noncompliant activity.

Microsoft System Center is a family of systems management products that IT administrators can use to help manage their technology infrastructure. These solutions are designed to ease operations, reduce troubleshooting time and improve planning. Systems Management Server provides a comprehensive solution for change and configuration management, enabling IT administrators to quickly and cost-effectively provide relevant software and updates to users throughout the network. Microsoft Operations Manager (MOM) helps organizations reduce IT complexity and control costs by simplifying the identification of reliability or integrity problems on the network, determining the root cause of those problems and facilitating quick resolution to restore service and prevent further issues. Microsoft has worked with industry partners to develop add-on packs for MOM that address specific regulatory concerns. For example, the System Controls Management Pack for MOM 2005 provides comprehensive auditing and reporting services for Windows Server security events that help support auditing requirements.
Leadership and Collaboration
The challenge of safeguarding privacy in a connected world is considerable, and no company can do it alone. Microsoft is working with public- and private-sector partners to establish standards for helping people and organizations to better manage and protect personal information.
Privacy Legislation

An increasing number of privacy-focused legislative and framework proposals are under consideration around the world — for example, at the Asia-Pacific Economic Cooperation (APEC) forum and in China, Singapore, India, Mexico and other countries. Microsoft plays an advisory role in many of these activities.
In the United States, an increasingly complex patchwork of federal and state laws governs privacy and data security. Many states have enacted their own privacy laws to govern specific industries, issues or practices, and a growing number have data-breach notification laws. Meanwhile, a growing number of federal laws impose different rules for financial institutions, healthcare providers, cable operators and telecommunications carriers, and for children’s online privacy, spam and telemarketing. This patchwork approach leads to an inconsistent, incomplete and confusing framework for data privacy and security.
As a founding member of the Consumer Privacy Legislative Forum (CPL Forum), Microsoft has joined with eBay, HP and the Center for Democracy and Technology to build awareness and support for comprehensive national privacy legislation. This diverse group of industry and consumer leaders believes that the time has come for a simplified, harmonized and flexible legal framework — one that allows for the free flow of information and commerce but also provides improved protection for consumers against identity theft, fraud and privacy intrusions. The consensus view is that comprehensive federal privacy legislation must include four elements: 

· A uniform baseline standard that applies across all organizations and industries, including online and offline transactions, federal pre-emption over local and state statutes, and consistency with global standards

· Increased clarity and transparency regarding the collection, use and disclosure of personal information

· The ability of individuals to have more control of the use and disclosure of their personal information

· Minimum security requirements for storage and transportation of personal information

Such legislation will not only give consumers more control and more access to their personal information, but it will also increase their confidence when providing that information to legitimate businesses. Moreover, it will build a firm foundation of trust between consumers and businesses around e-commerce.
Industry and Government Partnerships

Microsoft has joined with a broad range of partners to help create a global computing environment that promotes safety and privacy through effective industry guidelines and best practices, collaboration with governments, and technology and law enforcement partnerships.

The Microsoft Security Response Alliance joins several existing programs — the Global Infrastructure Alliance for Internet Safety, Virus Information Alliance, Microsoft Virus Initiative, Microsoft Security Support Alliance and Microsoft Security Cooperation Program — under one umbrella. Microsoft has also championed industry partnerships that generate innovative technology solutions to enhance privacy and security, including the Sender ID Framework, an authentication technology that helps eliminate domain spoofing to protect Microsoft e-mail customers worldwide against scams perpetrated through spam messages.
Through the Government Security Program (GSP), participating governments can access Microsoft Windows and Office source code to verify that it meets their strict requirements for more privacy protection as well as overall improved security. This engineering-level view of Windows architectural design as it relates to privacy and security imparts greater insight into the platform’s integrity and enhances a government’s ability to design and build more secure computing infrastructures. The GSP fosters partnerships between governments and Microsoft and is fortified through ongoing interaction, collaboration and information exchange.

Through the Anti-Phishing Working Group, Microsoft is actively engaged with industry and business leaders to help reduce the threat of phishing attacks by developing and sharing information about the problem of phishing and promoting the visibility and adoption of industrywide solutions. Membership in the group is open to qualified financial institutions, corporations, law enforcement agencies, public policy groups and solution vendors.

Collaboration With Law Enforcement

Microsoft works closely with law enforcement agencies worldwide to take action against cybercriminals. These enforcement actions target the worst offenders while aiming to deter others. To date, Microsoft has filed more than 300 lawsuits against spammers and other cybercriminals worldwide.

Microsoft is committed to helping protect Internet users worldwide, including children and families. One of our most successful efforts on this front is the development of the Child Exploitation Tracking System, a joint effort of Microsoft and Canadian law enforcement that helps local police identify and apprehend predators of children.
Since 2004, Microsoft has also worked with Interpol and the International Centre for Missing & Exploited Children (ICMEC) to sponsor worldwide training sessions for law enforcement personnel on computer-facilitated crimes against children. By June 2006, more than 1,500 officers from nearly 90 countries had been trained in methods of identifying suspects, investigating offenses and dealing with victims of online child abuse.

Microsoft is also a founding member of Digital PhishNet (DPN), a collaborative enforcement operation that unites industry leaders in technology, banking, financial services and online auctioneering with law enforcement to tackle the phishing problem. DPN (http://www.digitalphishnet.org) connects the private industry with such law enforcement agencies as the Department of Homeland Security, the FBI and the U.S. Secret Service. 

In 2006, Microsoft announced the Global Phishing Enforcement Initiative (GPEI), a worldwide consumer-protection campaign in which industry and law enforcement join forces to fight phishing. GPEI’s activities address three key areas: protection from fraudulent sites, partnerships with law enforcement and industry, and prosecution of enforcement cases through worldwide investigative support.

Customer Guidance and Engagement
Weighing the many variables affecting privacy is a complex challenge. Microsoft is dedicated to providing individuals and organizations with the information they need to make the right data privacy and security decisions.

Consumer Guidance

Because education and awareness are vital in helping people of all ages use the Internet safely and more securely, Microsoft has created a worldwide education campaign that includes free product updates, articles and tools to create broader awareness about how consumers can help protect their PCs, their personal information, themselves and their families. Information about these efforts is available at http://www.microsoft.com/athome/security.

Microsoft has consolidated the privacy statements of its major online Web sites into a single, unified privacy statement that uses a layered format. A layered privacy notice provides customers with a clear one-page summary of privacy practices and offers links to full statements and other relevant information. 

Training for IT Professionals 
IT professionals spend considerable time helping users make good decisions about how they share personal data. Even the best security infrastructure cannot prevent user errors that can leave everyone’s information exposed. Microsoft is working to help IT pros empower users with the knowledge and guidance they need to effectively manage personal information while online. We have trained more than 1.8 million IT pros and developers worldwide on security best practices through security summits, webcasts, e-learning clinics and online security guidance. 

The Microsoft Security Response Center (MSRC) is a world-class resource for managing and resolving security vulnerabilities, security incidents and privacy-related issues. Through an industry-leading security response process, the MSRC provides customers with authoritative guidance as well as updates and tools to help protect customers from malicious threats and intrusions.
Microsoft recently published a Regulatory Compliance Planning Guide, which provides organizations with a framework-based approach to implementing a range of security and privacy controls that align with leading regulations and standards around the world. We have also developed a Security Risk Management Guide to help organizations assess their security risks and implement a risk management plan. Our chief security advisors (CSAs), based throughout the world, serve as trusted advisors to customers, governments, industry groups and academia to help them address the challenges of privacy and security in a connected world. More than 30 CSAs are currently working in 20 countries.
In response to interest from customers, partners, independent software vendors, educators, advocates and regulators, Microsoft has also published its Privacy Guidelines for Developing Software Products and Services. These public guidelines draw from Microsoft's experience in incorporating privacy into the development process as part of the SDL and reflect customer expectations as well as global privacy laws. The document provides a framework for creating products and services that empower customers to help control the collection, use and distribution of their personal information.

Microsoft is also committed to providing developers with tools and resources to help build more secure and privacy-enabling products via SDL processes, including threat-modeling tools and developer training in writing secure code.

Conclusion
The increasing use of technology and online services has created an unprecedented flow of personal information.
Individuals are rightfully demanding control over how their personal information is used and shared, as well as assurances that their personal data and privacy will be protected. Microsoft is responding with easy-to-use tools that allow them to more safely and confidently share their information online. We also are providing public and private sector organizations with the tools they need to manage personal data and assure customers that their information is well-managed and more protected.
Managing and protecting sensitive personal information is not only the right thing to do for customers, it’s the right thing to do from a business perspective. The appropriate policies, processes, technology, training and guidance can lay a strong foundation for a successful data governance strategy. Microsoft, with its depth of experience and breadth of technologies, offers the most comprehensive solutions and guidance to address these challenges.
Microsoft Privacy Principles


Accountability in handling personal information within Microsoft and with vendors and partners


Notice to individuals about how we collect, use, retain and disclose their personal information


Collection of personal information from individuals only for the purposes identified in the privacy notice we provided


Choice and Consent for individuals regarding how we collect, use and disclose their personal information 


Use and Retention of personal information in accordance with the privacy notice and consent that individuals have provided


Disclosure or Onward Transfer of personal information to vendors and partners only for purposes that are identified in the privacy notice, and in a security-enhanced manner


Quality assurance steps to ensure that personal information in our records is accurate and relevant to the purposes for which it was collected


Access for individuals who want to inquire about and, when appropriate, review and update their personal information in our possession


Enhanced security of personal information to help protect against unauthorized access and use


Monitoring and Enforcement of compliance with our privacy policies, both internally and with our vendors and partners, along with established processes to address inquiries, complaints and disputes
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