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Abstract

Windows Essential Business Server (EBS) provides an integrated server and management system for businesses that have up to 300 users or computers. This document provides guidance to help you monitor your network by using the Windows EBS Administration Console and by using the monitoring capabilities of Microsoft System Center Essentials 2007.
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Overview of Monitoring

This document explains how to use the following technologies to monitor your Windows® Essential Business Server environment:


The Windows EBS Administration Console


Microsoft® System Center Essentials 2007

Both the Windows EBS Administration Console and System Center Essentials are installed on the Windows EBS Management Server.

Using the Administration Console

You can monitor critical aspects of your network directly in the Windows EBS Administration Console. The Administration Console periodically collects status information and statistics from the server technologies that are included in Windows EBS (such as System Center Essentials, System Center Essentials agents that are installed on managed devices, Microsoft Active Directory® Domain Services, and services for Windows EBS) to help you perform the following:


System Health Monitoring.   On the System Health tab, click Health Monitor to monitor whether your network can carry out the following critical business functions for your users: allow users to log on to the network, access network resources and the Internet, and send and receive e-mail.


Security Component Monitoring.   On the Security tab, click Components to monitor the health and activity of the e-mail anti-malware, e-mail anti-spam, network firewall, and Update Management security components.


Computer and Device Monitoring.   On the Computers and Devices tab, click Managed Computers and Devices to monitor the health and update status of the managed computers and devices that are in your Active Directory domain.


Client Access License Monitoring.   On the Licenses tab, click License Management to monitor the allocation of Windows EBS client access licenses (CALs) to user accounts and to devices.

Using System Center Essentials

System Center Essentials monitors, troubleshoots, and tracks your assets in order to provide a comprehensive view of the health and performance of your Windows EBS environment. System Center Essentials uses the rules and monitors that are in management packs to monitor your managed computers as well as other network devices in your environment that are discovered by System Center Essentials. On computers in your domain that are running a Windows operating system, System Center Essentials deploys a management agent to perform monitoring and management tasks. System Center Essentials monitors other network devices without deploying agents.

System Center Essentials is the source of the alerts that appear in the Windows EBS Administration Console. To obtain more information about these alerts, use the links in the tasks pane that open specific alert views in the System Center Essentials console. In the System Center Essentials console, click an alert in the results pane to see additional information and recommended resolution steps in the details pane. For more information, see Investigate and Resolve Alerts in System Center Essentials.

System Center Essentials imports a default set of management packs when you install Windows EBS, in order to support the monitoring of the server technologies and client computers in Windows EBS. You can import additional management packs to monitor other components of your network. For more information about the management packs that are imported in System Center Essentials, see Appendix: Management Packs Installed with Windows Essential Business Server, later in this document. For a procedure to import a management pack, see Import a Management Pack in System Center Essentials, also later in the document.

You can use the System Center Essentials console to find a broad range of monitoring and performance data for your environment, as well as to configure monitoring settings. For example, you can use the views in the Monitoring pane to find and resolve alerts in the network components that are not monitored in the Windows EBS Administration Console. And you can use the System Center Essentials console to configure alert notifications, disable or enable monitoring rules, and perform other monitoring tasks.

For information about procedures that can help you use and configure the monitoring functionality in System Center Essentials in Windows EBS, see Monitoring Operations with System Center Essentials, later in this document.

For more information about using System Center Essentials, see the following:


System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.


The “System Center Essentials 2007 Operations Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131378).

Additional references

Monitoring in Windows EBS is integrated closely with the architecture, administration, and security features of Windows EBS. You can find additional information on the Microsoft Web site, as follows:


Windows Essential Business Server Product Overview (http://go.microsoft.com/fwlink/?LinkId=108899)


Windows Essential Business Server Administration (http://go.microsoft.com/fwlink/?LinkId=108907)


Windows Essential Business Server Security and Protection (http://go.microsoft.com/fwlink/?LinkId=108910)

If you have additional monitoring requirements, you can use the native monitoring tools and features that are included in the Windows Server® 2008 Standard operating system or the other server technologies that are part of Windows EBS (such as Microsoft Exchange Server 2008 and Microsoft Forefront™ Threat Management Gateway). Guidance for using these additional monitoring tools and features is beyond the scope of this document. For links to more information, see Additional Monitoring Resources, later in this document.

Monitoring in the Windows Essential Business Server Administration Console

The following topics provide information about monitoring in the Windows EBS Administration Console.

System Health Monitoring
Security Component Monitoring
Computer and Device Monitoring
Client Access License Monitoring
System Health Monitoring

This section describes the monitoring of system health in Windows EBS. The monitoring data for system health appears on the Health Monitor page on the System Health tab in the Administration Console.

The Windows EBS management pack in System Center Essentials contains rules (also called health indicators) that monitor critical services and components for the following three network workloads that are installed on the servers for Windows EBS: 


Log on to domain.   Authentication and licensing services that enable users to access network resources.


Send and receive e-mail.   Services for Exchange Server on the Security Server and the Messaging Server.


Internet services.    The Microsoft Firewall service on the Security Server, and services on the Messaging Server that enable Remote Web Workplace and Microsoft Office Outlook® Web Access.

The health indicators are described in more detail later in this section, in Health indicators.

Health status

The results pane indicates the health of each network workload. You can expand the workload groups to view the status of each indicator.

For each health indicator, the results pane and the details pane show information about the indicator and whether there is an active critical alert, as follows:


Normal.   The indicator does not have an active critical alert.


Critical.   The indicator has an active critical alert.


No data.   The Windows EBS Administration Console does not have current information for the indicator.

Tasks to resolve alerts

If a health indicator has a status of Critical, the following information about the alert appears in the details pane:


The Description of the alert, and the Alert Time.


A recommended Action to resolve the alert in most cases. For example, you may need to restart a particular service on the Management Server, the Security Server, or the Messaging Server.

The following tasks on the System Health page can help you investigate and resolve a critical alert:

	Task
	Details

	Start Event Viewer
	Starts Event Viewer on the server for the selected health indicator.

	Start Services console
	Starts the Services console on the server for the selected health indicator.

	Connect to server
	Starts Remote Desktop Connection to connect to the server for the selected health indicator (on the Security Server or the Messaging Server).
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Note 

The alert status is not refreshed on the Health Monitor page until the next time that the indicator is checked in System Center Essentials. This time is determined by the Refresh Interval for the indicator. So after you resolve an alert, the alert status does not change immediately.

Health indicators

The following table describes the health indicators that appear on the Health Monitor page.

	Workload
	Indicator
	Description
	Refresh Interval

	Log on to domain
	Active Directory Domain Services role status on the Management Server
	The Primary Domain Controller and the Domain Naming Master roles for Active Directory Domain Services must be assigned to the Management Server to comply with the licensing terms for Windows EBS. If these roles are not assigned, the Management Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	240 minutes

	Log on to domain
	Active Directory Domain Services status on the Management Server
	If Active Directory Domain Services is not running on the Management Server, users may be unable to log on to the domain.
	5 minutes

	Log on to domain
	Active Directory Domain Services status on the Messaging Server
	If Active Directory Domain Services is not running on the Messaging Server, users may be unable to log on to the domain.
	5 minutes

	Log on to domain
	Domain controller role status on the Management Server
	The Management Server must be a domain controller to comply with the licensing terms for Windows EBS. If the Management Server is not a domain controller, it automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	240 minutes

	Log on to domain
	Domain controller role status on the Messaging Server
	The Messaging Server must be a domain controller to comply with the licensing terms for Windows EBS. If the Messaging Server is not a domain controller, it automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	240 minutes

	Log on to domain
	Domain membership status of the Messaging Server
	The Messaging Server must be a member of the same domain as the Management Server to comply with the licensing terms for Windows EBS. If it is not in the same domain, the Messaging Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	120 minutes

	Log on to domain
	Domain membership status of the Security Server
	The Security Server must be a member of the same domain as the Management Server to comply with the licensing terms for Windows EBS. If it is not in the same domain, the Security Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	120 minutes

	Log on to domain
	Forest trust relationships status
	The licensing terms for Windows EBS require that there is a single Active Directory forest. The forest must not have a trust relationship with an external forest or domain. If it does, the Management Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	240 minutes

	Log on to domain
	Kerberos Key Distribution Center service status on the Management Server
	On domain controllers, the Kerberos Key Distribution Center service enables users to log on to the network by using the Kerberos authentication protocol. If the Kerberos Key Distribution Center service is not running on the Management Server, users may be unable to log on to the domain.
	5 minutes

	Log on to domain
	Kerberos Key Distribution Center service status on the Messaging Server
	On domain controllers, the Kerberos Key Distribution Center service enables users to log on to the network by using the Kerberos authentication protocol. If the Kerberos Key Distribution Center service is not running on the Messaging Server, users may be unable to log on to the domain.
	5 minutes

	Log on to domain
	Management Server network adapter configuration
	If the network name, IP address, or subnet mask of the Management Server is changed from the initially configured value, users may be unable to log on to the domain.
	5 minutes

	Log on to domain
	Number of additional servers in the domain
	The licensing terms for Windows EBS require that the three servers for Windows EBS are used in their intended roles in Windows EBS. If there are more servers for Windows EBS in the domain, the Management Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	360 minutes

	Log on to domain
	Windows Essential Business Server licensing environment status
	The Server Infrastructure License Service provides server level role management and license compliance services in Windows EBS. If checks for license compliance cannot be performed on the servers for Windows EBS, the Management Server automatically shuts down 28 days after the condition is first detected, unless corrective action is taken.
	240 minutes

	Send and receive e-mail
	Messaging Server network adapter configuration
	If the network name, IP address, or subnet mask of the Messaging Server is changed from the initially configured value, users may lose access to e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Active Directory Topology service status on the Messaging Server
	The Microsoft Exchange Active Directory Topology service provides Active Directory topology information to Exchange Server. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange ADAM service status on the Security Server
	Active Directory Application Mode (ADAM) is used to store configuration data and recipient data on the Security Server, which has the Edge Transport role. The Microsoft Exchange ADAM service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange File Distribution service status on the Messaging Server
	The Microsoft Exchange File Distribution service is used to distribute offline address book and custom Unified Messaging prompts. This service is dependent on the Microsoft Exchange Active Directory Topology and Workstation services. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Information Store service status on the Messaging Server
	The Microsoft Exchange Information Store service manages Exchange Server databases and provides data storage for messaging clients. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Mail Submission service status on the Messaging Server
	The Microsoft Exchange Mail Submission service is used to notify a Hub Transport server, which is located in Active Directory site for the Mailbox server, that messages are ready for retrieval from a sender's Outbox. This service depends on the Microsoft Exchange Active Directory Topology service. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Mailbox Assistants service status on the Messaging Server
	The Microsoft Exchange Mailbox Assistants service provides functionality for Calendar Attendant, Resource Booking Attendant, Out of Office Assistant, and Managed Folder Mailbox Assistant. This service depends on the Microsoft Exchange Active Directory Topology service. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Service Host service status on the Messaging Server
	The Microsoft Exchange Service Host service configures the remote procedure call (RPC) virtual directory in Internet Information Services (IIS) and the registry data for ValidPorts, NSPI Interface Protocol Sequences, and AllowAnonymous for Outlook Anywhere. This service depends on the Microsoft Exchange Active Directory Topology service. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange System Attendant service status on the Messaging Server
	The Microsoft Exchange System Attendant service provides monitoring, maintenance, and directory lookup services for Exchange Server. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Transport service status on the Messaging Server
	The Microsoft Exchange Transport service provides a Simple Message Transfer Protocol (SMTP) server and transport stack. This service depends on the Microsoft Exchange Active Directory Topology service. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Send and receive e-mail
	Microsoft Exchange Transport service status on the Security Server
	The Microsoft Exchange Transport service provides a Simple Message Transfer Protocol (SMTP) server and transport stack. This service is depends the Microsoft Exchange Active Directory Topology service. This service is required for Exchange Server to provide e-mail services.
	5 minutes

	Internet services
	Microsoft Firewall service status on the Security Server.
	The Microsoft Firewall service on the Security Server helps protect your network. If the service is not running, Forefront TMG closes your Internet connection to help protect your network.
	5 minutes

	Internet services
	Security Server internal network adapter configuration
	If the network name, IP address, or subnet mask of the Security Server is changed from the initially configured value, users may lose access to the Internet.
	5 minutes

	Internet services
	Terminal Services Gateway service status on the Messaging Server
	The Terminal Services Gateway service status on the Messaging Server is required for providing Remote Web Workplace services, such as remote access, to computers.
	5 minutes

	Internet services
	World Wide Web Publishing Service status on the Messaging Server
	The World Wide Web Publishing Service status on the Messaging Server is required for providing remote Web services, such as Outlook Web Access.
	5 minutes


Security Component Monitoring

This section describes the monitoring of security components in Windows EBS. The monitoring data is collected from System Center Essentials, Active Directory Domain Services, log files, and performance counters, and then it is displayed on the Components page on the Security tab in the Administration Console.

The results pane on the Components page shows a summary of the status of the security components in Windows EBS. Click a security component to see the following additional information in the details pane: a description of the component, the number and type of recent alerts, and recent protection statistics. You can use the tasks on the Components page to resolve alerts and to manage the security components.

The following four components are monitored on the Components page:


E-mail anti-malware

E-mail anti-spam

Network firewall

Update Management
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Note 

The Components page also displays add-in security components (published by Microsoft or non-Microsoft developers) that you have installed. For more information about an add-in security component, see the documentation for the add-in or contact the publisher.

E-mail anti-malware

The e-mail anti-malware security component monitors the status and settings for Forefront Security for Exchange Server on the Messaging Server. The status and data are derived from the Forefront Security for Exchange Server management pack in System Center Essentials.

For more information about the Forefront Security for Exchange Server management pack, see the “Forefront Server Security Management Pack User Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131260).

For more information about the configuration of Forefront Security for Exchange Server in Windows EBS, see the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=108919).

Alerts for e-mail anti-malware

The Status column indicates whether there are active critical alerts or warning alerts in the Alerts—Microsoft Forefront alert view in System Center Essentials. 

[image: image5.png]


Note 

The Alerts—Microsoft Forefront view in System Center Essentials includes alerts that are in either the Alerts—Forefront for Exchange view or the Engine Update Failure view.

The Status is one of the following:


Alert.   One or more active critical or warning alerts.


Normal.   No active critical or warning alerts. There may be one or more information alerts.

The details pane provides a breakdown of the alerts by alert status, as follows:

	Item
	Details

	Recent Alerts
	The count of active critical alerts, warning alerts, and information alerts that are in the Alerts-Forefront for Exchange alert view in System Center Essentials.

	Update Status for Selected Engines
	The count of active critical alerts, warning alerts, and information alerts that are in the Engine Update Failure alert view in System Center Essentials.


Tasks to resolve alerts

You can use the following tasks for the e-mail anti-malware component on the Components page to investigate and resolve alerts.

	Task
	Details

	View recent alerts
	Starts the System Center Essentials console to display active critical, warning, and information alerts from at least the last seven days for the component.

	Start Forefront Server Security Administrator console 
	Starts a RemoteApp connection to the Forefront Server Security Administrator console on the Messaging Server to manage e-mail anti-malware settings. 


For more information about investigating and resolving alerts, see Investigate and Resolve Alerts in System Center Essentials, later in this document.

For more information about managing Forefront Security for Exchange Server, see Forefront Security for Exchange Server Help: On the Messaging Server, in the Forefront Server Security Administrator, press F1.

Statistics for e-mail anti-malware

The following table lists activity by Forefront Security for Exchange Server during the period from 2:00 A.M. on the previous day to 2:00 A.M. on the present day.

For more information about the performance views in the Forefront Security for Exchange Server management pack that are used to generate this data, see the “Views reference” for the Microsoft Forefront Server Security Management Pack at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131261).

	Item
	Details

	Infected messages purged
	Count of the e-mail messages that were purged by the Transport Scan Job and the Realtime Scan Job.

	Message infections detected
	Count of the e-mail messages that were tagged by the Transport Scan Job and the Realtime Scan Job.

	Message scans performed
	Count of the e-mail messages that were detected by the Transport Scan Job and the Realtime Scan Job.

	Attachments cleaned
	Count of the attachments that were cleaned by the Transport Scan Job and the Realtime Scan Job.

	Attachments removed
	Count of the attachments that were removed by the Transport Scan Job and the Realtime Scan Job.


E-mail anti-spam

The e-mail anti-spam security component monitors the status and settings for spam filtering in the Exchange Server Edge Transport role on the Security Server.

The status and data are derived from the Exchange Server management pack in System Center Essentials.

The details pane on the Components page shows recent alerts, anti-spam protection statistics, and e-mail spam confidence level (SCL) settings that are configured for the Content Filter in Exchange Server.

For more information about the Exchange Server management pack, see the “Exchange Server 2007 Management Pack Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131262).

For more information about how to configure spam filtering in Exchange Server in Windows EBS, see “E-mail Anti-spam Configuration” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=108918).

Alerts for e-mail anti-spam

The Status column indicates whether there are active critical alerts or warning alerts in the Alerts view for Exchange Edge Transport in System Center Essentials. This alert view is generated by the Exchange Server management pack.

The Status is one of the following:


Alert.   One or more active critical or warning alerts.


Normal.   No active critical or warning alerts. There may be one or more information alerts.

The details pane provides counts of active critical alerts, warning alerts, and information alerts that are in the Exchange Edge Transport Alerts view in System Center Essentials.

Tasks to resolve alerts

You can use the following tasks for the e-mail anti-spam component on the Components page to investigate and resolve alerts.

	Task
	Details

	View recent alerts
	Starts the System Center Essentials console to display active critical, warning, and information alerts from at least the last seven days for the component.

	Start Exchange Management Console 
	Starts a RemoteApp connection to the Exchange Management Console on the Security Server to manage e-mail anti-spam settings. 


For more information about investigating and resolving alerts, see Investigate and Resolve Alerts in System Center Essentials. later in this document.

For more information about content filtering in Exchange Server, see Exchange Server Help: On the Security Server, in the Exchange Management Console, press F1.

Statistics for e-mail anti-spam

The following table lists anti-spam statistics that are collected by the performance data collection engine in the Exchange Server management pack during the period from 2:00 A.M. on the previous day to 2:00 A.M. on the present day.

	Item
	Details

	Junk e-mail messages detected and purged
	Count of the e-mail messages that are deleted by the Exchange Server Content Filter agent.

	Junk e-mail messages rejected
	Count of the e-mail messages that are rejected by the Exchange Server Content Filter agent.

	Junk e-mail messages quarantined
	Count of the e-mail messages that are quarantined by the Exchange Server Content Filter agent.

	E-mail messages scanned
	Count of the e-mail messages that are scanned by the Exchange Server Content Filter agent.


Network firewall

The network firewall security component monitors the status and settings for Forefront TMG on the Security Server.

The status and data are derived from the Forefront TMG management pack in System Center Essentials and from log files in Forefront TMG.

For more information about the configuration of Forefront TMG in Windows EBS, see “Network Firewall Configuration” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=108921).

Alerts for the network firewall

The Status column indicates whether there are active critical alerts or warning alerts in the Active Alerts view for Forefront TMG in System Center Essentials. This alert view is generated by the Forefront TMG management pack.

The Status is one of the following:


Alert.   One or more active critical or warning alerts.


Normal.   No active critical or warning alerts. There may be one or more information alerts.

The details pane provides counts of active critical alerts, warning alerts, and information alerts that are in the Active Alerts view for Forefront TMG in System Center Essentials.

Tasks to resolve alerts

You can use the following tasks for the network firewall component on the Components page to investigate and resolve alerts. 

	Task
	Details

	View recent alerts
	Starts the System Center Essentials console to display active critical, warning, and information alerts from at least the last seven days for the component.

	View weekly report
	Generates and displays a weekly report of network firewall activity in Forefront TMG. 

	Start Forefront Threat Management Gateway Console
	Starts a RemoteApp connection to the Forefront TMG console on the Security Server to manage network firewall settings. 


For more information about investigating and resolving alerts, see Investigate and Resolve Alerts in System Center Essentials, later in this document.

For more information about managing Forefront TMG, see Forefront TMG Help: On the Security Server, in the Forefront TMG console, press F1.

Statistics for the network firewall

The following table lists the summary firewall statistics that are retrieved from Forefront TMG logs for the period from 2:00 A.M. on the previous day to 2:00 A.M. on the present day. 
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Note 

The details pane also provides summary counts of the firewall policy rules and the Web filtering rules that are enabled in Forefront TMG.

	Item
	Details

	All firewall traffic
	Bytes of Web and non-Web traffic that were sent through Forefront TMG.

	Web traffic
	Bytes of Web traffic that were sent through Forefront TMG.

	Web requests
	Count of the Web requests that were sent through Forefront TMG.

	Web requests served from cache
	Count of the Web requests that were served from the Web proxy cache by Forefront TMG.

	Allowed connections
	Count of the connections that were allowed by Forefront TMG.

	Denied connections
	Count of the connections that were denied by Forefront TMG.


For more information about the logs for firewall and Web proxy activity, see Forefront TMG Help: On the Security Server, in the Forefront TMG console, press F1.

Update Management

The Update Management component monitors the status and settings for Windows Server Update Services in System Center Essentials. Windows Server Update Services in System Center Essentials helps you deploy updates that are released through Microsoft Update to the managed computers in your network. 

For information about the recommended Update Management settings in Windows EBS, see “Update Management Configuration” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=108922).

Alerts for Update Management

The Status column indicates whether software updates from Microsoft Update are up-to-date on the computers in your network.

[image: image7.png]


Note 

The status of the Update Management component is refreshed daily. However, the component monitors synchronizations and updates that occurred during the preceding seven days. It may not reflect the status of updates on computers and devices that recently joined the domain.  

The Status is one of the following:


Alert.   One or more computers are not up-to-date, or the Update Management component is not configured with the recommended settings for Windows EBS.


Normal.   All computers in your network are up-to-date.

For a status of Alert, one of the following issues or deviations from the recommended settings in Windows EBS appears in Update Management Status, in the details pane:


You must approve updates before they can be installed.   There are updates that require approval. This status occurs when Windows Server Update Services is configured to synchronize updates that are not approved automatically.


Update classifications do not include all recommended classifications for Windows Essential Business Server.   Windows Server Update Services is not configured to synchronize one or more of the following update classifications: critical updates, definition updates, security updates, or service pack updates.


One or more updates failed to install on some computers.   A computer that is listed on the Managed Computers and Devices page has an update with a status of Failed to install, or Windows Server Update Services did not download some updates from Microsoft Update. 


One or more update languages are not being downloaded.   A locale on a computer in the Windows EBS network is not configured for synchronization.


Update Management has not synchronized in at least 7 days.   The last synchronization with Microsoft Update took place more than seven days ago.

The details pane shows more information about the last synchronization with Microsoft Update.


One or more computers have not contacted Update Management in at least 7 days.   One or more computers were last contacted by Windows Server Update Services more than seven days ago.


Unable to determine the status of Update Management.   The status of Windows Server Update Services cannot be determined.

Tasks to resolve alerts

You can use the following tasks for Update Management on the Components page to investigate and resolve alerts.

	Task
	Details

	Approve updates
	Opens the Approve Updates dialog box to approve all critical and security updates for deployment to managed computers.

	Apply Recommended Update Management settings
	Opens the Apply Recommended Update Management Settings dialog box to confirm that you want to apply the recommended Windows EBS settings. The recommended settings configure Update Management to automatically download updates to the Windows operating system and to other Microsoft products, and then to apply those updates to computers in the Active Directory domain by using Windows Server Update Services.

	Manage updates
	Starts the System Center Essentials console in the Unapproved Updates view.

	Configure update-management settings
	Starts the Update Management Configuration Wizard in System Center Essentials.

	View updates status summary
	Starts the System Center Essentials console in the Updates Overview pane to display a summary of updates on managed computers.


For more information about update management in System Center Essentials, see System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.  

For information about managing Windows Server Update Services, see the “Microsoft Windows Server Update Services 3.0 SP1 Operations Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131263).

Synchronization status

The following table lists the synchronization status information that is shown in the details pane for Update Management on the Components page. Synchronization is the process that Windows Server Update Services uses to download updates from Microsoft Update to System Center Essentials. The synchronization status information is refreshed after each attempt to synchronize with Microsoft Update.

	Item
	Details

	Synchronization time
	If synchronization is configured, this is the date and time of the last attempted synchronization.

	Last synchronization status
	The status of the last attempted synchronization that was performed by Windows Server Update Services.

	Last synchronization error
	If the last synchronization did not succeed, the text of the error message from Windows Server Update Services.

	Next synchronization
	The date and time of the next synchronization.


Computer and Device Monitoring

The monitoring data for managed computers and devices in your Windows EBS domain appears on the Managed Computers and Devices page on the Computers and Devices tab in the Administration Console. This data is collected from Active Directory Domain Services and from System Center Essentials. To monitor computers in your domain that are running a Windows operating system, System Center Essentials must discover each computer and deploy a management agent. System Center Essentials monitors other network devices without agents, by using the Simple Network Management Protocol (SNMP).
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Note 

Either you can configure System Center Essentials to discover a new computer in your domain and to deploy a management agent automatically, or you can run the Computer and Device Management Wizard in System Center Essentials to perform these tasks. For information about how to deploy a management agent with System Center Essentials, see “Discover New Computers and Devices” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131265).

You can use the tasks on the Managed Computers and Devices page to get additional information about managed computers and devices and to investigate and resolve alerts.

For more information about the administrative tasks that you can perform with managed computers and devices in Windows EBS, see “Managing Computers and Devices” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=132081).

Alerts for managed computers and devices

For each managed computer or device in your domain, the results pane and the details pane show the number of current active alerts that have the following severity:


Critical

Warning

Information
Tasks to resolve alerts

You can use the following tasks on the Managed Computers and Devices page to investigate and resolve alerts for a managed computer or device. 

	Task
	Details

	View recent critical alerts
	Starts the System Center Essentials console to display critical alerts from at least the last seven days for all managed computers and devices.

	View recent alerts
	Starts the System Center Essentials console to display critical, warning, and information alerts from at least the last seven days for the selected computer or device.

	View computer details
	Starts the System Center Essentials console to display hardware and software details for the selected computer or device.


For more information about investigating and resolving alerts, see Investigate and Resolve Alerts in System Center Essentials.

Update compliance information for managed computers

For each managed computer in your domain, the results pane shows the status of the deployment of updates from Windows Server Update Services to the managed device. The Update Compliance status is one of the following:


Up-to-date.   All updates are installed.


Not contacted.   Windows Server Update Services has not contacted the computer in at least seven days.


Needs updates.   Updates are not installed, or the installation is in progress.


Unknown.   The update status is not known (for example, a computer does not have an agent installed).

In the details pane, in Updates, the following additional information appears about the number and status of updates from Windows Server Update Service to the managed computer:


Failed to install.   The number of updates with an installation status of Failed.


Needed.   The number of available updates that need to be installed or that are in progress.


Installed successfully.   The number of updates that were installed successfully.

Tasks to resolve update compliance issues

You can use the following tasks on the Managed Computers and Devices page to investigate and resolve update compliance issues with a managed computer:

	Task
	Details

	Manage updates
	Starts the System Center Essentials console in the Unapproved Updates view.

	Configure update-management settings
	Starts the Update Management Configuration Wizard in System Center Essentials.

	View Update Deployment Status report
	Starts the System Center Essentials console to display a status report for Computer Update deployment for the managed computer.


Additional data on the Managed Computers and Devices page

The following table lists additional data about computers and devices that appears in the results pane and in the details pane on the Managed Computers and Devices page.
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Note 

You can also see detailed information about a managed computer in the System Center Essentials console. To do this, right click the name in the results pane, and then click View computer details.

	Item
	Details

	Name
	The host name of the managed server or client computer. If no name is available, the name is blank.

The name is blank in two cases:


The device type that is identified by System Center Essentials is a network device, or a computer that is not running a Windows operating system.


The computer is discovered by System Center Essentials, but a management agent is not deployed. After the management agent is deployed, the host name appears.

	IP Addresses
	The IPv4 address of the computer. 

If no IP address is available, Unknown appears.

If more than one IP address is assigned to the computer, the addresses appear in a comma-separated list, based on the order of the Ethernet number of the network adapters.

	Device Type
	The category of device, based on membership in the following predefined computer groups in System Center Essentials:


Client.   A member of the All Clients group.


Server.   A member of the All Servers group.


Other.   A member of the Network Devices/Other Computers group.

	Agent Installed
	Whether a management agent is installed on the computer.

	Maintenance Mode
	Whether the managed computer is in maintenance mode in System Center Essentials. Maintenance mode suppresses the generation of alerts and notifications from the computer: 


On.   The computer is in maintenance mode.


Off.   The computer is not in maintenance mode.

For more information about maintenance mode, see Put a Monitored Computer in Maintenance Mode, later in this document.

	Operating System
	The version number of the Windows operating system that is installed on the computer.

If the computer does not have a Windows operating system, or if a management agent is not deployed to the computer, Unknown appears.

	Installed Server Technologies
	(Windows EBS servers only) The server roles and applications that are installed by default on the server.

For a summary of the server roles and applications that are installed on the servers for Windows EBS, see the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=128032).

	Disk Space Usage
	Statistics for the space that is used and available on the disk drives on the managed computer.

	Device Information
	Details about the device, in addition to the IP Addresses and Operating System data, that are shown in the results pane:


Full name.   The fully qualified domain name of the device.


Manufacturer.   The manufacturer of the device.


Model.   The model number of the device.


Memory.   The amount of system memory (RAM) that is installed on the device.


CPU.   The manufacturer and type of processor on the device.


Client Access License Monitoring

Monitoring of client access licenses (CALs) for Windows EBS is performed by licensing services that are running on the Management Server. Monitoring data for CALs appears in License Management on the Licenses tab in the Windows EBS Administration Console. Additional information about events related to CALs is logged in an operational event log on the Management Server.
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Note 

To view information about the assignment of CALs to user accounts, click User Licenses on the Licenses tab. To view information about the assignment of CALs to devices, click Device Licenses on the Licenses tab.
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Note 

The System Health tab in the Administration Console monitors the configuration of your network environment for compliance with the licensing terms for Windows EBS. For more information about the licensing indicators that appear on the System Health page, see System Health Monitoring, earlier in this document.

For more information about the requirements for license compliance in Windows EBS, see the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=124334).

Compliance alerts

For each Windows EBS CAL edition (also called EBS CAL Suite) in your environment, the results pane and the details pane show the Status of compliance with the Windows EBS licensing terms, as follows:


Compliant.   The count of the CALs that are assigned to user accounts and to devices is less than or equal to the count of the available CALs from installed CAL packs.


Not compliant.   The count of the CALs that are assigned to user accounts and to devices is greater than the count of the available CALs from installed CAL packs.

Tasks to resolve compliance alerts

If a CAL edition in your environment is not compliant, you can purchase and install an additional CAL pack to increase the number of CALs available (up to the maximum allowed in Windows EBS), or you can reduce the number of CALs that are assigned to user accounts and to devices. Do one of the following:


To install a CAL pack, on any page on the Licenses tab, in the tasks pane, click Install CAL packs. This starts the Install CAL Packs Wizard.


To unassign a CAL from a licensed user account, on the User Licenses page, click the user account, and then, in the tasks pane, click Manage CAL. In the Manage CAL dialog box, click None, and then click OK.


To unassign a CAL from a licensed device, on the Device Licenses page, click the device, and then, in the tasks pane, click Manage CAL. In the Manage CAL dialog box, click None, and then click OK.

For more information about managing CALs in Windows EBS, see “Client Access Licenses” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=108930).

Additional data on the License Management page

The following table lists additional data about the CAL editions that appears in the results pane and in the details pane on the License Management page.

	Item
	Details

	Edition
	One of the available Windows EBS CAL editions (also called EBS CAL Suites):


Standard.   Allows user accounts or devices to access the Windows EBS network.


Premium.   Allows user accounts or devices to access the Windows EBS network and the premium features of Windows EBS Premium.

	Total
	The count of the CALs that are installed.

	Temporary
	The count of the temporary CALs that are assigned to user accounts or to devices.
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Note 

You may assign a maximum of five temporary CALs in Windows EBS.

	Assigned
	The count of the CALs that are assigned to user accounts or to devices. This number includes temporary CALs. 

	Unassigned
	The count of the CALs that are not assigned to user accounts or to devices.

	Installed CAL Packs
	The CAL packs that are installed for the CAL edition, showing the number of CALs that are installed with each CAL pack.

For more information about the CAL packs that are installed, click Installation History on the Licenses page.


Monitoring data that appears in event logs

For detailed information about events that are related to CAL enforcement in Windows EBS, start Event Viewer on the Management Server. In the console tree, expand Applications and Services Logs to locate the Microsoft-Windows-Windows Server Solutions Client Access Licensing/Operational log. 

For more information about using Event Viewer, see “Event Viewer” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=120544).

Monitoring Operations with System Center Essentials

This section includes the following monitoring-related tasks that you can perform in System Center Essentials in Windows EBS. 

Start the System Center Essentials Console
Investigate and Resolve Alerts in System Center Essentials
Import a Management Pack in System Center Essentials
Verify That a Management Agent Is Installed on a Computer
Put a Monitored Computer in Maintenance Mode
Collect Application Errors from Remote Computers
Manage Alert Notifications
Disable a Rule in System Center Essentials
Use Reports in System Center Essentials
For more information about using System Center Essentials, see the following:


System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.


The “System Center Essentials 2007 Operations Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131378).

Start the System Center Essentials Console

Use one of the following procedures to start the System Center Essentials console on the Management Server in Windows EBS.

You must use an account that is in the Domain Admins group to perform this procedure.
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To start the System Center Essentials console on the Management Server


Click Start, click All Programs, click System Center Essentials 2007, and then click System Center Essentials 2007 Console.


You must use an account that is in the Domain Admins group to perform this procedure.
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To start the System Center Essentials console from the Windows Essential Business Server Administration Console

	1.
Click Start, click All Programs, click Windows Essential Business Server, and then click Windows Essential Business Server Administration Console.

2.
Click the Computers and Devices tab, right-click the name of your Management Server, and then click System Center Essentials console.


Investigate and Resolve Alerts in System Center Essentials

When an alert appears on the Security tab or the Computers and Devices tab of the Windows EBS Administration Console, you can use the System Center Essentials console to obtain detailed information about the alert and the recommended steps to resolve it.
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Tip 

If an alert appears on the System Health tab of the Windows EBS Administration Console, the details pane of the Administration Console provides information about the alert and the recommended steps to resolve it. In most cases, you can resolve an alert that appears on the System Health tab without using the System Center Essentials console.

When you investigate alerts that appear in System Center Essentials, consider the following:


The severity of the alert.


The number of times that the alert has occurred.


The importance of the application or device that the alert refers to.

 This information helps you to prioritize the order for investigating alerts and for resolving the underlying issues. For example, in most cases you prioritize a critical alert on a server for Windows EBS above a critical alert that relates to a single client computer.

For more information about the monitoring features in System Center Essentials, see  “Monitoring in System Center Essentials” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131266).

Investigate an alert

You must use an account that is in the Domain Admins group to perform this procedure.

[image: image16.png]


To investigate an alert that appears in the Windows Essential Business Server Administration Console

	1.
Click Start, click All Programs, click Windows Essential Business Server, and then click Windows Essential Business Server Administration Console.

2.
Do one of the following:


If an alert appears on the Computers and Devices tab, click Computers and Devices.


If an alert appears on the Security tab, click Security.

3.
In the results pane, right-click the object with the alert, and then click View recent alerts. The System Center Essentials console appears, showing an alert view in the Alerts pane relates to the object.
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Note 

The name and the selection criteria for the alert view that opens in System Center Essentials are determined by the management pack that generates the alert. The alert view, by default, shows at least one week of alerts.

4.
In the Alerts pane, click an alert to select it.

To find a specific alert, type text in the Look for text box, and then click Find Now.

5.
In the Alert Details pane, review the description of the alert and its possible causes.

The Actions pane contains links to tasks and resources that you can use to diagnose and resolve the alert.


Modify alert properties

After you investigate the cause of an alert, you may be able to improve the process of dealing with similar alerts by modifying the alert properties. You can modify the properties of the rule that generates the alert to record knowledge about the alert. You can also create tasks to diagnose and recover from alerts.
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Note 

Microsoft Office Word must be installed so you can edit product or company knowledge. If a rule is from a sealed Management Pack, you can edit only the rule properties that relate to company knowledge.

For more information, see “How to Edit Properties of a Rule in System Center Essentials” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=132111).

You must use an account that is in the Domain Admins group to perform this procedure.
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To modify the alert properties

	1.
If the System Center Essentials console is not already open to display the alert, do the following:


Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.


In the navigation pane, click Monitoring.


In the Monitoring pane, expand Monitoring, and then click Active Alerts.

2.
Right-click the alert that you want to modify, and then click Properties.

3.
To edit the rule that generates the alert, click Company Knowledge, and then click Edit Rule. The Rule Properties dialog box appears.

4.
Change the properties of the rule, and then click Close.

5.
Click OK.


Close an alert

After you resolve the issue that causes the alert, you can close the alert in System Center Essentials.

After you close a critical alert and the Windows EBS Administration Console is refreshed, the alert no longer appears in the Administration Console.

You must use an account that is in the Domain Admins group to perform this procedure.
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To close an alert in the System Center Essentials console

	1.
If the System Center Essentials console is not already open to display the alert, do the following:


Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.


In the navigation pane, click Monitoring.


In the Monitoring pane, expand Monitoring, and then click Active Alerts.

2.
Right-click the alert that you want to close, and then click Close Alert.
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Note 

Select multiple alerts by pressing and holding down the CTRL key while you click the alerts.


Import a Management Pack in System Center Essentials

To import a management pack into System Center Essentials, use the Import Management Packs action in the System Center Essentials console. You may need to do this to monitor an application, service, or device that is not installed by default in Windows EBS.

After you import a management pack into System Center Essentials, it immediately begins monitoring a specific application, service, or device. No additional configuration is required.
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Note 

The monitoring data that is generated by a management pack that you import appears only in the System Center Essentials console. It does not appear in the Windows EBS Administration Console.

For information about the management packs that are available from Microsoft and from non-Microsoft publishers, see the catalog at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkID=86411).

For more information about management packs in System Center Essentials, see “How to Work with Management Packs” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131268).
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To import a Management Pack in System Center Essentials

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console.

2.
In the System Center Essentials console, click the Administration icon.

3.
Right-click the Management Packs node, and then click Import Management Packs.

4.
In the Select Management Packs to import dialog box, change to the directory that holds your Management Pack file, click one or more Management Packs to import from that directory, and then click Open.

5.
In the Import Management Packs dialog box, click Add or Remove to modify the list of Management Packs to be imported. When the list is complete, click Import.

6.
After the import process is complete, click Close.


Verify That a Management Agent Is Installed on a Computer

Use one of the following procedures to verify that a management agent is installed on a computer.

A management agent is the System Center Essentials component that is installed on a computer to allow System Center Essentials to monitor and manage the computer. The agent communicates with System Center Essentials on the Management Server, sending data from the managed computers to the Management Server and downloading data from System Center Essentials to the managed computers. The agent also runs tasks on the managed computers.

For information about deploying agents to new computers and devices in your domain, see “Discover New Computers and Devices” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131265).

You must use an account that is in the Domain Admins group to perform this procedure.
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To verify that an agent is installed by using the Windows Essential Business Server Administration Console on the Management Server

	1.
Click Start, click All Programs, click Windows Essential Business Server, and then click Windows Essential Business Server Administration Console.

2.
Click the Computers and Devices tab, and then click the name of the computer.

3.
In the details pane, in Current Alerts, verify that the value of Agent installed is Yes.
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To verify that an agent is installed directly on the computer

	1.
Log on to the computer by using appropriate credentials.

2.
In Control Panel, in Programs and Features, verify that System Center Operations Manager 2007 Agent is installed.

3.
In the Services console, verify that the OpsMgr Health Service has a Status of Started and a Startup Type of Automatic.


Put a Monitored Computer in Maintenance Mode

Use the following procedure in the System Center Essentials console to put a monitored computer or device in your Windows EBS network in maintenance mode. 

Maintenance mode suppresses any alerts or errors that might occur when a monitored object is taken offline or shut down for maintenance.
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Important 

To ensure that System Center Essentials functions properly, it is recommended that you do not put the Windows EBS Management Server (or a server that is running a remote System Center Essentials database) in maintenance mode.

For more information about maintenance mode, see System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.

You must use an account that is in the Domain Admins group to perform this procedure.
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To put a monitored computer in maintenance mode

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the System Center Essentials console, click Monitoring.

3.
In the Monitoring pane, expand Monitoring, and then click Computers.  

4.
In the Computers pane, right-click the computer that you want to place into maintenance mode, click Maintenance Mode, and then click Start Maintenance Mode.

5.
In the Maintenance Mode Settings dialog box, choose the duration and other maintenance mode settings that you want to apply, and then click OK.


Collect Application Errors from Remote Computers

You can configure System Center Essentials to automatically collect an error report when a severe application error occurs on a managed computer in your network. If you enable this feature, called agentless exception monitoring, information about an application error (such as a program crash) is uploaded to a location that you specify. You can use the error report to determine which applications on managed computers are having problems. 

To enable agentless exception monitoring in System Center Essentials, use the System Center Essentials Feature Configuration Wizard. You enable agentless exception monitoring for all managed computers.
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Note 

You must run the Feature Configuration Wizard in System Center Essentials to enable the monitoring and management functionality in the Windows EBS Administration console. You can run the wizard again later to change the configuration of System Center Essentials features. For more information about the initial configuration of System Center Essentials in Windows EBS, see “Configure Management Tools” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131270).

For more information about agentless exception monitoring, see System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.
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To enable agentless exception monitoring

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Administration icon.

3.
In the Administration Overview pane, click Configure product features. The Feature Configuration Wizard appears.

4.
In the navigation pane of the wizard, click Error Monitoring.

5.
On the Error Monitoring page, click Yes, collect application errors, and then do the following:

a.
In Error report up-load location, type a path to a folder to collect the application errors.

b.
Accept the default port number to use when client computers submit errors (51906), and then click Next.

6.
On the Configure Error Forwarding page, if you want to automatically collect and forward error reports from managed computers to Microsoft, select Automatically forward all collected errors to Microsoft. You can choose to send either Basic reports (containing only the error signature) or Detailed reports. Then click Next.

7.
Complete the wizard.


Manage Alert Notifications

You can configure Windows EBS to notify you as soon as a critical alert occurs on a managed computer or device.

To customize the notifications and formats (e-mail, instant messaging (IM), or short message service (SMS)) that you receive, use the System Center Essentials console to modify the properties of the notification subscription.

For step-by-step procedures for configuring notifications in System Center Essentials, see “How to Configure Notifications in System Center Essentials” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131271).

Enable or disable alert notifications by using the Windows Essential Business Server Administration Console

Use the following procedure to enable or disable the alert notifications. Regardless of your choice, critical alerts appear in the Windows EBS Administration Console.

If you enable alert notifications, the Windows Essential Business Server Health Alerts notification subscription is enabled in System Center Essentials with the following properties by default: 


E-mail notifications are sent to the members of the EssentialBusinessServerAlerts distribution list 
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Note 

If the EssentialBusinessServerAlerts distribution group does not exist, Windows EBS creates it when you enable e-mail alert notifications. By default the Administrator is configured as a member of the distribution list.


Notifications are sent for new, critical alerts in all computer monitoring groups that are defined in System Center Essentials.


Notifications are not sent for aging alerts.


Notifications use the default e-mail notification format.

You must use an account that is in the Domain Admins group to perform this procedure.
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To enable or disable alert notifications

	1.
Click Start, click All Programs, click Windows Essential Business Server, and then click Windows Essential Business Server Administration Console.

2.
Click the Computers and Devices tab, and then, in the tasks pane, click Alert notification options.

3.
In the Alert Notification Options dialog box, do one of the following:


To enable alert notifications, select the Send alert notifications by e-mail check box.


To disable alert notifications, clear the Send alert notifications by e-mail check box.


Modify the notification subscription in System Center Essentials

Use the following procedures to modify the properties of the Windows Essential Business Server Health alerts notification subscription in System Center Essentials.
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To modify the notification subscription

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Administration icon.

3.
Verify that the notification channel or channels that you want to use are enabled by doing the following:

a.
In the Administration pane, click Settings.   

b.
In the Settings pane, right-click Notification, and then click Properties.

c.
In the Global Management Settings – Notification dialog box, make the changes that you want on the E-mail, Instant Messaging, Short Message Service, and Command tabs, and then click OK.

4.
In the Administration pane, expand Notifications, and then click Subscriptions.   

5.
In the Subscriptions pane, right-click Windows Essential Business Server Health Alerts and then click Properties. The Notification Subscription Properties Wizard appears.

6.
Navigate through the pages of the wizard to configure the properties of the notification subscription, such as the formats for notifications. Click Finish to complete the wizard.
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To modify the notification recipients

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Administration icon.

3.
In the Administration pane, expand Notifications, and then click Recipients. Then do one of the following:


To add a recipient, in the Actions pane, click New Notification Recipient.


To configure the properties of a recipient, in the Recipients pane, right-click the name of the recipient and then click Properties. In the Notification Recipient Properties dialog box, configure when and from what devices notifications can be sent, and then click OK.


Disable a Rule in System Center Essentials

You can configure the management packs in Windows EBS to disable or override rules and monitors when they are not needed in your environment.

For more information about management packs in System Center Essentials, see “How to Work with Management Packs in System Center Essentials” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131268).

Disable a rule in System Center Essentials

Use this procedure to disable a rule in System Center Essentials. If a rule is from a sealed management pack, you cannot disable it by using this procedure. To disable a rule in a sealed management pack, see Override a rule or monitor in System Center Essentials, later in this document.
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To disable a rule

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Authoring icon.

3.
In the Authoring pane, expand Authoring, expand Management Pack Objects, and then click Rules.

4.
In the Rules pane, right-click the rule that you want to disable, and then click Disable.


Override a rule or monitor in System Center Essentials

If default settings for a management pack contain a monitor or rule that is not necessary in your environment, you can override this monitor or rule. You can use overrides to adjust the configuration of a rule from a sealed management pack.
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To override a monitor or rule 

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Authoring icon.

3.
In the Authoring pane, expand Authoring, expand Management Pack Objects, and then click Rules or Monitors.

4.
Click the rule or monitor that you want to disable.

5.
Click Overrides in the System Center Essentials toolbar, and then point to Disable the Rule or Disable the Monitor.

You can override the rule or monitor for a single object, for an object type, or for a group of objects. Depending on your selection, you may need to specify one or more object types or a group. Then click OK.

6.
In the confirmation dialog box, click Yes.


Use Reports in System Center Essentials

System Center Essentials provides extensive reporting capabilities you can use to view and filter information about the health or configuration of components and devices in your network environment.

You can configure System Center Essentials to automatically e-mail a Daily Health Report. The report summarizes information about inventory, software updates, monitoring data, and key recommended actions. You can send the report to a single recipient or to a distribution list.

You can also run a variety of reports in the System Center Essentials console. System Center Essentials includes several predefined reports, and it also includes reports that are automatically imported when you import a management pack.

For more information about reporting in System Center Essentials, see the System Center Essentials Help: On the Management Server, in the System Center Essentials console, press F1.

Configure System Center Essentials to set up the Daily Health Report

When you configure System Center Essentials during the deployment of Windows EBS, you run the System Center Essentials Feature Configuration Wizard. This wizard configures important System Center Essentials features and settings, and you can use it to set up the Daily Health Report.

If you have not set up the Daily Health Report, use the following procedure to set it up.
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To set up the Daily Health Report

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click the Administration icon.

3.
In the Administration pane, click Settings.

4.
In the Settings Pane, expand Type: Server, right-click Daily Health Report, and then click Properties.

5.
In the Server Settings—Daily Health Report dialog box, click Yes, and then configure the required information for the Daily Health Report. Then click OK.


Run a report in System Center Essentials
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To run a report in System Center Essentials

	1.
Start the System Center Essentials console by using one of the procedures in Start the System Center Essentials Console, earlier in this document.

2.
In the navigation pane, click Reporting.

3.
In the Reporting pane, click a report category.

4.
In the CategoryName Reports pane, click a report, and then, in the Actions pane, click Open.

5.
In the ReportName window, select or type the required report parameters, and then click Run.


Additional Monitoring Resources

The following table lists selected resources at the Microsoft Web site that provide additional information about monitoring the products and components in your Windows EBS environment. 

	Product or Component
	Resource
	Link

	Windows Server 2008 Standard
	Monitoring Events

Performance and Reliability

Event Viewer

Network Monitor
	http://go.microsoft.com/fwlink/?LinkId=131272
http://go.microsoft.com/fwlink/?LinkId=131273
http://go.microsoft.com/fwlink/?LinkId=131274
http://go.microsoft.com/fwlink/?LinkId=131275

	Forefront TMG
	Forefront TMG Administration
	http://go.microsoft.com/fwlink/?LinkId=131276

	Exchange Server
	Monitoring and Operations Management
	http://go.microsoft.com/fwlink/?LinkId=131277

	Forefront Security for Exchange Server
	Reporting and statistics
	http://go.microsoft.com/fwlink/?LinkId=131278

	SQL Server 2008
	Monitoring (Database Engine)

Monitoring (Integration Services) 

Monitoring (Replication) 

Monitoring (Reporting Services) 
	http://go.microsoft.com/fwlink/?LinkId=131279
http://go.microsoft.com/fwlink/?LinkId=131295
http://go.microsoft.com/fwlink/?LinkId=131296
http://go.microsoft.com/fwlink/?LinkId=131297

	Windows SharePoint® Services
	SharePoint Monitoring Toolkit
	http://go.microsoft.com/fwlink/?LinkId=131299

	Terminal Services Gateway and Remote Web Workplace
	Monitoring Active Connections Through a TS Gateway Server
	http://go.microsoft.com/fwlink/?LinkId=131300


Appendix: Management Packs Installed with Windows Essential Business Server

The management packs in the following table are installed by Windows EBS and imported in System Center Essentials to provide specific monitoring functionality in Windows EBS. These management packs are in addition to management packs that are imported by default in System Center Essentials.

For information about the default management pack libraries that are imported in System Center Essentials, see “Operations Manager Default Settings” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131301).

Management pack guides for several of the management packs that are imported in System Center Essentials are available at the Microsoft Web site:


Management Pack Guides for Windows Operating Systems and Technologies  (http://go.microsoft.com/fwlink/?LinkId=131303)


Management Pack Guides for Server Products  (http://go.microsoft.com/fwlink/?LinkId=131304)

	Management Pack
	ID
	Description

	Windows Essential Business Server
	Microsoft.Windows.EssentialBusinessServer
	This management pack provides rules to monitor the functionality of the Windows EBS Management Server, Security Server, and Messaging Server.

	Microsoft Exchange 2007 (converted)

Microsoft Exchange 2007 Reporting
	Microsoft.Exchange.2007

Microsoft.Exchange.2007.Reporting
	These management packs monitor the health of Exchange Server.

For more information, see the “Exchange Server 2007 Management Pack Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131262).

	Microsoft Forefront TMG
	Microsoft.TMGServer.EBS.mp
	This management pack monitors the health of Forefront TMG.

	Forefront Server Security (Converted)
	FSMPack2007_FSE
	This management pack monitors the health of Forefront Security for Exchange Server.

For more information, see the “Forefront Server Security Management Pack Guide” at the Microsoft Web site (http://go.microsoft.com/fwlink/?LinkId=131260).
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