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Security is a major consideration for all networks - internal, as well as e-commerce networks. Repeatedly, studies show that majority of security breaches actually originate from internal sources. The challenge in an internal environment is balancing usability/manageability with security, whereas in an e-commerce type of environment, usability/manageability might be sacrificed for higher security.

Security Defined
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o

Security is only achieved through the combination of 

people, processes, and tools

n

Security is everyone’s job

Ø

Every administrator of a technology needs to fully 

understand how to properly secure that technology.

n

Processes and policies need to exist in an 

organization and everyone needs to understand and 

abide by them.

n

A variety of tools exist that help enforce security, 

however, the tools alone are not enough.


To be successful, a secure environment needs quality people, processes, and tools. If any of these requirements are substandard, the potential for a security breach can increase. The following guidelines cover each of these areas:

People 

An organization needs people who understand how to secure and perform day-to-day tasks for the services they administer. 

Processes

Working in conjunction with an organization’s security personnel, policies should be developed that address the organization’s security. When developing security policies, an organization must determine the appropriate balance between ease of use, management, and security, which can be achieved by completing a cost/benefit analysis. While not connecting a business to the Internet is more secure than being connected, almost every organization in today’s business climate is connected. These businesses have decided that the risk of not connecting outweighs the risks of connecting.

Any organization’s security policy should cover the areas of people, processes, and tools. Some practices will consist of rules that are enforced, such as a minimum password length requirement of eight characters, and rules that should be followed, such as never leaving password information in view of others. Once a policy is developed, it is imperative that employees are required to read, understand, and comply with it, as well as understand that corrective action will be taken if it is not followed. Additionally, it is recommended that employees are required to review the policy annually. Security in an organization is everyone’s job; therefore, all employees need to fully understand their part. A password left out in view of others or a rogue modem attached to a user’s desktop can leave the organization vulnerable to a potential hazard.
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Although every precaution can be taken in securing network components, system hardware components must be physically secure before they can be considered completely secure.

Tools

From a technical standpoint, security is best applied in layers, which is often referred to as a “defense-in-depth” strategy. The defense-in-depth strategy entails designing security at every layer of the architecture, and minimizing the impact in the event a previous line of defense fails. In general, the defense-in-depth strategy maximizes security, although it adds to the management and coordination overhead. The majority of the MSA EDC’s security guidance focuses on tools.

Security Struggle
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What is the Right Balance?
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In the MSA, we erred on the side of security vs. usability 

where possible, and we provide guidance primarily on 

the technology aspect of security.


Who is the Enemy?

[image: image6.wmf]Who is the Enemy?

o

Numerous studies have shown that the majority of 

attacks originate internally.

n

Corporate Espionage

n

Disgruntled Employee

n

“

Tinkerers

”

o

Many companies hit hard by Code Red and/or NIMDA 

saw it spread through their internal computers, not just 

through DMZ connected servers.

o

Externally… could be anyone

n

“Script kiddies” armed with widely accessible tools

n

More serious attackers seeking notoriety or with a 

score to settle


Hacker Penetration Techniques and Tools
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A key component of the reference architecture security strategy involves understanding the enemy. Those defenses that prevent the most common hacker attacks have been included within the security policy. 

Scanning Tools

Ping Sweeps

Hackers try to find their way in through ports that are open through the firewall. Normal port scanning tools identify the ports that are listening on the target machine. However, a firewall scan attempts to determine the ports that are not open but are enabled by internal packet filtering rules in the perimeter network. If one port, such as a Telnet port, is identified, the hacker can wait until it is enabled, and then attempt to control the port. Tools that perform this type of scanning use the Time to Live (TTL) parameter to conduct a port scan. The TTL parameter is set to a number that is one greater than the hop count of the packet-filtering device. If a message is returned with TTL exceeded, then that port is open through the firewall. If a message is not returned, it implies that the firewall is filtering the port.

The following defenses for this type of attack are considered for the reference architecture:

· Disable Internet Control Message Protocol (ICMP) TTL exceeded messages. However, this method can cause problems with some network tools and might affect legitimate clients.

· Use proxy servers at the firewall instead of packet filters. Unlike packet filters, proxy servers do not forward packets when Internet Protocol (IP) forwarding is on. This effectively eliminates the attack because the ICMP TTL packets are not forwarded along with other packets.

TCP Fingerprinting/UDP Port Scans

Transmission Control Protocol (TCP) is a method in which a hacker uses a scanning tool to send a variety of probes or packet types to ports and determines their response. Based on the response, the scanning tool attempts to identify the targeted platform. Suppose that a hacker uses a scanning tool to send improper packets to an open port. Some of the methods used to do this include setting unidentified TCP flags in the header or sending fragmented packets. Based on the response, the scanning tool can usually identify the type of technology behind the router. If, for example, the target is identified as Microsoft Windows NT, the hacker can start searching for known vulnerabilities against Windows NT.

Banner Grabbing

The last type of scanning technique considered for the reference architecture is banner grabbing. In banner grabbing, an open port is used to contact and identify an operating system. The most common method is to connect to a port, press ENTER a few times, and see what type of information is returned.

Another method is to dump the contents of the registry to show which applications are running on the network. For the reference architecture, the following changes have been made to defend against banner grabbing:

· All ports are checked using Telnet and other hacker tools to determine the type and the amount of information being provided. An audit policy is set up to continually check that this information stays secure.

· Only administrators have remote access to the registry. Third-party tools, such as Dumpreg from Systemtools, are used to check and monitor compliance.


Denial of Service Attacks

Denial of service (DoS) attacks or distributed denial of service (DDoS) attacks is the most common types of attacks seen on the Internet today. Each week more DoS attacks are introduced and added to the bug tracking databases. To reduce the effect of DoS attacks, the security team needs to build an effective defense system. 
Here are some of the most recent DoS and DDoS attacks;

· Using the standard ping command, a hacker sends a large ping packet to a victim's computer. This action results in the computer either hanging or crashing because most operating systems did not know what to do with a large packet.

· Another example of a DoS attack is when a hacker opens large number of half-open TCP/IP connections. The server responds to these SYN requests by storing a little piece of state in the connection queue. After a very short period of time, the connection queue becomes full and the bandwidth of the server is completely used up, causing it to become unresponsive.

· Another attack is a DDoS, which distributes the attack across a set of computers (called zombies), that have been previously compromised and now await a signal before they start to flood the network. The zombies quickly take over the target server.

The real danger from a DDoS is that the attacker uses many victim machines as host machines to control other zombie clients who initiate the attack. When the system that is overwhelmed tries to trace back the attack, it receives a set of spoofed addressed generated by a series of zombies.

There are many more of these types of attacks that can be discussed. However, there are several ways to these attacks. 
The following steps can help prevent damage from hackers:

· Be sure to update the system with the latest security patches. 

· Block large ping packets at the router and firewall stopping them from reaching the perimeter network.

· Apply anti-spoof filters on the router. Block any incoming packet that has a source address equal to an address on the internal network.

· Filter the ICMP messages on the firewall and router (although this could affect some management tools).

· Close the response to directed broadcasts.

· Apply proper router and firewall filtering.

· Use the intrusion detection system (IDS) system to check and alert if it sees any unusual traffic. Configure IDS to alert if it sees ICMP_ECHOREPLY without associated ICMP_ECHO packets.

Backdoor Attacks

A key component of any security plan is an understanding of how hackers gain access to systems and then modify their access or security privileges. An important consideration for preventing a user from downloading system information is preventing a hacker from installing a backdoor on the system using a Trojan horse. This is usually more of an issue for the client than for a completely locked–down server. However, a hacker can use such a mechanism to attack a user or an administrator's workstation and then use that system to launch attacks on a production perimeter network.

Back Orifice 2000

For example, Back Orifice 2000 allows hackers to remotely control a machine over the network, capture keystrokes, and use the information to become a user of a workstation on the network. Many virus checkers detect Back Orifice; however, new versions of Orifice create different mutations that are not detected by virus checkers. It also runs in stealth mode and does not show up in the task list (<100K footprint) and supports plug-ins to enhance functionality. Orifice is only one of many backdoor programs. 
The following are some steps that help prevent these types of attacks from succeeding:

· Run a complete virus scan and keeping the virus tool up-to-date with the latest signatures.

· Be careful with all content sent over e-mail and restrict the execution of unknown attachments.

· Run tools such as the Internet Security Systems (ISS) scanner to scan the entire network for the presence of hacker tools such as Back Orifice and keeping IIS up-to-date. 

· Accept only signed controls.

· Educate users about the dangers of installing unknown programs, launching questionable attachments, or downloading unsigned or unknown Internet content. 


Web Attacks

There are several techniques used by hackers in Web attacks. Among the techniques are: Buffer overflows, URL string attacks and Web pilfering. 

Buffer Overflows

Buffer overflows are a dangerous technique employed by the hacker community to gain access to a system. A buffer overflow can occur when hackers attempt to put too much information into a container to see if they can get the overflow to act in a meaningful way. For example, if the program being attacked does not perform proper bounds checking, it overflows and allows the hacker to execute functions he or she wants. Many times these overflows run in the context of local system accounts that have full rights.

Overflow attacks are well documented. The most common types of these attacks are stack–based buffer overflow attacks. The overflow overwrites the whole stack, including pointers. The attacker takes advantage of this by tuning the amount of data placed in the overflow. The attacker then sends machine-specific code to execute a command and a new address for the return pointer. Lastly, the attacker uses the address, which points back to the stack to execute their program instructions when the system returns to the stack.

To control these types of attacks, you must:

· Keep your system up-to-date on the latest and greatest patches.

· Implement good coding practices and follow standard guidelines for bounds checking. 
URL String Attacks

Hackers are now starting to focus their efforts on attacks that traverse port 80. One form of this is type of attack is to create a URL string that uses a UTF-8 encoded version of the back or forward slash (\ or /); an example of such a string is, %c0%af. This type of attack allows a hacker to traverse the remote systems directory structure, gain valuable server or network information, or even run a program remotely.
An example of a common URL string attack is:

· Using the Nimda virus. The Nimda virus uses a UTF-encoded URL string to launch a TFTP session on the remote server and download its payload to the compromised computer. The worm then installs its own TFTP server, downloads the rest of its payload, and begins replicating itself in a variety of ways, such as launching mass mailings, embedding an .eml file within a Web site, and attacking open network shares.

To protect your system from URL String Attacks, you must:

· Learn as much about the virus as possible and make sure that you are up to date on current patch levels. A Nimda virus attack will not be successful if the appropriate patches have been installed on the computers under attack. These patches take two forms: the Outlook patch on users' computers, and the URL-encoding attack patches on the IIS servers.

Defense-in-Depth Strategy
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One of the recommendations to reduce threats and vulnerabilities, and therefore risk, is to ensure that the reference architecture uses a defense-in-depth strategy for defending resources from external and internal threats. This involves deploying advanced security solutions such as firewalls, intrusion detection, encryption, and ensuring that host and application controls and configurations are appropriate.

At each layer of the reference architecture, the team placed some type of security control. Examples of security controls include firewalls, routers, audit log reviews, multi-homed servers, proper access controls, and encryption. Each layer created for security acts as a hurdle to prevent unauthorized access. The greater number of defense layers, the harder it is to gain unauthorized access to network resources. This strategy helps ensure security by providing redundant layers of defense that protect resources in the event of any single-layer—or in some cases, multiple-layer—failures. 

MSA Perimeter Defenses
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All facets of the reference architecture are defined by perimeter defenses, with some type of secure device protecting each access point into the network. Using the defense-in-depth strategy, each device is evaluated, the types of traffic to allow are decided upon, and then a security model to block everything else is developed. The primary access points into the system are through the ISPs, so there are policies that only allow traffic on ports 53 (DNS), 80 (HTTP) and 443 (HTTPS). All other traffic is completely blocked. If Internet users attempt to hack from the Internet, they have only these ports available to try and do their damage. Any attempts to scan outside or inside ports, use Internet Control Message Protocol (ICMP) traffic to look into the perimeter network, attempt a low-level denial of service (DoS) attack, attack the Domain Name Server (DNS), connect to the server using network basic input/output system (NetBIOS) commands, and so on, are blocked by the perimeter devices. If someone internally or externally attempts to make a change for whatever reason to the security configuration, the IDS alerts the administrator.

Some examples of perimeter defenses used by the MSA team are:

· Packet Filtering: Implement packet filtering on the external network adapters on the IIS servers.

· Stateful Inspection of Packets: Stateful inspection and ACLs are enabled on the firewall to ensure that only authorized servers communicate with each other.
· Intrusion Detection: A network intrusion detection system is implemented

Perimeter Firewall

For the perimeter firewall, the MSA EDC uses Microsoft Internet Security and Acceleration (ISA) Server. ISA Server provides stateful packet inspection; a variety of application filters, such as DNS and SMTP; and an intrusion detection system (IDS) for the MSA EDC. 

The MSA EDC configures the ISA Server computers as stand-alone servers that are not members of an Active Directory domain. Although these servers are not members of a domain, the “MSA EDC Perimeter External Firewall.inf” security template (which is based on the “IDCISA.inf” template from the MSA IDC), can still be applied to the servers.
MSA Network Defenses
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The defense-in-depth strategy emphasizes that a good security model is based on a series of security barriers. The next line of defense behind the front-line perimeter devices is the network. For the reference architecture, each network is evaluated individually and a policy created that outlines the type of traffic required on that network. All other traffic is blocked by a firewall, controlled by a switch, or disabled. 
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The network is comprised of the internal and perimeter services networks. As illustrated in the above figure, the only connection between these two physically separate networks is a firewall with two network interface cards, each of which is connected to one switch. While two switches are more costly than one switch, the MSA EDC optimizes security over cost savings to provide physical security between the internal and perimeter network. To decrease cost, an organization could implement one switch, using the firewall and/or switch ACLs to control traffic between networks on the same switch.

The switches used in the MSA EDC are Layer 3-capable switches that can perform routing functions at an IP level in addition to efficiently moving packets at the Ethernet level. Layer 3-capable switches are more costly than Layer 2-only switches, but allow the MSA EDC architecture to implement ACLs between Virtual Local Area Networks (VLANs) on the switch that the less expensive Layer 2 switches cannot. 

A VLAN is a flexible mechanism for segmenting servers from each other and can be configured in most higher-end switches. The MSA EDC uses VLANs rather than a “flat” network or physical Local Area Networks (LANs) with physically separate devices because VLANs provide a much more manageable solution, For example, multiple VLANs on the same switch require only one switch to manage, while using a separate switch for every network in a LAN would require management of more switches. 

VLANs are implemented in the MSA EDC to:

· Group servers providing similar services into the same segment and to separate that segment from other segments. Firewall access controls can be managed at the VLAN level, as opposed to the individual server level, making firewall administration easier and opening the minimal ports required for service functionality. For example, Microsoft Active Directory® directory service domain controllers require a number of open ports to member servers for proper functionality, but only one port needs to be open to a Microsoft SQL Server™ machine. Additionally, the switches themselves can route between VLANs, which removes the need for additional routers, but requires ACLs as the mechanism within the switch to control the flow of traffic between VLANs.

· Isolate “flooding” of Windows 2000 Network Load Balancing service packets to a local segment. 
Internal Firewall

The internal firewall controls traffic between servers that provide perimeter services and servers that provide internal services. Any traffic destined for the internal network is forced through the internal firewall.
MSA EDC Logical Architecture
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MSA EDC Network Reference Architecture
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MSA Operating System and Services Defenses
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For the reference architecture, each host has been evaluated and polices are created to limit the server to only those tasks that it is required to do. This creates another security barrier that a hacker must get through before doing any damage. Individual policies are created based on the classification and type of data contained on each machine. For example, the corporate policy dictates that all Web servers are unclassified and therefore, can only contain public information. The database servers are Top Secret, which means that this information must be protected at all costs. All servers have an exposure at a TCP/IP level so there is commonality in the protocol lockdown. Using Active Directory and organizational units, individual policies are created for each type of server and applied to the appropriate organizational units.

Windows 2000 Active Directory
Integrated into Windows 2000 Server, Active Directory simplifies the job of securing network servers. An organizational unit (OU) is created for each group of servers of the same functionality (for example, a Microsoft IIS server farm can be created using organizational units), and then group policy objects can be used to apply common security settings to the group. If more servers are added to this group later, many of the common security settings are automatically applied, reducing deployment and administrative effort.

Computers running Windows 2000 Server can be secured by using a combination of group policies, registry modifications, and network configurations within the Internet Data Center architecture. Group Policy Objects (GPOs) are vehicles for making registry changes. Servers are grouped together based on their roles. Each VLAN in the architecture creates a security zone that enforces specific security requirements for the servers and networking equipment in the zone. Servers that belong in the same zone can establish communication with each other with a simple local broadcast. When servers need to communicate across zones a security boundary has to be crossed, and the traffic that is allowed to cross is tightly controlled. 

Windows 2000 Servers that are members of a domain will periodically access Active Directory; if they find that a new policy exists or that an existing one has changed, they automatically download the policy and apply it locally. When the domain is created, only the domain and domain controller policies are applied, and these policies apply default settings to servers that join the domain. Using the default policies does not provide strong enough security for deploying servers in the Internet Data Center architecture. Custom policies are created for each type of server. For common settings, domain-wide policies are used, and for specific settings, policies are assigned to organizational units. 

Windows 2000 Security Templates

Windows 2000 includes several types of security templates. These templates are stored as .inf files in the %SystemRoot%\Security\Templates folder. The security templates that begin with “basic” in the following list are used for the default Windows 2000 security settings. These settings are applied when the Windows 2000 system is first built. The basic security templates are:  

· Basicwk.inf: For Windows 2000 Professional.

· Basicsv.inf: For Windows 2000 Server.

· Basicdc.inf: For Windows 2000 domain controllers.

To provide more security to Windows 2000, the Securedc.inf, Securews.inf, Hisecdc.inf, and Hisecws.inf security templates can be applied after the basic templates. The basic templates are applied when the Windows 2000 Server is first built. The templates that begin with “secure” apply additional security settings to the basic templates. The templates that begin with “hisec” include all the “secure” template settings and modify the registry values of both “basic” and “secure” templates.

Custom security templates can be imported into the GPO without affecting servers in other organizational units. After the GPO is assigned to the organizational unit and the security template is imported into the GPO, security policies are applied automatically to all servers that are in the organizational unit. 

Stay Current on Service Packs and Hot Fixes

It is very important to keep up to date on service packs and hot fixes for the Windows 2000 server, new security patches, and IIS patches, as well as other applications that run on the system. Careful planning and testing should be done in a test environment that closely mimics the production environment, in order to certify any changes that will be applied to the production system. A complete backup of the server should also be taken prior to applying maintenance.

Securing IIS Servers

Stay Current on IIS Hot Fixes

Download the latest hotfixes for IIS Server. In order to stay up to date with the hotfixes, you can download and execute a utility called the “Microsoft Baseline Security Analyzer (MBSA)” tool that compares servers’ hotfix levels with the current available hotfixes posted by Microsoft. The tool produces a report, on the computer it was run on, of the available hotfixes that are missing on the scanned computers. The tool can scan multiple computers (i.e. an entire domain or IP subnet).

Disable Directory Browsing

If directory browsing is enabled, it exposes a sites folder and file name structure to attackers. Directory Browsing can allow attackers to browse files and gather information about a server’s configuration. Disable directory browsing unless there is a strong business reason for using it.

Set Appropriate ACLs on Virtual Directories

Although this procedure is somewhat application-dependent, some rules of thumb apply.

	File Type
	Access Control Lists

	CGI

(.exe, .dll, .cmd, .pl)
	Everyone (X)
	Administrators (Full Control)
System (Full Control)

	Script files

(.asp)
	Everyone (X)
	Administrators (Full Control)
System (Full Control)

	Include files 

(.inc, .shtm, .shtml)
	Everyone (X)
	Administrators (Full Control)
System (Full Control)

	Static content

(.txt, .gif, .jpg, .html)
	Everyone (R)

	Administrators (Full Control)
System (Full Control)


Disable or Remove Sample Applications

Sample applications are just that, samples. They are not installed by default and should never be installed on a production server. Note that some sample applications install so that they can be accessed only from http://localhost, or 127.0.0.1.They should still be removed.

ACL the IIS Log Files and Configure Auditing

The ACLs on the IIS-generated log files (%Systemroot%\System32\LogFiles) should be:

· Administrators (Full Control) 

· System (Full Control) 

· Everyone (RWC)

Disable or Remove All Sample Applications

Sample applications are not installed by default and should never be installed on a production server. All sample applications should be removed, including the ones that can be accessed only from http://localhost, or 127.0.0.1.

In the Internet Data Center architecture, you create organizational units for different classes of servers (for example, IIS servers and DNS servers). You also create them for any additional components installed on top of the base architecture, such as Management servers and SQL Server cluster servers. What follows is a classification of servers based on their security requirements.

Creating an OU for each Server Class

To address the security requirements within MSA, an organizational unit design is used to partition and automate the application of security for groups of servers, such as the domain controllers and Microsoft IIS servers.

After a server is built and is ready to be deployed into production, the administrator needs to move the computer from the default container, called “Computers,” into the destination organization unit, based on its role.

It is important to plan the policy architecture separating specific security requirements for servers using organizational units, because after the infrastructure is in production, a policy may need to be backed out or changed. When a policy is backed out or changed, it affects only the servers that belong to that particular organizational unit; it does not affect the other servers in the domain. For instance, making changes to the Microsoft IIS servers’ policy will not affect the servers running SQL Server because they belong in a different organizational unit.

IIS Servers

IIS servers need the highest security that can be applied, because they are on the front line of the perimeter network. The security model created for IIS servers enforces strong security. This includes hardening of the TCP/IP stack, disabling services not required, securing NTFS default permissions, and overriding the default security options of Group Policy with enforced restrictions. Two organizational units are created for the IIS servers in the Internet Data Center architecture, one for each network cluster.
External DNS Servers

The external DNS servers are grouped into their own organizational unit and assigned the same security template as the IIS servers because they are also located in the demilitarized zone (DMZ) and need the highest security applied.

Virtual Private Network (VPN) Servers

The VPN servers are grouped into their own organizational unit and applied the same group policy as the IIS servers because their external interface has direct access to the Internet. In addition, a certificate is automatically installed on each VPN server due to the auto-enrollment policy setting for these servers.

MSA Application Defenses
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Application hardening is an essential part of any security model. An application exists within the context of the system. Therefore, it is impossible to view the application security without looking at the entire system. The IDC is designed to support a variety of application types. Each application requires its own application security model. Some recommendations for application defenses include:

· Validation Checks

· Perform validation checks at each level using the application. The application should not assume that successful authentication at the Web server means that authentication at the middle tier and data tier is not required. The application should perform some form of validation at each tier.

· Perform validation checks upon each access using the application. The application should not assume that after validation is successfully performed that all subsequent accesses are allowed.

· Verify HTML/Cookies Source

· Verify that the content in cookies does not expose sensitive information.

· Verify that HTML source code does not reveal critical information through hidden form fields.

MSA Data and Resource Defenses
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Guidelines

o

NTFS and Share Permissions

o

Data Encryption using SSL


All applications and services on each server are evaluated for their relevance, and those that are not required are eliminated. Other types of resources, including data, are secured using policy and audited using a centralized management console.

Secure the File System

Use NTFS Permissions

Additional restrictions to Windows 2000 files and directories are required to enhance the network security. Applying access control lists to files and directories can be somewhat automated by executing a batch job called acl.cmd, which was delivered with the MSA IDC. This job uses the xcacls program to apply the changes. 

[image: image17.png]



The xcacls utility, which stands for Extended Change Access Control List, is included in the Windows 2000 Resource Kit.

Remember, however, that many files and folders receive their permissions through inheritance, and when you think that you are changing only one folder you may be changing much more.

Remove Default Administrator File Share Access

When a new server is built, default hidden administrator shares are automatically created for every root directory of each volume referenced by (C$, D$, E$, and so on) and for the system root folder (C:\Winnt) that is referenced by the Admin$ share. These shares have Full Control default shared–folder permissions, and they are assigned to the Administrators group.

Even though these folders are secured with the Administrators group, the shares on the Microsoft IIS servers, and any other servers that had Internet–facing connections, are removed for extra security and to avoid misuse of the Administrator account. (This is done manually on each server.) 

The following additional security settings are applied to all servers in the .NET Systems Architecture domain. These settings are not implemented as part of the GPO. Because these changes are not implemented by policy, they must be made manually.

Review
[image: image18.wmf]Review

o

Hacker Penetration Techniques and Tools: Scanning 

Tools, Denial of Service Attacks, Trojans, and Web 

Attacks 

o

Defense

-

in

-

Depth Strategy: Ensures security by providing 

redundant layers of defense that protect resources in the 

event of any single

-

layer or multiple

-

layer failures

n

Host

n

Network defenses

n

OS and Services Defenses

Ø

AD/Security templates

Ø

DNS

Ø

IIS

Ø

VPN

n

Application Defenses

n

Data and Resource Defenses


References

[image: image19.png]



MSA IDC 1.5 - Reference Architecture Guide

· Chapter 4 “Security Design”

MSA EDC 1.5 - Reference Architecture Guide

· Chapter 14 “Security Services”







