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Introduction

Helping to ensure the safety and security of online transactions for their users, many businesses are considering the use of new Extended Validation (EV) Secure Socket Layer (SSL) Certificates as a mechanism to build user confidence and protect against imitation websites.  This guide is designed to help businesses implement EV SSL on their site, and offers administrators a detailed review of the issues involved with migrating to EV SSL.  Information in this document requires a fundamental understanding of certificates and certificate chains
EV SSL certificate support is available in Internet Explorer 7 on Windows XP SP2, Windows Server 2003 SP1 and Windows Vista.  Since EV certificates are not supported prior to Internet Explorer 7, down-level information in this document is limited to compatibility issues on legacy applications and platforms. For the purposes of this document, we are referencing Windows XP, but the same information applies to Windows Server 2003 as well.

Threats to online safety
Data and identity theft represent a continuing threat for online users and business.  From the consumer perspective, the issue is finding ways to help prevent the unintentional disclosure of personal data.  Businesses are faced with phishing attacks that prey on their customers and attack their brand reputation.  Internet Explorer 7 provides several solutions to these challenges through the Phishing Filter feature and support for EVcertificates.

The Phishing Filter feature provides protection against sites trying to trick users into entering their personal information.  The feature combines some local heuristic page analysis with an online service.  As users navigate from page to page the Phishing Filter is able to warn against suspicious pages – or entirely block known Phishing sites.  More information on the Phishing Filter feature, including a complete overview and more technical details can be found at http://www.microsoft.com/ie.

Online businesses have long benefited from the security protections of SSL certificates.  While SSL certificates help protect data in transit between browser and server, there is no defined process to validate the endpoint is that which it claims to be.  Traditional SSL certificates contain information about the server to which it is issued, but lack consistent validation of the business making the request.

Phishers have taken advantage of this problem and have been able to obtain ‘valid’ SSL certificates for their bogus sites.  To make matters worse, some of those bogus phishing sites have secured commonly misspelled domain names so users are less likely to notice the extra character in the address bar.  Users have become trained to use sites with SSL connections, and phishers rely on users not to look too hard when the gold padlock icon comes up.

EV certificates are the result of an industry group looking at ways to address these issues.  The CA/Browser Forum is comprised of several Certification Authorities (CAs) as well as major Internet Browser vendors.  Working together, these two groups help ensure solutions are developed and implemented for everyone’s benefit.

EV certificates help increase online safety and security by consistently taking several extra steps to validate the business entity in addition to the certificate request.  CAs that will issue EV certificates will follow the agreed upon guidelines for reviewing the business entity, business location, incorporation details, among other factors.  This comprehensive review program can not only help avoid issuing certificates to bogus sites, it helps businesses protect their brand and users from being scammed.

How EV certificates work

The most important technical issue to understand about EV certificates is they represent no increase in encryption or additional key length security.  They will not make it harder to crack the content of an SSL transaction.  They will not require more server processing time or additional SSL accelerators.  EV certificates address security issues by enforcing process changes.  CAs that will issue EV certificates have agreed to perform a consistent set of steps to validate and verify the information provided by the business entity making the request.

However, there need to be some technical changes to make EV certificates work.  Those changes are tied to adding an EV policy information object identifier (OID) contained in the certificate itself.  The policy OID is defined by the CA on their root certificate used for signing all EV certificate requests.  

IE7 support and EV indicators

If the server’s SSL certificate provided to the browser client contains the EV policy OID matching the CA root certificate held in the local machine store, IE7 will recognize it as an EV SSL certificate.  Again, there is no technical change in the certificate, so certificate chaining and cross certificates function normally for EV purposes.

IE7 will display a number of EV indicators when a valid EV certificate is provided by the website, (see Figure 1). Specifically:

1. The background of the address bar changes to Green
2. This SSL padlock is displayed in the new Security status bar, located in the right portion of the address bar.
3. The Security status bar alternates between two different displays: 
a. The name of the legal entity which is identified for this website, along with the name of the country identifies as their place of business in the EV SSL Certificate.
b. The identity of the CA issuing the EV SSL Certificate. 
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Figure 1 Internet Explorer 7 Address and Security status bar
The Security status bar also provides an easy way for users to view more information (see Figure 2). Hovering the cursor over the Security status bar highlights the area and a popup is displayed with more information about the EV SSL Certificate.  Clicking on the Security status bar will bring up the security report window containing more detailed information from the certificate.
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Figure 2 Security status bar and security report

Updating the certificate store

Since the policy OID comparison is performed on the local machine, it is crucial the certificate store be updated with new CA root certificates that contain the EV policy OIDs.  Also, sites configured with EV certificates that chain up to new root certificates are not backwards compatible.  While it may sound simple enough, there are some complications which need to be understood to ensure users are able to properly view EV websites and the IE7 EV indicators.

Starting with Windows XP, new root certificates are distributed from Windows Update using the Automatic Root Certificate Update feature, which means the operating system will download a root certificate from Windows Update the first time a site is visited for which no root certificate is contained in the local store.  Windows Vista was designed with the ability to synchronize properties in the certificate store, so it receives the Windows Update information and then simply reflects the new certificate features.  Windows XP however, is unable to refresh the properties associated with a certificate contained in the local store (it needs to be removed and reinstalled).  

To help understand the issues in updating the certificate store, it is useful to have a short review on how Windows XP and Windows Vista handle certificate path validation.  Path validation is essentially the process of following the chain of certificates from the one presented by the server back to a known, trusted root certificate.

When a certificate is presented to Windows XP or Windows Vista, the system attempts path validation to verify the chain.  Cross certificates (certificates issued from one CA to another) are a key part of backwards compatibility in path validation to help ensure legacy applications and platforms are not impacted by EV certificate chains.  More information on using cross certificates in backwards compatibility can be found later in this document.

To help reduce online SSL chain validation requests, Windows XP and Windows Vista are designed to prefer the shortest path available using locally stored root certificates.  Local store preference is so strong that even when a shorter path exists via a root certificate available from Windows Update (but not yet installed), Windows XP and Windows Vista will prefer the longer local path rather than downloading the new root certificate.  Windows update is the source of last resort when no local path exists to validate a certificate chain.  This design requires some additional work to ensure proper functionality with sites using EV SSL certificates and the associated new root certificates.  Information on the steps required is provided later in this document.

Getting started with EV

The first step to getting up and running with EV certificates is to obtain one from an issuing CA.  While many CAs have begun selling EV certificates in late 2006, system administrators are encouraged to check with their preferred CA to check on their exact plans.  Once the CA has verified they plan to sell EV certificates, simply complete the necessary paperwork and validation process.  After the EV certificate is issued it is simply a matter of installing it and testing.  Based on the issues for Windows XP users outlined in the previous section, some extra implementation steps may be needed.  Those extra steps are covered in the next section.
Obtaining a certificate

The process for obtaining an EV certificate is expected to differ from the process to obtain an SSL certificate and may vary slightly between CAs.  Regardless of the differences between any CAs, the validation and issuing process will be consistent for all CAs.  Administrators will now need to complete additional steps in the paperwork process such as providing details about the corporate structure, incorporating locale, and other entity related details.  In addition, administrators will need to create a certificate request, following the process used today for SSL certificates.  Since there is no technical change to the underlying encryption or certificate structures, there is no need to make changes to server software to make an EV certificate request or support EV.  Once the validation process is complete and the CA has verified the information, they will sign the certificate request using the new CA EV root certificate.
Installing the certificate

Perhaps the easiest part of the migration to support EV certificates is installation.  EV support is not a feature of web server software, so there is no need to download patches or upgrade to a new software version or platform.  Any web server software currently offering SSL support will work with EV certificates.  Sites currently using traditional SSL to offer secure transactions will work normally with EV certificates.  Check the appropriate software vendor website to ensure SSL support.  Administrators simply install the new EV certificate as they have done in the past with traditional SSL certificates.  Once the certificate is installed, simply restart the web server software and the installation process should be complete.

The migration to an EV enabled website is not complete.  Administrators will need to follow one of the two options outlined in the next section to complete the process and ensure compatibility for all users.
Implementing EV SSL

After reviewing the details on implementation issues, this section focuses on solutions and getting web sites the information needed to deploy an EV certificate solution.  Obviously the most important issue to address is getting Windows XP users updated so they can properly view EV websites.  Updating those users is done by either directing Windows XP clients to an updater application or using some HTML scripting to make update clients silently.

Supporting legacy browsers

After following one of the two solutions outlined below, Internet Explorer 7 users on Windows XP and Windows Vista will be able to see the EV indicators properly.  The primary objective for web site administrators should be to ensure backwards compatibility for older browsers, as well as new browsers that do not support EV certificates.  Sites configured with certificates that chain up to new roots are not compatible with old versions of Windows or browsers because they do not trust the new root, nor do those older versions support the Automatic Root Certificate Update feature.

To avoid the legacy support issue, customers deploying EV certificates must make sure web servers are configured properly to return a certificate which chains up to the legacy root. This ensures older browsers can build a chain up to an older, but more ubiquitous root certificate.
It is exactly this issue which creates the need for specific solutions to support EV certificates properly in Windows XP.  Recall that Windows XP is designed to attempt path validation using the least number of hops, or will use more hops rather than download a new certificate.  So even though it would be a fewer number of hops (3) using a new EV root certificate, assuming the new EV root certificate is not yet installed on the user’s computer, Windows XP will prefer the greater number of route hops (4) that point to a legacy root certificate rather than needing to download the new EV root certificate to make a shorter chain.

Using either of the following solutions will ensure both backwards compatibility as well as force Windows XP to properly trigger the Automatic Root Certificate Update feature.
Option 1: Manually link to the download 

The easiest way to provide EV support for IE7 users running on Windows XP is by simply linking to the Microsoft Root Update package, available at http://www.download.windowsupdate.com/msdownload/update/v3/static/trustedr/en/rootsupd.exe. Placing a link directly to that executable will prompt users with the option to run it directly and then update the root store.  

While this is the simplest option to implement, it is non-transparent to the users and requires them to take action, and is therefore not recommended.

Option 2: Automatically trigger the chain update

A much better user experience is available, that allows to update the Root Certificates transparently to the user, but requires a slightly higher implementation effort.

A previous section discussed how new EV SSL Certificates will not trigger an update in Windows XP, because it will prefer to use the longer local cross-certification path. If a CA were to issue a new EV SSL Certificate without any cross certification, this would force Windows XP to invoke the ARCU mechanism and download and install the new Root Certificate, but the site would not work with other browsers.

One solution used by many CAs works as follows: The CA creates an EV SSL certificate for themselves without a cross certification path (ie one that will trigger ARCU) and makes some web elements (i.e. a 1x1 pixel clear image) publicly available on a predetermined location (i.e. https://ev.cadomain.com/ev.gif). Attempting to download this image with IE7 on Windows XP SP2 or Windows Server 2003 will trigger ARCU and update the Root Store with the new certificate.

Now, a business that wants to implement EV can use a small HTML script (see Appendix) in some of its pages (eg the main login page) to download the CA 1x1 pixel gif element –transparently for the user - and update the Root Store with the new certificate. On the next customer visit to the business’ site, the EV SSL Certificate (previously viewed as a normal SSL certificate) will now be fully recognized as an Extended Validation SSL Certificate and trigger the display of the EV indicators.

This solution is illustrated in Figure 3.
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Figure 3 Triggering Automatic Root Certificate Update (ARCU)
1. Consumer PC visits https://www.myEVsite.com and the web server returns the chain including the cross certificate to the user during SSL/TLS negotiation.

2. The web site contains a trigger to https://ev.cadomain.com. 

3. The user makes a second SSL/TLS negotiation with ev.cadomain.com which returns a different end entity certificate, and no cross certificate.

4. Windows XP validates End Entity B and cannot build a chain to a known self-signed certificate. It then downloads and installs the EV root from Windows Update.

Based on the scenario above the user will not see the IE7 EV indicators until the next time they visit the web site. This can be alleviated if web bug is triggered from a non HTTPS page that leads to the HTTPS EV enabled page.  A sample script for this solution example can be found in the Appendix.

Summary

EV certificates are designed to provide solutions to help both consumers and businesses fight against online threats.  An EV certificate contains verified information about the legal entity behind a website, allowing users to make better trust decisions about whom they are transacting with on the internet.  Because the entity verification process is uniform to all issuing CAs, users should become more comfortable trusting a site when it displays the IE7 EV indicators. 
The information in this document was designed to provide more details on the issues involved with migrating and implementing EV certificates.

Making the decision to migrate a company web site to EV certificates is not an easy one – it involves both direct and indirect costs.  Administrators are encouraged to contact their preferred CA for information on the direct costs of getting EV certificates.  Using the information in this document, systems administrators should be able to fully understand the issues for deployment and the indirect costs involved.  

Appendix


Sample Trigger  Script

	<img src="" alt="" id="ev" height="0" width=0" style="visibility: hidden"/>

<script type="text/jscript">
    // test platform version

    var ua = navigator.userAgent;

    var plat  = new RegExp("Windows NT ([0-9]{1,}[\.0-9]{0,})");

      pv = parseFloat( RegExp.$1 );

    if (pv < 6.0)
       // test for IE version

       if (navigator.appName == 'Microsoft Internet Explorer') {

               var ver=-1;

           var ua = navigator.userAgent;

           var re  = new RegExp("MSIE ([0-9]{1,}[\.0-9]{0,})");

           if (re.exec(ua) != null)

               ver = parseFloat( RegExp.$1 );

           if (ver >= 7.0) {

               try {

                   ev.src = "https://ev.cadomain.com/ev.gif";

               }

            catch (e) {}

           }

       }

</script>
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