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ISA Server 2006 Enterprise Edition Installation Guide

This document provides detailed installation instructions for Microsoft® Internet Security and Acceleration (ISA) Server 2006 Enterprise Edition.

Before installing ISA Server 2006, refer to the release notes provided at the ISA Server Web site. Also, before installing ISA Server 2006, you must set up the hardware and configure the software of the computer that will run ISA Server.

ISA Server EE Installation Requirements

To use ISA Server, you need: 


A personal computer with a 733-megahertz (MHz) or faster processor.


Microsoft Windows Server™ 2003 operating system with Service Pack 1 (SP1) or Microsoft Windows Server 2003 R2 operating system. 

Note the following:


You cannot install ISA Server 2006 on 64-bit versions of Windows Server 2003 operating systems.


When ISA Server 2006 is installed as a domain member, ISA Server Enterprise Edition can be installed only in a Windows Server 2003 or Windows® 2000 Server domain. 


512 megabytes (MB) or more of memory. 


150 MB of available hard disk space. This is exclusive of hard disk space you want to use for caching. 


One network adapter that is compatible with the computer's operating system, for communication with the Internal network. 


An additional network adapter for each network connected to the ISA Server computer. 


One local hard disk partition that is formatted with the NTFS file system. 
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Note: 

You can use ISA Server on a computer that has only one network adapter. Typically, you will do so when another firewall is located on the edge of the network, connecting your corporate resources to the Internet. In this single adapter scenario, ISA Server typically functions to provide an additional layer of application filtering protection to published servers, or to cache content from the Internet. For more information, see "Configuring ISA Server on a Computer with a Single Network Adapter" at the Microsoft TechNet Web site.

ISA Server EE Before You Begin

Before installing ISA Server 2006 Enterprise Edition, you should have information about networking, traffic flow, domain membership, and capacity planning. You can use this information to make the installation process more efficient.


Networking

Traffic Flow

ISA Server and Domain Membership

Capacity Planning
ISA Server EE Networking

You should gather information about the Configuration Storage server and ISA Server array members as described in the following sections.

Configuration Storage Server

Update the following table with information about the Configuration Storage server.

For information about the Configuration Storage server, see ISA Server Enterprise Edition Components later in the document. 

	Property
	Value
	Property
	Value

	IP address
	___.___.___.___
	Subnet mask
	___.___.___.___ 

	Default gateway
	___.___.___.___ 
	Not applicable
	Not applicable

	Preferred Domain Name System (DNS) server
	___.___.___.___ 
	Alternate DNS server
	___.___.___.___ 

	Fully qualified domain name (FQDN)
	_______________ 
	Not applicable
	Not applicable


Note the following:


Make sure to have DNS configured properly because the Configuration Storage server needs to be able to resolve the FQDN names of all of the array members.

ISA Server Array Members (ISA Server Firewall servers)

You should gather the information described in the following tables.

External Network Adapter

Update the following table with information about an external network adapter.

	Property
	Value
	Property
	Value

	IP address
	___.___.___.___
	Subnet mask
	___.___.___.___

	Default gateway
	___.___.___.___
	Not applicable
	Not applicable

	Preferred DNS server
	___.___.___.___
	Alternate DNS server
	___.___.___.___


Internal Network Adapter

Update the following table with information about an internal network adapter.

	Property
	Value
	Property
	Value

	IP address
	___.___.___.___
	Subnet mask
	___.___.___.___

	Default gateway
	___.___.___.___
	Not applicable
	Not applicable

	Preferred DNS server
	___.___.___.___
	Alternate DNS server
	___.___.___.___


Perimeter Network Adapter

Update the following table with information about a perimeter network adapter.

	Property
	Value
	Property
	Value

	IP address
	___.___.___.___
	Subnet mask
	___.___.___.___

	Default gateway
	___.___.___.___
	Not applicable
	Not applicable

	Preferred DNS server
	___.___.___.___
	Alternate DNS server
	___.___.___.___


General Information

Update the following table with information about the FQDN.

	Property
	Value
	Property
	Value

	FQDN
	_______________
	Not applicable
	Not applicable


Note the following:


If you have a server with more than one network adapter, you typically enter one default gateway. With ISA Server, the default gateway is usually configured on the external network adapter.


If there are additional internal networks that are connected using a router, add required routes to ISA Server prior to beginning the installation.


Make sure that routing is properly configured before installing ISA Server 2006.


DNS servers in most cases should be configured on the internal network adapter and should point to an internal DNS server. Confirm that the name resolution is working properly.


Depending on your configuration, you might have to create an access rule to allow DNS queries from the Internal network.


If routing and name resolution are not working properly and ISA Server 2006 is installed, it will be difficult to troubleshoot the cause of the problem.

For more information, see the following articles:


"Configuring DNS Servers for ISA Server" at the Microsoft TechNet Web site

"Networking Collection" at the Microsoft TechNet Web site
ISA Server EE Traffic Flow

Before installing ISA Server, it is helpful to understand what ports or protocols are required between computers or networks. This information is useful when designing your rule base. Many applications initiate communication on one port, and then switch to another port or range of ports. 

Traffic flow can be separated into the following categories:


Server applications


User applications


Network management applications

ISA Server EE ISA Server and Domain Membership

If your Configuration Storage server or any of your array members will not be in a single domain or in a domain with trust relationships, you will need to:


Create and export a server authentication certificate for the Configuration Storage server, and ensure that the certificate export file is accessible to the computer that will be the Configuration Storage server during the installation process. 


Install the root certificate for the certification authority (CA) that issued the server certificate for the Configuration Storage server on your array member servers. 

For information about installing ISA Server in a workgroup, including certificate installation instructions, see "ISA Server Enterprise Edition in a Workgroup" at the Microsoft TechNet Web site.

ISA Server EE Capacity Planning

The minimum system requirements for Microsoft ISA Server 2006 are described in ISA Server EE Installation Requirements earlier in this document. However, for improved performance, plan the ISA Server 2006 hardware and Internet connectivity to meet the expected load. When determining the hardware required for an ISA Server computer, consider the following questions:


How many processors are needed, and what types of processors are required? 


How much RAM and disk space are needed, and how many network adapters are required? 


What is the recommended Internet connection bandwidth? 

The answers to these questions depend upon your specific security configuration needs and on the deployment scenario. Specifically, all of the following impact the hardware recommendations: the firewall policy configuration, logging requirements, peak total network throughput, and whether you are publishing servers or simply allowing Internet access. Of these, peak total throughput on the Internet connection has proven to be the most significant factor in determining computing needs, because in most cases, it represents the Internet capacity needs. 

The following table provides general guidelines, depending on the Internet link bandwidth you use. Note that the recommendations listed here assume Web traffic and a policy configuration with several hundred rules. The recommendations also assume no special configurations such as caching or third-party filters. If you enable caching, an Internet link with 20 to 30 percent lower bandwidth may suffice. Furthermore, if you configure the clients to be proxy-aware, you can expect double throughput for the same hardware configurations.

	Internet link bandwidth
	Up to 7.5 megabits per second (Mbps), or 5 T1
	Up to 25 Mbps
	Up to 45 Mbps, or T3
	Notes

	Processors
	1
	1
	2
	

	Processor type
	Pentium III 550 MHz (or higher)
	Pentium 4 2.0–3.0 GHz
	Xeon 2.0–3.0 GHz
	Alternatively, you can use other processors with comparable power that emulate the IA-32 instruction set.In deployments requiring only stateful inspection filtering (no need for higher application level filtering), the Pentium 4 and Xeon processor recommendations reach LAN wire speeds.

	Memory
	256 MB
	512 MB
	1 gigabyte (GB)
	With Web caching enabled, these requirements may be higher. 

	Disk space
	150 MB
	2.5 GB
	5 GB
	This is exclusive of hard disk space you need to use for logging.

	Network adapter
	10/100 Mbps
	10/100 Mbps
	100/1000 Mbps
	These are the requirements for the network adapters not connected to the Internet. 


For more detailed information, see "Best Practices for Performance in ISA Server" at the Microsoft TechNet Web site.

Installing ISA Server Enterprise Edition

This section includes information about ISA Server Enterprise Edition components, administrator roles, and procedures for installing ISA Server 2006 in the following two configurations:


ISA Server Enterprise Edition Components

ISA Server Enterprise Edition Administrator Roles

Installation Process

Enterprise Deployment

Single Server Deployment

ISA Server Management
ISA Server Enterprise Edition Components

ISA Server 2006 Enterprise Edition components are described in the following table.

	Component
	Description

	Configuration Storage server
	The Configuration Storage server stores the configuration information for all of the arrays in the enterprise. The Configuration Storage server uses Active Directory® Application Mode (ADAM) for storage. When you install the Configuration Storage server, you also automatically install ADAM on the computer. When you configure arrays in the enterprise, you are changing the information in the Configuration Storage server. ISA Server 2006 Enterprise Edition computers access the Configuration Storage server to check whether there is any configuration change, and update their local storage (registry based) to reflect the recent changes in the enterprise. 

There can be multiple Configuration Storage servers in the enterprise, each holding an exact replica of the enterprise configuration.

Each array points to a specific Configuration Storage server from which it gets the updated configuration. You can also specify an alternate Configuration Storage server, which is used if the first Configuration Storage server fails.

	ISA Server services
	This is the computer that runs the firewall, virtual private network (VPN), and caching functions of ISA Server. The computer running ISA Server services is connected to a Configuration Storage server, which stores the configuration information. Each ISA Server Enterprise Edition computer will be a member of an array.

	Array
	An array represents one or more ISA Server 2006 Enterprise Edition computers running ISA Server services that are physically connected and share the same configuration. 

	ISA Server Management
	ISA Server Management is the Microsoft Management Console (MMC) snap-in through which the administrator manages the enterprise. Using ISA Server Management, the administrator connects to a specific Configuration Storage server to manage the enterprise.
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Note


All of these components can be installed on one computer. The Configuration Storage server stores the configuration information for multiple arrays. Each array member is required to communicate with the Configuration Storage server, to check if any changes have been made since the last check. Also, the Configuration Storage server needs to be available to install an array member. This is because each array member and ISA Server Management retrieve configuration information from a Configuration Storage server. Due to the importance of the Configuration Storage server to an ISA Server 2006 Enterprise Edition deployment, we recommend that the Configuration Storage server and array members be installed on separate servers in production.


If ISA Server services cannot communicate with the Configuration Storage server, the ISA Server 2006 computer will continue to provide firewall, VPN, and proxy services based on the last known configuration it received from the Configuration Storage server. However, you will not be able to monitor or change its configuration until the Configuration Storage server is restored.

ISA Server Enterprise Edition Administrator Roles

Privileges on specific levels of ISA Server Management are defined through administrator roles. You can allow users to be administrators on an enterprise level, while other users will be administrators of specific arrays. Some administrators can make changes to policy, while others can only view the policy or monitor ISA Server. ISA Server 2006 Enterprise Edition roles are explained in the following table.

	Role
	Description

	ISA Server Enterprise Administrator
	Users and groups assigned this role have full control over the enterprise and all array configurations. The Enterprise Administrator can also assign roles to other users and groups.

	ISA Server Enterprise Auditor
	Users and groups assigned this role can view the enterprise configuration and all array configurations.

	ISA Server Administrator
	Users and groups assigned this role can perform any ISA Server task, including rule configuration, applying of network templates, and monitoring.

	ISA Server Array Auditor
	Users and groups assigned this role can perform all monitoring tasks, including log configuration, alert definition configuration, and all monitoring functions available to the ISA Server Basic Monitoring role.

	ISA Server Array Monitoring Auditor
	Users and groups assigned this role can monitor the ISA Server computer and network activity, but cannot configure specific monitoring functionality.


For more information about ISA Server administrator roles, see the product documentation.

ISA Server Enterprise Edition Installation Process

Before you begin installation, consider the topology of your Microsoft ISA Server 2006 Enterprise Edition infrastructure. 

Consider the following:


Will you deploy ISA Server in a workgroup or in a trusted domain environment? For more information, see "ISA Server Enterprise Edition in a Workgroup" at the Microsoft TechNet Web site.


Where will the Configuration Storage servers be installed? 


Will all the Configuration Storage servers be installed in the same site? For more information about multi-site installations, see "Deployment Guidelines for ISA Server Enterprise Edition" at the Microsoft TechNet Web site. 


How many arrays will you install in the enterprise?


How many members are in each array? 


Will you manage the enterprise remotely? 


How many remote management computers will you install? 

Before you set up ISA Server, review ISA Server EE Installation Requirements earlier in this document. Then, deploy the computers in this order:

1.
Install a Configuration Storage server. The Configuration Storage server must be available to install the ISA Server 2006 component. When you install a Configuration Storage server, you can join the server to an existing enterprise. Alternatively, you can create a new enterprise. For the most effective deployment, we recommend that you create a single enterprise in your organization. With a single enterprise, you can manage all the arrays in your organization from a single ISA Server Management MMC snap-in.

2.
(Optional) Create arrays, enterprise network rules, and enterprise policies on the Configuration Storage server. When you begin installing array members, as described in the next step, you can join them to arrays that already exist. 

3.
Install ISA Server services on one or more computers. When you install a computer running ISA Server services as the first member of a new array, you will specify addresses in the Internal network. For information about the Internal network, see the product documentation.
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Important: 

Because the Internal network must include an IP address that is defined on a network adapter that is currently connected and enabled, you can continue past the Internal Network setup page only if the internal network adapter is connected, enabled, and has the correct IP address assigned.

Note the following:


As part of the installation process, ISA Server modifies the TCP/IP driver's dynamic port range, setting it to 65,535.


When you select to install the Advanced Logging component (MSDE) during ISA Server Setup, several .dll files are installed, including Ds16gt.dll, and Odbc16gt.dll. The Advanced Logging component (MSDE) is an optional component, installed by default. 

Stopping and Disabling Services

As part of the installation process, the following services are disabled:


Internet Connection Firewall or Internet Connection Sharing 


IP Network Address Translation 

In addition, the following services are stopped during installation: 


SNMP service 


FTP Publishing service 


Network News Transfer Protocol (NNTP) 


IIS Admin service 


World Wide Web Publishing service 

These services are restarted after installation completes.

Enterprise Deployment

In this scenario, you install ISA Server 2006 on two separate computers. On the first computer, you install the Configuration Storage Server, and on the second computer, you install ISA Server services.
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Note: 

For this scenario, the assumption is that both computers are members of the same domain. For information about installing ISA Server 2006 in a workgroup environment, see "ISA Server Enterprise Edition in a Workgroup" at the Microsoft TechNet Web site.

Installing the Configuration Storage Server

The Configuration Storage server stores the configuration information for all of the arrays in the enterprise. The following procedure describes how to install the Configuration Storage server. Perform this procedure on the computer that you have designated as the Configuration Storage server.
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To install the Configuration Storage server

	1.
Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

2.
In Microsoft ISA Server Setup, click Install ISA Server 2006 and use the wizard to install ISA Server 2006 as outlined in the following table. 

Page

Field or property

Setting

Welcome 
None

Click Next.

License Agreement
License Agreement

Select I accept the terms in the license agreement.

Customer Information
User Name
Organization
Product Serial Number
Enter user name.

Enter organization name.

Enter product serial number.

Setup Scenarios
Select the setup scenario.

Select Install Configuration Storage server.

Component Selection
Review the features that will be installed. Notice that ISA Server Management is also installed.

Click Next.

Enterprise Installation Options
Select the enterprise installation options.

Select Create a new ISA Server enterprise.

New Enterprise Warning
This page warns you not to install more than one enterprise. Because you are creating a new enterprise, you can ignore the warning. 

Click Next.

Create a New Enterprise
Enterprise Name
Description
Enter a name for the enterprise.

Provide a description of the enterprise (optional).

Enterprise Deployment Environment
All communication between array members and Configuration Storage servers in a single domain or in a domain with trust relationships is encrypted automatically.

If your array members and Configuration Storage server reside in a workgroup or across domains that do not have trust relationships, you will need to install a digital certificate to encrypt communications between the array members and the Configuration Storage server. 

Select I am deploying in a single domain or in a domain with trust relationships.

Ready to Install the Program
None

Click Install.

3.
After the installation is complete, select Invoke ISA Server Managementwhen the wizard closes, and then click Finish.

4.
In ISA Server Management, expand the Enterprise node, and then expand the Enterprise Policies node. Note that there is one policy listed, the Default Policy. Click Default Policy and look at the rules in the details pane. There is one enterprise policy rule, a rule that denies all traffic that is applied after array level rules. This rule ensures that unless access is specifically allowed, ISA Server denies it. Other than this enterprise policy rule, in the Default Policy, only array rules will apply. Click the Arrays node. Note that this node is empty, because an array has not yet been created.


Note the following:


If you choose I am deploying in a single domain or in domains with trust relationships, you can change to server certificate authentication anytime after installation, if your deployment needs change. To do so, obtain an exported server certificate and save it on the Configuration Storage server. Then, run ISACertTool, available at the ISA Server Downloads page.


You can manage the enterprise from the Configuration Storage server, from an array member, or from a remote management computer, if you are logged on with the same credentials used when you installed the Configuration Storage sever or the credentials of a user who has the ISA Server Enterprise Administrator role.


The Configuration Storage server service normally runs under the network service account. If you install the Configuration Storage server on a domain controller, you must provide an account under which the service will run. This is because the Network Service account cannot be used when the Configuration Storage server runs on a domain controller. You can run the Configuration Storage server service using the credentials of a user in the Domain Admins group (a domain administrator). However, for the most secure configuration, we recommend that you provide the credentials of a user who is not a domain administrator. If you provide the credentials of a user who is not a domain administrator, you must perform the following procedure to ensure that the user has the permissions required by the service.
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To ensure the specified user has the required permissions to run the Microsoft ISA Server Storage service (ISASTGCTRL)

	1.
Install the Configuration Storage server, as described in Installing the Configuration Storage Server.

2.
As part of the setup process, on the Configuration Storage Server Service Account page of the Setup Wizard, provide the credentials of the user who is not a domain administrator. 

3.
In the Program Files\Microsoft ISA Server\ADAMData folder, locate the Dnsdomain.bat file, where Dnsdomain is the DNS name of the computer on which ADAM is running.

4.
At the command prompt, type Dnsdomain to run the file. The Dnsdomain.bat file appears in the directory approximately one minute after ADAM installation is complete.


Creating an Array

After you install the Configuration Storage server, you can create an array. Creating the array enables you to configure how the enterprise policy and array policy work together and the type of rules that can be created in the array, before the array is released and populated with servers. 
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Note: 

An enterprise administrator can also create arrays and populate them with servers, by running ISA Server installation and choosing Create a New Array on the Array Membership page. The enterprise administrator will be able to limit the types of rules that the array administrator can create, but only after the array has been created, and will not be able to limit a type of rule if the array administrator has already created a rule of that type. 

To create an array, perform the following procedure.
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To create an array

	1.
On the Configuration Storage server, open ISA Server Management. 

2.
Click Arrays. In the task pane, on the Tasks tab, click Create New Array to start the New Array Wizard. Use the wizard to create the new array as outlined in the following table. 

Page

Field or property

Setting

Welcome to the New Array Wizard
Array name
Enter the name of the array.

Array DNS Name
Array’s DNS name
Enter the array's DNS name. 
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Note: 

The DNS name must be able to be resolved by Firewall clients and Web clients. 

Assign Enterprise Policy
Apply this enterprise policy to the new array
Select Default Policy.

Array Policy Rule Types
Select the types of array firewall policy rules that can be created on this array.

Select:

"Deny" access rules
"Allow" access rules
Publishing rules (Deny and Allow)
Completing the New Array Wizard
Reviews settings.

Click Back to make changes and Finish to complete the wizard.

3.
After the array has been created, you may assign array administrator privileges to the main array. In ISA Server Management, right-click the name of the array and select Properties. Do the following:

a.
On the Assign Roles tab, click Add. Add the required user. From the drop-down Role menu, select ISA Server Array Administrator, and then click OK. 

b.
Click OK to close the properties page. 

4.
In the Firewall Policy details pane, click Apply to apply the changes.


Adding the Configuration Storage Server to the Remote Management Computers Computer Set

To enable monitoring of the array members from the Configuration Storage server, you need to add the Configuration Storage server to the Remote Management Computers computer set. 

To modify the Remote Management Computers computer set for an array, perform the following procedure.
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To modify the Remote Management Computer computer set

	1.
On the Configuration Storage server, open ISA Server Management.

2.
Expand Arrays, expand Array_Name, and select Firewall Policy.

3.
 In the task pane, on the Toolbox tab, click Network Objects.

4.
Expand Computer Sets, select Remote Management Computers, and click Edit. 

5.
Click Add, and select Computer.

6.
In the Name field, type a name for the computer, enter the IP address of the Configuration Storage server in the Computer IP Address field, and then click OK.

7.
 Click OK to close the properties of the Remote Management Computers computer set. 

8.
In the Firewall Policy details pane, click Apply to apply the changes.


Installing a Server in the Array

Now that you have created an array, you can install ISA Server computers into the array. Perform these steps on the computer you have designated to be the array member. Perform the installation with the same user account that you were logged on to when you performed the installation of the Configuration Storage server.
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Note: 

Do not install an ISA Server array member through a Remote Desktop Protocol (RDP) connection over a connection that is using network address translation (NAT). When the ISA Server installation is complete, your RDP connection will be disconnected and you will no longer be able to establish a new RDP connection.

To install a server in the array, perform the following procedure.
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To install a server in the array

	1.
Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

2.
In Microsoft ISA Server Setup, click Install ISA Server 2006. Use the wizard to install ISA Server 2006 as outlined in the following table.

Page

Field or property

Setting

Welcome 
None

Click Next.

License Agreement
License Agreement
Select I accept the terms in the license agreement.

Customer Information
User Name
Organization
Product Serial Number
Enter user name.

Enter organization name.

Enter product serial number.

Setup Scenarios
Select the scenario that best describes this installation.

Click Install ISA Server services.

Component Selection
Review the features that will be installed. Notice that ISA Server Management is also installed.

Click Next.

Locate Configuration Storage Server
Configuration Storage Server (type the FQDN)
Connection Credentials
Enter the fully qualified domain name (FQDN) of the Configuration Storage server. 
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Note: 

If you get an error that you cannot connect to the Configuration Storage server, go to the command prompt and try to search for the Configuration Storage server using the FQDN you just entered to see if there is name resolution of the FQDN to the correct IP address of your Configuration Storage server.

Connect using the credentials of the user who is logged on.

Array Membership
Select the array membership for this ISA Server computer
Select Join an existing array.

Join Existing Array
Array name
Enter the name of the array you created in the previous step.

Configuration Storage Server Authentication Options
Select how the ISA Server computer will authenticate to the Configuration Storage server.

Select Windows authentication.

Internal Network
For an explanation of how to define Internal networks, see ISA Server EE Appendix A: Adding Addresses to the Internal Network, later in this document. 


Click Add to specify the network address ranges.


Click Add Adapter. 


Select one or more of the adapters that are connected to the Internal network. These addresses will be included in the Internal network that is defined by default for ISA Server. 


Click OK, click OK, and then click Next.

For an explanation of how to define Internal networks, see ISA Server EE Appendix A: Adding Addresses to the Internal Network, later in this document.

Services Warning
Review services that will be stopped and services that will be disabled if you continue.

Click Next.

Ready to Install the Program
None

Click Install.

3.
After the installation is complete, click Finish.
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Note: 

ISA Server Setup disables the Internet Connection Firewall (ICF). If you run the Microsoft Baseline Security Analyzer after installing ISA Server services, the following message can be ignored:

Single Server Deployment

In this scenario, you will install the Configuration Storage server and the ISA Server services on the same computer.
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Note: 

Do not install an ISA Server array member through a Remote Desktop Protocol (RDP) connection over a connection that is using network address translation (NAT). When the ISA Server installation is complete, your RDP connection will be disconnected and you will no longer be able to establish a new RDP connection.

To install a single server deployment, perform the following procedure.
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To install a single server deployment

	1.
Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

2.
In Microsoft ISA Server Setup, click Install ISA Server 2006. Use the wizard to install ISA Server 2006 as outlined in the following table.

Page

Field or property

Setting

Welcome 
None

Click Next.

License Agreement
License Agreement

Select I accept the terms in the license agreement.

Customer Information
User Name
Organization
Product Serial Number
Enter user name.

Enter organization name.

Enter product serial number.

Setup Scenarios
Select the setup scenario.

Select Install both ISA Server services and Configuration Storage server.

Component Selection
Review the features that will be installed. Notice that ISA Server Management is also installed.

Click Next.

Enterprise Installation Options
Select the enterprise installation options.

Select Create a new ISA Server enterprise.

New Enterprise Warning
This page warns you not to install more than one enterprise. Because you are creating a new enterprise, you can ignore the warning. 

Click Next.

Internal Network
For an explanation of how to define Internal networks, see ISA Server EE Appendix A: Adding Addresses to the Internal Network, later in this document.

a.
Click Add to specify the network address ranges.

b.
Click Add Adapter. 

c.
Select one or more of the adapters that are connected to the Internal network. These addresses will be included in the Internal network that is defined by default for ISA Server. 

d.
Click OK, click OK, and then click Next.

For an explanation of how to define Internal networks, see ISA Server EE Appendix A: Adding Addresses to the Internal Network, later in this document.

Firewall Client Connections
Select whether you want to allow non-encrypted connections between Firewall clients and the ISA Server computer.

Verify that Allow non-encrypted Firewall client connections is not selected. Click Next.

Services Warning
Review services that will be stopped and services that will be disabled if you continue.

Click Next.

Ready to Install the Program
None

Click Install.




Note the following:


When you install the Configuration Storage server and ISA Server services on the same computer the following occurs:


If you select Create a New ISA Server enterprise, the name of the enterprise will be Enterprise.


A new array is automatically created with the following settings:

	Value
	Setting

	Name 
	Set to the computer name of the computer.

	Applied Enterprise Policy 
	Set to the default policy.

	Array Firewall Policy Types
	Set to "Deny" access rules, "Allow" access rules, and Publishing rules ("Deny" and "Allow").

	Configuration Storage authentication method 
	Set to Windows Authentication.



ISA Server Setup disables the Internet Connection Firewall (ICF). If you run the Microsoft Baseline Security Analyzer after installing ISA Server services, the following information message can be ignored:

Windows Firewall - Windows Firewall is not installed or configured properly, or is not available on this version of Windows.

ISA Server EE ISA Server Management

You manage ISA Server 2006 through the ISA Server Management MMC snap-in. You need a reliable, fast connection from the Configuration Storage server to the computer that is running ISA Server Management, so that ISA Server Management will respond quickly, displaying updated configuration information. Similarly, ISA Server Management requires a reliable connection to the ISA Server array, to provide real-time monitoring information. 

If your connection to the remote Configuration Storage server is slower than 5 Mbps, we recommend that you connect to the remote Configuration Storage server over a Remote Desktop Protocol (RDP) connection and run ISA Server Management on the Configuration Storage server.

ISA Server Management Requirements

To use ISA Server Management, you need: 


Microsoft Windows Server 2003 SP1 or Microsoft Windows Server 2003 R2 operating system. 


Microsoft Windows® XP with SP1 or Microsoft Windows XP with SP2 operating system.

Note the following:


You cannot install ISA Server 2006 on 64-bit versions of Windows Server 2003 or Windows XP operating systems.


You cannot install ISA Server Management on Microsoft Windows Server 2003 operating system, Web Edition.


256 MB or more of memory. 

Installation of ISA Server Management

By default, ISA Server Management will be installed when you select to install ISA Server services or the Configuration Storage server.

To install ISA Server Management, perform the following procedure.
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To install ISA Server Management

	1.
Insert the ISA Server CD into the CD drive, or run ISAAutorun.exe from the shared network drive. 

2.
In Microsoft ISA Server Setup, click Install ISA Server 2006. Use the wizard to install ISA Server 2006 as outlined in the following table.

Page

Field or property

Setting

Welcome 
None

Click Next.

License Agreement
License Agreement

Select I accept the terms in the license agreement.

Customer Information
User Name
Organization
Product Serial Number
Enter user name.

Enter organization name.

Enter product serial number.

Setup Scenarios
Select the setup scenario.

Select Install ISA Server Management.

Component Selection
Review the features that will be installed. Notice that ISA Server Management is also installed.

Click Next.

Ready to Install the Program
None

Click Install.

3.
After the installation is complete, select Invoke ISA Server Management to launch the ISA Server Management MMC snap-in, and then click Finish.


ISA Server EE Additional Information

After you install ISA Server 2006, for information about the following topics, visit the ISA Server Guidance Web site:


Planning, Deployment, and Integration


Configuration and Administration


Publishing


Clients and Authentication


VPN


Coding Corner

ISA Server EE Uninstalling ISA Server Software

If you want to uninstall ISA Server, perform the following procedure.
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To uninstall ISA Server

	1.
Click Start, click Control Panel, and then double-click Add or Remove Programs.

2.
In Microsoft ISA Server 2006, click Change/Remove.

3.
On the Welcome page, click Next.

4.
On the Program Maintenance page, select Remove.

5.
Confirm the settings on the Locate Configuration Storage Server page and click Next. 
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Note: 

This page is only displayed if you installed ISA Server services on the computer.

6.
On the Generated Files Removal page:


Select Do not remove Microsoft ISA Server 2006 log files, to save log files.


Select Do not remove Microsoft ISA Server 2006 cache files, to save cache files.
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Note: 

This page is only displayed if you installed ISA Server services on the computer.

7.
Click Remove, to uninstall ISA Server 2006 from the computer.

Click Finish to exit the wizard, when the removal process has completed.


Note the following:


Monitoring applications, such as Microsoft Operations Manager (MOM) agent, use ISA Server files and may interfere with ISA Server setup and removal. To avoid issues, stop these applications before taking any of the following actions:


Repair or modify


Uninstall


Install or uninstall of a service pack or hotfix


Upgrade


Before removing ISA Server, be sure to close ISA Server Management and ISA Server Performance Monitor.


Before removing an ISA Server computer configured as the Configuration Storage server, you must ensure that all changes have replicated to the replica Configuration Storage server, or the configuration changes will be lost. 


If you cannot connect to the Configuration Storage server used by the array member when you uninstall ISA Server services, any configuration information stored there will not be deleted. 


The array is deleted when you uninstall the last array member. 


Uninstall one array member at a time. 


When you configure ISA Server, some Routing and Remote Access settings may be modified. When you uninstall ISA Server, the Routing and Remote Access configuration is reconfigured as follows: 


The Routing and Remote Access service is disabled. 


The remote access policy configured by ISA Server is deleted. 


Routing and Remote Access is reset to its default settings and disabled. To configure Routing and Remote Access, use the Configure and Enable Routing and Remote Access Wizard, accessible from the Routing and Remote Access snap-in. 


When you configure Integrated NLB mode, Windows Server 2003 Network Load Balancing (NLB) settings are modified. When you uninstall ISA Server, the NLB configuration is reconfigured as follows: 


The network adapters are still bound to NLB. 


ISA Server does not uninstall the NLB network service, even if it was installed by ISA Server. 

ISA Server EE Appendix A: Adding Addresses to the Internal Network

To add addresses to the Internal network, on the Internal Network page, you can select the following: 


Add Range   You can add a range of Internet Protocol (IP) addresses. You must specify the beginning and ending IP address in the range, for example, 10.0.0.1 to 10.0.0.255.


Add Adapter   You can select a network adapter. The addresses that will be included in the Internal network will be based on the IP address and subnet mask of the selected adapter. 


Add Private   You can add addresses defined as non-routable addresses based on Request for Comment (RFC) 1918 and on the Automatic Private IP Addressing (APIPA) feature. For more information about private addresses, see the following:


"RFC1918" at the rfc.net Web site.


"How to Use Automatic TCP/IP Addressing Without a DHCP Server" at Microsoft Help and Support.

The following table shows address ranges based on RFC 1918 or APIPA.

	Address range
	RFC 1918 or APIPA

	10.0.0.0–10.255.255.255
	RFC 1918

	172.16.0.0–172.31.255.255
	RFC 1918

	192.168.0.0–192.168.255.255
	RFC 1918

	169.254.0.0–169.254.255.255
	APIPA
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Note: 

Because it is assigned by default to the Local Host network, you cannot add the following address range to the Internal network: 127.0.0.1–127.255.255.255.

ISA Server EE Appendix B: Setup Switches

When you run Setup from a command prompt, you can modify which components are installed, provide required setup information, or repair an installation. 

[image: image22.png]


To run ISA Server Setup and pass installation parameters

	
To modify which components are installed during installation, at a command prompt type: PathToISASetup\Setup.exe ADDLOCAL=FeatureToInstall.


To repair an installation, at the command prompt type: PathToISASetup\Setup.exe REINSTALL=ALL
For a full list of parameters and values, see the table in Appendix C: Unattended Setup.


ISA Server EE Appendix C: Unattended Setup

You can install ISA Server 2006 Enterprise Edition by using the unattended server setup. 
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To run ISA Server unattended setup

	1.
Modify one of the sample answer files, which can be found on the ISA Server CD. For a description of the sample answer files, see the table later in this section.

2.
At a command prompt, type: 

PathToISASetup\Setup.exe /V" /q[b|n] FULLPATHANSWERFILE=\"PathToINIFile\INI_filename\"".
Parameters

PathToISASetup 
The path to the ISA Server 2006 installation files. The path may point to the ISA Server CD-ROM or a shared folder on your network that contains the ISA Server files. 

INI_filename 
The name of an answer file. 

/q [b|n] 
Performs quiet unattended setup. If you specify b, a progress bar indicates the setup process. If you specify n, no dialog boxes are displayed. Error messages are saved to the setup log file. 

PathToINIFile 
The path to the folder containing the unattended installation information.

Note the following:


To perform this procedure, you must be a member of the local Administrators group. 


For example, typing CD\FPC\setup.exe /v" /qn FULLPATHANSWERFILE=\"C:\InstallStandaloneServer.ini\"" performs an unattended installation of a computer running ISA Server services and the Configuration Storage server, using the InstallStandaloneServer.ini file located in c:\. 


The Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) component, required for many monitoring features, is not properly installed when you remotely install ISA Server, using Terminal Services in application server mode. Use Terminal Services in administration mode to properly install MSDE 2000.


The FPC\Unattended_Setup_Sample\Enterprise_Edition folder on the ISA Server CD contains the sample answer files that can be used by the server setup in unattended mode. The following table lists the sample files and a brief description of each file.

	File name
	Description

	InstallJoinedServer.ini
	Install a computer running ISA Server services, and join it to a specific array.

	InstallNewArrayAndServer.ini
	Install a computer running ISA Server services, and create a new array named Array_Name.

	InstallNewManagementServer.ini
	Install a Configuration Storage server.

	InstallStandaloneServer.ini
	Install a computer running ISA Server services and Configuration Storage server.

	Uninstallserver.ini
	Uninstall a server.


The following table describes the entries and values in the configuration files. If a value is not specified in the answer file, a default value is used. Not all parameters are used in each installation configuration.

	Entry
	Description
	Scenario

	ADDLOCAL= {MSFirewall_Management}, {MSFirewall_Services},{MSDE}, {Storage_Server}
	Specifies a list of components (delimited by commas) that should be installed on the computer. To install all the components, set ADDLOCAL=ALL.
	Optional for all installation scenarios.

	ARRAY_AUTHENTICATIONMETHOD
	Defines the array's authentication method.

Possible values: Windows (LDAP) or Certificate (LDAPS). When you set this value, you must also specify a value in CLIENT_CERTIFICATE_FULLPATH.Default value: Windows.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 

Must be set to Certificate in workgroup scenarios.

	ARRAY_DESCR
	Describes the array.

Default: empty.
	Optional when installing: 


A server to a new array (not used when joining an existing array). 


Combined ISA Server services and Configuration Storage server. 

	ARRAY_MODE
	Specifies whether the server installation creates a new array or the server joins an existing array. Possible values: New or Join.

Default: New.
	Optional when installing: 


A server to a new array (not used when joining an existing array). 


A new array specified for the server installation. 

	ARRAY_DNS_NAME
	Specifies the name that Firewall and Web Proxy clients use when connecting to the array.

Default: computer name.
	Optional when installing: 


A server to a new array (not used when joining an existing array). 


Combined ISA Server services and Configuration Storage server. 

	ARRAY_ENTERPRISEPOLICY
	Specifies which enterprise policy to use. Default: Array Policy Only.
	Required when installing a server to a new array.Should not be specified when installing ISA Server services and Configuration Storage server in a new enterprise.

	ARRAY_INTERNALNET
	Specifies the range of IP addresses in the new array's Internal networks. Defines the description of the new array. 

N From1-To1,From2-To2,... FromI-ToI, where N is the number of ranges, and FromI-ToI are the starting and ending addresses in each range.
	Required when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 


Joining an existing array that does not have an Internal network defined. 

Should not be specified when installing a server to an existing array that has an Internal network defined. 

Optional when using ARRAY_INTERNALNET_ENTERPRISE_NETS. 

	ARRAY_INTERNALNET_ENTERPRISE_NETS
	Specifies the names of enterprise networks that are included in the array's Internal network.

Syntax: "network1" "network2"..."networkN".

If a network name contains quotation marks, replace them with double quotation marks ("").
	Optional if ARRAY_INTERNALNET is specified. Otherwise, required when installing a server to a new array. 

Should not be specified when installing a Configuration Storage server for a new enterprise.

	ARRAY_NAME
	Specifies the name of the new array or the name of an existing array, when joining an array.

Default: computer name (for new array installation).
	Optional when installing: 


A server to a new array (not used when joining an existing array). 


Combined ISA Server services and Configuration Storage server. 

Required when installing a server to an existing array.

	CLIENT_CERTIFICATE_FULLPATH
	Specifies which root certificate to use when connecting to the Configuration Storage server.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 


A server to an existing array. 

Required in workgroup scenarios.

	COMPANYNAME=Company_Name
	Specifies the name of the company installing the product.
	Optional for all installation scenarios.

	DONOTDELLOGS = {0|1}
	If set to 1, log files on the computer are not deleted. Default: 0. 
	Optional for uninstalling. 

	DONOTDELCACHE = {0|1}
	If set to 1, cache files on the computer are not deleted. Default: 0.
	Optional for uninstalling. 

	ENTERPRISE_DESCR
	Describes the enterprise.

Default: empty.
	Optional when installing: 


Configuration Storage server in a new enterprise. 


Combined ISA Server services and Configuration Storage server in a new enterprise. 

	ENTERPRISE_MODE
	Specifies if the Configuration Storage server is a new enterprise or a replica of an existing Configuration Storage server. Possible values: New or Replica.

Default: New.
	Optional when installing: 


Configuration Storage server in a new enterprise. 


Combined ISA Server services and Configuration Storage server in a new enterprise. 

	ENTERPRISE_NAME
	Specifies the name of the enterprise.

Default: Enterprise.
	Optional when installing: 


Configuration Storage server in a new enterprise. 


Combined ISA Server services and Configuration Storage server in a new enterprise. 

	HOST_ID
	Specifies the host ID of the array member. Each array member must have a different host ID number.

Default: automatically assigned.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 


A server to an existing array. 

	InstallDir={install_directory}
	Specifies the installation directory for ISA Server. If not specified, it defaults to the first disk drive with enough space. The syntax is: 

Drive:\Folder

Default folder: %Program Files%\Microsoft ISA Server.
	Optional for all installation scenarios.

	INTRA_ARRAY_ADDRESS_IP
	Defines the IP address used for communication by ISA Server computers that are in the same array. The IP address must be an IP address on the ISA Server computer.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 


A server to an existing array. 

	PIDKEY
	Specifies the product key. This is the 25-digit number located on the back of the ISA Server CD-ROM case.
	Required for all installation scenarios.

	REMOVE={MSFirewall_Management}, {MSFirewall_Services},{MSDE}, {Storage_Server}
	Specifies a list of components (delimited by commas) that should be removed from the computer. To remove all the components, set REMOVE=ALL.
	Optional for all installation scenarios.

	SERVER_CERTIFICATE_FULLPATH
	Specifies which server certificate to use.
	Optional when installing: 


Configuration Storage server.


Combined ISA Server services and Configuration Storage server.

Required in workgroup or untrusted domains scenarios.

	SERVER_CERTIFICATE_PASSWORD
	Specifies the password for the server certificate. You must set SERVER_CERTIFICATE_PASSWORD when an encrypted certificate is specified in SERVER_CERTIFICATE_FULLPATH.
	Optional when installing: 


Configuration Storage server.


Combined ISA Server services and Configuration Storage server.

Required in workgroup or untrusted domains scenarios.

	STORAGESERVICE_ACCOUNT
	Specifies the user account name to use for the Configuration Storage server.

Default: NT AUTHORITY\NetworkService.
	Required when installing a Configuration Storage server on a domain controller. 

Otherwise, should not be specified.

	STORAGESERVER_COMPUTERNAME
	Specifies the fully qualified domain name (FQDN) of the Configuration Storage server to connect. The default value is localhost, in which case the Configuration Storage server installed on this computer is used.
	Required when installing: 


A server to a new or existing array. 


A replica Configuration Storage server (when ENTERPRISE_MODE is set to Replica, regardless of whether you are also installing ISA Server services).

	STORAGESERVER_CONNECT_ACCOUNT
	Specifies the name of the user account that will be used to connect to the STORAGESERVER_COMPUTERNAME. Default: user account that is currently logged on.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server (when replicating). 


A server to an existing array.

	STORAGESERVER_CONNECT_PWD
	Specifies (plaintext) password for the STORAGESERVER_CONNECT_ACCOUNT. Default: password for the user who is currently logged on.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server (when replicating). 


A server to an existing array.

	STORAGESERVICE_PWD
	Specifies the password for STORAGESERVICE_ACCOUNT account.

Default: no password.
	Optional when installing: 


Combined ISA Server services and Configuration Storage server. 


Configuration Storage server (or replica only).

	SUPPORT_EARLIER_CLIENTS
	Specifies whether clients running earlier versions of Firewall Client or an earlier operating system version can connect to this ISA Server array. Possible values: 0 (default) or 1.
	Optional when installing: 


A server to a new array. 


Combined ISA Server services and Configuration Storage server. 


ISA Server EE Appendix D: ISA Server Setup Log File

When you install ISA Server 2006, the Setup program automatically generates log files that contain detailed installation information. The information in the ISA Server 2006 Setup log file is based on Windows Installer logging. Windows Installer logs errors that occur when the ISA Server 2006 Setup program runs. Windows Installer also logs other information. You can view the log files in Notepad. The information that the installer writes to these logs can help administrators troubleshoot a failed installation. 

When you install ISA Server 2006, the log files shown in the following table are created in the %winddir%\temp folder.

	Log file
	Description

	ISAWRAP_NNN.log
	The setup wrapper log file records general information about the success or failure of the firewall and Microsoft SQL Server Desktop Engine (MSDE) installation.

	ISAFWSV_NNN.log
	The Firewall service setup log file records events and errors related to the configuration of the ISA Server 2006 installation.

	ISAMSDE_NNN.log
	The ISA Server 2006 database setup log file records events and errors related to MSDE.

	ISAFWUI_NNN.log
	The MSI UI sequence log files records events and errors related to the configuration of the ISA Server 2006 installation.

	ISAADAM_INSTALL_NNN.log
	The ADAM install log file records events and errors related to the installation of ADAM storage when the Configuration Storage server is installed.

	ISAADAM_UNINSTALL_NNN.log
	The ADAM uninstall log file records the events and errors related to the removal of ADAM storage from the computer. ADAM storage is removed when the Configuration Storage server is uninstalled from the computer.

	ISAADAM_IMPORTSCHEMA_NNN.log
	The ADAM import schema log file records the successful schema changes automatically applied to the ADAM storage during installation.

	ISAADAM_IMPORTSCHEMAERR_NNN.log
	The ADAM import schema error log will only be created if there are errors when the automatic schema changes are applied to the ADAM storage during setup.
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Note: 

Where NNN is the unique three-digit setup ID.

The ISA Server 2006 Setup log files all have the same unique three-digit ID that represents that installation attempt. Every time that you install or remove ISA Server 2006, new log files are created using the same unique three-digit ID. To view these log files, perform the following procedure.
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To view ISA Server setup log files

	1.
In Windows Explorer, locate and open the %windir%\temp folder.

2.
Right-click the desired log file, and then click Open With.

3.
In the Open With dialog box, click Notepad, and then click OK.

4.
Repeat steps 2 and 3 to view remaining logs.


ISA Server EE Appendix E: Troubleshooting Setup

For more information regarding common issues encountered when installing ISA Server 2006 Enterprise Edition, see "Troubleshooting: Setup" at the Microsoft TechNet Web site.
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