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Abstract
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Introduction

When you install components such as third-party software and drivers, the installation may leave your computer in an unbootable state. Examples of this state include when the computer stops responding (“hangs”), when you receive a “stop” error message, or when you are unable to log on to the computer. In many cases, you can resolve the problem by simply disabling and enabling a service, replacing a driver with a new or fixed driver, or performing some other task to allow the computer to start again.

In earlier versions of the Microsoft® Windows NT® operating system, you cannot easily disable services unless you can log on to the computer directly at the console (that is, log on locally) or connect to the computer remotely. In most cases, you need to perform a second installation on the failed computer’s hard disk to gain access to the registry or file system. For this reason, many administrators keep the file system on a file allocation table (FAT) file system because there is no way to gain access to an NTFS file system when Windows NT is not started. 

The Windows® 2000 operating system includes two tools that you can use to gain access to a computer that you are unable to start. These tools are safe-mode boot and Recovery Console. Safe mode is activated on the boot menu and starts Windows 2000 with a minimum set of services, which allows you to start the operating system to perform tasks such as disabling a video driver or service. For example, if you install a program or driver that causes system boot problems, you can start in safe mode and disable the software or device driver that is causing the problem.

Recovery Console (also referred to as “Command Console” or “Repair Console”) is another tool that you can use to recover or diagnose a computer that does not start. Unlike safe mode, Recovery Console does not have a user interface and is completely command-line driven. It is also self-contained and does not rely on information contained in the failed computer to allow you to start the computer and perform repairs. You can use Recovery Console to run the Chkdsk tool on a volume, replace a damaged file, or even disable or enable a service or device driver. 

This paper describes safe-mode boot and Recovery Console, and provides examples of situations in which you can use these tools.

Safe-Mode Boot

Functional Overview

You can start in safe mode by pressing F8 when the boot menu is displayed (or when the option to press F8 is displayed on the screen). After you press F8, the Advanced Options menu is displayed and you can select one of the following options:

· Safe Mode

· Safe Mode with Networking

· Safe Mode with Command Prompt

· Enable Boot Logging

· Enable VGA Mode

· Last Known Good Configuration

· Directory Services Restore Mode

· Debugging Mode

· Boot Normally

Note: The Directory Services Restore Mode option works for Windows 2000 domain controllers only.

The Windows 2000 operating system loader controls access to this menu. If the boot menu was already displayed, you can still gain access to this menu by pressing F8 when the operating system is loading, but only before the Windows 2000 startup screen is displayed. When you select an option, the option is displayed at the bottom of the screen. However, if you gained access to the boot menu when the operating system was loading, the option is not displayed and the operating system continues with the boot process.

Note: If you are dual booting Windows 2000 and earlier versions of Windows NT 4.0, the Advanced Options menu may not be available if you installed Windows NT 4.0 after you installed Windows 2000. If this is the case, you need to replace the Windows NT 4.0 boot files (Ntldr and Ntdetect.com) with the Windows 2000 versions.

Important: Never attempt to load an earlier version of Windows NT 4.0 after you select a safe-mode option. Selecting an option to boot Windows 98 or Windows 95 does not have an effect on the boot process of these operating systems.

Although there are many options displayed on the Advanced Options menu, this paper focuses on the following safe-mode boot options:

· Safe Mode. This option starts the operating system with the basic drivers (mouse, keyboard, and so on) that are required to start the computer.

· Safe Mode with Networking. This option is similar to the Safe Mode option, but it also includes the basic networking services for network connectivity. 

· Safe Mode with Command Prompt. This option is similar to the Safe Mode option, but the Windows Explorer shell is not started (Cmd.exe is started as the alternate shell).

This paper also briefly describes the following options that are displayed on the Advanced Options menu:

· Enable Boot Logging. This option creates the WinDir\Ntbtlog.txt log file that lists whether or not the drivers and services are loaded.

· Enable VGA Mode. This option starts the computer in VGA mode and allows you to make changes to the default video settings. This option is useful when the monitor resolution is set to high. 

Directory Services Restore Mode. This option is a special mode for domain controllers that allows you to repair or restore the Active Directory™ service database.

· Debugging Mode. This option enables Debug mode on the computer. Debug information is sent over COM2 (default), or over COM1 if COM2 does not exist on the computer. 

List of Services Started 

When you select any safe-mode option, only the minimum number of services is started. The following registry location is parsed for a list of services and drivers to load, based on the safe-mode option that you select:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Safeboot

The Minimal and Network keys under this registry entry list the services for both the Safe Mode and Safe Mode with Networking options.

The Minimal key lists all the devices and services that are loaded when you select the Safe Mode or Safe Mode with Command Prompt option from the Advanced Options menu. The following devices and services are started when you select either of these safe-mode options:

Devices

· Locally attached media devices (CD-ROM drives, Jaz drives, hard disks)

· Input devices (keyboard, mouse)

· Basic display driver (VGA) 

· Any mass-storage devices (IDE/SCSI controllers)

Services

· Event log

· Logical Disk Manager

· Plug and Play

· Remote procedure call (RPC) 

The Networking key lists all of the services that are started when you select the Safe Mode with Networking option. The following devices and services are started when you select this option:

Devices

· Locally attached media devices (CD-ROM drives, Jaz drives, hard disks)

· Input devices (keyboard, mouse)

· Basic display driver (VGA) 

· Any mass-storage devices (IDE/SCSI controllers)

· Network cards (this includes supporting devices such as PCMCIA)

Services

· Computer browser

· Dynamic Host Configuration Protocol (DHCP) client driver

· Domain Name System (DNS) resolver cache

· Event log

· Logical Disk Manager

· Messenger

· Netlogon

· Plug and Play

· RPC 

· Server

· Transmission Control Protocol/Internet Protocol (TCP/IP) NetBIOS helper

· Workstation

The list of services and drivers that start during any mode of safe-mode boot cannot and should not be modified. You may want to always start a service or device in any mode so that the service is always available, but it may be that specific service that is causing the problem.

Environment Variable 

When you start in any mode of safe-mode boot, the SAFEBOOT_OPTION environment variable indicates the current mode that the computer is in. This variable is useful for programs that perform certain actions depending on the state of the computer. For example, you may develop a reporting tool that runs on the computer and outputs diagnostic information to a predetermined file on the hard disk or network location based on the value of the variable. When the tool is started, it determines the current state of the computer and the appropriate action for saving the diagnostic information.

The SAFEBOOT_OPTION environment variable can have the following values: Minimal, Network, or DsRepair. If you start the computer by using the Safe Mode or Safe Mode with Command Prompt option, the SAFEBOOT_OPTION variable has the Minimal value. If you start the computer by using the Safe Mode with Networking option, the SAFEBOOT_OPTION variable has the Network value. The SAFEBOOT_OPTION variable has the DsRepair value only on computers running Microsoft Windows 2000 Server or Microsoft Windows 2000 Advanced Server that are installed as domain controllers.

Examples of Use

Scenario 1

Suppose you acquire a new software program or tool that is installed as a service (for example, MyappService). After you finish the installation, you restart the computer and a “Stop 0x0000021a” error message is displayed on a blue screen (which is most likely caused by a user‑mode process). Because the last change that you made to the computer was the installation of the program that installed MyappService, you should try to start in safe mode. When you restart the computer and select a safe-mode option, the computer starts and you can log on. Because you suspect the installation of the third‑party service, disable MyappService using the Computer Management snap-in and restart the computer (do not select a safe-mode option). You are now able to start the computer and log on. You can then uninstall the program using the Add/Remove Programs tool and contact the manufacturer for any updates or compatibility issues. 

Scenario 2

You can also use safe mode when certain components of the computer are corrupted or accidentally deleted. For example, if the Explorer.exe file is corrupted, the desktop is not displayed when you start the computer. In this situation, you can start the computer and select the Safe Mode with Command Prompt option on the Advanced Options menu. This option starts the computer with Cmd.exe as the shell, rather than Explorer.exe. This action allows you to replace the Explorer.exe file with a new copy. 
Note: When you select any safe-mode option (including Safe Mode with Command Prompt), you must log on to gain access to the computer. Also note that in all safe-mode options (except for Safe Mode with Networking), the account is validated against the local Security Accounts Manager (SAM) database. 

Scenario 3

You have a computer or laptop that you move around to different offices, depending on the availability of space. Each workspace has its own monitor to ease the moving process. The monitor in your current location works when it is set at a high resolution and refresh rate, but when you move to a new office location for the day, the monitor cannot display the configured display settings. In addition, because the display is garbled, you cannot see the desktop and so log on and change the settings. 

In this situation, you can restart the computer and select the Enable VGA Mode option on the Advanced Options menu. This action allows the computer to start normally using VGA resolution. You can then change the settings, save them, restart the computer, and boot with the new display settings.

Recovery Console

Functional Overview

You can use Recovery Console to gain access to a computer when it does not start or when you cannot start the computer by using any safe-mode boot option. Using the Administrator account and password, you can gain access to the Windows 2000 system files, run some built-in diagnostic tools (Chkdsk, for example), and gain limited access to the registry to enable or disable services. This includes volumes where the file system format is FAT16, FAT32, or NTFS.

To run Recovery Console you need the Microsoft Windows 2000 Professional, Windows 2000 Server, or Windows 2000 Advanced Server CD-ROM, and a bootable CD-ROM drive. For computers that do not have a CD-ROM drive that conforms to the El Torito specification, you must have or create the four boot disks from the CD-ROM.

Note: To create the boot disks, gather four blank disks and run the Makeboot.bat file, which is located in the Bootdisk folder on the Windows 2000 CD-ROM.

Start the computer with the CD-ROM in the drive (or boot disk 1 if you are using the boot disks) and follow the instructions on the screen. When the Welcome to Setup dialog box is displayed:

1. Press R to choose the Repair a Windows 2000 Installation option.

2. When the Windows 2000 Repair Options dialog box is displayed, press C to start Recovery Console.

3. The next dialog box displays a list of operating systems that are installed. Type the number of the Windows 2000 installation that you want to select.

4. Type the local Administrator password, and then press ENTER.

Note: Recovery Console requires that you type the local Administrator password to gain access to the system volume. You are given three chances to type the correct password before the computer is restarted. However, if the computer does not contain any Windows 2000 computer files, a command prompt is automatically displayed.

5. When the password is validated, a command prompt is displayed at the SystemRoot folder of the installation that you selected (for example, C:\Winnt).

You can now log on to the Windows 2000 installation. From Recovery Console, you can perform general troubleshooting tasks such as running the Chkdsk tool against a volume, copying files from disk or CD-ROM (for example, replacing a corrupted or missing file), and other tasks that may be required to bring your computer back to a bootable state. Note that you cannot copy files from the computer to disk or other media unless the security policy of the computer allows you to do so. (See the “Using Policy to Control Security in Recovery Console” section below.) 

You do not always need to use the CD-ROM or the four boot disks to start Recovery Console. To install the files necessary to run Recovery Console, type the command, 

x:\i386\winnt32 /cmdcons

(where x is your CD-ROM drive letter or the path to your distribution share), and then press ENTER.

This command installs the files that are necessary to run Recovery Console off the root of the system volume in the Cmdcons hidden folder, and adds an entry to your Boot.ini file. When you start your computer, the Windows 2000 Recovery Console option is now displayed in the list of operating systems. The installation of these files takes up approximately 7 megabytes (MB) of disk space.

List of Commands 

The following commands are available when you use Recovery Console:

	attrib
	delete
	fixmbr
	more

	batch
	dir
	format
	rd

	cd
	disable
	help
	ren

	chdir
	diskpart
	listsvc
	rename

	chkdsk
	enable
	logon
	rmdir

	cls
	exit
	map
	systemroot

	copy
	expand
	md
	type

	del
	fixboot
	mkdir
	set


Unattended Setup of the Recovery Console

As noted above in the “Functional Overview” of the Recovery Console, you can run Recovery Console by starting from the computer’s hard disk. However, if you are deploying Windows 2000–based computers and want to install Recovery Console in an automated fashion, use the following command: 

winnt32.exe /cmdcons /unattend

This command performs an unattended setup of Recovery Console. You can run this command during an unattended Windows 2000 setup by using the [RunOnce] section of the answer file, or during graphical user interface (GUI)–mode setup by using the Cmdlines.txt file. For more information about using the [RunOnce] section of the answer file or the Cmdlines.txt file, refer to the Microsoft Windows 2000 Resource Kit.

Note: When you use the Sysprep tool to deploy computers using disk duplication, it is recommended that you do not install Recovery Console on the local hard disk unless all of the target computers have the same model and size of hard disk and use the same file system as the source computer.

Using Policy to Control Security in Recovery Console

Recovery Console has many features that allow you to recover a computer that does not start. There are a few options you can enable or disable in Recovery Console that can make your computer more secure or give you more flexibility while your computer is running in this mode. For example, you can use the set command (while in Recovery Console) to configure the following parameters:

· AllowWildCards. Allows the use of wildcards in certain commands (for example, the del *.* command).

· AllowAllPaths. Allows you to traverse all paths on mounted volumes.

· AllowRemovableMedia. Allows you to copy files from the computer to media such as floppy disks and Jaz or Zip cartridges.

· NoCopyPrompt. A prompt is not displayed if a file is going to be overwritten.

These parameters are set to False (not allowed) by default and the ability to change them is controlled by a policy template. The default behavior is not to allow the administrator to automatically log on and not to allow the use of the set command. There is a policy that allows an administrator to log on automatically. To change the default policy, follow the steps listed in the next section.

Note: You can use the AllowAllPaths and AllowRemovableMedia parameters to copy files or data to other media for data recovery purposes. Recovery Console is not designed for this purpose. Recovery Console is designed to make the computer bootable again as quickly as possible. Please use caution when you enable these features along with the administrator autologon option.

Stand-Alone Computers 

You need to modify the local security policy on stand-alone computers (computers that belong to a workgroup rather than a domain). You must modify policy for each computer on which you want to change the default behavior. To modify the local security policy, follow these steps:

1. Click Start, point to Settings, click Control Panel, and then double-click Administrative Tools.

2. Double-click Local Security Policy.

3. When the Local Security Settings snap-in starts, select the following folders:

· Local Policies

· Security Options

4. In the right pane of the snap-in, locate the following two policies:

· Recovery Console: Allow automatic administrative logon

· Recovery Console: Allow floppy copy and access to all drives and all folders
5. By default, these policies are disabled in the local security policy. To enable either policy, right-click the policy description, and then click Security.

6. When the Local Security Policy Setting dialog box is displayed, click Enabled, and then click OK.

Computers That Belong to a Domain

You can also use the steps outlined in the “Stand-Alone Computers” section for computers that belong to a domain. However, if the domain is a Windows 2000–based domain, the domain policy overrides any local policy that you define. In this situation, it is recommended that you set the policy at the domain level. The same policies that are listed in the “Stand-Alone Computers” section are available when you use domain policy templates. For more information about how to set Group Policy for a Windows 2000–based domain, refer to the Microsoft Windows 2000 Resource Kit.

Using Recovery Console on Domain Controllers

You can use Recovery Console on Windows 2000–based computers that are installed as domain controllers. All of the items previously described in this section also apply to domain controllers, except for one minor difference. The Administrator password that you use to start Recovery Console is set to whatever it was when the computer was promoted to a domain controller. Changing the password on the Administrator account after the computer is promoted to a domain controller does not have any effect on the password that you use to start Recovery Console. 

Examples of Use

Scenario 1

You install an updated driver (Driver1.sys) for the mass-storage device that you obtained from the original equipment manufacturer (OEM). This update replaces the Microsoft-supplied driver that was installed when you originally set up the computer. When you restart the computer, you receive a “Stop 0x7b” error message (inaccessible boot device). When you attempt to start in safe mode, you receive the same error message.

After you troubleshoot the issue, you realize that the OEM-supplied mass‑storage driver update does not work properly with your model of controller. Use the Windows 2000 CD-ROM to start the computer and start Recovery Console. After you log on, locate the OEM-supplied driver on the computer and replace it with the Microsoft-supplied version. You can now start the computer successfully.

Note: Files that you copy from the Windows 2000 CD-ROM while you are in Recovery Console do not need to be expanded because these files are expanded automatically.

Scenario 2

A Windows 2000–based server is using software-based Redundant Array of Inexpensive Disks (RAID) 1 to mirror the system volumes. Disk 0 fails and the system continues to run from disk 1. A technician replaces the failed disk with a new one. The computer does not start in Windows 2000 because you need to boot from the mirrored shadow drive (disk 1), but the Boot.ini file has an Advanced RISC Computing (ARC) path that points to disk 0 (the new drive).

Because you do not know the ARC path that is required to start the computer, start the computer with the Windows 2000 CD-ROM, and then start Recovery Console. After you start Recovery Console, obtain the correct ARC path by typing the following command:

map arc

This command displays the ARC path of all the disks and volumes on the computer. Write down the path and use it to create a Windows 2000 boot disk to start the computer. 

Scenario 3

Your computer does not start, so you call the help desk. The help desk dispatches a technician to work on the issue. The technician brings a Windows 2000 CD-ROM for starting in Recovery Console and a boot disk that contains a Recover.txt file that contains the following items:

Set allowRemovableMedia = True

Set NocopyPrompt = True

Fixboot c:

FixMbr

Chkdsk c:

Attrib –r c:\ntldr

Attrib –r c:\ntdetect.com

Copy d:\i386\ntldr c:\ntldr

Copy d:\i386\ntdetect.com c:\ntdetect.com 

Attrib +r c:\ntldr

Attrib +r c:\ntdetect.com

The technician runs some basic troubleshooting tools to try and resolve the issue. After the technician starts Recovery Console, the troubleshooting steps the technician performs can be automated with the batch command. The technician uses the Recover.txt file to check for a corrupted boot sector or Master Boot Record, runs the chkdsk command on the system volume, copies new system boot files (Ntldr and Ntdetect.com) to the computer, and then places the correct attributes on the files by using the following command:

batch a:\recover.txt
Summary

Safe-mode boot and Recovery Console are two features of Windows 2000 that give you more flexibility in recovering a computer that does not start. You can use safe-mode boot to start the operating system with a minimal set of devices and services, and you can use Recovery Console to gain access to a computer when it does not start or when you cannot start the computer by using any safe-mode boot option.

For More Information

For the latest information on Windows 2000, check out our Web site at http://www.microsoft.com/windows2000 and the Windows 2000/NT Forum at http://computingcentral.msn.com/topics/windowsnt.
