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Configuring a Simple Mail Transfer Protocol (SMTP) gateway to be secure as well as manageable can be a challenge. The e-mail team at Microsoft IT shares its experience with customers on configuring its Exchange Server 2003 SMTP gateways for optimal performance, security, and manageability.
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Introduction

The majority of modern e-mail messaging environments have problems with establishing and maintaining secure and manageable Internet e-mail connectivity. While the task of enabling Internet e-mail routing is relatively straightforward and is usually well documented for most messaging platforms, building a robust Internet e-mail system can be challenging. Many IT professionals mistakenly view this task as merely creating a Domain Name System (DNS) mail exchanger (MX) resource record for inbound e-mail and designing an equivalent of a Simple Mail Transfer Protocol (SMTP) connector for outbound e-mail. To optimize security, performance, and manageability for the SMTP gateway, it is more complex than that.

This Note on IT is intended to share some of the issues and challenges that the Microsoft Information Technology (Microsoft IT) group encountered when configuring their Internet e-mail environment, as well as demonstrate some solutions that were implemented in the Microsoft messaging environment to make Internet e-mail flow more securely and manageably. This solution is based on Microsoft® Exchange Server 2003 technologies, so it may be relevant to other enterprise messaging environments that use Exchange Server 2003 to perform e-mail gateway functions to send and receive e-mail from the Internet.

Note: For security reasons, the sample names of forests, domains, internal resources, organizations, and internally developed applications and files used in this document do not represent actual names used within Microsoft and are for illustration purposes only. In addition, the contents of this document describe how Microsoft IT runs its enterprise data center. The procedures and processes included in this document are not intended to be prescriptive guidance on how to run a generic data center and may not be supported by Microsoft Customer Support Services.

SMTP Challenges

Before explaining the technical details, the challenges posed by SMTP will be examined. A typical SMTP gateway system is a commonly used point in the messaging infrastructure for enforcing enterprise e-mail hygiene policies, such as anti-spam and antivirus. In addition, SMTP has the fundamental task of bridging two different e-mail transport mechanisms: the reliable, trusted, authenticated, rich, and mostly homogeneous transport of the internal messaging system; and an unreliable, anonymous, generally non-trusted, highly heterogeneous SMTP transport on the Internet or in the perimeter network (also known as DMZ, demilitarized zone, and screened subnet). 

For example, in the case of enterprises using Exchange Server 2003 or Exchange 2000 Server, the internal Exchange SMTP transport is authenticated, Send-As permissions are enforced, and link state and EXCH50 information is exchanged. Also, in a well-designed messaging environment, e-mail-borne viruses and spam are cleaned for internal messages. The external regular SMTP transport does not exhibit such characteristics.

The focal point of this Note, the role of the Exchange Server 2003 SMTP gateway in managing message flow between internal and external networks, is illustrated in Figure 1.
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Figure 1. The role of the Exchange Server 2003 SMTP gateway

Most Exchange Server 2003 and Exchange 2000 Server environments have the following challenges when connecting an Exchange SMTP gateway to the Internet or to the perimeter network infrastructures:

· The Exchange SMTP gateway has to accept anonymous SMTP connections from the SMTP gateway in the perimeter network or from the Internet. Many enterprises do not want to expose Exchange SMTP authentication to the external systems to minimize the risk of externally based password harvesting attacks.

· The Exchange SMTP gateway has to accept authenticated SMTP connections from the internal Exchange servers and relay e-mail received from them to the Internet. It may also have to accept and transmit system information, such as link state and EXCH50 information, from the internal Exchange servers, which requires an authenticated connection. Allowing anonymous SMTP authentication to the internal SMTP systems may be undesirable because it creates a possibility of unauthorized e-mail submission to that gateway. Anonymous e-mail submission, even in the internal environment, also exposes the possibility of sender address spoofing.

· The Exchange SMTP gateway administrator may want to enforce different actions, such as filtering or archiving, to the SMTP e-mail that enters the environment versus e-mail that leaves the environment. Inbound e-mail coming from the Internet is generally less trusted from the security perspective and often needs to be subject to additional security checks, such as spam filtering, virus scanning, and content inspection. Outgoing e-mail traffic is usually more trusted, and some of the filtering and security controls performed on inbound e-mail may be waived for performance reasons. 

· Enterprises want quick and easy metrics and reporting on the amount of e-mail that they send to the Internet versus the amount of e-mail that they receive from the Internet. Those metrics are often used for capacity planning exercises and to justify IT investment into spam filtering technologies.

While the Exchange Server 2003 SMTP stack is functional and efficient in the gateway role, its default configuration makes it challenging to accomplish the tasks described in the preceding list. The typical default configuration of an Exchange Server 2003-based SMTP gateway is represented in Figure 2.
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Figure 2. Typical default configuration of Exchange Server 2003-based SMTP gateway

While functional from the e-mail routing perspective, the design in Figure 2 has the following limitations and concerns:

· Both inbound and outbound e-mail go through the same virtual server, making it difficult to enforce different policies, such as e-mail filtering, blocking, or adding disclaimers. 

· Authentication is exposed to the external environment, making it possible for password guessing by external systems.

· Relaying for authenticated users is allowed, so knowledge of a single valid user name and password allows external users to relay e-mail from the external hosts.

· The default configuration is unable to restrict the default SMTP virtual server by Internet Protocol (IP) address (for example, allowing only SMTP servers located in the perimeter network to submit e-mail). Restricting by the IP address prevents all internal Exchange servers from connecting. 

· Anonymous SMTP is exposed to internal clients, who may quickly turn the gateway into an e-mail server that internal users target with their SMTP applications to relay e-mail directly to the Internet, bypassing established enterprise avenues for these functions.

· There is no easy way to calculate metrics for inbound e-mail versus outbound e-mail. Administrators will most likely have to go through the laborious task of manually parsing tracking logs to get this data.

Recommended Configuration Changes

A slight modification of the default design, implemented internally by Microsoft IT for its perimeter Exchange Server 2003-based gateways, addresses all the limitations and concerns described previously. The Microsoft IT customized configuration of the Exchange Server 2003-based SMTP gateway is represented in Figure 3.
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Figure 3. Microsoft IT's custom configuration of its SMTP gateways

Both Exchange Server 2003 and Exchange 2000 Server allow the creation of multiple SMTP virtual servers on a single Exchange host computer. Those multiple SMTP virtual servers must be logically separated. One SMTP virtual server is designated as an inbound SMTP virtual server and handles e-mail traffic from the Internet. Another SMTP virtual server handles outbound SMTP traffic. Each can be controlled separately.

The easiest way to create multiple SMTP virtual servers is to assign them to different IP addresses. In the case of a dual-homed computer, those IP addresses are assigned to different network adapters. In the case of a server with a single network adapter, multiple IP addresses can be assigned to that single network adapter. When multiple SMTP virtual servers are created, they must be properly bound to the respective IP addresses in Exchange System Manager.

Hosting the SMTP connector for the Internet on the appropriate SMTP virtual server (outbound SMTP virtual server shown in Figure 3) ensures that only the specified virtual server passes outbound e-mail going to the Internet. Pointing MX records or smart hosting SMTP servers in the perimeter network to the IP address of the second SMTP virtual server ensures that all e-mail traffic going through it is inbound to the organization.

Note that binding an SMTP virtual server to IP addresses affects only inbound SMTP connections. The source IP address of the outbound SMTP connections from the gateway server will be determined by the IP address layer of the sending host. For example, if the gateway has two IP addresses, 172.16.x.1 and 10.x.x.1, and wants to communicate with the remote host 10.x.x.2, the source IP address of the SMTP connection will be 10.x.x.1, regardless of which SMTP virtual server initiated the outbound connection.

Benefits

With this design, you can apply different filtering and other security policies to SMTP virtual servers separately. For example, if you want to implement sender filtering of specific internal e-mail aliases (to mitigate the problem of them being spoofed from the Internet), you can enable such filtering on the inbound SMTP virtual server only. Thus, outbound e-mail flow will not be affected by such filtering.

If you have a spam filtering solution that runs on the Exchange Server 2003 gateway platform (such as Microsoft Exchange Intelligent Message Filter), you can bind that solution to the inbound SMTP virtual server. This way, your outbound e-mail will not be scanned for spam, which could otherwise unnecessarily affect server performance.

As an added benefit of this design, you get more convenient monitoring of inbound and outbound Internet e-mail flow going through this gateway. System Monitor has separate instances of SMTP counters for each SMTP virtual server. The counter for SMTP 1 represents the first SMTP virtual server (in this case, outbound e-mail) and SMTP 2 maps to inbound Internet e-mail, as shown in Figure 4.
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Figure 4. System Monitor sample screen shot showing two virtual SMTP servers

It should be noted that the aforementioned SMTP configuration should not be used for metrics gathering purposes on Exchange servers that host production mailboxes. When the Exchange server is shut down and restarted, the first SMTP virtual server to start will be associated with the local store’s Send queue that is used to submit messages from the Exchange store to transport. For e-mail originating from the mailboxes hosted on the server, there is no guarantee which SMTP virtual server will be used to process those messages. This may affect the validity of metrics for inbound versus outbound e-mail.
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