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To ensure that no unmanaged accounts exist in identity stores across the enterprise, Microsoft Information Technology (Microsoft IT) developed the AutoConsistency Manager application. AutoConsistency Manager moves Microsoft one step further in the long-term roadmap toward an end-to-end identity management service that is built on Microsoft® Identity Integration Server (MIIS) 2003. AutoConsistency Manager connects to multiple identity stores, including the Active Directory® directory service. Based on a set of business rules and corporate security account policies, it automatically checks for, resolves, and reports discrepancies in identity information. As a result, identities are always consistent with the authoritative source. AutoConsistency Manager provides a greater oversight of identities across the enterprise and helps improve network security and regulatory compliance.
The Identity Management (IdM) team within Microsoft IT is responsible for the strategic direction, policies, and procedures around the business processes that facilitate identity management. These include account life-cycle management, access management, provisioning, auditing, and reporting. After identifying the need to replace an earlier auditing tool, the IdM team collaborated with the cross-IT (XIT) team in Enterprise Application Services (EAS) to deliver a fully automated, continuously active, self-healing consistency-checking application that enforces account standards uniformly across the enterprise. 

The solution that the IdM and XIT teams implemented may help other organizations use MIIS 2003 to build a similar solution that helps ensure data integrity and regulatory compliance in the identity management space. This case study is intended for chief information officers, technical decision makers, and enterprise IT professionals who are involved in identity management. 

Background

Microsoft, like many organizations, stores digital identities in multiple identity stores. Microsoft IT directly manages six Active Directory forests that contain over 100,000 user and service accounts. The six forests contain more than 35 identity stores, including Active Directory, SAP, and an internally developed account provisioning system. Some stores are authoritative, some receive and process information about identities, and some require manual modification. Multiple identity stores give rise to the business problem of how best to manage the integrity of identities across the enterprise.

The identity management infrastructure at Microsoft consisted of numerous internally developed tools and applications that provide provisioning, auditing, and reporting services to those who administer accounts in Active Directory. These tools and applications have been used in production for many years.

Supporting the wide variety of custom-built tools and applications was challenging and costly. Many of the identity management processes were not automated and relied to a large extent on manual intervention. Additionally, the growing emphasis on privacy in recent years through government regulations such as the Sarbanes-Oxley Act increased the need to improve regulatory compliance. These factors, complemented by evolving business processes, added considerable complexity to the tools and applications and complicated their ability to meet business needs. Two examples are the internally developed account provisioning system and a consistency-checking tool.
The current account provisioning system has been used for several years and is a central component of the identity management infrastructure at Microsoft today. Like many organizations, Microsoft stores human resources (HR) data in one repository and creates user accounts in another. The typical flow of identity information for a new employee at Microsoft proceeds as follows. A new user entry is entered into the HR system, and then it is uploaded to SAP. This information is pushed to a central information store, and then it is imported to the account provisioning system. An account operator manually creates the user account in the account provisioning system, specifying the appropriate credentials and entitlements. The user account and its associated attributes, including any subsequent changes that are made to it, are propagated from the account provisioning system to Active Directory. At this point, the consistency-checker tool functioned in an auditing capacity. It checked for and reported inconsistencies between the account provisioning system and Active Directory. 

To improve identity life-cycle management and attain Microsoft IT’s vision to support a world-class identity management service, the IdM team crafted a roadmap to characterize Microsoft IT's identity management strategy. The primary objective of the roadmap is to retire all proprietary identity management tools and replace them with a strategic, automated, end-to-end identity management service built on MIIS 2003.
The following table summarizes some key milestones in Microsoft IT's identity management roadmap.
	Year
	Deployment milestone
	Functionality gained

	2002
	MIIS 2003
	Unified global address book and cross-forest synchronization of mail-enabled groups, sites, subnets, and printers. Foundation for future service automation.

	2005
	AutoConsistency Manager MIIS 2003 Service Pack 1 (SP1)
	Replacement of earlier consistency-checker tool. Automated consistency checking, self-healing, and reporting. 

	2005
	Easy ID service
	Self-service solution from which full-time employees (FTEs) can change their e-mail aliases to a more intuitive format. 

	2006*
	HR management agent* 
	Continuous point-to-point connection between HR systems, such as SAP and Active Directory or other Identity stores. 

	2006*
	Solution to replace the current account provisioning system*
	Direct provisioning, workflow through MIIS. Fully automated account creation, termination, and access management.


* Indicates a future milestone
The shift to a centralized identity management framework built on MIIS 2003 laid the foundation for future identity management service automation. Ultimately, the current account provisioning system will be replaced with a fully automated, workflow-driven provisioning system that provides self-service management features.
One of the first key milestones achieved in the Microsoft IT identity management roadmap was replacing the earlier consistency-checking tool with an automated, MIIS 2003–based consistency-checking application, AutoConsistency Manager. 
Situation 
Ensuring identity consistency involves confirming that no unmanaged accounts exist in identity stores across the enterprise. Organizations must verify that identity information complies with corporate security account policies and government regulatory requirements. In environments that have multiple identity stores, this verification involves ensuring that identities are consistent with the authoritative source. 

The consistency-checking tool consisted of a collection of scripts and Microsoft SQL Server™ stored procedures. It retrieved a set of account attributes from Active Directory, compared it to the information in the account provisioning system, and then generated daily comparison reports, based on business rules. A system operator reviewed the data in the reports, and then manually verified and resolved the discrepancies in the appropriate identity store. 
The consistency-checking tool was not configurable, required much manual effort, and was limited in scope and extensibility. These shortcomings, coupled with the absence of a built-in mechanism to verify the accuracy of data in the reports, meant that manual queries were often necessary. Additionally, the data that this tool stored required a monthly manual refresh. This was a cumbersome, labor-intensive, day-long process.  
The IdM team recognized the need for a robust, automated solution to ensure identity consistency across the enterprise. The requirements for the new consistency-checking solution included the following:
· Enhance consistency-checking functionality. Migrate existing consistency-checking functionality from the earlier consistency-checking tool to MIIS 2003.
· Implement automated correction features. Enable automatic updates of enterprise directory data.
· Consider exception scenarios. Detect exception scenarios and take appropriate action, based on whether an exception exists. 

· Automate reporting and alerting. Send e-mail notifications and generate detailed reports of inconsistencies identified. 
· Allow for extensibility and flexibility. Incorporate the ability to easily configure new business requirements. 

Solution

Using MIIS 2003 as a platform for developing custom functionality, the IdM and XIT teams released AutoConsistency Manager in early 2005. AutoConsistency Manager, built on MIIS 2003 SP1, is an automated, continuously active, self-healing consistency-checking application that ensures the consistency of identities across the enterprise. AutoConsistency Manager confirms that identities are in corporate and regulatory compliance for account standards. These standards include account entitlements such as remote access and account requirements such as password and smart card settings. 
AutoConsistency Manager connects to multiple identity stores, combines and coordinates the relevant account attributes from the identity stores, and then performs comparison calculations to check for discrepancies between the values of the attributes. According to a well-defined set of business rules, AutoConsistency Manager automatically resolves the discrepancies so that accounts are consistent with the authoritative source. In cases where the authoritative source is the account provisioning system, AutoConsistency Manager updates the account in Active Directory to match the account in the account management provisioning system. In cases where the authoritative source is Active Directory, AutoConsistency Manager updates the account in the account provisioning system to match the account in Active Directory.
Business rules define the structure and operation of the business. In AutoConsistency Manager, business rules also reflect established corporate security account policies and processes. Business rules are in place for all attributes. Business rules instruct AutoConsistency Manager how to identity the authoritative source for a particular attribute, and they instruct AutoConsistency Manager how to resolve the discrepancy for that attribute. 
AutoConsistency Manager actively monitors the account provisioning system and Active Directory to check for the following:

· Account discrepancies. Account discrepancies occur when one or more of the following conditions are true:
· An account exists in the account provisioning system but not in Active Directory.
· An account exists in Active Directory but not in the account provisioning system.
· Attribute discrepancies. Attribute discrepancies occur when an account exists in the account provisioning system and in Active Directory, but the attributes of the account differ. AutoConsistency Manager monitors the following attribute types: 
· User account control (UAC) values. Attributes that are related to account requirements such as password enforcement, account disabled/enabled status, encryption, smart card, and delegation settings.
· Remote access for user accounts. Attribute to determine whether remote access is enabled for user accounts. 
· Remote access for service accounts. Attribute to determine whether remote access is enabled for service accounts.

· Domain updates. Attribute to determine whether domain attributes need to be updated.
· Mailbox updates. Attribute to determine whether mailbox attributes need to be updated.
Account discrepancies and attribute discrepancies can have several different causes. They can occur as a result of typical network operations. For example, they can occur when certain services create an account in Active Directory during typical installation procedures. In this case, the account exists in Active Directory but it is not represented in the account provisioning system. Account discrepancies and attribute discrepancies can also occur as a result of actions that are performed outside established corporate security account policies or processes. For example, they can occur when a user who has elevated access in Active Directory creates a new account against policy or makes an unauthorized change to an existing account. Discrepancies can also be the result of an unauthorized intruder who creates a backdoor account or grants administrative credentials to a compromised identity. 

AutoConsistency Manager also cross-references the security exceptions database to determine whether an exception exists for a particular attribute or a particular account. The security exceptions database lists accounts with nonstandard settings that corporate security has approved.
When AutoConsistency Manager detects a discrepancy, the following events occur:

1. If an exception exists and if the discrepancy correlates to the exception, AutoConsistency Manager does not make any changes to the account. If an exception does not exist, AutoConsistency Manager performs one of the following actions, depending on the business rule:

· For an attribute discrepancy, AutoConsistency Manager self-heals, or intelligently and automatically autocorrects the discrepancy. That is, according to the business rule for that attribute, AutoConsistency Manager automatically updates the value of the attribute to match the value of the attribute in the authoritative source.
· For an account discrepancy, AutoConsistency Manager writes the discrepancy to a holding table for further investigation. 

2. AutoConsistency Manager records the discrepancy in a report as follows: 
· For an attribute discrepancy, AutoConsistency Manager records the discrepancy in an attribute discrepancy report for auditing purposes. 

· For an account discrepancy, AutoConsistency Manager writes the data in the holding table to an account discrepancy report. The report is forwarded to the system administrator for immediate investigation and possible escalation. Account discrepancy reports are interactive. After the appropriate follow-up procedures, the system administrator updates the account directly from the report. Options are available in the report to disable, add, or reject an orphan account. 
Discrepancy reports are Web enabled and dynamic. They contain detailed information about discrepancies, including remediation information such as how and when the discrepancy was resolved. When a discrepancy is resolved, the report automatically reflects the change.
3. AutoConsistency Manager sends an e-mail notification to specific personnel on the IdM team. AutoConsistency Manager sends e-mail notifications for all actions that it performs.
4. AutoConsistency Manager writes the update to either the account provisioning system or Active Directory, as appropriate to the business rule.
Figure 1 shows the business process data flow for AutoConsistency Manager.
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Figure 1. Business process data flow for AutoConsistency Manager
The following scenarios are two examples of how AutoConsistency Manager works to ensure identity consistency:
· A domain administrator grants remote access permissions to a user who has administrator credentials in Active Directory. Corporate security account policies do not allow remote access for Active Directory accounts that have elevated access. According to the business rule, the account provisioning system is the authoritative source for remote access settings. No exception scenarios exist. AutoConsistency Manager compares the value of the attribute for the user account in Active Directory and in the account provisioning system, and then automatically updates the value of the attribute in Active Directory to match the value of the attribute in the account provisioning system. As a result, remote access permissions are removed from the user account in Active Directory.
· Microsoft Exchange administrators sometimes migrate user accounts and mailboxes from one Active Directory forest to another. The tool that they use for the migration creates the user account and mailbox in the destination forest. Therefore, the user account exists in Active Directory but not in the account provisioning system. The account provisioning system is typically the authoritative source for account discrepancies. However, according to the business rule, an exception exists. In this particular mailbox migration scenario, Active Directory is the authoritative source. AutoConsistency Manager detects the account discrepancy, notes the exception in the security exceptions database, and then writes the entry to the holding table. The system administrator verifies the discrepancy, and then uses the Add to Accman option in the account discrepancy report to create a corresponding user account record in the account provisioning system. 
Architecture
The IdM team, as business owner, compiled the business requirements for the project. The IdM team identified attribute mappings, determined the authoritative source of accounts and attributes, and established the business rules that govern how AutoConsistency Manager processes accounts and attributes. The XIT team—consisting of one program manager, two and a half developers, and one and a half testers—was responsible for design, development, testing, and deployment. The entire project, from gathering business requirements to deployment, was completed in eight months.
MIIS 2003 uses management agents and a well-defined set of synchronization rules to control how data flows between a connected data source and the MIIS 2003 database, which is known as the metaverse. The metaverse contains the aggregated identity information from all connected data sources stored in a set of tables in a Microsoft SQL Server 2000 database. The connector space is a staging area that contains representations of objects and their attributes from a connected data source. Management agents use the connector space to stage incoming changes for import to the metaverse and stage outgoing changes for export to the connected data source.
The main components of AutoConsistency Manager include management agents to connect to the identity stores, custom business logic to implement the business rules, and Web-enabled reports to record discrepancies. The XIT team configured management agents to connect MIIS 2003 to the account provisioning system, to four of the six Microsoft IT–managed Active Directory forests, to the security exceptions database, and to the holding table. To implement the business rules, the XIT team extended each management agent by creating a rules extension to store custom business logic. 
Figure 2 shows the basic architecture of AutoConsistency Manager.
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Figure 2. Basic architecture of AutoConsistency Manager
Rules extensions are implemented within a Microsoft .NET Framework assembly that is saved as a dynamic-link library (.dll) file. Building rules extensions requires a programming language and a compiler that can create a .NET Framework class library. The XIT team used Microsoft Visual C#® .NET 2003 and the Microsoft Visual Studio® .NET 2003 development system to build the rules extensions. 

The Preview mode feature of MIIS 2003 was invaluable to the XIT team during testing. Preview mode enables developers and testers to run a management agent on a connector space object to simulate how business rules will be applied. Instead of writing data to the connected data sources, MIIS 2003 writes the results of the synchronization event to a file. Using Preview mode provided the XIT team with the opportunity to verify its custom business logic in action, in test and production environments, before making any changes to the identity information. Additionally, Preview mode provided the means to complete User Acceptance Testing (UAT) without any risk to the production environment.
The XIT team deployed AutoConsistency Manager on a server that was running MIIS 2003 SP1, SQL Server 2000, and Microsoft Windows Server™ 2003 Enterprise Edition. The XIT team used Microsoft Exchange Server 2003 to facilitate e-mail notifications. The team deployed a separate server, which was running Microsoft Internet Information Services (IIS) version 6.0 and Windows Server 2003 Enterprise Edition, to host the Web-based Microsoft ASP.NET application that displays the discrepancy reports. 
The XIT team scheduled the management agents to run in continuous, three-hour cycles. AutoConsistency Manager therefore actively operates 24 hours a day, seven days a week. It runs continuously to enforce consistency, and it does so with minimal administrative intervention. 
The goal of the XIT team was to deliver an automated, self-healing consistency-checking solution with a comprehensive reporting mechanism to ensure that accounts in the account provisioning system and in Active Directory are either consistent with the authoritative source or have an approved exception. Achieving this goal mapped directly to the centralized identity management framework and the flexible synchronization rules engine that MIIS 2003 provides.
Benefits
The delivery of AutoConsistency Manager has helped Microsoft IT realize multiple benefits. Key business benefits include the following:

· Improved network security. AutoConsistency Manager improves network security because it detects accounts that were created or changed in violation of established corporate security account policies and automatically brings them back to a known good state. Rules-based self-healing actions guarantee that account entitlements and account requirements conform to corporate security account policies, thereby virtually eliminating security risks from noncompliant accounts. Additionally, AutoConsistency Manager considerably reduces the amount of time between unauthorized changes to accounts and the detection and remediation of the changes. In the earlier consistency-checking tool, the process depended on the reports, which were generated only once a day. After the reports were generated, the system operator needed one to three hours to manually review the data in the report and then resolve the discrepancy. In AutoConsistency Manager, discrepancies are resolved automatically and the time to resolution is nearly instantaneous.
· Improved regulatory compliance. AutoConsistency Manager runs continuously to enforce corporate security account policies. Reports that AutoConsistency Manager generates record detailed information about all discrepancies. These reports evidence regulatory compliance by showing what actions were taken to resolve noncompliant accounts. AutoConsistency Manager helps monitor the actions of users who have elevated access and helps ensure that roles and responsibilities of users correspond to access that is granted to users. AutoConsistency Manager provides visibility into identities to prove that accounts in the enterprise are authorized and to prove that controls that the IdM team puts in place operate effectively. E-mail notifications keep appropriate personnel informed of all discrepancies and facilitate follow-up investigation. These features help increase the ability of Microsoft to comply with government regulatory requirements such as the Sarbanes-Oxley Act and to assess compliance on a predictable, recurring basis.
· Greater oversight of identities across the enterprise. AutoConsistency Manager provides the IdM team with a greater oversight of noncompliant accounts in the enterprise. In the earlier consistency-checking tool, reports were not reliable and were not easy to access. In AutoConsistency Manager, discrepancy reports are dynamic. They present up-to-date identity information in an easy-to-read actionable format, are readily available to authorized personnel at any time, and are easily accessed by means of a Web browser such as Microsoft Internet Explorer.
· Streamlined business processes and reduced costs. The earlier consistency-checker tool depended on manual processes. Through automated monitoring, self-healing, reporting, and alerting, AutoConsistency Manager simplifies the consistency-checking process and reduces the need for manual intervention. Replacing the earlier consistency-checking tool with AutoConsistency Manager has enabled the IdM team to reduce support personnel by one, enabling reassignment of the support personnel. 
· Platform for future development. Based on MIIS 2003, AutoConsistency Manager can be easily extended to additional identity stores and can facilitate preproduction tests of new business logic through use of the Preview mode feature.
Future Plans

AutoConsistency Manager represents a major milestone achieved in the Microsoft IT identity management roadmap. Recently, Microsoft IT extended AutoConsistency Manager by using it as a platform to develop the Easy ID service. Easy ID is a self-service solution that FTEs can use to change their e-mail aliases to a format that is easy to remember. 
Future plans for AutoConsistency Manager include incorporating life-cycle management features. With the addition of life-cycle management features, AutoConsistency Manager will check identity stores for discrepancies in inactive accounts and in accounts for which passwords have not changed.  

Microsoft IT is also actively working to develop and deploy an MIIS 2003 HR management agent. The HR management agent will enable SAP systems to connect to Active Directory. As a result, HR data will flow directly between SAP and Active Directory. Achieving this milestone will be an important step toward the ultimate goal of a fully automated, end-to-end account provisioning system to replace the current account provisioning system. Direct provisioning with the workflow through MIIS 2003 will greatly increase the efficiency of the account creation process and further minimize security risks by providing an improved and automated account termination process. 

Conclusion
Multiple identity stores increase the complexity of an organization's identity management strategy. The primary objective of Microsoft IT's identity management roadmap is to use MIIS 2003 to simplify Microsoft IT's identity management infrastructure by automating services and integrating business processes. As a development platform, MIIS 2003 enables developers to add, automate, and integrate custom functionality into a centralized identity management framework to meet unique identity management needs. 
AutoConsistency Manager is just one part of Microsoft IT's identity management roadmap. AutoConsistency Manager enabled Microsoft IT to ensure that identities in multiple identity stores across the enterprise are always consistent with the authoritative source. In doing so, the integrity of data is upheld according to corporate security account policies and government regulatory requirements. Increased security and increased regulatory compliance are the most significant benefits of AutoConsistency Manager. Microsoft IT will realize additional benefits as they continue to use MIIS 2003 as a platform for developing new custom functionality.
For More Information
For more information about MIIS 2003, visit the following Microsoft Web sites:

http://www.microsoft.com/windowsserversystem/miis2003/default.mspx
http://www.microsoft.com/technet/prodtechnol/miis/default.mspx
For more information about Microsoft products or services, call the Microsoft Sales Information Center at (800) 426-9400. In Canada, call the Microsoft Canada information Centre at (800) 563-9048. Outside the 50 United States and Canada, please contact your local Microsoft subsidiary. To access information via the World Wide Web, go to:

http://www.microsoft.com
http://www.microsoft.com/itshowcase
http://www.microsoft.com/technet/itshowcase
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Situation


To improve identity management at Microsoft, Microsoft IT is replacing all internally developed identity management tools with an end-to-end identity management service built on MIIS 2003. One of these tools, an earlier consistency-checking tool that was used to validate identity consistency, had several limitations and relied heavily on manual processes.


Solution


AutoConsistency Manager is a fully automated, continuously active, self-healing consistency-checking application that enforces account standards across the enterprise. AutoConsistency Manager confirms that identities are either consistent with the authoritative source or have an approved exception. 


Benefits


Improved network security. Rules-based self-healing actions enforce corporate account security policies, virtually eliminating security risks from noncompliant accounts.


Improved regulatory compliance. Continuous monitoring of accounts and dynamic, comprehensive reports that evidence regulatory compliance help increase Microsoft IT's ability to assess compliance on a predictable, recurring basis. 


Streamlined business processes. Automated monitoring, self-healing, reporting, and alerting reduce the need for manual intervention.


Products & Technologies


Microsoft Identity Integration Server 2003 SP1


Microsoft Visual Studio .NET 2003


Microsoft Visual C# .NET 2003


Microsoft SQL Server 2000 


Microsoft Internet Information Services 6.0


Microsoft Windows Server 2003














“Microsoft approaches identity management as an end-to-end service. AutoConsistency Manager is a fundamental part of the mission and goal of the service to provide the consistency, integrity, and fidelity of all identities while guaranteeing regulatory and security compliance."


Karan Vasishth


Identity Management


Senior Director


Microsoft Corporation
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