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1 Executive Summary

Competition and market pressure continually drive manufacturing companies to reduce the time and effort required to bring products to market. According to AMR Research, companies can accelerate the product development life cycle by implementing two disciplines: collaborative product design and product portfolio management. The Microsoft® Office-based collaborative product development scenario integrates these two disciplines by providing collaboration tools and capabilities that improve product design decision-making, thereby reducing production costs, shortening time to market, and maximizing the product's success.

This guide describes a collaborative product development solution that was built to support a real-world customer's process for responding to a request for proposal (RFP). This example solution combines Microsoft technologies and partner solutions to capture project information in a structured manner, support collaboration among team members and along the supply chain, and manage data from underlying systems through familiar Office documents.

The example collaborative product development solution described in this guide is based on a service-oriented architecture (SOA) built on the Microsoft Windows Server System™ and the Microsoft Office System. These platforms combine a number of technologies to provide comprehensive and cost-effective collaborative product development solutions that enable companies to bridge information and processes and integrate with back-end manufacturing systems. Because the framework is based on a service-oriented architecture, the deployment can be incremental and scaled as business processes, opportunities, and capabilities require. 
Purpose of This Guide
The purpose of this guide is to help any company involved in the design and manufacture of new products to understand the benefits of a collaborative product development solution based on the Microsoft Office System, evaluate the technology, and assess the integration of such a solution into the company's existing infrastructure. The guide is also of interest to a company’s IT team as they calculate resources and plan processes to implement and operate such a solution.

This technical discussion guide contains the following information:

●
A discussion of the business challenges associated with streamlining the design process and the benefits of this example collaborative product development solution

●
An architectural overview of an example collaborative product development solution, including the physical architecture and the process flow

●
A description of various infrastructure considerations related to an example collaborative product development solution, including software considerations, scalability issues, security considerations, and required resources and skill sets

This guide describes one way in which a collaborative product development solution was implemented to support a midsize manufacturing company's process for responding to an RFP. To illustrate the example solution, this guide walks through the RFP processes and discusses the ways in which the solution supports the process. The example solution represents one way in which a collaborative product development solution could be developed for a manufacturing organization.

2 Business Challenges and Solutions
As a result of customer demand and aggressive competition, manufacturers are under constant pressure to deliver products to market faster and at lower costs. Not only do customer requirements change frequently, customers expect faster results when their needs are articulated. Aggressive competition means shrinking windows of opportunity, and companies are afforded fewer second chances.

Fortunately for manufacturers, design and manufacturing data have become increasingly digital, enabling a new generation of collaboration tools to overcome many of the challenges posed by today’s accelerated design processes.

Business Challenges
Manufacturing companies are challenged to find ways to improve productivity and process efficiency to compete effectively and bring products to market faster. The business challenges include the following:

●
Frequently changing customer requirements

●
Pressure to reduce the time between need identification and customer satisfaction

●
Aggressive competition

●
Shrinking windows of opportunity, which means fewer second chances for companies to win business
●
Increased outsourcing of product development to global locations

●
Increasing reliance on new products for a significant portion of overall revenue (according to Deloitte Consulting 2003, new products will account for 30 percent of overall revenue by 2006)
To meet these challenges, companies must find ways to streamline their product development processes, increase collaboration, and support decision-making. From a technical standpoint, this means finding ways to integrate islands of information and foster collaboration throughout the team and across the supply chain.

Because as much as 80 percent of a product’s overall costs are determined early in the design phase, better and more informed early design decisions are crucial to product development overall cost. Informed decision-making requires an information strategy that takes advantage of the relevant knowledge of everyone involved in the development process, from production to sales. But as businesses grow, they often become more geographically dispersed, or they outsource more elements of the design process, making integration of stakeholder knowledge increasingly difficult.

During product design, customer requirements must be incorporated easily and efficiently into the design process, and management reporting and auditing must be available to support effective decision-making. Also important is the integration of the design process with the rest of the manufacturing enterprise. The output of collaboration tools must integrate with enterprise resource planning (ERP) systems for purchasing and billing, in addition to manufacturing execution systems for plant operations and scheduling, to provide status over the entire span of the project. The tools must also integrate with existing program and portfolio management systems to provide decision makers with a view of all relevant and available resources and allow for the modeling of tradeoffs and alternatives.

Addressing the Challenges

There are many ways to implement a collaborative product development solution and many different technologies that can be employed. One way to design such a solution is to combine Microsoft technologies with specialized independent software vendors (ISVs) for discrete parts of the functionality, as in the example described in this guide. 

The example collaborative product development solution described in this guide was built to support a manufacturing customer's process for responding to an RFP. This example solution includes the following technologies from Microsoft and partners:

●
Microsoft® Project Server and Project Professional for project management.

●
Microsoft Office InfoPath® for structured project data capture.

●
The Microsoft Office Information Bridge Framework for the ability to view and manage data from underlying systems in Word and Excel documents.

●
Microsoft SharePoint® Products and Technologies to enable collaboration.

●
K2.net workflow solution to automate workflow and e-mail notifications.

●
Actify SpinFire computer-aided design (CAD) visualization solution for inserting CAD visualizations into Office documents.

Many companies have already deployed a major portion of a collaborative product development infrastructure by implementing the Microsoft Office System and other Microsoft technologies. Companies can use this infrastructure as the basis for a collaborative product development solution and, with the assistance of partners or system integrators, build a solution that is customized to their needs. Chapter 5 contains a list of potential partners.
Collaborative Product Development Using Microsoft Technologies
Microsoft technologies are a key part of the platform required to help companies solve business challenges by improving engineering productivity, improving process efficiency, and fostering collaboration throughout the product development process. 
Microsoft Office System Applications

The Microsoft Office System is the ideal communication platform for a collaborative product development solution because the ubiquitous platform provides a way to connect all internal and external stakeholders in the collaborative product development process. It also helps companies to take advantage of their existing investments. The following Microsoft Office 2003 applications support collaboration, document sharing, and information capture:

●
Office 2003 is a comprehensive smart client environment for collaborative product development initiatives. Microsoft Word, Microsoft Excel, and Microsoft Outlook® are familiar tools for users, and support of XML and custom-defined schemas allow flexible data access and enterprise connectivity from document templates.

●
Microsoft Office Live Meeting 2005 is a hosted online meeting service that enables collaboration among team members who are located in different facilities, countries, or regions. Live Meeting provides an effective online environment for hosting meetings, reviewing documents, and sharing information.

●
InfoPath 2003 is a powerful XML-based forms automation tool that provides easy data capture and workflow scenarios and is designed to integrate into the Microsoft Office System. It is particularly useful in collaborative product development scenarios because it provides a consistent data entry mechanism.

Information Bridge Framework

The Information Bridge Framework is a technology framework for connecting Microsoft Office documents to enterprise data sources. The Information Bridge Framework can be used to display document status and relevant workflow actions in the task pane of an Office document. The Information Bridge Framework can also display data from underlying systems that expose compatible Web service interfaces. For example, the Information Bridge Framework could be used to insert bill of materials data from a BOM management tool directly into a Microsoft Excel spreadsheet or a Word document for use in generating a request for quotation from supply chain partners. For more information, see the section "Process Flow" in Chapter 3.
Microsoft Server Products
The following Microsoft server applications provide the framework for shared team sites, project management, and integration among systems:
●
Microsoft Windows Server™ 2003 is the foundation for collaborative product development solutions that use Microsoft Office System technologies. Key features include support for Active Directory®, Internet protocol security (IPSec), and Windows SharePoint Services. Microsoft offers extensive guidance on how to configure and deploy Windows Server 2003 and the various component servers of Windows Server System. Specifically relevant to the collaborative product development framework are the sections on network, security, and management guidelines.
●
Windows SharePoint Products and Technologies, including Windows SharePoint Services and SharePoint Portal Server 2003, provide essential collaborative tools, such as document management and storage, search, and lists. Team sites and document work spaces enable team members to more efficiently communicate and collaborate. SharePoint Portal Server 2003 enables collaborative product development data and enterprise information to be aggregated and customized based on the user and the stage in the product development process.

●
Project Server 2003 together with Microsoft Project Professional 2003 provides a comprehensive enterprise project management (EPM) solution, which is crucial to new product development. A collaborative product development solution takes advantage of the server’s project, task, and resource management capabilities, and also keeps track of issues, risks, and documents associated with the product development process.

●
Microsoft BizTalk® Server 2004 along with the workflow solution developed by K2.net provides features such as human workflow services and enterprise application integration. Human workflow services enable the integration of workflow orchestrations into the process flow, such as approval loops, routing, and tracking of the multiple documents required in the product development process. Enterprise application integration enables organizations to integrate various systems into the collaborative product development initiative; this could include manufacturing execution systems and ERP and CAD/image server systems. Existing systems can be integrated using the Host Integration Server capability of BizTalk Server 2004.

●
Live Communications Server 2005 enables collaborative product development team members to effectively communicate by showing presence information within portals, team sites, and document templates. This allows for real-time communication through instant messaging or Session Initiation Protocol (SIP)-based voice and video communications. In addition, Live Communications Server can be used as an effective channel for the delivery of alerts and other system messages.
Partner Solutions

The partners featured in this example solution are two of many partners, ISVs, and system integrators who can help build a Microsoft Office System-based collaborative product development solution that is customized according to a company's needs. See Chapter 5, "Next Steps" for a list of several partners who can offer these capabilities. 

Benefits

Microsoft technologies can be used as the foundation for a best-of-breed collaborative product development solution that enables a company to realize the following benefits:
●
Connect team members, customers, suppliers, and outsourced design houses.

●
Support sharing of project and design data, including project plans, CAD documents, and bills of material.

●
Enable reviews, changes, and approvals to take place virtually.
From a technological standpoint, the Microsoft Office System is the ideal communication platform for a collaborative product development solution because companies can take advantage of their existing investments, which means the approach is cost-effective. In addition, a network of dependable partners is available to engage for a successful deployment.  

Because the framework is based on a service-oriented architecture (SOA), the deployment can be incremental and scaled as business processes, opportunities, and capabilities require. Service-oriented architectures can be used to identify and deploy solutions that are specific to the target processes. This enables the complexity of the business process to be reflected appropriately in the underlying solutions architecture. SOAs are also ideal for integrating new capabilities with existing systems and data sets. By creating a relatively simple Web service interface to an existing data store, that existing data set can be integrated into any new SOA-based solution.

From a business standpoint, a collaborative product development solution built on the Microsoft Office System provides familiar Microsoft products, enabling customers to adopt and roll out solutions quickly with minimal training. This type of collaborative product development solution reduces project cycle times and increases productivity while helping to reduce the number of meetings and lowering travel expenses.
3 Architectural Overview

This chapter describes at a high level the architecture of an example collaborative product development solution that was built to support a manufacturing company's process for responding to a request for proposal (RFP.) It also describes the flow of information during this process.

Solution Architecture
The Microsoft® Windows Server System™ and the Microsoft Office System serve as the framework for the example collaborative product development solution. Microsoft Windows Server™ 2003 and Web services provide a core collaboration, planning, and integration platform, which enables partners to deliver enhancements to the core capabilities. The solution architecture is based on service oriented architecture (SOA) principles, which means that companies can deploy and implement only those components that directly serve the business and architectural processes required for collaborative product development, for example, collaboration, planning, building structured documents, and document integration. For more information about SOA, see:
http://msdn.microsoft.com/architecture/soa/default.aspx
Figure 3.1 shows a high-level representation of the technical framework. The goal of the example collaborative product development solution is to integrate existing systems and databases that are hosted on heterogeneous platforms into the example solution without replacing them.
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Figure 3.1

Collaborative product development technology framework

In this framework, the enterprise service-oriented architecture, which is built on the Microsoft .NET Framework, abstracts and exposes the underlying systems. Microsoft technologies and partner solutions deliver the example collaborative product development capabilities.

Figure 3.2 provides a high-level representation of the example solution architecture, showing the data, server, and client layers.
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Figure 3.2
Example collaborative product development solution architecture
The data layer consists of databases that support Microsoft Windows SharePoint® Services, the Information Bridge Framework, and Project Server, in addition to databases for other line-of-business systems. SharePoint Portal Server and Project Server databases are the two primary repositories for collaborative product development information. SharePoint Portal Server provides the collaboration and workflow platform, and Project Server stores the enterprise-wide project and resource schedules and costs.

The server layer contains Microsoft server products and other line-of-business systems that might need to be integrated into the example collaborative product development solution. Systems such as enterprise resource management are available from Microsoft or industry partners. Other systems, such as BOM management, CAD visualization, and CAD vaulting, are available through partners.

Within the server layer, Web services abstract the data from underlying systems and expose them to the client layer. For systems that run on Microsoft Windows®-based servers, Web services can be built on the Microsoft .NET Framework. For other systems, Web service representations can be developed using Microsoft BizTalk® Server 2004. The Information Bridge Framework metadata service facilitates integration of Web service data directly into standard Microsoft Office documents such as Excel spreadsheets and Word files.

In the client layer, users access collaborative product development data through SharePoint sites and Office applications. SharePoint Products and Technologies provide centralized locations for collaboration and document storage, and Office documents give access to data from underlying systems. The Information Bridge Framework enables the integration of data with Office documents by managing metadata and providing actions in Office document task panes. For example, to display data from an underlying system in the task pane, the Information Bridge Framework client component retrieves metadata from the Information Bridge Framework metadata server, obtains data from the system database, and displays the data.
Process Flow
This guide describes a collaborative product development solution that was built to support a real-world customer's process for responding to an RFP involving the development of a new product. The example solution combines Microsoft technologies and partner solutions to provide a structured way to capture project information, an environment that supports collaboration among team members, and an aggregated interface for managing data in underlying systems.

This section describes a scenario in which the company responds to an RFP, from business opportunity assessment to creation of the proposal document for the customer. The technologies included in the example collaborative product development solution are described at each step.
The collaborative product development example solution described in the scenario uses SharePoint Portal Server for internal team collaboration and an EPM solution based on Project Server and Project Professional for project and resource management. The workflow solution that supports the request for proposal business process has been implemented with K2.net, and the CAD visualization capabilities have been implemented with Actify. Figure 3.3 illustrates the specific steps used in the example solution and the collaborative product development technologies that support the major steps.
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A. Outlook

B. InfoPath

C. Windows SharePoint Services form library and InfoPath

D. InfoPath, K2.net workflow creation of SharePoint site with templates and documents

E. K2.net workflow 

F. Project Server integration

G. Information Bridge Framework-based document with Visio®, Excel, Live Communications Server integration

H. Live Meeting

I. SharePoint Portal Server sharing and Outlook®
J. Information Bridge Framework-based Excel spreadsheet with connection to ERP, EPM, and financial management systems

K. Information Bridge Framework-based Word document with Visio, Excel, and Live Communications Server integration

L. K2.net workflow and Information Bridge Framework task pane action
Figure 3.3
Technologies that support the RFP process flow
Phase 1: Business Opportunity Assessment
The process begins with the receipt of an RFP from a customer. During this first phase, the initial project information is captured in a structured manner through the use of InfoPath forms. InfoPath forms retrieve data from schema-based repositories and publish data back into these repositories. Ensuring that the proper project data is captured in a formalized manner at the beginning of the project helps eliminate errors and omissions. 

1.
The project team member who is initiating the response to an RFP accesses the My Site personalized site hosted by SharePoint Portal Server, which provides an aggregated, portal-based view of project information and the Outlook e-mail Inbox, as illustrated in Figure 3.4. The project team member opens the Initial Enquiry Form.
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Figure 3.4
A personalized My Site


2.
The Initial Enquiry Form is an InfoPath form that captures the required information for an initial RFP assessment. The project team member completes the form and clicks Submit, which triggers the workflow solution to identify the project team member's manager from the organizational hierarchy in Active Directory. This means the workflow process can be generic, based on roles and relationships rather than on a particular user’s identity.

3.
The manager receives an e-mail message that contains a link to the form. After approval, the workflow solution initiates the Business Opportunity Assessment process. If the manager had rejected the Initial Enquiry Form, other workflow processes could be triggered. Similarly, the workflow process could include an automated escalation of the Initial Enquiry Form if the manager is unavailable or does not respond in time.

4.
When the Initial Enquiry Form is approved, the workflow solution creates a Windows SharePoint Services team site for document collaboration and an EPM-based team site for project management. The workflow solution also creates a Business Opportunity Assessment InfoPath form. The project team members collaborate on this form by using the Outlook scheduling feature and Live Meeting.

5.
When the Business Opportunity Assessment form is approved, the workflow solution creates the initial Project Action Document (PAD), shown in Figure 3.5. The PAD is a structured Microsoft Word document with defined sections, a feature that is enabled by the Information Bridge Framework. Section content is automatically generated from data that was entered into the InfoPath form. In addition, the Information Bridge Framework enables the task pane to connect to other systems to provide content, such as customer information. The workflow solution stores the PAD on the team site and sends e-mail notifications to the stakeholders. Sections of the document can be assigned to various stakeholders for completion by using the Information Bridge Framework-enabled task pane.
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Figure 3.5
The Project Action Document with the Information Bridge Framework-enabled task pane

Phase 2: Product Requirements Gathering
During this phase, initial project schedules and requirements specifications are created. The example solution enables collaboration by providing a shared project site that stores project schedules and documents. 

1.
When the Project Action Document (PAD) is approved, the workflow solution creates a new Project Server project plan and adds a link to the project site. The project manager enters the initial customer schedule and information from the PAD into Project Server. 

2.
Project team members responsible for creating the specifications access the specifications document from the shared documents library on the project site. Within the document, the Information Bridge Framework task pane enables members to search and import diagrams from underlying CAD systems, as shown in Figure 3.6. CAD visualizations can also be inserted into Microsoft Visio® diagrams for customer demos or for collaboration on the SharePoint site.
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Figure 3.6
CAD visualization capabilities in the Specifications document

3.
As team members complete tasks, they update the project schedule on the team site by using the Timesheet view in Project Web Access.

4.
Team members use Live Communications Server to conduct online status review meetings so that they can share Microsoft Office documents with people at remote locations. At each review, the workflow solution offers them the choice of gathering more requirements, suspending the PAD, or moving to the next step in the process.

Phase 3: Customer Review and Cost Assessment

During this phase, project team members incorporate customer feedback and assemble the cost analysis and BOM information. Through Information Bridge Framework-enabled Office documents, project team members are able to manage cost analysis and BOM data without having to access the underlying enterprise systems.


1.
Team members use Live Meeting to present the proposal to the customer and collect the customer feedback. The customer feedback is captured in a structured InfoPath form and stored on the team site. 

2.
After customer approval, the project team completes the final proposal, which involves gathering cost and manufacturability information, and integrating BOM information. 

3.
To complete the cost analysis, project team members manage the cost analysis in Excel spreadsheets, which are linked to the enterprise project management schedules and resource costs so that they reflect the most up-to-date information based on actual resource availability. If a team member makes a change in the spreadsheet, the change is reflected in the document. By integrating the enterprise-wide resource data directly into the costing spreadsheets, the most accurate cost forecasts can be made. 

4.
To complete the BOM portion of the proposal, project team members use a link in the Information Bridge Framework task pane to generate an initial BOM in the proposal document. Another link allows project team members to open a spreadsheet that contains the BOM items. From this spreadsheet, project team members update information and substitute items, as shown in Figure 3.7, without having to access the underlying BOM system. Any BOM system that exposes its interfaces through Information Bridge Framework-compatible Web services can function in the same way, enabling automatic and integrated calculation of material costs in addition to the resource costs extracted from the enterprise project management solution.
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Figure 3.7
BOM Excel spreadsheet linked to the Proposal document 
Phase 4: Final Review and Proposal
The final executive review occurs when the project documents are finalized.


1.
After the cost forecast documents are checked into the team site, the workflow process initiates the final executive review.

The basis for this review is an Information Bridge Framework-generated cost document specifically formatted for executive review. Executives can drill down on any aspect of the decision-making process because all of the information is stored on the team site.


3.
Upon executive approval, the workflow solution generates a final Project Action Document that is issued to all relevant stakeholders. In addition, the approval can be integrated with other systems, such as the ERP and manufacturing execution systems, by using tools such as BizTalk Server 2004.

4 Infrastructure Considerations

This chapter provides a conceptual description of infrastructure considerations for developing a collaborative product development solution based on the Microsoft® Office System. Topics covered include software considerations and other considerations related to integration, scalability, and security. 

Software Considerations
In the example discussed in this guide of a collaborative product development solution that helps automate an RFP process, the following software runs on the client computers:

●
Microsoft Windows® 2000 with SP3 or later, Windows XP, or a later operating system. Information is available at the Windows 2000 SP3 Web site at:
http://www.microsoft.com/windows2000/downloads/servicepacks/sp3/
●
Microsoft .NET Framework 1.1. Information is available at the Microsoft .NET Framework Developer Center at:
http://msdn.microsoft.com/netframework/downloads/framework1%5F1/
●
Microsoft Office InfoPath® 2003 with SP1 or later. You can use the stand-alone version or the version that ships with Microsoft Office Professional Enterprise Edition 2003. Information is available at the Microsoft InfoPath system requirements Web site at:
http://www.microsoft.com/office/infopath/prodinfo/sysreq.mspx
●
Microsoft Internet Explorer 6.0 with SP1 or later. You must install Internet Explorer 6.0 with SP1 and the recommended updates. Information is available at the Microsoft Internet Explorer downloads Web site at:
http://www.microsoft.com/windows/ie/downloads/default.mspx 
and the Windows Update home page at:
http://v5.windowsupdate.microsoft.com/v5consumer/default.aspx?ln=en-us
●
Information Bridge Framework 1.0 client component. Information is available at:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/odc_ibf2003_ta/html/odc_ibfintro.asp
In the example discussed in this guide, the following software runs on the server computers:

●
Microsoft Windows Server™ 2003. Windows Server 2003 system requirements are available at:
http://www.microsoft.com/windowsserver2003/evaluation/sysreqs/default.mspx
●
Microsoft SQL Server™ 2000 with Service Pack 3 (SP3) or later. System requirements are available at:
http://www.microsoft.com/sql/evaluation/sysreqs/2000/default.asp
●
Internet Information Services (IIS) 6.0. Information is available at the Microsoft Internet Information Services Web site at:
http://www.microsoft.com/windowsserver2003/iis/default.mspx
●
Microsoft Windows SharePoint® Services. Information is available at the Windows SharePoint Services Web site at:
http://www.microsoft.com/windowsserver2003/technologies/sharepoint/default.mspx
●
Microsoft .NET Framework 1.1. Information is available at the Microsoft .NET Framework Developer Center at:
http://msdn.microsoft.com/netframework/downloads/framework1%5F1/
●
Microsoft BizTalk® Server 2004. Information is available at the Microsoft BizTalk Server Technical Resource Web site at:
http://www.microsoft.com/biztalk/techinfo/
●
Information Bridge Framework 1.0. Information is available on the MSDN® Web site at:
http://msdn.microsoft.com/library/default.asp?url=/library/en-us/odc_ibf2003_ta/html/odc_ibfintro.asp
The collaborative environment can be implemented on either Windows SharePoint Services or SharePoint Portal Server. Much of the functionality can be deployed on Windows SharePoint Services. However, features such as personalized portals and multi-site support require SharePoint Portal Server.

Integration and Scalability Considerations 

This section covers a variety of possible software integration and scaling issues related to the example collaborative product development solution. 

Integration

Service-oriented architectures are ideal for integrating new collaborative product development capabilities with existing systems and data sets. By creating relatively simple Web service interfaces to existing data stores, you can use existing systems without modification. For example, many BizTalk Server adapters exist, enabling you to integrate with systems such as enterprise resource planning systems and expose them through Web services.
The Information Bridge Framework also enables integration between the service-oriented architecture and the Microsoft Office System. The Information Bridge Framework uses a client component, metadata, standard simple object access protocol (SOAP), and Web services, which enable Office users to take action directly in documents. The Information Bridge Framework metadata defines how the user interacts with line-of-business data from various enterprise applications, and the Web services enable that interaction.
Scalability

One of the significant advantages of a service-oriented architecture is that components can be added and scaled as requirements and usage dictates. This enables you to build a proof of concept with real data and systems, and then scale the solution as needed.

The core infrastructure servers used in this example solution are designed to scale to the requirements of the largest enterprises. The scaling limits therefore depend on the implementation and usage levels of the integration pieces such as the workflow, visual markup, and integrated system data access. Because these factors vary from organization to organization, no hard upper limit can be specified.

Security Considerations

In-depth discussions of security, secure deployment, and secure coding practices can be found on the Microsoft Web site by searching on the keyword security. For more information about critical security updates, see the Microsoft Security home page at:
http://www.microsoft.com/security/default.mspx
When considering security-related issues for a solution you create, use the following resources:
●
Follow Windows Server 2003 Security Guidelines. For practical information and in-depth security guides and resources for issues specific to Windows Server 2003, see the TechNet Windows Server 2003 Security Center at:
http://www.microsoft.com/technet/security/prodtech/windowsserver2003.mspx
●
Follow Information Bridge Framework Security Guidelines. For more information, see "Security Overview" in the Microsoft Office Information Bridge Framework Planning and Architecture Guide, available at:
http://www.microsoft.com/downloads/details.aspx?FamilyId=D7FA9F2F-3512-4163-A4AB-A36EEA3B6163&displaylang=en
●
Understand how Microsoft Windows SharePoint Services uses the elements that interact with and affect your security for Web site content. For information about user authentication, the SharePoint administrators group, site groups, administrative port security, SQL Server connection security, and firewall protection, see the Administrator's Guide for Windows SharePoint Services security topic "Windows SharePoint Services Security Model" at:
http://www.microsoft.com/resources/documentation/wss/2/all/adminguide/en-us/stsb03.mspx
●
Current technical guidance, tools, training, and updates for planning and managing a security strategy are available at the Security Guidance Center at:
http://www.microsoft.com/security/guidance/default.mspx
●
Many of the custom application components created as part of a collaborative product development initiative are implemented using .NET user controls, ASP.NET, and other .NET Framework classes. A discussion of secure coding practices has been documented at:
http://msdn.microsoft.com/security/securecode/default.aspx
●
In addition to direct access rights management, access to documents can be further managed using Microsoft Office 2003 Information Rights Management (IRM) to help prevent information from being read by people who do not have permission to access the content. More information about IRM can be found at:

http://www.microsoft.com/resources/documentation/office/2003/all/reskit/en-us/outb05.mspx
Network Security

Depending on the production environment, a collaborative product development solution will require various approaches to network security. For example, you can configure Internet Information Services (IIS) 6.0 to use Secure Sockets Layer (SSL) for the Windows SharePoint Services site used in the solution. Setting up SSL to create a secure communications channel will help protect your site. Exposing your solution to the Internet or another external network creates specific risks. Additional information about network security is available from the Microsoft Security Guidance Center’s Network Security Index at: 
http://www.microsoft.com/technet/security/topics/NetworkSecurity.mspx
Client Security

In your solution, consider the security of desktop computers, including how to secure client computers when they are not in use and how to mitigate the risks posed by thefts of mobile computers configured to access the Web site used in the solution. A secure client implementation should include a user authorization model to prohibit unauthorized access to the client computers. In addition, password-protected screen savers can further enhance the security of the client computers. Additional information about desktop security is available at the Microsoft Security Guidance Center: Desktop Security Index page at:
http://www.microsoft.com/technet/security/topics/DesktopSecurity.mspx
In the example outlined in this paper, no explicit steps were taken to encrypt data stored on the client computer. You can add this feature in a variety of ways. One option is the Windows XP Professional Encrypting File System described at:
http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-us/encrypt_overview.mspx
5 Next Steps

This chapter provides information about next steps related to implementing a collaborative product development solution after you have completed an initial evaluation. Included are resource and skill set considerations if you want to develop a solution in-house, in addition to partners who can help develop a solution. Additional case studies and references can help guide your planning.

Resource and Skill Set Considerations

To help teams and organizations become more successful in delivering business-driven technology solutions to their customers, the Microsoft® Solutions Framework (MSF) is a deliberate and disciplined approach to technology projects based on a defined set of principles, models, disciplines, concepts, guidelines, and proven practices from Microsoft. MSF resources are available at:
http://www.microsoft.com/technet/itsolutions/msf/default.mspx
Developing, implementing, and operating a collaborative product development solution similar to the example in this guide requires personnel for three primary roles: business analyst, developer, and administrator. The specific functions and required skill sets for these roles are described in the following sections.

Business Analyst

The following describes the business analyst's functions and skill set:
●
Functions: Analyzes business processes and defines the rules and behaviors required within processes. Identifies the information that must be sent to each application, determines the process flow required, and determines how business documents are mapped to one another. 
●
Skill set: Knowledge of the manufacturing industry. Familiarity with collaborative product development processes. General knowledge of business process analysis procedures.
Developer

The following describes the developer's functions and skill set:

●
Functions: Implements the business processes defined by the business analyst. Defines XML schemas for the required business documents, specifies mapping between business documents, and creates orchestrations necessary to implement the business processes. Designs SQL Server databases for storage.

●
Skill set: Microsoft InfoPath® form design techniques. Familiarity with Microsoft Windows Server™ 2003, SQL Server 2000, and the Microsoft .NET Framework. XML expertise. Development skills in Web services, Microsoft BizTalk®, and the Information Bridge Framework
Administrator

The following describes the administrator's functions and skill set:

●
Functions: Sets up communication among the components specified by the developer and deploys BizTalk Server 2004, Internet Information Services, and Windows SharePoint Services as required. Creates and maintains SQL Server databases. 
●
Skill set: Knowledge of InfoPath implementations. Ability to create BizTalk Server 2004 orchestrations. Familiarity with Windows Server 2003, SQL Server 2000, Windows SharePoint Services, and the Microsoft .NET Framework.
Potential Partner Solutions

The partners featured in this example solution are two of many ISVs, partners, and system integrators who can help build a Microsoft Office System-based collaborative product development solution that is customized to a company's needs. Following is a list of several partners who can offer these capabilities. To find more information about these partners, search the Microsoft Resource Directory at:
http://directory.microsoft.com/MPRD/Default.aspx?languageDropDown=173&countryDropDown=US
●
Actify
●
Autodesk

●
Dassault Systemes

●
HP
●
Immedient

●
Pcubed

●
Sopheon

●
SourceCode Technology Holdings (K2.net)
●
UGS, The PLM Company

Case Studies
This section provides pointers to existing case studies that describe how companies have implemented collaborative product development solutions. 

●
Cooper Tires Case Study: Cooper Tire and Rubber Company is a rubber products manufacturing and marketing company with 23,000 employees and 52 manufacturing sites in 13 countries. A CPD solution reduced Cooper’s product life cycles and helped increase its market share, increase profitability, and lower total cost of ownership. A detailed case study is available at:  

http://www.microsoft.com/resources/casestudies/ReferenceProfile.asp?ReferenceProfileID=6A6C16B4-04AF-4348-A111-0376E876538B
●
Rhodia Case Study: Rhodia is one of the world’s leading manufacturers of specialty chemicals, delivering a wide range of innovative and tailor-made products and services. Using the Microsoft Office System and partnering with Pcubed, Rhodia developed an EPM solution to streamline resources and enhance collaboration and portfolio management. A detailed case study is available at:
http://www.microsoft.com/resources/casestudies/CaseStudy.asp?CaseStudyID=13382
6 Appendix

Some commonly asked questions about the example collaborative product development solution are included in this appendix, along with a glossary of terms presented in this guide. 
Common Questions

How can I get the example solution described in this guide?
A solution based on the example described in this guide must be developed according to a company's specific requirements. For information about implementing a collaborative product development solution, contact a Microsoft representative or locate a partner from the Microsoft Resource Directory at:
http://directory.microsoft.com/MPRD/Default.aspx?languageDropDown=173&countryDropDown=US
Do I need to upgrade all of my clients to implement this example solution?

Microsoft® Project Server and Microsoft SharePoint® Portal Server can be accessed with a variety of Web clients. However, to take advantage of the structured documents, Information Bridge Framework-enabled task pane, and Microsoft Outlook®-integrated capabilities, Office 2003 or a later version and the .NET Framework 1.1 or later must be installed on the client. Similarly, the Microsoft Visio® computer aided design (CAD) markup capability requires Microsoft Visio 2003.

With which Office productivity applications does this example solution work?

This example solution is designed to work with Microsoft Office productivity solutions. Other solutions, such as e-mail platforms, can be integrated, which would require additional integration work.

Does Active Directory need to be deployed?

Microsoft Active Directory® is not required to implement this example solution. SharePoint Portal Server and Project Server can use the native access rights controls available from Windows Server 2003. However, if you do not use Active Directory or a similar Lightweight Directory Access Protocol (LDAP)-based directory service, features that provide the ability to integrate authentication for collaboration resources with authentication for other data sources, such as single sign-on, will be unavailable.

How large can this example solution scale?

The core infrastructure servers (SharePoint Portal Server and Project Server) are designed to scale to the requirements of the largest enterprises. The scaling limits therefore depend on the implementation and usage levels of the integration pieces such as the workflow solution, visual markup, and existing data sets access. Because these vary from organization to organization, no hard upper limit can be set.

Do I need to deploy a workflow solution?

K2.net provides the automated workflow capabilities in this example solution. K2.net is an independent software vendor (ISV) that works with Microsoft. Enhanced workflow capabilities are available from other ISVs, or they can be developed by the customer by using the Windows SharePoint Services software development kit available at:
http://go.microsoft.com/fwlink/?LinkId=45045
Do I need to deploy SharePoint Portal Server or is Windows SharePoint Services sufficient?

Much of the functionality demonstrated can be deployed on Windows SharePoint Services. Features such as personalized portals and multi-site support require SharePoint Portal Server.

Acronyms and Glossary

AMR: AMR Research Inc.( http://www.amrresearch.com.)
BOM: Bill of materials.
CAD: Computer-aided design.
CPD: Collaborative product development.
EPM: Enterprise Project Management Solution, consisting of Microsoft Project Server 2003 and Microsoft Project Professional 2003.
ERP: Enterprise resource planning.
LDAP: Lightweight Directory Access Protocol, an industry standard for directory services. Microsoft Active Directory and Microsoft Windows Server System™ products are LDAP-compliant. For more information about LDAP, see Active Directory LDAP Compliance at:
http://www.microsoft.com/windowsserver2003/techinfo/overview/ldapcomp.mspx
RFP: Request for proposal.
SharePoint Portal Server: The Microsoft enterprise collaboration platform built on Windows SharePoint Services.
SOA: Service-oriented architecture.

SOAP: Simple object access protocol.

Windows SharePoint Services: Core collaboration services that can be deployed as an enhancement to Microsoft Windows Server™ 2003.
